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HISTORY AND AGHIUVEMENTS OF

THI CRYPTOGRAPHIC SHECTION OF THU OdiH
(OKH/ala/In 7/VL)

This report supplements information already qullshed

by CSDIC (UKI')) in szg 1335 and 1724, 4lthough bhf informa-
tion in this report is of a general nabture, it gives a
fairly complete picture of the German aims and achievements
in he cryptographic field, seen through FPi's pgrsopal 2
osition as head of the OXH cryptographic section from 1jov.
ﬁ1 to June 43, In general, P/ has been connected with the
work of the "Y' service in an organisational capacity from
1935 onwards. His memory is reasonably good, though he

is less well-informed on technical matters of cryptography .
Although a slight tendency to hedge on vital guestions was
observed, it would appear that P has not now withheld any~-
thing of importance.

His life history is as follows;

1933 Took comd of Horchkp of Nachr Abt I.
1985 =59 Comd Horchky of Nachr Abt 25,
Sep 39 - Apr LD Comd 3 Coy Nachr sbt 750. (This coy was

on intercept duties opposite the

ilaginot line,)

Senior Sigs Intelligence Officer with

army Group C.

Summer 40 — Nov 41 Comd Nachp Abt 26,

Nove L1 - Jun 43 Comd OKH/In 7/VI.

Jun ﬁ3 - Dec L3 Comd Pz Korps Nachr abt Lhg,

Dec ﬁé ~ Apr 45 in charge of OKy/Chi Hauptgruppe ..

lay 45 in charge of OkW/Chi in the ¢ losing
stages. Went on FLUNSBURG mission o
SHALP, and thence into allied captivity.

4pr 40 - Summer 40

HISTORY OF IN 7/v:

ORIGINS Before the war,

| : = cryptography in the German
Aﬁg{swgs carried out py_OKH/In 7 Horchleitstelle,
iy gganlaqyion originated in the cipher section
g ?h arm;n War Mxpistry, and grew up parallel
éefore ?hclpher Séction of the oW (OKW/Chi)-
el depgr:irétln ?tHorchleiﬁsbelle was merely a
ne . ii : i j i
S, P numL was comman@ed by Major nr.
ogani) under it. Thege were sta
" gan s?tlon, and were engaged in
enoeuvring traffic of nei_hbourin

ffed by a skeleton
monitoripg the
g states.,
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Training Referat: oberinspektor KUHN
Linguistic Reforat. Sondorfuhrer KOHLER
American Rcfaraﬁ; gonderflihrer (z) STHINBERG
Mathematical Referat:sonderflihrer DI PIATSCH

R anisati Referat PIITSCH :
ﬂeorgiglféﬁ;?ntgg_ﬁﬁfﬁéﬁﬁﬁical Reﬁerat hgd exp;gggd
to such an extent that three sections were ciihe—
out of ite. Sondorfiihrer ST.INBIRG and t he 1m20
maticiens who had been working with him on M~209

and the gtrip ciphex separated to form the

American Referat while tyo separate scqtlons_w?re
formed, one under Oblbt LUDERS for the l?VG?tlgd-
tion of eipher securitysy—ond -one under Wm br :
DBRING for the investigation of secret toleprintors.

The Hollerith Referab was commandcq by Baurat
SCHANK® . The department was equipped with all
kinds of German maehines and also with all ﬁlnds
of captured French hollerith equipmgnt. This depb
proved invaluable in the investigations of gnclear
or difficult cipher technigues. s lot of tlme and
manpower was saved, particularly in the sorﬁlng out
of traffic and the ascertaining of parallelisms
and in the calculation of recurring dif fercnces.
The exploitation of hollerith uethods was particu-
larly favoured by Baurat SCHULZL, who 1n civilian
lifo was an employee of the hollerith firm Berlin
Lankwitz.

section the best available mathematical brailns.

In this section all unbroken traffic from the
National Sections was investigated so long &s it

was nccessary bo achieve an inroad by purely
analytieal methods. As soon as a technigue for
breaking o particular cipher was evolved the item
was handed back for further work to the speeifie
National Section concerned. In some cases mathe-
matical specialisgts were atteched to the National
Section to work on the various national procedures.

Baurat Dr PILTSCE collected together in this l

A further large fileld of work of the Referat
PIBETSCH lay in thé investigation of the securiby
of the current German cipher procedures and in the
assessment of discoveries that were always being
brought forward. The compromising of the securiby
of a cipher usually resulted from exceeding the
day's safety margin for tronsmission, thus creat-
ing depth or by other brea

¢ ches of standard operating
instructions.

In order to provide some check on the use of
qumunIGLPhers and Lo provide the referat PI.TSCH
Wwith the necessary material, thc Nachr Aufkl ..bt/
Chef H Rust u BAL woas set up in Berlin im Nov 41,
This uglt wag to be under the comd of the Comd of
B I Two coys of this unit were to act as
normal holding coys for In 7/VI while the third was
an lntercept coy which worked within the field and
Reserve Army for collecting material tocheck up
on the sccurity of German ciphers. However, at the

]
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s 3 3 t 0
std of Feb 42 bthis unit was dLSSO%;;i gglg%phcr
personuel shortage. Thus ?h? ion'onsibility F
gsecurity beoome owcg wWOrS Hio ZORDOL iy PRl
the Field Aruy,; a respongibility which Vv
fully undertaken. ,

i igpation of

48 @ result of Ghe security investiga C
German ciphers :nd the reporting on newddézig;egégs,
the Referat PLITSCH naturally began Fo i B
cipher technigues of its own. 1IN 1942, h? AL Bver
the development of thesc techniques was iag LS
to Oii/Chis The main investigation garr.eto 1k
Referat PIATSCH was Q coptinual engquily in ot
security of Ghe German ¢cipher maechine, th% e% %or ’
which hipgher authority had been wgrriedra ou o
some Gtime. The couse of this anxiety lay in ;
fact that it had been established.befo?a thg waf
that CZECHOSLOVAKIA in collaboration with FRANCE

nad been able to read traffic enciphered by the

enigma tachine (old model without plug apd soc}et
connections)., Lvidence on this SFbJ?QF was cap-
tured during the occupation of GZQCHU&LOVAAIA
during 19368. Iiloreover in POLaKD 10 1939 the clear
version of a WI message was found; this message
had been transwitted from o German qrgisgr in
Spanish waters during the sSpanish GlVl; War'and
had boen transmitted by the enigma officers
cipher., An exact proof whe ther these successes
were due to compromise or bo crypto-analytic work
was never forthecoming, despite detailed investi~
gations As this instance of compromise affected
the Stecker Enigma investigations were carried ouf
thoroughly. The Polish cipher Hy at WICHER was
searched in 1939. In subsequent years even 1943
and L4 Gen FILLGTISBIL ordered the reinterrogation
of Polish cryptographers to check this point., No
positive confirmation was achieved.

Nevertheless these invesbigations showed that
the safety margin of the enigma had to be reduced
from 50,000 to 20,000 letters on a day's eipher
(an experience which resulted in the'daily clpher,
which at the beginning of the Russlan campailgn was
very heavily burdened, being split up into two or
three portions), 4s the final result of the
onlgma investigations described above, the value
of carrying out investigations into machine cilpher

of enemy nations was recognised and the process
undertaken.

Until 1942 the work of this section wes not

fully exploited and only a small beginners' course
was in progress.

It is Ffitting at this juncture, btherefore, to
draw attention to the acute shorbage in crypto-
analytic personnel which the German High Command -
encountereds It was found thet the practice of
g?zgéngigogw?rdfgigups of crypto~analysts to key

ot o i
ol gelf provide adequate signals

particularly as the front
getting further awsy from BERLIN. ront lines were

: AS @ result the comdsg
units were allowed to : S

rd intercept
analytic teams,

create thelr own crypto-
Two difficulties were encountered

.
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ical
in this connection: firstly, @ 1a?kt0szzc§?ypt°"
knowledge, and secondly nie enFPy e g untrust-
mnalytic service of personncl who wirw In two }
worthy from the security point of Vle.ére unearthed |
cases in KNA 2 in SMOLLNSK persggni rgsult of this
who were ilty of esplonage. s : -
a securitﬁuvetbing fon all crypto—analytlc person
nel was introduceds

ce the forward crypto-analyt?c ynits had
been ggt up and attached to the various forwayd foed
uyit ynits it was agreed 6o allot to phem phi :mv:Ld
tigation of forward and L of C traffic which cou .
be solved in the field. In 7/VI remained, howevers
responsible for all army cryp@o—analytic work ond
concentrated on the most difficult and unsolved
procedures.

As a personnel establishment for thesc forward ;
crypto-analytic units it was found necessary to
have two or three linguists and one to three mathe-
maticisns. Such personnel were trained at a six
weeks' course by In 7/VI. 20D such erypto-analysts
were turned oub; they included Ma jor Dr HENTZE,
Oblt Dr VAUK, Oblt LUDERS and Oblt SCHUBEZRT. The
results of this work in 1941 and 1942 was to enable
In 7/VI to concentrate on research into more diffi-
culbt proceduress. [

This dept has had a rather curious history in
that it was detached to Chef HNW Horchleitstelle/
LOTZEN before the outbreak of hostilibties with
RUSSIA. Under the leadership of Kriegsverwaltungs-
inspektor DETTMANN, and for a time of Prof
NOVOPASCHENNY this section achieved considerable
initial success until spring 1942. The 5-figure
code acqguired by the Germans until the Russian-
Finnish war was still used by the Russians. An
additional c opy of this procedure was also captured
by the Germans. Through the allocation of call-
signs and of indicator groups it was possible to
esbablish the entirc Russian order of battle and
the location of strategical reserves. This was
additional to intelligence gained by reading the
content of traffic., On 1 Apr 42 the Russians
introduced a new 5-figure code. The transibtion
from the old to the new code was, however, 80
faulty that within the first week it was possible
to establish 2,000 groups of the new code. Indeed,
1t was possible at this timec to leave the decoding
of this procedurc to the cryptographers of the
forward "Y" units. The Russians gradually improved
their sccurity, however, and in spring 1943
altered the indicator group system and split up
pho code into various front sectors. As a result
it was necesgary to collect all the 5-figurc
traffic at LOTZEN and to call in the assistance of
the hollerith dept of In 7/VI. Only thus could
the necessary depth on o day's traffic be achieved.
The gquantity of traffic read decreased considerably.
2-; 3- and L-figurc traffic was continuously dccodcd.

Crypto-onalytic work on partisaen traffic

g was
;arr;od on by the forward "Y' umits in the area.
qgrtlculnr Succoss was achicved in the SHMOLINSK
area with the arrivel of spcoiallist cryptographers.
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KNA
It was only in the summcr of 1943, hofevor,tggigpﬁzrs’
6, with Oblt SCHUBERT in charge of &he zriﬁ e
was committed bto anti-partisan work tha efully
between MOSCOW and the partisans Was success
reads

BRITISH p

REF&EST This dept under Oberinspektor ZILIMAN Wa? e

o assisted in its early days by &tho successosqo S
forward cryptographic teamss These su09955us,

wore restricted purely to forward technilgues.

In spite of continual cfforts, oberinspektor
ZILLMAN Wgs unable to break into the British §1pher
machine %Typex). Several British ciphor machln%s
were captured during the summer campoign of 1940,
but with all of them the wheels werc missing.

The general success of British Referat ccased,
thorefore, in the summcr of 1942 aftor the intercept
coy under Oblt SEZBOHM was captured in NORTH AFRICA.
Despite the report of an NCO to the cryptg-analytic
section who escoped that all cipher material had
beon destroyed, it had obviously proved possible for
the British to reccgnise from other evidence which
British procedures had becen read and which haq notb.
In consequence the department was reinforeced in
order to win back the lost ground. Up to Jun 43 the
lost ground had not been recovered and successes
after that date are not known to PW.

From summer 1942 the Germans concentrated on
watching exercise traffic in thc BRITISH ISLES from
KNA 5 in ST. GERMAIN and the Horchstelle BERGEN .
Horchstelle® BERGEN also watched Swedish traffic, bub
apart from unimportant police wireless there was very
lit tle army traffic to give depth enough to break the

Hagelin machine which was used. This work was directed
by Oberinspektor PRITZER.

As a result of watching the exerelse traffic in
ENGLAND it was still nobt possible to gain any assist-
ance in winning back the lost ground in Mediterranean
traffic; (cf SIR 1704, paras 61 to 64). It was never-
pheless posslble to gain some information on bthe t rain-
ing ond order of battle for the invasion, but to what
extent this was achieved by crypto-analytic methods
is a matter which PW cannot answer owing to his
departure to the Russian front.

This_section lost a lot of its importance o ftor
BANCE the campaign of 1940. It concentrated on watching & he
communicabions of the VICHY Government which was
supposed to inform the Germans of theoir cipher proced-
urcs. Breaches of regulations commit ted by the French
were reported to the Disarmament Commission 2k
WIESBADEN and rectified. The retention of captured
French documents and the further investigation of the
{rqnch cipher machines C-36 and B-211 justified itself
Ag&;gaﬁ the 1n}t1a1 de Gaullist WT troffie in NORTH i
A for 1942-43 was undertaken through these methods,

It was i i3 2
start bﬁﬁsﬁéﬁle fo read all these tochnigues at the

far the s c : ;
1943 TV cannot say. uccess was maintained during

el

1
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AMERTICAN
REFERAT

o o wiss
The monitoring of Spanishs Portuguebehdggfgggi

traffic which was coordinated by the Frenc & N A kLR
did not yield any startling dovel?pnﬁnbs. et aes Wi
in the winter of 1942-L3 two gggzllian tec ghgits
read by this sections one of thcsgs nlthoug‘bqnb e
content was uninteresting, revealed one impoi éR%ZIL it
ture; this mcssage Was pagsed along the llnt q;
WASHINGTON and travelled by American cipher GO E s
American border wireless station; thence it was r‘qu
ferred to Brazilian ciphels The Brazilian cigher t;nt
broken, but the content of the message was un impox ché
Nevertheless the effort bto utilise the success fo cxe

American cipher failed.

. - b

This dept waes created in the winter of 1941=L2 ou
of the Mathegatioal Referat. AL the s;art the work of
this dept was exceedlngly difficult owing to the vast
size of the American wireless net and t@e dif ficulty
of sorting out the numerous links and cipher prgcedu?es
employed. After some WEEKS order was obtained in read=
ing the call signs and indicator groups and & start
made in breaking some of the ciphelrs. The dept monitor-
ed internal American traffic and also traffic from the
UNITED STATES to BEUROPE and AFRICA. The Germans knew
that the AMERICAN Government had bought the Hagelin
machine which had formerly been offered in wvain to bhe
GERMAN Government. An immediate investigation of this
procedure was therefore entrusted to Referat PIENTSCH.
Attempts to procure a model of the machine, hovever,
proved unsuccessful. The bulk of material that accu-
milated grew so big, however, that a special team 1in
the American Referat was centrusted with the investiga-

“tion of this machine. By careful establishment of

addresses and signatures the first inroads inbo the ;
machine were obtained. Additional assistance was obtain-
ed through signals intelligence on bthe order of battlse

of the American Army in EUROPE; this onabled specimen
messages to be assumed. However, 1t was even tua 11y
recognised that the main cipher procedure used by the
Americans was the strip method whereby 25 variously
arranged alphabets were vertically lald out one along-
side the other. In the workshop of In 7/VI mechanical
aids were constructed and with the help of the hollerith |
section and by noting the addresses and signatures the
verious alphabets were recreated. From spring 1942
parts of the American traffic were read, particularly
traffic from WASHINGTON to WEST AFRICA, NORTH AFRICA
and IRELAND. Lotterly traffic from WASHINGTON to
BRITAIN and WASHINGTON to CAIRO was also read.

e i

It was alsq suspected in the American Referat that
there was a decimetre link from LONDON to WASHINGTON
relqyef_VLQ IR%%AND. This link was watched in its
projection on ¢ WEST coast of NORWAY and near NARVA
on the BALTIC. The experiment proved unsuccessful and
the source of this theory is unknown to PW.

With the arrival of American troops in
2 s 1 Americar ops _in BRITAIN
phpég exercise traffic was continuously reaé;"'?ﬁzﬁafes
in 1s respect what he has already observed with
regard to the J-209, that it is not surprising t hat

troffic is read when mistakes i -
: 5 . 8 in the c
W?rew?ﬂde in every threc messages. uas-of _ciphors




OP SECRET 114

BALKAN
REFERAT

ITALIAN
REFIRAT

_——

WORK OF
SECRET

TICOM/I-78

f Turkish

PW cannot add much to SIR 1704 ;Engnogméunt po
traffic was hot very profitable; at%b o
army traffic was intcrcepted a long. (5] . il o G
ALUGEAN SEA, but its conbent was unlmporﬁh A e B
ing of Turkish traffic con tinued; pow?VbrtndesirablS i
TURKEY'S uncertaln politicel game it g?Sqlly gl
interrupt it. The watch crypto—analy }q; o afCic Was
case of Hungarian, Rumanian and Bulgarie ¢ the Russiem
dropped owing to the prior menpower claims
front.

This section specialised in watching gb%éigi b
traffic which was very insecure and mostfo i B
rond by the Germwans, especially traffic _§°T Sty b
NORTH AFRICA+ In. 1941 Hptm Dx FIALLA DALC 7 T o= equest-
ROME, netified the Italians of thelr wcaknengI ity
cd greater security. In spring 1942 Hptm BI s e
Ttalien Army paid a return visit to In 7/V1t; L
enlightened as to the German use of holleri msecurity
The renewed request to the Italian for greatei e
in their dipher methods failed, Jjust a8 the It?
were unable to set up their own hollerltp gectilon.

In 7/VI Had not, in any case, the authority to put_agﬂn
pressure on the ftalians, moreover, the general opin .
was that the Italian cipher department under qen'GAMB
was nob competent enough to institute changes; (fn =
matters of agents' ciphers the Italian gection was more
efficient)s It was absumed by In 7/Vi that German
troop movetents in APRIOA were betrayed to the British
by the insecure Italian wireless.

This section dealt with investigatilon of the
security of German machines only, since there were no

TEL.PRINTERenemy machines available for testing. In the summer of
PEDIPTT . SRRE ¢ Tad

REFERAT

1942, the SIEMENS secret teleprinters Th52_a_qnd p were
in use, and T 52 ¢ was in the course of distributione.
These machines were developed by the Heereswagfenamt
under the direction of Dr°IIEBKNECHT of Wa Pruf 7

They were manufactured by the flrms of SIZMENS and
10RENZ, were checked for security by OKW/Chi and found
satisfactory. Neverthelcss, in the summer of 1942,
when these machines were tested by Uffz Dr DORING of
Inspektion 7/VI, it appeared that the cipher could be
easily cracked. This was principally due to operators
gsending more than one communication over the same
message cipher. This mistake freguently arose over
long distence communications. In the autumm of 1942,
it was also recognised that the T 52 c, despite the
alteration in the individual mecssage encipherment,
could not be made secure. This was exceedingly awkward,
as It was fthe latest available secret teleprinter and
was also used in communications from GERMANY to

neutral countries. Alterations were undertaken which
led to the T 52 d« Owing to the fact that there was a
shortage of spare parts and industry could not deliver
the new machines sufficiently speedily, the High Command
(largely ocut of wishful thinking) begen to consider the
misgivings of Inspektion 7/VI as unwarranted, since the
encmy was not in a position to tap lines as was done

in the security checks by the German personnel. This
comforting thought was, however, dashed in 19Lh2-LF—=

when an entire cellar for tapping btelephone zand tele-
printer traffic was raided in PAgIS; phone and tele

was technically excellently equipped. =2arly in 1943,

Wm Dr DORING established by further investigations that

this installationm 1
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le messages
the %,Eg_dﬂwas not secure and that sing ach 16 bter

c e Cived, Ho 4ld 16 in shas Weu s o

Wg:lchaiacterised by five electrical lTPE;S?So:itive

i indicatedtgs gég?zroﬁlgiegg Tm;ulses DORING
negative). On =) : .

giffi%entia%ed between letters having pgglgtggtggr o

negative gualities. AD enciphere@ pOSItlglished e

served its positive guality. Having &S a i

plus/minus relationship of the text, it wa gssage

to feced a suspected clear word through Ehe m aa

until it fitted correctly. Thence the.umssage e f

be broken. As a result, & new alteration was ﬁawas

the T 52 d from which the T 52 ¢ cmerged, whic

regarded until the end of the war as Bsecures

iobi i schllisse 1-
Other exioting cipher machiness the 5S¢
zusabz (Sz) 4o/L42, and the secret teleprinter (SFM T)
'1,3, were more satisfactory and were regarded as
secure. These were used in wireless teleprinter

traffic.
WORK OF This section was commanded by QR&ﬁ“¥ﬁDERS and was
CIPHER established in autum 1942. It was responsible not
SECURITY only for testing the security of clppers but also for
REFERAT investigating numerous inventions which were passed

bsck from troops in the field. These inventlons did
not prove very profitables They showed Gthe lamen table
ignorance, of the field army on cipher matters. As a
result, specialists from Inspektion 7/VI visited the
signals school at HALLE to give lectures on this sub-
ject. Otherwise this dept remained inactive, working
parallel to its parent body under Dr PIETSCH.

LIAISON OF The collaboration between the crypto-analytic depts
INSPEKTION of other services was slight because, in PW's words,
ZZVI WITH the enemy used different cipher technigues in different
OTHER CRYPT-arms of the services. With obscure enemy procedures
QGRAPHIC different depts carried out research and exchanged in-
AGENCIES formation untll it was possible for one service to
recognilse the cipher as ifs own when it would take over
all responsibility. In Jun 42, Inspektion 7/VI under-
toock a considerable volume of Hollerith work for the
Navy until that dept built up its own Hollerith section.
Where fundamental difficulties werc encountered it was

usually customary to consult OKW/Chi. which
loading authority. /i ? was the

USE_OF MECH- The collaboration between Inspckti

Eﬁiﬁjifﬁfﬁ§'0Kﬂ/ch? was relatively close. OKW?Chilgggéévgagng

ig:zE:ZZEE— Hollerith section at its disposal but developed its own
machine aids in a workshop. By the end of tolo . i
appeared that the Hollerith section of In 7/VI éid not
Tget a%l demands. It was, therefore, decided to en-
thrge he Roferat SCHENKE (the Hollerith section) with

e technical advice of the workshop dept of OKW/Chi

so that it would be in the bosition to c onstruct \
special mechanic

& al aidﬁ f -1 14 o
e el e mcchmnicn10§1§§y€§Dg“ndly“iu.It wasg planncd

i o ufficicntly grca Bisiae
lea ST%GUH; they could be uscd with th forvnm iy gngléhnu—
in Aug L3 St machine planned was to have been bested
machi%e ® g?zigggga?e of it is not Xnown to PW. The

a spced of 10,000 0 search for parallelisms and had

to the sec s
known as the Lichbabtastmachiggg') The machine was




TOP SECRET 13, TICOM/1~78

RESEARCH
PLANS

DEVELOPMENT

; OF GERVAN
: CITHER
PROCEDURES

The need for using more machines 1n orypho- b
analytic work revealed the development of czp?igttigg
nigue durimg the war. It was GO be expected
enemy would place the Germans befgrg more and morg
difficult cipher problems as hostilities developed.

Tt was considercd desirable to set up 2 specla; re-—
search section under Dr PIETSCH in May h@. This sec-
tion was to be responsible for research into all
mathematicsal and apalytical problems and was to be

placed at the disposal of the various national sections.

The dept was also to draw up & central crypbographlg
reference book based on the experiments of &he several
sections, which was to be available for the whole‘ :
organisation. This plan was never brought to fruition.

In Aug L2, Inspektion 7/VI was ordered to colla=—
borate with In 7/IV in the setting up of a dept for
the development of cipher procedures for the i s AL
army. It was considered undesirable that the personnel
from Inspektion 7/IV and Im 7/VI should work together
in that they might be unduly influenced by one another.
Inspektion 7/VI did not agree with this viewpoint and
stated that the personnel responsible for developing
ciphers must be in continuous contact with the latesft
achievements of cryptography in order that a foolproof
procedure was evolved. This viewpoint was not recog-
nised, and In 7/VI posted SAf Dr FRICKE, Uffz KEHREN
and Uffz JESSE tc In 7/IV. This was necessary because
the field army had no ciphers in reserve at all.

From Mar 42, Dr FRICKE developed the RASTER
gchllissel which was introduced into the army in 19Lk.
It was interesting to notc that the basis for the
BASTER Scpl@ssel Was @ corresponding technigue used
in the British Army. The flaws in this procedure were
rectified so as to make the German version foolproof.

I



















