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INTERROGATIONS OF IR, HUETTENHATN FORMERLY HEAD

: OF THE RESEARCH SECTION OF OKv/CHI

Al meetings were held in The Sigmals School at Flonsburg,

.

Firet Interrogation, . 1430 hours , 38th Junae, 1915,

Pregent; .Commander DUDLEY-SMITH, R.N. - e -
, © . Major SEAMAN, A.U.S. ; '
Major MORGAN, I.C.
1t. KIRBY, A.U.S, . .
Lts Cdr. FORSTER, R.N.V.R.

‘.

carser 1. Dr. HUBTTENHATN stabed that he had specialised in Mathes
_'5:'_9_{:31-_6 mtics and Natural Sciences and was & Doctor in Astronomy,
Joini After four.years at school, he had apent nine years in the

OKW Chi. Universities of Marburg, Frankfurt and Muenster - where he

‘ ) .agrnisted in.the observatory, 'He had there worked with
Profegsor LUDENDORFF who was interested in reconstructing the
Mayan chronological ayster on the basig of Astronomical
soriptss The reading of Mayan scripts led him to exypto~ d
graphic literature, . T

Joina OKW 2, -'In 1937 he invented a cipher mystem and sent 'it to the

5 = local military authorities, who forwarded it to OKW Chi =
it was rojected as.neither new nor up to modern requivementa;
but as a regult contact was established and he fimally’ joined
OKW Chi himself, intending to return later.to his scientific
studiea and to combine his experience in cryptography and
philology: in dealing with archaeological problems, The war
however intervened. A " .

3. TFor the firgt six months he was allocated to a training
section, "~ The Spanish War was going on and low grade Spanigh
Government military systems in use thon were worked on as
practice. Ho had no knowledge of any work dene on Italian
syustems’ uséd in Spain at that time, _ '

Organises * Lo - After.roughly a year's initial work he bécame an indepen-
The Research  dent member of OKW chi, specialising on the mrthematical
Seotion on o approach to cryptanalysis, He wos the first mathematician to
miliemiical  join them, and was- instructed to expand the mathemntical side
Bagin ag he thought fit., It was not clear who wes respcnaible for
D the.policy bohind this decision but he thought that it wos.

y s -Ministerialrat FEMNER, (Known to have been head of OKW chi IV

(decoding) in September 1944), . . R
< be The fo;luwiﬂg mathemticians were introduced to OxW chi '
. by HUBTIENHAIN ot this time; 2 ‘ ;

) C ..Professor AUMANN -
v . ‘ . - Profeassor WITT
o ‘ Professor FRANE—
Profagsor. WEDER
Dr. SCHULTZE "
Dr. AIGNER (mediziner),
and he took on a number of awtistigiahg of clerical grades.
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'Sacurltz' . b '_l‘he question of the accurity of German Ciphers came to thﬂ

of Gaxman - . fore in 1939.=_1940 because of information from Polluh -and

_MEI " Czech sources’ that German syytems were being read. Czech PW's

. Btated ‘that Hoftschluessel (a.sort of RASTER = "step-: atem:u")
#aa -being read in Prague by meang of the beginn:.ng
oo, BETRTEBSSPRUCH, and in Qotober 1939 a Polish Officer
" " nomed RUZEK further confirmed this and in addition mentioned
the Enigm, although it was never clearly stated that this
- iwas aotually réad; the Poles stated that they had worked on
he machine w:Lth tha Frenoh and had the instructions for-its
(usa but the cermans were- never able to discover even later on
- .in Bolgium or Franoce any evidence of muccess with Enigma.
=" : Nothing was learned from the Belgiana or French, and when the -
, i Germans entered the Douxidme Bureau, all the materials hed been’
& . withdram to Vichy mnce. When that was oocupied.no search
was ever mde.

-

-~ 1 7. It was fully realised wishin OKW Chi that & more efficient
" tiyatem was needsd for denling with Cerman Cipher Seourity but
it took ‘gome time’ for the authoritiea _concernad to act in

this rogpect.
Cher= I 8. The old amhgamant had left the gole responaibil..ty in such
Inspcktor . matters to Oberinspeltor MENZER,  He wag an 6ld Reiokswohr mn

MENZTR who hod joined ORW chi in 1935; ke was not'highly sducated bub
] . had been atimcted to these problems;. he devised nuw syatems,
. and his systems were usually -introduced.. oOnly’ ocuazionally
did he consult HUETTENHAIN informally on security préblems, -
: . FPwhen questions of probability .were imrolvad.

19103 . 41 9. They lmew themselves that thelr aystems neadad.,:lmprwement,
:-h:ecﬁ! and were working on them. ,In 1,91.9,____1..1 a.Special Cipher

o E"' secu:'ity _Section wag orga:niaed. within OKW Chi which woa later

- Byc t " controlled by HUBTTENHAIN Wimselfs Its funotionms.tontest..”
gact on .- hew Servige. systems and,check on old ongs: _this,: wan- regarded. by,

the ser\rloea ag an infr:h_tgomnt of Jthoir rights, and atrongly

. o

reganteds Thare was no direct order frcm “above that _mterinl
o e e YT el et R, o %

nScasnary for mking teats was to be ba_au supplied s0_that reQuents,
Qg tor spec:unon Thon - 1 1iver tmﬁ‘io WoI'e rofused, Land.ocnly..”

. cunpamt:.vely reoerrl;ly dia the sarvioes resi@ themaelvea to,
i oontrol in thig™ sphe A

Michine 10. By 1941 1t had become ‘aleas that, mchines would be _
feation . ‘necessary._for_ the_dwml «~ offensive and dof?ensivo - ta.sk of .
Hotoblished . regearch, but engingers Were_not o’otni.nea. until 19h2.§'when

the following were appointod; - Two Dipl. | Ings: ROTSCHEIDT -
" (formerly with Siemens) and JENSEN (who came directly from
+ school), both telecommunications experts. (These are now
£ to be in the South); threo working enginecrs, TNDT,
: . SCHAEFFER and KRACHEL (with a Technical High School tmin..ng),
-+ ' vho wore decidedly subordinate to m'rscsmmr and JmBEN,
. and twenty five’ meohn.n:l.cs. SRR I
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- DCEROGATIONS OF DR EUETTRNIALN - (Contdmuiad) -

+ First Interrogtion (cmtinued)
e - They d.eod.ded to use Hollerith wherever poasible but :Lt
wag found that Hollerith mohmery wag not suitable for all
problamy, and- a.ux:.liazy deciphering machines were .doveloped
- &g the ooonsidn arcsé, ' Specisl problems were laid before the ;
engineers, and thoy were tcld "this is_what I warit to do, -
how woiild you @6 it9". Tho machines which resulted were built

- in a more genemlised Wy, than the immediate pro‘blem damanded
3o that ‘they could be" or use againa .

12, The"ollsmng apaoial machines were u.sed.; . \_'7

(1) B:cmzm-sucmmm For dealing with Japanede mplqmt::o
m—lmatar traffic ('J19% or Puii)s There -
© . WA4re.100gioups in a message, and the machiné would find a '
. golution in less $han-two hours, Highicoindidence ws -
: rusqx@a;l'byr s"rokes on.en ‘undulator: ntrip similar to a
- piir The mn.chir.e w8 orice wsed fof work.on an English -
i Met. oiphbe .2 £ighro traffic employing a atencil, when .
_HUETTENHAIN 1m:lsed ‘with the Wetterdienst der mf'l'waffe- ~
They were cllowed to use the machine. He. ¥ecalled that Chef . . s
Wotterdienat wna Oberut Meteologer BENCKENDORF, and he’ thought
+that .,t,he shief oryptogmphar wag Oberinspektor NAUMANN.
Mossages | :\Wé¥o ‘cbaerved about a year ago wﬁ:h the same first
few groupaTof ‘Bubiragtor but not contizud. ng= on the same -
‘.ub-uxﬁotor. The "traffio was never solved} ;
& . . Al z".l 2 " .
. (2) FASEN-u ICHGERAEI'E éPERIODENg. The préblem was o doter- :
. . © peril PErio g, subgtitution by i‘:mc"a.ng the
- . d_atnnoes bétween, repeats within 9. message. ‘The first .
mechine, ! SARGEBOCK! '5; W28 bitllt a5 an wgperiment and was subsew
_ quently used 1o ﬂndn-smm repeats where n is less than or
equal’ to.10,~* I¥. 'thm were no repeats, it could.count
*; ;" monographic. coimidénces. It used two strips -of teleprinter..
tape,. . It oquld:- alao 'be used to Find two Emgm megsages in
- depth.. fhe- 1econd, 'TURMUHR' wig.built primarily for work, .
Y on the (8. strip-cipher, When. aribbing which was ganamlly
- employed was .impossibles. The'etrip system in quesiion wos &
o Bazeriea type and-each link:using it had.ita owm =et of stripas
FTrY here were 40 = 50 ee‘ts in use 'by the Army, Nevy and Ai:r Force,

ot

e Th,e,w.chine folind maaaage parts with the samo genemtrices ’
1t by the following’method - having establiahed a depth by finding
T . Tepeats, the ldtter frequencies for each column were weightods

The correct gommtru for additional message parts wag then .

found by total:l.ing these weights. The michire gave the result

- a8 o needle graph, =TIt tioked after each set of calculations; - °

hence the name: Tumnm OKH also used the machino, It could

not be used aftsér’ the system waa. modified by. the. withdrawal

-of atrips... HUETTENEAIN atated that they had had no success 5 *

in readin.g the modified .,trip Cipher.

(}) DIFFERENZEN-FECHEN-GERAET, ~This hod the some function
tmN.c-R.

(%) Pmn-smnmn -GERAET, A repoat finder, =

(5). W "A Rey-golving -
mah:l.ne. ' T
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f . % . INTERROGATIONS OF DR. HUETTENHAIN - (Continued)

+ . [Fizst Interrogation - (continued). - ' 1
O A . " ) ’ &

13. All these machines were built in thive ga;és, ond wape

partly mechanical but largely electrical, " Firast; the ABTAST™RRART
s o« & five-unit reader which finally saanned up t0.70 létters a seo--

ond photoeleotrically, (to begin with needles had been used).
" Seoond, the RECHENGERAET, Third, the REGISTRIERGERAET--a type-
writer or, undulator or photograph on a film, o -
1%4. " All these machines were of the 'Entzifferung' (cryptenalj io)
type.. There were slao 'BEntschluesselung' -(deoiphering) machines,
chiefly typewriters with substitution relays.” There were meny
more idéas,for such mechanioal ai:dq'-tjhun there were actual machines .
" construoted. K S o
15. 'All.of the machines deveioped by OKW Chi were shown to the
throe Sexvices and the Poréign Office; some were conmtruoted for
the other'Ser&ioes,i.partioular}y the Differenzen-Rechen-Geraet.. .
-% " 16, . H6llerith.wos the firs% regourse. It was used for such pro-
cesses as - . - : M ) : = & ; )
- 1. Differending Lo
‘2, Finding repeats : *
v 3. Compiling Diffefence Catalogues
L. .For work on Stencils; it was espeoislly
used for the solution of the Polish Sten-
oil Subtrastor (4-figure).used between

.
-
.

.. v . IONDON end WARSAW,
-- Qffensive ..17..JAPAN, Asked sbout work ‘done on Jopenese systems, HUEPTEN-
+ work on HAIN explained that ciyptanalytic work:'in OKW Chi was organised .
- Cipher . besionlly in sections aceording to-the gountry concerned--and that
Systeis . - @8 Head of' Research he saw only systems with which the individual
"sedtion had feiled., In- this conneotion he mentioned the lack of -
% entire coSperation between the philologists and the research math-

. ,ematioisns, He mentioned two Jepanese systems whioh had been passed
to his section. '~ . i »

[ & . v
(1) -FIFLF ( 'KOKOK') - a local transposition of code in 19's, the
code being mixed 2- and heletter, .- i N

. (2) (Fusz) (s"ee_;_:age 2). 'The cage lasted for ten days and four
o’ keys were used a dsy. He thought that this system went out of foroe
8 & about eighteen months' ago. ;

18, FRANCE, .At -the beginning of the war the princigel cipher
usod by the Ministry of War for communicating with the Southern
Digiriot, ond later-with all important Military Commands, wns com-
plétely solved orypterialytioally without the help of oaptures..
The system was a transposed 4-figure cdde, en alphebeSic book as
were all French military books. The key was derived from the olear
equivalent of e given code group of another pagination and chenged
for each megaage, Later on-two groups were used. It was solved be-
- cause of French mistekes. ‘ There were many. re-enaipherments, .in.
L which only.thé internal addresses were- different. Beoause of the - -
Z " aode group key, bookbreaking and key:bresking were mutually helpful.: -
R He did not know the indicator controls. g W . :
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INTTZRRCGATIONS OF DR, Hum‘rEMiAIN - {Continued)
) First Intervogation - (continued):

-

19. BEIGIUM, A military 3-figure code wes. read; thiz was used.
with substitution tables, in such a way that the first figure of
each group remained’unchanged ond the gecond and third were sach

" reaiphered individuslly, in substitution which dould be varied with

-each medsage,” They studied no Belgian attache systems.

20, RUMANIA., Work was: done on ‘trensposed diplomatie codes. .

2{.'. GREAT BRITATN, Severel British syntems were investighted
whihout sugcess. Figure traffie addressed 'PRODROME' was worked
<t but was not read, and it was thought that OTP's were used in

curteln cases; indioators were recognised,

" 22, Asked sbout Indie Office traffia, HUETTENHAIN staed that he

himself had not heard of work done on it end he thought that it
would riot have been aovered by Pers Z-S (the Forcign Office) nor
the Forschungsemt,' Hé thought that Dr. DENKER of the Eaglish Refw
erat ghould be consulted. The other Departments had no oryptena-
lytio:seotions otteched to them. He thought no English ayatems had
been solved in the 1lpst two years, with the following exception.
23. Double Transposition system was recently investigated where
the same key length was used on both cages, If tho first ‘cage was
too deep the problem resclved itself into thet of single transpor-
sition, and elthough’the volume of -traffic was small a oertain per-

- centage wes read, He did not know what the oonténts were, or where
the nissseges were .r;m\p.. . . v .

——TT

e

L
.matter,. :

2h. Asked: whether he had workéd out & genersl theory for the solu~
tion’ of .Double Transposition he said that he himself had not, but
that the problem had been suggested as a thesis for a Doctorate to.

a mathematician who had not ‘yet finished his University course~-
glven in the first place as'a single-massage, in the seaond, several

messeges on the same key(s).: The problem was.interesting partly be- .

cause the German polioce used this system. (Here he referrod to work
done by a psychologist at the University of Frenkfurt am Main on the.
time token in the 'solution of substitution systems,” Theses on these
subjcats could be.kept sesret by arrangement with the University.)

Z5, ,  HUETTEMHATN seid thot he had not consultéd the seotion response
iole for the deciphering-of Agent's Traffics--WNV/Fu III--on this

26. 'U.S.A.

HAGELIN, . HUETTEMHAIN stated that he was interested only in
the general theory involvéd in breeking .the Hagelin machine; and
not in eny partioular type of traffie. ,In 1935 Mr. HAGELIN had of-

fered the machine ic the Reich Kriegs Ministerium but.on investiga- o

tion it was found to be soluble on o beginner and for this; reason,
and begsuse Mr, Hagelin said it would be offered to other oountries,
it was rejected By Germany. This wes a S-wheel machine,
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T - INTERROGATIONS OF DR, HUETTENHATN - (Continued)

First Interrogation - (oontinued)

- % ~

er%ch 27.° HUETTENHAIN's own first prootionl ooguajutongs Whs with the
e 36 ‘French C 36 type--fixed lugs, with no overlap. This was found to
Yrve .be-801Vable on one messnge without the eid of stereotyped langunge
: - simply by writifig out the text on a width of 17 and 80lving on an
operative or ingperative position of ‘the wheels, either by eye A"
where long messfiges were oonoerned or by X2 teat for short mes-. o
seges. Long messages, however, were usually oveileble. A minimum iy
of 200 leiters sufficed. . - i

At

stated that the Army worked on the modified type. -He knew that ‘:\‘2
traffic wes not read during the 1940 @ampaign, -The machine was ‘omly -
coptured very late, with the modifiostion in, damaged:atate; ond' '
» studies™m conneotion-with it were'purely ac demio;" .al'thoiigh'he had . -
hsard en Amy officer state that the machine could be brcken by
dragging & orib -of 8-10 letters. "'W' was the missing letter, but
certain traffic hod some Y's turmed into W's. ;

B.211 |28, HUTTEMAAIN desoribed the old and the modified B.211 machine and REaS

Rusaian 23. 'This wos in prinoiple the unmodified form of the French B.214,
B,211 © but-employed a 5 x 6 alphebet, Any information given on this mach-
. - ine was'based purely on hearsay, - HUEITENHAIN 8id not inow where )
- © it was used or by what authorities - SCHUBERT was the' person con-
. - cerned, He belisved the machine was built by the Russians, not by
. Hegelin. He thought it was no longer in use. :
iy = R

' 30, On one ocoasion the Swedish Military Attdohe in Moscow trens-
mitted a mossage of more than 5000 letters which was.not solved, -
g.5. - 31s This fallure over the Swedish message led to a similar experi= ‘\\
M,209 ment with messeges enciphered by themselves on the U.S. M,209_ where " .

- Buccess was achieved with 5000 letters of text but 2500 letters
L felled, This method was never successfully used on aotusl tratfie.:
- HUETTEMHAIN stated that linea of attook on the'M.209 exploited
. . depth eand staggers. Firstly depth would bé identified from indic- '
' ators or repeats or by making a count of the distribution of indiv-
idual letter differences between two messages counted in each posi- -
tion ((Benburismus)), using the Fasensuchergerset.  Having-thus re-
cognized depth the next step was to solve it and obtdin Key, 50 to
100 letters of key would suffice.to give the.machine set~-up,

e

.Pinnish 32, 3s far s he knew, no Flnnish Hegelin tragfic wes read” .
' but ho had never aotually worked on it himself, .

g-eman 33. e considered ‘that the fundementel wesknesses of the M.209 vere -
Sohluessel : SO el L o
‘Geraet .. (1) The regular movement of its wheelss

) (14) THat it was o letter subtrector. . . - .

‘These wers substantially avoided.in ‘the Sohluessel Geraet 41, since
the regular movement of the wheels hdd been avoided and the key of
the ‘machine was not solvable. . Further messages could not be set

. even if one depth wna read, and its key recovered,

- -
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i . INTERROGATIONS OF DR.-HUETTENIAIN (oontinnued)

Second Interrogation, At 0930 hrs, Tuesdey, 19th Juna.

Present: Cdr, DUDLEY-SMITH,- R.N.
. - Major SEAMAN, AUS. e -
o Major MORGAN, IC’
: Lt. KIRBY,.AUS, - - =
. ; ’ Lt, Cdr, FORSTER, R.N.V.R.’

.

JAPANESE SYSTEMS

1

3k, Dr, HUEPTENMAIN wos esked to give ell detells of Jopenese
" Diplomatio, Military and Military Attooche traffiac which he hed
dsalt with. He said that these had besn- either small codes or
. . maghines, - . e : '

- 35. A great number of plain codes had-been used with a vogabulery
. of sometimes only 240 groups, limited to ‘consonent vowel or
vowel aonsonent (there were 20 oonscnants, 6 vowels, sinee Y
ocounted as a vowel). Later on-switch groups were introduced - ,
8.8, 'BY' ....i0.'indloating & new page, -thus giving 2-letter and
* " k=letter groups, At this stage voosbularies of 2000 to 3000 .
groups’ 6ame into use.  Some were rsoiphered:- . :

- (1) (PUJI) Callé@ 'J 13' or by a 'chembenl' formls 'Y 2B 4 B G
LWET W (= "Japenese 2-letter L-letter.Code Uber Rester und ™ - .
Vuexfel®) - . ‘

(2) ('KOKOK'), oalled by its 'chemicsl' formula 'J 2 B 4 BC U

U (19)', vhere U = Umstellung, The key remained unchanged for

woeks ot 'a time, end the gode changed more often,

. (3) CIFOL VEVAZ-(Disoriminants).- This was possibly a’ comneroial,
. ' code reciphered by a Tauschtafel,

36, . "SCHIEBE" This hed.been used years ago for Diplomatio traffic _
end wis read, - Twénty letters wore printed on one "Schiebe" and
"-81x on enother * originally consonarts were on one and vowels on
“the other so’thot when the codés wore reoiphered ayllsbles remained.
. Traffio’ was no longer read after the machine changed but work wes
- resumed on it sbout nine months ago, under Beuret STEINBERG, &  _,
machine expert who wos aonneoted with work on Hagelin. : The Jpper |
nese machine wag his first assignment in 0.K,W, His spéoialty. -
Wes madhines, and he had probably worked on Hegelin. ‘A8 he'hpd
; anly recently joined OKW '~ previously he wad with OKH, liaiping
., Fith OKW, and is now probably in the South, HUETTENHAIN oould slve
. 1ittle recent information but he thought that the same oarrangss .
ment of the alphsbet remained in principle in.the' new 'Schiebe! . .
thet is the arrengement of six -letters on one .and 20 on another - -
slide, but.the six were no long neaessarily’vowsls, You could
-piok out the sixes by thelr frequenales, Nothing was read but the

. ’ work had reached a promising stage, ‘aided by bad ussge and hg" .
p t. - hought that.traffic would have been read in a few montis, * He, had
. EP never seen an actual machine but thought that it was represented .

by two strips sliding sgainst a fixed back ground, moving ome
and oconsionally two.steps at a time. Although.the actual machine

probably employed wheols, the seme effest could be echieved with
stripa. . . B :
57, Attache Systéms. Neither Rikugun rior Kalgin traffic wos ever
solved although HUETTENHAIN investigated them two yesrs ago. The
. Jépenese bookbresiing section wes new; it was started during the

~



* Doc ID: 6587332

" Pinnish
Lisison

)

-

38.. In 1942 the Germens were pasaifig details of certain bock re-
goveries to the Japanese via Gol. H{AYASHI, the JMA in BUDAPEST; they .

* onked for detedls of the cipher aysfiems vsed for passing %his in-

foruation -and stated that only & sefpure asystem should be used, The'

- Jepenese-refused to disclose detailf Of their systém but stated that .

it was unbreeksble; and is spite of potential oribs in-the shape of
the recoveries known to be possing ¥n the Budopest 11111'-‘ the Ger-
mans were unable’ to breck into the JUk system,

_ 39, ‘When pressed for details of t e recoveries involved, HUETTEN-

HATH said that this exchange of rietferiel was handled by FENNER, end -

emphasized that he himself hed nd -ifpterest in the contents of mes-
sages or.in the use'made of then es}intellijgence. He never saw

-any recoveries passed back in exchagqge by the Japenese; in eny case
these would have gone straight to tfhe individunl seotion conoerned.

pointed out that the Japanese langugge seotion worked on ‘others

of which he had no detaiis, He kncyv that a Diplomatiae subtrastor
system wos rvead, but was_sure that o Japaneae Military trci'fio
wag 30lved, ) .

41, " Chinese,  The Jopanese sectiof algo denlt with cer'{:ain Chin=*
-ese oystems which they read, end Me ohurlcn;' but these were never
referred to the Research Seotiom . &

L2, U.S.A. (Ses preliminary field intemgahion TTOE-2).
Beside_ﬂ'agel:ln, the following systéms were read: Strip (an- 10),

a system employing 20-1ttér substifttion on a book known as AM 8.,
en unreoiphered book of. about 100,040 groups which had been in use
since 1926 and the Amerigan Military Attache Emergency Dovble Trens-
positicn oipher, “On raflection, _he thought’ the latter might have
been an Engl..ah aystem. . . Coa

FOREIG-N LIAISON

.i" "

. k3. Close liaison had existed with\the F‘inna over ‘the American ’ /

Strip oipher &l though both oomtrieé had started their work in-
dependently. Finnish- cryptographers came to Berlin, and their
‘German opposite numbers visited rheim's H.Q, An Oberlt HEN-
DRIKSON, o physicist at Helsimkl Unjversity in oivil life,-was
remembered as one of the prinoipel Finnish aryptographem of good
ability, Later ‘the exchangestook pléce by gourier. The Finns
were primarily intérested in Boltic( traffic--e,g. that passing from
‘Washington to Copenhagen or Stockholm' but.in order to read traffio
on these links it wos found neoesse.zy to study all American Diplo-
motic treffic, because the seme setg of strips were used on various

" 1inks. No-liaison on eny otlier systews ever took place as OKW had

nothing else to offer.- In the osse of Russisn troffic OKH might
have been able to offer Army materla.]. 2 exchangé--he did. not know,

L4, "Asked specifiocally about ll.aison with the Finns over Swedish
ciphers, HUETTENHAIN stated thet the Germons themselves read plain
codes only and es these hed been oaptured he thought that no lisison

- took plage - Swedish Hdgelin was never read. He knew that the Fihns

gave OKW no Russion or Swedish Diplomatic traffic. -He did not know
if any exchenge took place oh.British systems; the Finns were known
to be intereeted particularly in Russia, - Poland , Roumanie ond Sweden.

re

o
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’ INTE.RROGATIONS‘ OF DR.HUEI"I'E‘IHAD{ (;mntinusd) '

Second Interrogation (continued) .

L5. The Pinnish bureau wes small but efPioient - consiating ‘of
some twenty or thirfy people - and at liaison meetings a woman.
¥0s olweys in the chalr, It wes not clear to what part of the.
Finnish General Staff the buréau was subordinated. .

6, JAPANESE, It waa.thought that the Japdnese were not informed
0" Gorman wozrk.on”the Strip: cipher But HUEITENHAIN .knew nothing
. obout lialson with' the Jepanese, He thought KETTLER was mis taken
.sbout the lialson, and restated his conviotion that no U,S. ‘
strip material was given to them. Y e )

&7. OKW WORK ON ERITISH SYSTHMS, ' Asked whether he knew of any .
work done on e British Milifary high grade subtrastor HUETTENHAIN
sald that by the time he entered OKW the division betwoen work

-

. done on dlplomatic systems (OKW) ond.on military (OKH) was elvesdy

complete erd that he himself had therefore never dealt with
British High Grade Military systems, S

-

48, He pointed out that-liaison with OKH was not such as the .-

younger men would have wished, ror such as would be natuwa?. in
.solentifio work, But the 'Higher-upa' had a private war cn ard
liaison between. specialists was discouraged. g o

| 49. OKH." He was asked to givs 'any dsteils he knew of OKH Chi’

(Formerly Inspectorate 7/vi). He said that the following members
were known to him, ell of whom wure mathemdtioiaris as be hed no |
‘aaquaintance with philologists: STEINBERG, Dr, PIETSCH, {em- -
astuary in oivil life), Dr, DOEHRING, Dr. EUGGISCH (who wes con-
ggmed with spsech enciphsrment and joined OKW. at the same timg -’
bs STEINEERG), and Obltn, SCHUBERT. These had oll,beén transfer-
rad to OKW Chl regently from OKH after the 20th July, incident, - .
vhult meny mémbers of the ORKH communiocations organisation, in -

0

of their former responsibiiity was transferred to OKW.Chi, N

given a demonstration and offered the use of thém. It wes elso
offered that copies should be buil$ for them,- A1l accopted exospt
0.K,H., vwhich preferred to remain independént, | h B s

FENNER was partloularly prejudiced sgainst GOERING'S party = in

employed no mathematiocisns)

perticular General FELIGIEREL and Golonel HASSEL, were implicated.
OKH as a-result, was no longer allowed to be responsible for the se~
ourity end development of any Germsn olpher systems and‘a large share -

oase the general impression wes that they aéh;:gye_d_vepy little ~ they

52, AUSWAERTIGES AMT, Over certein probléms OKW hed worked with.the

.waertiges Amt worked on the

Reseerch -cryptenalytio party of the Foreign Office,~ The two parties
did not work on the same material, but divided the work, This was &

-oongiderable achievement. In the cnse of the Amerioan Strip, the Aus-

cirqular, and OKW the poini-to-point Strip

~ traffio.7 On the question of mathematicians in the Auswaertiges Amt,
—he-gdid thist . they employed .seversl with very good sgademic qualifice-

tions: but in his opinicn ORR KUNZE wes the most, eble ‘oryptenelyat

.. 5 oo i TN 2

.

50. He -stated that OKH used Hollerith nfauhineri'ﬁut't.‘xe'other ‘Hilfe--. .
.geraete' were not employed by OKH ‘to the same extent as by OKW.' When
these.machines were built, all agenoies exaept the Forsghungsamt were

51, TFORSCHUNGS AMT, Owing to personal friotién, politicsl aonsidsra-
" tions and other unsavoury motters thére was no liaison with the For-
Schungs Amt' and they were not offered the machinexy developed by OKW,

.
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DR, HUETTENZAIN (contiuuod) .
trogation (continued) : o 5l

CHAUFFLER's papers on oryptanelytio W
n asked by SCHAUFFLER to contribute . .
¥R of OKW.Chi-disepproved md advised
114 cease. . It was considered inaogure

of treatises on such subjeois,

nese machine the AA'worked on even.

\a_anging their results,- As regards

‘\actions conoerned divided up the

ally exchanges of staff, .

"AWFFLER & trus sofentist end o .
I\g:re:a.‘r. opinion of his papers., They ° .
9-on the other hend they were un-

xoxtris, while the historical informa~

wem was public knowledge anyway. : . ,_/

——

Stated that he had seen one which was oaptured in Normandy without

drums, 4 stendihg order was issued for drums but he thought"
that none were oaptured, ¥o oaptures were made as far as he

v TEPEX, Asked whether Typex machiries had beén oeptured he

[N

56, Asked what inifial studles were made on Typex he replied with

& fairly doourate desoription of the machine but ¥as unoertein

whether there were five or six wheels: No mention of a Hlaghoazd

wes made, The Commercial Enigma wos brealcble with known dmums

and a-orib, Multiplylrg®these diffioulties by 676 made vhom “oo

large to be worth oonsidering while the orowning blow wos whecl

orders, 5 wheels from 10 ‘or 20, The Indicator System was not

studied by OKW at all; he knew.nothing of OKH'e work on Typox

end es for ‘as he' knew. no intelligence was availnble purely as a ;-
result of studying the Indloator System independently of the - !
olpher, ’ . . . ) .
57, British Inter-Departmental Cipher. Asked whether he know eny-
thiug of a long subtragtor system with disériminants VCVCV or GVGVC,
hs gaid that the rieme was familiar to.him in Berlin but e knewno
dstialls -of work on the system - if it was o normal Indicotor-system,
from wilch depths oould easily be found the Book building section
congerned would have been eble to: deal with_i{t without reference 4o
¥ina,, ; . ' " w3 . .
58, OFP. An OTP of 96 'pages, 70 groups to & pege; found near
Berchtesgaden, was produced but HUETTENHAIN stated that he had never
segen such & bock, It might have been similer-to Gérman weether
tables, Asked if he rériembered any book of 96 pages, fourteer

lines to.a page and five groups to a line, he stated-that, the
Italians had & 96-group subtractor. He then recognised that he

had oonfused groups with pages. If there were 18 (or 20) lines.'

to the page,-it aould be a Bri_.tiah Mat. subirector. - i
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Immg_;' ATIONS OF DR, HUETTENHAIN (ooutinued) .

'Seaond Interrogation (scontinued)

emong them, He knew of SCHAUFFLER's pepers on oryptanslytio
method and had in fact been esked by SCHAUFFLER to contribute '
articles himself, but FENNER of OKW Chi -disapproved and advised

that such publications should oease, , It was gonsidered insecure
%o ciroulate 30 = 40 copies of treatises on such subjeots,
% .~ - ’

" 53, In the cese of the Japenese machine the AA'worked on even.

days end OKW on the oddj exchenging their resilts,- As regards
book building, the languege seotions concerned divided up the
codes and there were cacasionally exchanges of staff, &

5%, FUETTENEAIN had found SCHAURFLER a true dolentist end a

. 92lm worker but 314 not have a groat opinlon of his pepors, They .

’

" knew in N, ffrica,’ )

wore mathematioally triviel, and-om the other hand they were un-
invelligible to non-mathematiciers, while the historical informa-
tion conteined in them wes publio knowladge enyway. e, o

‘55, TYPEX. . Asked whether Typex machiries hed beén captured he

stated that he had seen one which was captured’ in Normandy without
drums, A stending order was issued for drums but he thought’ .
that none were coptured, No captures were mads as far as he’

Y

56, Asked what initiel studies were mads on Typex he replied with

2 fairly agourate desoription of the mechine but was unoertedn
whether there were five or six wheels; No mention of a pMughoard
wes mede, The Commeroial Enigma was breslnble with known drums
and a orib, Multiplying®these difficulties by 676 made thewm 400
large to be worth aonsidering while the orowning blow was whecl
orders, 5 wheels from 10°or 20, The Indicator System wos not
studied by OKW at all; he knew.nothing of OKH's' work on Typox
end o3 far ‘oS he knew.no intelligence was avallsble purely as a
result of studying the .Inddoator System independently of the -
olpher, ' . i "
57. British Inter-Depertmental Cipher, Asked whether he knew any~
thiug of a long subtreator system with _disoriminants VOVCV or QVGVC,
ke said thet the name was familiar to.him in Berlin but I:s knew no
dstalils of work on the system - 4f it wes o normal Indicator.system,
from which depths could easily be found the Book building section
congerned would have been able to deal with it without reference to

him,,

58.. OTP. An OTF of 96 ‘poges, ' groups to a page; found near

Borohtesgaden, wos produced but HUETTENHAIN stated that he hed never '

een-auch a ook, It might have heen similar o Germean weather
tables. Asked if he rémembered eny book of 96 pages, fourteen
lines to & page and five groups %o & 1ine, he stated-that. the -
Italiens had a 96-group subtractor, He then recognised that he
hod oonfused groups with pages, If there were 18 {or 20) lines.
to the page,-it could be & British Met, subtractor.
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Seoond Interrogation (Contmued)

. 59, - Work on RUSSIAN Systems. A Tigerstedt R'uasian R/T sorembler aysten
wes investigated by Dr, BUGGISCH vho wozked largely a% "APRUEF/7 ‘where !
‘osoillographs, speatogrephs, eta, were available - as OKW Chi did not
possess the necessary technioal equipment, Traffic was infercepted and
wes D/F'd es pessing between MOSCOW — MADRID or LISBON, The number of .-
segments in the time transposition was not established but the number

, of reading heads was very low, sbout four, Tt wes apparently a type of-

.+ traffic with which the RuSsians were exporimenting, from about a year
ago vntil the ond, Frogments of text had been recovered and linguists
were -of the opinion that they were Russian' but the velldity of the solu--
tion.did not satisfy HUETTENHAIN's oritjosl sense, There were possibly
other features such &s "wobbulation" - wobble-modulation, He said that
a strdlp ('Lochstreife') might have dontrolled the order in wirich the .
transposition was cerried out; & machine would show a pericd, and none )
was observed, They would be two-level 4-~letter strips, It was an inter-

" esting problem, mathematically, to key only four heads in a random menner.

He tnoug;_ the oycle of the four heads was about half & second,

60, . Captured Amemoan Mustaanparatua of this 'type hed remoined

. unrecognised as such on & German 2irfield where everyone ployed with it,
for six months before it reached OKW Chi, There was no difficuity in
.princiwle in deciphering this traffio; but the key ohanged for each
flight &nd he thought it unlikely that a result would be produccd within
the two hours of .a flight; it was considered as a long-term project. .
The some key was repeated every one or two seoonds. The receiviang
apparatus -gould be adjusted progressively until the contents were
extrusted by the selection of the human sar - this ocould be dn:é without |
solving the. traffio, H6 thought there were ten or twenty honda;

64. " Russian Military Subtractor (S—fig ure). Originally depths of 40
~ 50 were available, but later only. depths of 4 = 5; traffic was still
s read while on the same book, . Later on still there appeared to be no
depth at all, He thought that it wes only used for high-level staff
. traffioc, SCHU‘BERT should be questioned,

- 62, Ru'ss:.an T/P Machine, .A Russisn T/P maohine was invegtigated by

‘Dr, DOEHRING vhile at OKH; he thought that they.did not get es fer as -
reading 1t, Lut the position was obsoure, .It was seen to be & subtractor,
each impu.lse reciphered by a separate wheel with soms periods’ identioal |
wlth those in 52 40, 42, Some of their own wheels could agtuelly be used
in the' model of this Russian machine, He presumed that the wheels moved:
regularly otherwise the ocipher would not have been broken, There was -
apparently mo trensposition, "The Indlosator system was not desoribed to
him but he knew there wes cne, (His knowledge of this machine was
derived only from a casual conversation with DOEHRING) .

63, The machine was 1ittle used and was probably in an experimental
. stage, There were only two or three lines running and there was no
evidence of the transfer. of any other traffic t0 this syatem.
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Thlrd Interrogation. 1530 hours 20th June
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: !
JPresent Major SEAMAN, U.S. Army
]
4

Major marmz I1.C. - )
Lte KIRBY, U.S Arny . ’
1t. cdr. L. W, mpsm‘g R.N.V.R.

'
> .

. 64s Dr. mIE‘I'TENHAIN was asked for the names of other wembers
of TAPRUEF/7, He mentioned Dr. LIEBKNECHT, FPECHTER was the
,Gruppe-Fuehrer of LIEBKNECHI's section, & reguler offiqer, with-
out special technical ‘kriowledge. Dr. LOTZE, to whom BUGGISCH
was transferred, was concerned with speech deupherment, on
which work was carried.out at STAATS near STENDHAL, several
kllometres from PLANKEN, in buildings erected on an artillexry
range belonzlng to v, APRUEF/?. . N

1
~

65. ASked for more details of ,,GZ‘I‘VZ:ELI III other than those
connected with Obltn, VAUCK, HUETTENHAIN said that ¥achtmeister

. KOEHLER was VAUCK's uSSiStEnt There were some twenty or

twenty-five people enmaged on cryptanalytic work connected with

.Adgents ciphers' at WNV/Fu III, but i:h;r.s was only one of the

functions oi‘ Fu III.

66, The forthcoming §2 42 C. The ohjeceion' to SZ 40 and 42

.was the reguler movement of several wheels,. These had been

built by LORENZ at MULHAUSEN (Thuringia) to the-design of Dr.,
LIEBKNECHT, . The ‘first 30 - 40 models of SZ 42 C were built in
a house calléd the Ingenieur'Haus, BERLIN - ZXHLENDORF and’
productlon vos then handed over to LO‘RENZ in BERLIN. .

", 67, The:42 C vias externally smallt.r than:the 42, It had only

ten wheels, and Transmission and Reception were combined in one
unit," The five wheels on the left were coupled ~ if all ten.
wheels had independent movement the lezst period of the machine
was not calculable, Hence the five wheels were made all to
move or all to stoy still., Asked about the other five wheels

he said that they had irregular moverent; the wheels being
nurbercd .1 to 10 from left to right, 5 drove 6, 6 drove 7,

7 drove 8 8 drove ‘9, 9 drove 1p, and Ao drove 1 to 5. -Thers

was also a device sct to give the left-hand wheels a’move when .
the machine had been in 2, 3 or L dead positions. The manu<
facturers had attempted ‘bo build the machine with wheels 6 to-
10 also having common movement; This matter wos still in.dis-
pute when the war ended, There was a quartz-clock synchron-

. isation, so that two michines could run in step for twenty-

four hours, only one setting being needed for the twenty-four
hours. This latter was a device of VIERLING!s. It was ’
2' x 1' x 1' and opened up like a drawer, VIERLING hed pre- .
viously worked on electro~acoustics at ‘the Technical College
in HANOVER and was the designer of an electrlc organ. -

68, BSecurity, af‘ German Ciphers., In vrorklng on German sys-.
tens, HUEI'TENHAIN sa:Ld ‘that the f‘ollw:.ng were assumed on the
enen\y's behalf' ;-
N : (l) That he hed the machine (or knew the
_system). o . ’ :
2) . That he had the Instructions for use,
3) That he had intercepted all trafiic.
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INTERROGATTONS OF DR. HUETTENHAIN (oontinued) |

. : "+ Third Inberrogation (continued) .

(l,.) That he had A swliniont aul "‘mﬁqﬂlt
o atoff, ; [
.. 6 (5) "That he had such machinery and othe¥ ro-
: ) © sources, ‘including finonces, as might be i
necessary for the sclution of the system
. in question, - '

It was plso assnmod” that the ‘eneny would possess cipher and
. . clear fexts of the seme messoge, re-encipherments, stercotyped

3 - boginnings and endings, repetitions within messeges (1imited

vocabulary and.numbers), - a .

s

.
[

.

System tes~ 69. Given these, it was- first asked; is it possible to recon-

o4, given, siruct this system from clear dnd cipher? If the answer was
clear and  ° 'no'; then - the system was -pretty good, as this wes the severest

ciphor tust which could be applied. Only the S.G.41 and the 82 42 ¢
Yad so far satisfied this condibi?n. Ihvestigations on the
@ 52'D and E had not been completed. With thesc exciptions,

- ‘8uch on assumption led in 211 other coses to the bresking of
the system and the reeding of all other messages on the same
- key. (In the case'of the Swiss Enigma machine the wiring
Insecuri changed every three’) months, but .the wheel changes at
S¥1ss « WASHINGTON were rot made at tho sems time.es those in LONDON .
ENZGIEA * ond cribs-were provided into the LONDON traffic &o that it -

was poseible £o solve the LONDON wirings), -

.

. Test of . ) rSGcond-y_, is a single -_message.solva-bi‘e without a ¢ribe 1
. Soourity of This'vas usually true of laymon's ciphers. The suction was {
irdividual frequently asked to criticise submitted systems, being given A

" lmssages - only one or two 'texjcs and no cribs,- . ‘\
' Thirdly, the solution of sets of messsges known to be .
on the. same key 'was investigated. o 2
Fourthly, the length'of keys, the rurber of alphabets and '
the number of settings on a machinc were considered. 4s a
rule of thumb, the length of key and the number of settings
- Were required to be of the same order of magnitude, ;

.

" 70, When work was started in 1941 no Germen systems Were X
Tound to be satisfactory. v - :
Security of 71. T 52 4-D. In 1% he had been shown the T 52 A/B, and| -
T H2 . w3 asked his opinion of its security - it was thought to be '
aA=D .'secure but he found that it could be solved on a hundred

lztters without a crib, This accoiinted for the successive I
changes to O, D and B, The machines were built by 'STEMENS.
OKW/Chi demanded a new T/P alphabet, & dissimiler drive, and

- variable patterns; -'SIEMENS said that thuse vere impossible -
cnd -refused to consider them,  The 52 ¢ model therefore satis- |
fied none of the copSitions required amd wes still soclvsble,

- although the wiring wes more complicated, It could be broken
on a orib of ten letters, set by a parity driterion, and was
solved in three months. ’ : ' ; . ’

.72, T 52 D was not subject to the parity weekness and had -
irregular movement - with the D and E machines thoy finally set M
"about using & Yissimildr. drive in the wheels, All these machines
were limited o producing about 1000 alphabets which .are known.,
((Note by interrogators. In fact, with the . and.D with . .

20 plugs mony sefs of 1000 alphebets can be produced.)) It wes -
found possible to resd a depth of 10 messages on the same setting
without knowledge of the proboble contents, They did not succeed .

with a depth of 5, and possibly 7 was the critical value, But if

i .
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Third Interrogation( continued)

e

i

then a depth of up to 30 would have been hecessary.

)

"

. 73 He was informed that Dr, FRICKE (g.v.) hed nentioned a
mothod of. reading a long message (at least 20,000 lesters) on
T 52 D and-E; Dr, HUETTEMIAIN said that he knew of no such’
method,  He, thought FRICKE hed in mind  the instructions for

T 43

Answoortiges

use of the 37 40 and 42 which forbade nessages over 20,000

letters in length, -T 52 4/B and C went out of use, D and E .
they were hoppy about. Sz 40, 42 were due to go out ‘of use,

42 C was considered satisfactory. There remained the T 43 R
" which employed a One Time tape, and was secure provided that
the tape was propérly made. Here an attempt was made to

satisfy the conditions of von MISES' 'KOILECTIV'!. In fact the

koy tape was produced by running a 50 metre loop of
pseudo~plain language through'a T 52 D. ‘

T4s He considered that the Service Enigma was secure-if the

instructions’ vere observed. ~The modified E, the

. Schluessel Geraet 39, of which one model only hed been built -
"by Telephonbau und Normelzeit, .at FRANKFURT, was then de-

scribed, LIEBKNACHT had this model at PLANKEN. It had four
wheels and Urkehrwilze, each of the 3 right hend wheels caus~
ing the movement of the one to its left. In addition there
were wheels of Hagelin type, pericds 25, 26, 27.he thought,
giving additional movement .to the 3 right hand wheels. The

machine was steckered and printed both texts.

¢

75, While this machine was being devéloped and as a guard

ageinst future possibility and not egainst what they suepected

2% present, the Enigma Uhr and LUckenflille Walzen werc

devised, The G.i,F, had introduced the pluggable UKW but the

£

ry said it was too much trouble. With SG 39, as with all’

otrer BRI type machines, a depth of 30 messages on the some

setting could bé solved element by _element, ,

76, 4sked what mochine was used by the German Military stteches
he said that there were no other machines than-those he had de-
scribed but he.did not know vhether the @i used & machine - he

thought there wes no machine in use by Germany which he did not

know, -

77. Rolations with iuswaertiges Amt,  EUETTENHAIN soid thab

Ant.
B

RSHA

. duswaerbiges Ambt party, GOERING's Forschungs Amt, and HIMILER's

fierce resistance was met with from other departménts at any
attempt to control the security of all ciphers used. OKW/Chi
was niever allowed to know details of the ciphers used by the -
Germon Foreign Office., He knew that One Time Pnds were uscd
" and he had.once met SCHAUFFLER and HAUTHAL of the jusweertiges = .
smt.  Even towards the end when there was a further attempt to
centralise security under OKW/Chi, the Foreign Office would nob
come into line. sELC'HOM,.the senior official was strongly

opposed and preferred to remain independent, :

78. Roich Sicherheits Heupt gut.  isked about the systems used

'by the RSHA, HUETTENHAIN said that their security was not under .

his control; HIVMLER's organisation had tried to absorb OKAd/Chi”.

after the 20th July‘incidérgt ~ but he had orly heard this second=-.

hand from FENNER who was not at the relevant meetings, There were
. three other forces in the £1eld besides OK#/Chi, RIBBENTROP's

RSE4. -RSHA Cipher Systems were probably much the same as those

use:} by the Army:s RASTER and ENIGHA.

-

v
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~the end of cryptography. He thought that mathematics was not

-83. 82 L2, Here the movement of the loft hand wheels depended

- -‘16.
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Third Interropation (continued)

.

79. Oberinspektor MENZER, Asked further about MENZER whose

-activities he HAd mentioned curing the first interragation,

HUETTENHAIN pointed out that #ENZER- had been with OKA#/Chi two’ )
years (1935) before he himself joined, " MENZER had had suc~.
cesses in crypbenalytic work ond had helped devise the \
Hilfsgeracte used. He did no breaking for RSH4, but devised
nev cipher systems for them, doing on the civil side what

' FRICKE did on the Scrvice. - No compulsion was pat on anyone to

appiy to ORW/Chi for scourity tests except wherc the AYEY vias
concerned (%o FRICKE), and many organisations never thought of
doing so. (The Luftwaffe end OKi7 hod reforred to FRICKE).

To begin with KENZER had dcsigned and tested systems but he was’
relieved of this with their growing complexity and technicality,
and rather piven a free commission, The notor drive of the

SG 41 was his idea, Dr. FRICKE could give more information about . -

his work,

© 80, SG 4) (modified Hagelin). - He'soid that traffic on this

machine could be read on & depth of two but the machine could
not be' recdnstructed and 80 further messages could not be read,
- - \ : ' : .

8l. 57 L0, He described this machine briefly but not in cor-
rect gie-\fai » The first weckness in the SZ. 40 was the conpara~

. tively short combined period of the two driving wheels, 2057 (6% x
37). By writing a cipher text on this width and finding conse- '
.cutive columns corresponding to.the inactive position of the

driving wheels, deductions .could be made which lead to the
complete: reconstruction.of the driving wheels, This was a legser
weakness and could be corrected, .Thé sccond weokness was shown
by Wwriting a single impulse of the cipher on the period of the
relevant regular right hand wheel. By employing the first or .
higher differences of these columns of cipher one could exploit.
the non-rendom character of the series produced.by. ths ‘left hand
wheels.to derive the patterns of the right hand wheels. This

ko had actually carried ‘out in practice before satisfactory rules

- were laid dovn for meking wheel patterns. - :

82, -Even with these rules the machine was not entirely secure
in theory, from an attack exploited the regular movement of five
of the wheels. The.solution was £5 make the.wheels move inde-
pendently end irregularly. . He thought that within the next
twenty five years all countries would realise this and adopt -
some form of .miachine with irregular movemont, And that would be

yet sufficiently advanced to ddal with the problem of 'gycles!
in irregular motion, Mueh research is still to be done, but
it is difficult to get this work dono because of guestiong of
security, ’ P T .- .

.
- N

on ore ol the rcguloer wheels as well as the driving wheels, giving
a period of movement now 61 'x 37 x 43. The second weakness was ,
not noticed in time and so persisted. When it was noticed it
was puarded against by giving detailed instructions (about 1-%
inches thick!) to the printers - who were given tables of %
pattern distribution for the left hand whecls which were depen~’
dent both on the number of pegs_in the driving wheel and on tho
number of .clusters,on the left hand wheels in reldtion to.the
driving wheol., Ideally, these conditions should be satisfied
by 2ll differerices of the.wheel petterns. Again, FRICRE could
give more details. This frouble arose because the machine vag

dosigned without an examination by cryptanalysts.
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s ‘ ' . "Third Interrogation (continued)

R 84y In 1957 MENZER and HUETTENHAIN.went %o PLANKEN where they
. -met Dr., LIEBKNECHT, They discovered that a message on the 0ld .
5 SZ 40°could be solved within two days, and from that time an '
dssoointion sprang up, first between LIEBKNECHT and MENZER, then
botween LIEBKNECHT end HUETTENHAIN- himself over this work, The
. 8Z 40 .and L2 werc developed by MENZER and LIEBKNECHT, .with s
HUETTENHAIN in associatisn. The idea for the 42 came fron.Dr, - -
STEIN who was responsible under HUETTENHATN for testing German
. cipher systoms, i I ' )

85. FRICKE's statement about the. solution of the ‘82 450 on 1000
B L lettuis of cipher, by exploiting the non-randomicity of serles,
. " was confirmed, They tried it out experimentally., The machine
kod bren under way two years before the "rules for consiruction®
cone into force. These instructions tosok care of the series
i, up to the third, differencess. If they hed corsidercd the
Lourth difference no ‘one could have. been found cblc to PrEpaxo
. the keys, These rules were so complicated that they docided
to build the 42C in order ¢o dispense with them,

[P

. 86, GERMAN HAND CIPHERS, Asked about German hand aystems he -
. : . said he following devices were used by the German irmy after
Verfahren the last war, - AR :

(1) a sin;ple.substitution using a kos‘r word in a 5 x 5" squaro, . - '
-where each letter was reploced by the. one above it. The ,
A¥ny was not ‘eesily persuaded that this could be solved,

(2) A comb - Trg.nap'osiifion_(xa]zm-’ima.rfal)
(3) Double Transposition (Donpel Wuerfel), About 1926'= 7, -

. Enigma was introduced as an .y ciphor, then there wos
* no.change until . . '

g _'(,Lp.)'"In' 1935 MED‘IZER introduced the Heftschluesscl, modified .

‘later to be with Staircase, |
. (5) Rasto': Schluessels~ Pleyfair, = I ; .
'(6) Doppel - Keste'l- Schluessel:~ Doubls Pliyfair. Both 5 't‘ :

and 6 were solvable with.or without cribs; and at this -
stage it was clear that there was Ao systen both secure -

e © +  and suitable for forward troops. ‘They aimed to make a' ‘
" pocket machine still smaller thah ths C 36 Hagelix, but
when it came E “ 7 - .
o g 5 ./ . ' . . I‘
{7) The:8¢ 41, ~it'weg lergery * ’ o

(8) }:ENZER?s-.othai-I dev_i'égs“as described by FRICKE were being
. investigated; rio Seriols wenknesses hed been found, The |
period was long and they might have been' suitable for the o
Army. " After the first pull on .the. box slide a button wes i
released, wheress on the Schluesselscheibe the discs had = |
to be twisted to the next position, Probably LENZER hed :
some of them at HALLE, - _ . Yo . =
" (9) RASTER SCHLUESSEL., The security of this system was highor
_than @ Pleyfair but the Army in the Fiela found .
the system ond the encipherment’ of the Indicator most
tiresone, ) .

. Luftwaffe 87; SYSTEVS USED BY THE LUPTWAFFE. In general the Luftwaffs

- “employed the same systems as the Army together with various small
systems,. such &5 Air-Ground, which were never subnitted for
examination. ' : e e

- .
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‘Third. Interrog_tlon (cqntlmod) :

88. OKM. The seme was true of the Navy. 'I'hey used in
ada:.t:.on, transposition.and substitution systems, and a
special model of the Enigaa machine havmg four insxend of
three wheels. ; ;

" 89, SPEECH ENCIPHERMENT, ALl the devices in use were

invertors, giving sccunty against maintenance parties oniy.
Many firms worked on machines under development vhich were
based on the:principles of the TIGERSTEDT apparatus or
employed wobbulation, noise admixture, a’ subdivision of the
frequency band, and combinations thereof but either fidelity .
was too poor or the machine was insecure and it was not c¢one-
sidered worth producing. They preferred to wait’ for.the perw
fect machine- which was to have been VIERLING's appératus. .
The 'BAUSTEIN!, built to replace the invertor, hed the
advantage that whereas the radio could pick up invertor tranae
‘mission, only a ' BAUSTEIN apparatus could :Lnteréep'b BAUSTEIN
transmss:.on, . .
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.INTERROGATIONS (F DR, HUETTENHAIN {continued) R

Fourth Interrogation, i 1030 hours 2lst June

Present: Major SEAMAN U.S. Amy
: Lt. NUELSON, U.S.N.R., . .
Y - L, ICERBY,USNR., o
(Later): Mejor MORGAN, I.C.

Speech | 90. Dr. HUETTENHAIN contmued to describe German Speech
Encipher-. Enclpherin.g devices, He said that two years ago it was decided
‘mm & %o build only two machines. - an Ersohwerungsgeract (which gives
internal security only); this was the BAUSTEIN, and secondly &
machine for absolute secrecy - the "Keunstl:xchespraohe" All . i
other orders wera cancelled Both these machines were devised .
* . by VIERLING,. . 7> o

'

BAUSTEIN: 91. The Baustein employed no key; it was like an invertor and

. . required no settings et either end. Spoech was divided he
thought into two or three bands onto which noise was shperime,
poscds The noise was created.by o tube and was sent both .
‘thr:m\gh the apparatus and sépavately. The latter transnission
vwas used for deoiphering, Therc were other methods of produca.ng
noise, one or two ot’ whlch were ready. y

KUENSTLICHE- 92, He sa:\.d, that no machincs of the 'Kuenstllchespracne' type

SPRACHE ware completed. In this apparatus spoech was divided into fen |

© boands and each chapnel was separately modulated ("gewoobc‘t")
the ‘'wobbelung' was defermined by an S2Z 42 ¢ mechine with ten
wheels, one for. each channel. In deciphering, the 'wobble' was
»emoved and the ten bands reasaembled. This device was
conaldered absolutely secure becausa of the seourity of the

) ’ 2"2 c. X .

93, ' Asked how the 'wobble' wé.s deternined, he said that. the
pattern’ of the wheels represented an :.rregula.r curve, and
this determined the curve of the wobble. Physically the °~
pattern was sensed by a lever, this could be done electrically -
the woblile curve was simply added to the voice frequency, .
THere was-a rotating invertor such that if the curve of &
particular band exceeded the band maximum es a result of this
. -addition, the band renge would be subtracted from it so that
N it cams in at both ends of the band aga;m. The German- trans-
e Jation of the English term for this method wes "Kennwortsprache" = -
. " referring to the examinatioh of each band to see whether it '
 had any "value",. The rethod was developed by a ‘Sviss, GUANELLA,
at the BROWN BOVART Co. in Baden, er:itzerland.

.-

" 94, HUETTENHAIN. suggested that Dr, LIEBKNEGHT would be ths

- only person who could give mora details of this development,
Only the flat work (wiring) wes complete, The 42 C was !
developed smultaneously with its new nethods of synchronis-

e.tion.
Work on 95« liork on U.S. non-morse traffic., He said thaf no work had .
. Non-morse been done at OKW/Chil on U.S. non = morse traffic, HWA had a
traffic group working on the interception of special tranemissions,

" incleding Multiplex, Duplex,  Baudot and 'VERDUN' end the inter-
cepts were passed to OKW/Chi in ordinary letter or digit form,
OKW/Chz. Atg0lf was not conoerned wigh intercepy yvo‘ulema.
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Fourth Interrorotion (continued)

32 Element 96, " Work on 32 clement ciphers. Asked shout work on 32
Ciphers elcuent ciphers, HUETTENEAIN said that he hed never seen any
. other than their own, . WAPRUEF/7 had issueéd a report on come
. Dlicated transmissions about a ycer ego. !

Shiftwork 97, Ho said that only the lenguage sections worked shifts,
His own section did not do so regularly, but only if there was
an urgent job'in hand, ° N s . ¥

PoW 98, He wes ‘asked about Prisoner of Wer codes and said that the
Messeges - censorship office had passed suspicious letters to OXW/Chi but
that uswally nothing was discovercds . . . "

-
[

OKW/Chi. 99. OKi/Chi orpanisatioh.’ He said that KETTLER would be able
- %o glve more Information on the organisation of OKW/Chi, In
HUETTENHAIN's own Gfuppe IV therc were ebout ninety people, .
eleven in Referat 4, twenty eight in Referat B, forty eight in
C, nono permenently in D as that was a training department.
Gruppe V (languages) hed at first twenty two Refcrate, latexr
seventeen totalling about two hundred and twenty people.

Training 100, He said that his $raining Referat (D). gonducted training
. courses for both groups IV and V. The basic course lasted, two

yeers and met two afternoons a.week for anyone at all promising,-
an Advanced Course ran continuously for linguists if they had
mathenatioal ability and sich were expected to break some sys-
tems independently in' the languages sections, There werc ac-
tually only about six at a time on this course. HUETTENHAIN's
o ‘group hod no advanced oourse, as such training was, not ‘v
necessary in their case - they Wwére all accomplished mathéma=
ticions and.in any cage informal discussions and consultotions
wiero held dally,; - -

101, In Groups II and III thore were probably’ two hundred people
and in FRICKE's section about tén, It was.a@ifficult for -
HUETTENHAIN to estimate the size of other Groups than these
because they were in different buildings, .

POLISH S§ 102, HUETTENHAIN said that the Polish Stencil Subtractor cipher

cipher E passed through two stages. Pirst, a four .digit, 10,000 group

codc was used, with a plein additive table 2 x 26, five digits

to the oolumn with spaces between the groups, The lines and

columns were numbered with bigrams at random in all four margins,

There were many such Tebles., An Indicetor was placed fore and

oft and gave a Teble and morginal bipram en clair, The additive
~ could then be read off in any of the four directions, A now -

Inticator was used after a row or column of additive had .beén
used, i ' ot

103. The second system was introduced two or, two and & half
years ago, Here there was no, spmoing of the additive groups.-
There werc eighty rows end e hundred figures to each-raw, The
marginal figures appeared now only at the top and left of the

. Tables The unit figures ran in normal order but the tens wore

- random. Each digit now had a column and row Indicatar, The
additive was rcad off ‘through stencils with various nuwbers of
windews, ell 4-figure, fTherc were from twenty eight to forty
wirdows, The placement of the stencil was indicated by the
co~ordinates of the upper left and lower right corners. TWO:

., or three additive tables were .introduced each month and several

vere usod simnltaneously although thers were different sets for

~cach 1link, For IN traffic, passing in an opposite ‘direction
(esg. London to iarsew), the stencil was turned.over, Later,
the wirdows were designed so as to be read in an abnormal

N
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" the Indicator message and part. Indicators were always in clear

21, -

Fourth Interrogation (cont'inucd) - oo = s

menner (vortical, snaking, in the shopé of digits, cte.) but
there was only onc way to begin - you olways started at the Y wa
upper left corner, . R - ' ’

104, HUETTENHAIN had planned to study-the problem of ‘solving a |
steneil additive with variable window lengths but the occasion - /' - ’ }
had never arisen, e thought that the code only ‘changed once, .

the stencil changed wore frequently and the tables most oftcn. - .
If the book, stencil. and-Table hod ¢hanged at once then thoy ’ \
cculd ‘not have broken in again, “as it was, -they read most of

the Iolish Stencil to the end. Hollerith was used to find

repetition between the message parts, The index of repcats gave

altheough the units figures were later randomiscd, Holicrith was
“irst used for sorting because it was fast, The ‘WITZXISTE' was '
also used for recovering additive, ' )

105. He said that he would describe the 'WITZKISTE' as far as he b
could (but the interrogators do not profess to have understood T |

.the explanation fully), © A dark glass plate 40 cm x 40 cm.

was used on which the coumon 4-fipgure Code Groups were reproduced '
by means of light. 'spots!, The pattern was repested in each of
the four quodrants and’ the plate wes s1id by hand under a frame -
20.cm square o guarter the size of the plate, The plate was cov-
ercd with blind strips to prevent carrying addition, The holes in \
the plate were 1/3 mn in diamcter and there were two secondery. .
holes for éach c¢ode group, one ten'places up and the other ten
places over. Thus 2384 would be recorded also by 3384 and 2394 =
The plate was slid to a position corresponding to the cipher
group, according to"a scale along the edge of the frame. The Coom
frame had a solid lattice,..such that for any relative disposition T,
of the plate and frame only one light spot showed through for _ '
oach code group, The lattice was made up of dlterpate black and’ N
white bands 2 cm wide. so- that 100 hole pg_,s-ition,s -were exposed o
in each opening,' After repeated exposyres corresponding to the. . -
‘various cipher groups in' the column oné black dot would stond out :
as the correct additive, There wes ‘an idea that the plate should: . - °

.

7 T b

" be moved by pushing buttons but this was not done. Recently it

hed hoen planned that it should be ‘adepted to stripping 5-digit
code where, there was the possibility of dividing code groups into

“overiopping sets of fours, A more detailed account of this ~ -

machine is being preparcd.



