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DET..ILED INTERROGLTION OF JOHANNES LNTON 1-RQU..RT, FORMER REGIFRUNGSE.URLT

«\D HE.D OF REFERLT 1o OF GRUPPE IV, GENER.L DER NACHRICHTEN..UFKL..ERUNG, C..RRIED
OUT .T STUTTG..RT, GERMINY, ON 9-10TH JUNE, 1947, BY IR, K,L, PERRIN OF L.S.I,C,
«D CLPTLIN MHGRY C, LuNE, ..RMI SECURITY .GENCY s BURCPE,

I Career at OKH :

JOHLNNES ANTON LLROULRT was posted to OKIl/In 7V es an ..ngestellter in
1940, end for the first year carried out rescerch on German hand systems, In
1941 he wos trensferred to In 7/VI ond, with the rank of Sonderfuehrer (Z), was
put in cherge of a series of courses in €lementary cryptenelysis, which work he
continued until 1944, He was then promoted Regierungsbaurat and was given commend
over Section 1a for special resecrch on hand cyphers, His experience of practical
cryptenalysis is therefore confined to hend systens which appecred during the
last part of the war, During this period he worked under FIETSCH whilc similar
work on machine systems was carried out by DOERING, heod of Section 1b,

2.  Cryptanalytic Experience :

: «+8 head of’ the speceial research section for hand eyphers lisrguart's work wos
of o varied nature; and he was asked to give an account of the specific tosks
which hod fallen to his lot.

B Tito System : This consisted of the clphabetb substituted into figures in
such o way that the commonest letters werc cllotted one figure equivolents while
the rorer letters were expressed os figure digrephs, The resulbing figures were
then recyphered by a periodic additive, the length of which varied from time to
fime, Lt first the period was very short (5, 7 or 9); 1leter it rose to 35 or &5,y
cnd ot the end MWROUWRT thought that it was used on £ cne-tie bagis, since no
further succesg could be achieved.

b. Miheilovic System : This wos Double Tronsposition, using the some key for
both cages, the keys being derived from o novel, boROQUARTY.s section achieved a
fair measure of' success with this systen,,owing to crrors in encypherment, sterco-
typed signatures, and alsc the foet that the copgos wore of'ten filled up to
roctongles with rare letters. Under such circuusbonccs 1t was often possible to
recover the kcy from a single nessage. In some cases, by working out the beasic
text from which the keys hod been derived, they were oblc to recognisc snd obtain
the novel and thence to read all traffic ocurrently, .11 exyptomnlytic work on
double tronsposition systems wns oarricd out entirely by hond and no attempt was
moede to develop any stotisticsl machine method of solution,

Ca British imy Doublc Transposition : This presented & considercbly more
formidable task, since two different keys were used which were teken from o large
bocke  MHLRQULRT wes unsble to guess at the size of the book, since it had never
been captured, and their only zuide wes o captured copy of the instructions, Their
work consisted of looking for errors in encypheriient which heppened but rerely, and
for messoges in depth which practicnlly ncver ocourred.,  When o nessege wos broken
by these uieons, the Gerumons were bhus provided with two keys from the book: they
could then trke any messnge having one of these as the first decypher key and, by
thus reducing the problem to onc of single transposition, could recover the sceond
decypher key, However, they never succecded in brecking messages in which only
the sccond decypher key was known,  il.ROULRT estimeted that only esbout one messoge
in o thousand could be read in this Woy ond thot oltogether they had recovered less
than 100 keys. He was not awore thot this systen hod ever been replaoced by
another in the British Lmmy.

d. Russian "Blocknots"., IROULRT's section was given the task of , making o
research into the Russion "blocknot" traffic. .. considersble nwiber of origincl
key-peges had fnllen into Geruon honds, The problen could be divided into
"individual Blocknots" rnd "genersl Blocknots®™. The "individual Blocknots"
consisted of m10ll peds of key-pages, each gonsisting of 50 or 60 five-figure
groups (he wos not sure which), In theory, each pagc was used for only one
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Hessags ond was torn off irmedictely ofter use, In practice, however, when
Supplics werc running low, the last poges tended to be used severel times, and
in these coses the Germans were &ble to road the messoges,

"Gonerel Bloeknots" werc 1uch largor, consisting of 31 poges, coach eon-
toining 30 lines of 10 five-figure groups, wlong the top were the nunbors
0 - 9 in hatted order, indicating the ton colwms, Down the side, the rows
were indicated by a rondonm selection of three-fizure nuibers, FEoch poge was
used for one day only sné the prds were changed nonthly. 4t first, solation
of thesc was very etsy, since all uessoges begon at the top left-hend corner;
thon they began to use the beginning of ony row, cnd finally cny group on the
pege could be the storting=point. This was indicated by o five-Tfigure group,
censisting of the three figures representing the row, followed by the figure
representing the colwwn,and one dwxay figure., 4t first, this indicator wes
recyphered nercly by acding the figures to those of the first group of the
cypher text; leter, however, the indicotor recyphering systen becone nuch more
complicated, the Germans werc unchble to break it, and MROUART could not
describe the system invelved,

With the introduction of the now indientor recyphering systou townrds the
end of the wor, the setting of umcssages in depth and solution of the ndditive
becaue much more Cifficult, snd their success wne spasmodic according to the
volute of traffie, - Hollerith nechinery was used for this tesk, They were
considerably rided by the fact thot the Russians tended to choose starting-points
from the first three rowe of the Poge. Tneyphering was donc eyclically, i.c.,
if the encypheror reached the botton of the pege he then corried on at the top,

The underlying bock consisted of o five-figure nlphabetical cods which wos
quite easy to solve, Even when the Russicns knew thet the begie book was
compromiscd, they did not bother to chonge it, but relied upon the additive for
the scourity of the systen,

On the basis of the "Blocknots" vhich had becn coptured, MROGULRT's scetion
corried out an intensive research in an atteipt to discover the method by which
they were produced, 4ll the counts which they nede, however, feiled to revcal
any non-rendon charecteristios in the 2woko-up of the tobles, and whilc they
thought that the "Blocknotbs" aust be made by nechine, they werc never able to
drow any concrete deductions as o rosult of their research, (In this connection
MARQUIRT said thet this wos the only ccse in which such a research had been nade,
since nowhere else was there sufficient copturcd metericl upen which to work),
Occasionally, however, they had found the sone teble of figures with two
different pad numbers, but they could not estoblish whether this wos due to an
error in compilation or to a fault in the method of producticn.

€s Polish Lublin Systen Lostly, IGRGULRT described the work which he head
done on a systcm usca by the military forcos of the Lublin Governmont just before
the end of the war, The Germens had never discovered the coipletc method of
operation of thig Systen, ocnd ILRQULRT was sonewhet vegue about some of the
details. [Lfter some difficulty, however, the interrogetors ‘menaged to extract
sufficient informetion to piece togcther the prineiple on which the system worked,

The Poles omployed & consideroble nuber of keys, consieting of the nuabors
O = 9 in hatted order, The key to be uscd for the nes tge wes determined by
the indicator, about which, however, M.RQULRT wes uneble to give any details,

The key selected was written out three consecutive times on o strip, & second
8trip consisted of the alphebet, probebly in normnl order, Thirty positions were
available on this strip, but MAROULRT could not remember whether the extra four
Sptoes were given up to cecented letters or to punctuation, The alphsbet strip
wasLalSD morked with an arrow to indicnte the position in which the key strip was
to be set,

Encyphering consisted of changing letter digraphs into figure trigrephs by the
following methods for the first digraph, number one on the key strip wos set
opposite the arrow cn the alphebet strip, end the encypherer then read the two
figures corrésponding to the letters of the digraph, Since, however, each
nuber on the key strip represented three letters on the alphebet strip, a third
figure was roequired to indicate which of the threc possible letters was intended,
& smell table wos therefore provided in which each of the possible combinations
Of the three positions wes represented by o nusber. For excuple, if the first
letter of the digraph wes token from the third part of the alphabet, and the
second lctter of the digroph from the first part, then the encypherer would
lock up the coubinction III,I on the teble, and if he found that it wes
represented by the number eight, he would prefix this numbor to those which he
had alrecdy obtained by substitution.
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The encypherer would then move the key-strip until the number two cppenred
oppoeite the arrow on the clphabet strip ond would then procced with the
substitution of the second digreph of the plein text, Similerly, he weuld
continue throughout the ten numbers of the key in numericoal order, The eleventh
digraph would then be encyphered on the snie substitution os the first, the
twelfth cn the same substitution as the scecond ste,

MRQU/RT' s example of this system is as follows :=
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From the cryptonalytic point of view, the chorccteristics of this systen
were os follows :-

(i) - Since there were only ninc corbinctions of the three perts of the clphabet,
it followed thet in o perticular key, cither one number could ncver cppear
as the first fighre of a trigroph, or, if two figures were ollotted to a
particular combination, these two figurcs would appecr less fregquently then
the rest, (ILROULRT was not clear which of these two conditions obtoined).

(ii) If messcges were written out on & period of 30, there would be o merked
frequency distribution in each columm of trigrephs,

MLROULRT stated that this systen was broken too late tc be of any procticcl
inportance,

3. OKH Cryptonalysis

Except for the subjects listed above, IL.RQU;JET's'knowle‘rre of the
cryptanaltyic work of OKH wes besed upon what he was told by the other merbors
end is therefore of a very general nature,

8 British Systems : The heed of the English Referat wes Oberinspektor

ZILLMAN (fnu) sbout whom MaRQUIRT had not heard since the end of the wer,

MAROURRT mentioned first the work which hod been done on Typex in 1940/41 end
descoribed briefly how they hod made o gtudy of the indicators rcnd on the basis

of bad usage had found cut 2 certain amcunt concerning the working of the iiochine
the period of the wheels, cte. Their conclusions hed been confirmed when they *—x

were given the opportunity to inspect e ceptured iochine which had been lying

in OKW for six months without their knowlcdge. He believed that this machine hed
been captured in France, The wheels were missing and never in the course of the
whole wor did they succeed in capturing eny whoels. They reached the conclusion
- in 1941 thot there was no possibility of succces without the wheel wirings.

They therefore abandoned 2ll work on this systeu except for o routine wobch on
_the traffic, (Note: ILROULRT wns not pressed for details since these are to
be found in the recently discovered OKH documents). FHe =nid that they never
had eny cribs of Typex mcssages on which to work,
MaROUART wos extremcly vegue on the subjeet of British additive systens,

He had o vegue recollection of War Office Cipher which 'he thought wes: reed on
Gepths in the carly years of the war, 4after about 1942 all ctteipts to find
repeats by Hollerith methods foiled cnd they came to the conclusion that each
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nessage uust have a different key. «Llompts to set messoges in depth
continued throughout but with no success, He A&id not reccllect any other
British edditive systeii.

The only cther British systeus sbout which he knew besides the double
transposition which hes been described cbove (pare 2¢) were daily changing
unreciphered threc-letter codes which worc used in Africa sbout 1944 and read
feirly regularly when sufficiont depthe were available, cnd Slidex which wes
read consistently until the end of the wor,

b shericon Systeoms The head of the jierican Section wos Friedrich
STEINBERG frow whom MLRGULRT hed not heard since the end of the wox, The Tirst
anericen cipher to be broken by OKH was the 25 strip sysfen., MRQUIRT described
the groduel stoges by which the principle was recovered, TFirst they found
repeats at the beginnings of nesseges and then repects st intervals (getrennte
Serion) on & period of 25, When they hod sccumulated depth up tc 20 they were
cble tu solve individuel messages ond found then to be bascd upon 25 substitution
alphebetss It was only after they hed solved o nurber of keys that they found
the reletionship auong the various riesseges and were able to read the rest of

the traffic. ILRQUIRT mentioned that they were greatly oassisted in recognising
the system by o description which they read in a boock published in the United
States just before the wer, He could not remember the naic of the publication
end thought it might conceivably have been o private brochure. It wos not the
Black Chauber, This systen wes not broken for very long before it chonged and
they no longer found any repeats,

They elsc read some three-letter codes which at first were uscd unrecyphered, "
ond subsequently werc recyphered Ly conversion tables. He expressed the opinion
that thesc tobles imight not have been broken if they had not first been oble to
break the basic code while it wes still unrecyphered,

MaROULRT spoke briefly of the solution of the 1i~209 by errors in encypher-
nent and messeges in depth which enabled them to work out the periods and pin-
settings, He said thet they never had o coptured machine, nor 4id they ever
get cribs on which to work,

He had not heard of any other .mericon mechine, cnd did not recognise the
term "big imericean machine" or the disoriminant DOLOF,

Ce Russian Systems : IaRQULRT stated that at one tine they had captured a
emell Russian machine; he thought it was electric but did not know the principle
end was uneble to describeit. No troffic wos ever intercepted on this systen
but it cculd certainly have been golved with o simell amount of moterial,

«ll other Russian systems known to M.RQUART were hand systems, the
principal cne being the "Blocknots" described above (pare 2 2), During bhe
greater port of the wor all work on Russian systeis was carried on very’
successfully by the out=-stations, ond he wes therefore unable to give many
deteils. He knew that they consisted neinly of three- and four-figure
alphabetical codes recyphered in verious woys by conversion tebles, lany of
the Russion divisions were providsd with a basie key squoere composed of 10 rows
ond 10 columns of the nwabers 0 - 9 hatted, By juggling with rows ond colurms
in various woays the Russians wore sble to derive o considerable number of 10
figure keys for use as conversion tables, In nony coses the Gemeanswere asble to
soc the relationship between the keys which they hed reconstructed snd at least
pertially %o rccover the basic key sguere,

MARQUIRT stressed thet the production of Russian oyphers was completely
decentralised and waes generally crrricd out Aivisional level, and each division
therefore had its own favourttc methods of key production. Not all divisions
used the bosic key squares desoribed in the above peragraph, He thought,
however, thet the high grade Russien systems such as the "Blocknots" were
probably produccd by the central authority., He considered thet decentrolised
production, while it presented a grecter veriety of methods to the enemy
cryptaralyst, vice an undesireble system in thet it necessitoted the presence
of experiencedofficers at divisionsl level to oversee the work ,

VERAUART also mentioned & two-figure system in which the call-signs werc
encyphered on the same conversion table es the messages. FEach station wes
provided with 2 basic call=-sign consisting of e two-figure nusber, and each decy
this number was looked up on the 10 x 10 squarc and reccyphered by the vertical
“nd horizontel keys. By following the coll=-signs from day to day the work of
recovering the daily changing keys was considerebly focilitated., MARQUART
stoted that this was done becouse the Russiecns employed only figure cyphers an
their operators never learned letter lorse snd therefore were unable to cope
with letzer coll-signs. He insisted that no letter eoypher of eny kind was evcer
used by i




dy Other Countries and Systoms

(1) Hungery :  Like the Croations, thc Hungariens were provided with their
Bnigua wheel wirings by a Gernen firn end these werc therefore availsble to OKi,
They'were thus ablc to recd tho troffic.

(2) Crootia : MRQUIRT said that the solution of the Croatien Enigms wos

focilitated because it had no stecker, Vhile he wos unwilling to corsdt himself,

he thought it possible that the Gormans would heve been unoble to read the
Enipna with stecker even though they had the wheel wirings,

(3) Poland - fie knew nothing about the Polish systems solved ot the
beginning of the war, The Germans only began to study Polish sgein towards the
end and the system deseribed above (pare 2 ) wns the nain one enployed. He
thought there might have been other systens but wes unable to give details,

(4) Pinland . Therc wos no Finnish Referat in OKH ond: Finnish systens were
never studied,

(5) Prance : HERGUART claimed to know very little about TFrench ayphers
Gther then the fact that the C-36 was coptured nfter the fall of Peris, — Ha
stoted thet as he was resident in the French Zone of Germany he was wnwilling to
zive informntion on this subject, and the natter was not pressed,

(6) Lgents' Systems ; HARQUIRT wes unawnrc that these had been studied ot
OKH. He said that VAUCK hed attended one of his courscs, but that he had
subsequently been transferred %o OKW.  IMROURT had never hcard of Referat 12,

(7) Teleprinter Systems : He reiterated thet he knew nothing at all about
the technicelitics of this subject ond that DOERING was the expert on all
machine motters, He thought thot Heuptuonn ROEDIR hed also heen respensible
for teleprinter systens, He know thet they hed hod oconsidershle difficulty in

i%tarceptinq sugh traffic and thoucht that the widerlying text was only read when
i% was in the clcar, He never hedrd £ rny guch meching being captured,

(8) call-sign Systens : He knew nothinzg at all about British cell-sign systo 5
since these hod been studied in the treffic onalysis group. He knew that the
Russirn call-sign systens were comparatively siuple end were solved by the out-
stotions but he was unable to give sny details,

N Drver Cove Incident

4% Tirst MARQUART denied nll knowledge of this episode, Later, however,
he recalled that certain materisl had been discovered in a cave in Yugoslovic
although he did not remember the name, The materiol was found by chance vhen
some German soldiers entered a cave = he does not know how they came tc be bthero
- 84w soue papers lying on the ground ond recognised them as eypher naterial,
There was not & great desl of material end it was contained in one or two
folders, It consisted entirely of cypher keys in several copies ready to be
distributed to users. Since the documcnts fell into German hands they were
naturally neither distributed nor used and he did not think they provided OKH
with any importent information, He thought that the papers had slmost
certainly been destroyed at Jueterbog at the end of the war along with all
cther useless documents.

5. NF&K 629 :

MeRQUIRT was unable to distinguish between NFAK and NAK, nor hed he ever
heexd of Company 621, However, he remcmbered that there had been en out-
station at Tobruk which had worked mainly on two-letter codes and double
transposition of the British «rmy, He was certoin that they had had no
mechinery, Inspektor HARUS had been the first to go out there and later his
pleoce was tcken by LIEDTKE who had been taken prisoner with his whole compeny,
Imeediotely after this the 3ritish had changed all their systems,  MARQUART
knew of a Sergeant WAGNER who had been employed in Berlin ot the beginning of
the wor, bat did not think he had ever gonc to africe. end knew of nchody of
that name in Tobruk,
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b5 Licison with other Burcaux :

MoROUART reiterated thet licison with other German buresux except on
Geruan systens wes not sood, «ie clnimed thet he had never heerd of the
FPorschungsemt and said that in any case he himself hed not been conccrned with \
ony outside lieison, L)

He know thot OKH had closc lisison with Finland on Russisn systens ond
there had been ~ Pinnish liaison officer whose name he did not know at their
outstation in East Prussica, smongst other Russian systeoms they had exchanged
all informetion concerning "Blocknots", The Finnish officer never came to
Berlin.

Heknew of no linison with Hungery or Jepan cnd thought that connections
with Italy wore very weck, elthough sn Italian officer had onge paid him o
visit ond he hed been instructed to cnswer the Italian's questions in the nost
general terms,

He know nothing et all of eny encny cryptonalytic centres; the only
prisoners whon they intcrrogated were wireless operators who were uneblc to give
them any useful infomaction.

s Gerinan Systens

From 1940 to 1941 MRQU.RT helped PIETSCH with the dovelopuent of Gerion
hand systeus, Attmxtmwtmﬂkmmnnmwwmtmﬂgdmﬂntmmmmﬂﬁ@n
(Hcftsuhluessel) which they knew from eaptured docwients hed been re&d by the
Poles. He thought that no Polish cryptonclyste had beon epprehended cnd did
not remember any refercace in the docwuents to the Ceruen Enigma, and did not
reaognise the term Pall Wicher.

He knew MENZER fointly and thousht thnt he hed spent wost of his time
developing & new Hegelin mnchine which whs never reody for use, Hec had never
heard ¢f the Schluesselschicbc or 2chlucsselkasten,

G

8. Hollerith lizchinery :

The only cryptonalytic aids at their disposel were Hollerith iechincs
which werc uscd for finding repeats, cepths, ctes it the end of the war tho:
hed intended to move the mochines to Bad Reichenhall with their docurents; theys
were dispatched on o trein from Erfurt to Rosenheim cnd he does not know wheth r
they ever arrived,

e Cryptanalvtic Courses ;

From 1941 to 1944 LIROQULRT was in charge of & series of coursesin
clementary oryptenalysis which were given to o1l neweconierses  The length of tho
course was six weeks or in urgent ceses four to five weeks,. The course dealt
with the clementery principles of substitution and tronsposition, reeyphered snd
unrecyphered codes, conversion tables, cdditives, ctc, liost of the text books
et their disposal were of French origin and included Baudouin, Certier and Gevitge,
They also possessed a copy of Yordley's Dlack Chambsr,

10. Gemercal Remarks :

BARQUART stated that his own specicl rescerch section aan hardly be
considered to have been o success, lost of their problens were those which
had been rejected by the ocountry sections and the solution of the Lublin gyeten
came too late to nave been of ony practiccl importence., He wos equally
lugubricus cbout the gencrel work of In 7/VI and said that they suffered from S:::Z
very boad orgenisation for passing back interoepted moteriel to the centre,
Traffic generally errivid with o considereble tinc log znd results were obtoined
oo late to Le of any but strategic value. The bulk of the work vos done by
the outstations which coped very successfully with low grode systems, Their
section in Berlin only received reports from the out-stetions sbout once in
three months ond was therefore alweys out of touch with the latest developments .
The most successful of the out-stations were those engeged on the Eastern front.
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host of their reports werc not distributed cubeide 0K except in the
cose of work on their own systes end reports which were scnt tc the
intcrested out-station. He hinself hod not written faicny reports since for the
greater pert of the wor he had been occupied with running the crypteonslytic
courses, :

I dULRT wes difficult to interrogete since he would only tolk when
rromptec with specific guestions. The intcrrogetors consider, however,
that he wes probebly telling most of what he knew end doubt whether cny
further information of velue could be obtained, Host of his statcments are
confirmed and in much greater deteil by the recently found OKH documents.

It wos considered advisable not to let ILROULRT know thet these were in our
hands,



