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 ‘Tho Further Fate of the Elementa of OKW Stationsd at Ealle

Since the beginning of darch 1945, a considerable section ,
of OKW, including service persoifinel and mile and femals civilians,
were accommodated at the Army Siggnals School HAIIE. Most of them
belonged to the dpher department (Chi); but other departments .
were represented, including the Fu.. Department. Hauptmann
‘GROTZ was in charge of orgamsat:.on » but the cipher department, .
for exampls, remaieed subordinated’to its former head, Oberst’
KETTIER, who waa not at HALLE. When the Western front came
nearer, it was decided to transfer the whole organlsa’c:.on to -
PRIEN on the CHIEMSEE -(Upper BAVARIA). An advance detachment
wenti therg: at the beginning of April and was still able %o use
the shorter railway route tc the south. The remeinder was to
follow in two separate transports. The ladies were however
given the choice of not undertaking the arduous -journey (in
.goods trucks) and of leaving OKW, especially ag.the accommodation -
at PRIEN wag said to be very primitive (barns as sleepirg
quarters) A numbér of ladies made use of this offer and went
home, while .others declared themselves wllling to make the .~ '
Journey. .

In order not to overload i;hé ﬁrain, all out-Qof#-date
papers were burnt, AMMENEORF station, south of HALLR, was chosen’

ag the point of departure of thg firat transport in which I was, ‘.

a8 the goods stdtion at HAYIE Had been hadly damaged in air
attacks. After haversack rations for 5 days had heen issued we
were able to leave HALIE on the 10th Aprili There was W/T to

- AMMENDORF, but only for official lugpage,some of the private
luggage,. the ladlies -ard ths infirm, The rest had to walk. In.

consequence of air-raid damage the tram only went as far as the
market-place, and then agaih from the entrance to AMENDORF

as f‘ar as the. stat:.on..

: I do not know whether tha second train ever left: HALIE.
I only know that a few stragg,lers 1eft hehind from the first train
came &long in time to overtake it en routie (some by FALKENBERG)s . °

' They related that in the ‘meantine the preoincts:of the Amy

8ignals School, which had g0 far remained undamaged, had been hit

" by bombs and a hut’ previoualy belonging to OKW had. been burnt

down, Neither did I hear anything more ot the members of tha
'seoond trangport later on (e.g. at WE‘REEI‘I)

Command of ‘the firat train was taken over by Haup‘tmnn HEIN
(later promoted to Major at WERFEN), who had had command in HALLE
of the "EINSATZKOMPANTE CHI" belonging to OKW'« The route :
proposed was the south~bound railway line via MERSEBURG. But. there :
were s0 many téchnical difficulties (%00 much traffic on the track? -
shortage of train erews?) that the departure was delayed by :
another two days. During this period we slept in goods trucks, which
had been fitted out quite comfortably. We still had plenty of
time to do our shopping at AMMENDORF, Some of us took™refuge in the
public air-raid shelters during the nimerous air-raid alarms;
many however remained in the trucks., Just hefore we left, the
neighbouring labour gervice camp was broken up and diatmbuted E—_—
‘its stocks among the population: The members of the transport,
although officially only the service peraonnel, thercefore el
received a number of :.1;ems of clothing and linen from these stocks. .

«
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. Then in the aftemoon of'12th Aprdl the transport moved off
in two separate goods trains. But in the meantime the front '
had come 8o near that it app‘earsd doubtful we should still be.
-able to reach our destination via MERSEBURG. consequently

i it was deocided to make e wide detour to the east and we went
C -via the goods station at HALIE mw open again, and then via "
EILENBURG ~ TORGAU to PAIKENBERG, where the trains arrived . . )
during the night 12 - 13 Aprils Although it was night-time,, . - i Y
a Bot meal was issued. At no time on the journey did the - - <
‘rumour — which we first heard. in HALIE ~ that we should only
travel by night owing to low—flying attacka, prove to be True.

on the moming OI' 13 A‘prll when ‘ahe tra:ms wore still
at FAIKENBERG, Hauptmann HEIN surprised’ the transport with the
' anmnouncement that the Russians were attaoking 25 km away. I
~ don't believe th:.s wag true., The Haupimann then explained
_that because of this we should have 1o proceed during the
next few hours along the south-bound stretch of line, which
crosses the 'East-West 1line at FALKENBERG. But 'bhere was
A only one locanotive available, so we should have o join up :
' the tWo trains, it would be necessary to leave a- fow trucks behind
" . 80 as not 'to make the train too long. Heé went on to say “that
all male members of the tranaport would Have to help reload
the official luggage in these trucks mto the other trucks. T o
This was Limediately done, but still-the train did not get ) ’ i
away until about 1800 hours,  Aa’ a result of a low-flying ; ) !
-+ attack,. in, which the train Flak and.the heavy Flak position . -~ i
,near the statmn both went into action, the departure was then . : ‘
made very suddenly, but there were no caaualtlee. As the'. 5
. B Jjowrney progressed, the train was: gplit wp again into two )
parts, at lenst for a time, as a second locomotive becanme 4 T 3 M 5 j
available; but it usually fproceeded as ohe unit of 122 axles -
(64 trucks) In consequence of the reduced nudber of trucks,
the goods trucks containing the official luggage were grossly. s, i
overloaded, the springs being bent quite flat, s _ !

© We went through DRESDEN in the early hnu.ra of the’

‘morning on 14 April, and PIRNA during the morning. - We'entered. -

the Reichsgau SUDETENLAND about 1300 hours. There was a -short
. gtop at TETSCHEN - BODENBACH owing to an air-raid warning. .

AUSSIG was reéached in the afterncon. Several members of the -

‘party had a look at:the town, as the line was not clear for the
T _ tralin to proceed. yet and it would therafnre stop for several } ;

" hours, ot . < . B Com ®

' w14 § ’ z " %
The journsy now continued under phantastic difficulties. Ag ®
+a rule all the tracks wers hlocked and there were often several - s '
traing in front of the OKW train waiting to go on.' . General
surprise was cnused by the fact that the OKW train did not
receive preference. The atops at some places becams 80 1ong
that many members of the party made long excuraions into the
towns and villages, somstimes to buy or exchange gnods, = If
they were taken by surprise by a sudden departure slgnal it
often happened that some of them missed the train. ' Then they .
always followed on by passenger train and still had plenty ) )
of opportunity of ‘catching up with the tr'\nsport. To ke L co .
. *things easier & nhbtice brard was introduced and hung Up onthe 8
‘outsidé of the cc}mnand truck, giving the earliest posa:.ble
" time that the train could, procesds
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Stops of several hours were quite normal. There was quite a
number. of low-flying attacks, but not ton frequently, occasionally-

we sought protection tnder the trucks., But no bomba wera -dropped

‘near the train.

An’ extremsly colourful ind.].v.ldual ex:.stance developed An’ ;
the ‘geparate trucks, In[ this comection it should be noted that
this was not an exclusively OKW transports for at an early

atage 2 number of Flak u'nits had been taken on to the train,

. and in addition some of |the members of the transport had

brought .their wives with them. In fact even oivilians who
.were perfeot strangers, (and childreh, are said to have been
picked. up’ en route. And rationa, too, were given out to all
these guests as.a rule :ln Jjust the.same way as t0 the members
‘of the transport themselves. When the first haversack ration

. -had been exhausted, .it Had to be replem.shed at the wvabioua

stations, And this was alwaye managed in good times Aftex
FALKENBERG we .only had 4 hot meal once :m ‘PRA \GUE; but a lot
of cooking was done in the trucks, as wé:had. stoves .too.

The weshing arrangements at the atatmha were in grx,at demand.
With effect from 1k Apr:.l the whole oxw transport was
subordinated to GENERAL|OF SIGINT SOUTH; BBTzEL and from. thﬂn
. on: formed e. part of OKHa ] /,

The train left AUSSIG late in the aftemoon of 14 Aprn.l.

We did not travel far in the night; DUGHKOW was passed on the
‘morning of 15.April, a.nd the train reached the frontier via ZATEC
and PODBORANY, in- & ‘relatively short ‘tme. Disturbing rumours
were current about, the attltud.e ‘of the;Gzechs; thers was sa:.d to
be considerable danger from guerillas in the Protectorate, ¢
~a danger which of couree did not axlst 1n ‘the SUDETENGAU, which
is only inhabited by Germns. There were however no olashes

“at all with the Czech populatlon at any tlme on the" journey
$hrough the Protectorate. )

‘The Pro*eotorate irrnntler was then crossed in the
direction of PIISEN, soon. afterwards, however, the train was
held up for a whole n:.ght and proeeeded a few kilometres the )

next morning, as far aa MLADOLICE. There it was announced

- that the railway stat:.on at PII.SEN had been almost totally ..

deatroyed the night- bafore in'an air attack and that there

‘was no possibility of proceedlng further for 3 or 4 days.

We were told that in' cpnsequence of lnw—flylng attacks, which .
were very frequent in , ithis_ na:.ghbourhnod we ‘would hzwe to set up
communal quarters for ouruea.ves outgide the station. ' We took.
them over and put in sltraw, hnwever, many members of the -
transport continued to sleep in the train, although some glept
out- in the open among the near-by haystacks, All sorts of '

" gyccessful barter was [carried on with the Czech peasants in '

ths village.
. After a few doys |the- station at PIISEN was still not

open. - Those in charge of the transport therefore dacided to

"turn back and to procced via ‘PRAGUE: 80 the train went north

- ‘again into the Reichagau SUDETENLAND. What had happened before

on -the sharp left~hand curve just before reach:.ng the Protectorate,
and had been treated as a joke, now became serious after a few
kilometres; on a sharp gradient, the (onel) locomotive proved .
inadequate for the over-long train and the latter had to be-
puahed by the rale members of the party. .

Kl
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»The day brought aeveml more long dalays, it was not until®

the following morning that the train was able to turn off horth
of PODBORANY from the north~south line to the east and then
enter the Protectorate for the second time, Just before IOUNY.
From thére we made qulck progress to PR ;GUE KOHLFELDEN, where
we arrived early in the evening, We stayed a few days and *
nights in PRAGUE owlng, it was stated, o' lines beinjg cut.
N1tholgh the centre of the town was a long way off, we had.

in thése circumstances tiue enou\)h iy day to have a thoroughly
good look at the town.

It was early. mrnlng when the train moved off and «~
proceeded via PRAGUE main station, We, went viasTiBOR and
C. BUDEJOVICE to the southern boundary of the Protectorate,
.and the only long stop during the day made on'this line wag
a4t SUDOMERICE. — NEMYSL. J ust after leav:\.ng BUDEJOVICE we  ~ -
-entered the Reichsgau UPPER DANUBE. We,got near to.the DANUBE
the next day, and crogseéd the river in the night near SJZEIR,
. by-passing LINZ. We mads ahother f‘a:s.rly lc;ng atay at -
 PREGARTEN. The tma_n ‘then went along thd ENNS through the
" LOWER DANUBE area iuto STYRIA and then turned West, aldng the
upper course of the ENNs, through the GESRUSE. - ‘Iate in the ‘
afternoon of Z7 April we réached the Reichsgau SALZBURGs The
transport reached. the little station of WERFEN during the
course of the evening - via BISCHOFSHEFEN station, which is said
to have been’ badly dn.maged ~ and stopped there. )

, The’ nex’c morning (28 mnl) Hauptmann. HEIN (1/c Transport)
announced’ that everyona wag to prepare to resume his official
duties in WERFEN, and not in PRIEN after-all: this wasg. because
a bridge had been destroyed on the line to the north via -
SALZBURG. ‘In the event of an air raid warning, the train’

. would go into a tunnel, (Thara were inoidentally no further

" air attacks on WERFEN). As far as possible we were to
procure servicesble quarters for work and accommodation away
from the train, The transport was. now aubordlnated to’ the
nelghbouring Arny or frmy Corps H.Q. at SALZBURG. General
BCRK was in command here, or assumed command at that time: he
also had, addressed an appeal to soldiers and oivilians at

the beg:.nn:mg of May and also took over the.large reception ,3 ¥

depot, which grew up here as "Corps Group- BORK". Hauptmann .

HEIN, who had just been promoted to Major, then was soon made

Town Major of WERFEN.. Oberatleutnant KAEHIER took over the .-
. séction of ¢hl department which was -here but we did not get a8

- far as gtaxrting work..
. _—

About May 1st what had been the advance detachment also
arrived at WERFEN, from PRIEN, having now left there again
and come to WERFEN along the Tirol line. It is possible that
our own transport also arrived at. WERFEN in two separate parts,
" thus having covered the last part of the route d_'w:.d.ed agnln,
. "and that stragglers were .t:Lll coming in. : ;

‘In the f’:.rs‘b days of May several members of ‘the transpor‘b
- went into private quarters, some in the village, some %3 -

. near-by alpine-huts, In view of the military sltmtlon,
preparations were made for burning papers ,.and to soms extent
carried out., oOne night about md.nlght we hea.rd.v the bella
nngmg :.n the v:.llage. S g R
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‘g As" this waa a.lleged to be the agreed signal for "enemy ‘alarm", ,
orders wera immediately issued o destroy.all m terial at
once.. This order was howsver u‘n*xedi&tely rescindeds ' In fact
no enemy troops were scen. Not until about May 6th, when
;\mertcana were :m the Lmediate vio;m:.ty, were all dncuments
burnt, a

The entry of the Americans (about May Bth) was preceded
by the very wldely spread rumour that the Chi Department would -~
. _ now takeé service with the Americans, presumably against the
’ Soviet Union. The statement of Grossadmiral DONITZ that the
' fight against Bolshevism would be continued was probably partly
the cause of this, but tha rumour becan-e pointleas after the
capitulation, : ]

On the order of the ‘;,mer:.can occupatlon author:.tes prlvate
billets were immediately vacated, communal quarters were set.

.up which each had to acdommddate at least 50 persors: The train
) ‘could algo continue to be used as quarters many made use of
this, Some wagons of the trair had wireless and by means of
loua.—speakera the pol:Lt:Lcal events Were regularly made known.

The "News Sheet of cor')s Group BORK" (or:.ginall_/ called
"Listen Comrade;") censored by the occupation authonties ,
also con’cr:.buted in this. directions -
¥ s [
‘The provisioning of ‘the transnort in WERFEN was at first
g « gtill fairly good, ell .the more since numerous foodstuff
. - trangports of the Southern Arny were then streaming back and
Major HEIN- confisca®ed them for the transpert, Remaining
stocks of clothing and linen could also be distributed to the
members of it, At the ‘end OF. Moy the food situation became
gradually worag because GAU SALZBURG was itself already an.
-urea requiring supplies.  On the orders of the.imericans
. preparations were nevertheless made for the transfor-at the end
of the month ‘of the whole of Corps Group BORK to UFFER BAVARTA.
In the middle of Moy, the 20th of May at the Latest Abteilung
Chi officially disbanded itself.

In prepara.’cn.on for the transfer Corps Group BORK was -+
split up into several "Mard Regnnents" There were at e
least three, they were designated by the letters 4,B and Cs -

The regiments consisted of battalions and the battalions -

of companies, The battalions and companies were numbered

within the whole of the Corps Group. The women were naturally

not included in this dividing=up process, ‘the male civiliansa,
however, wers put. together in a "eivil service campa,ny" the

18th company. A section of the persomnel remained as an HQ outs:.de
the company. The soldiers from the previous Chi Abteilung, who
were known to me, all belonged to one and the same company as

" far as they were not employed in this HQ. It was either the
16th or 17th and waa also called the "Teleprinter Company™}.
this name did not have any dctual-signification. The 16th,
17th and 18th companies together formed the VI battalion
which belonged to regiment C. The third of these cnmpam.c.s
was probably called the "Telephone Company"s
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-+ On 22nd of May both: companies, in which the previous-
Abteilung Chi was combined, went into new quarters outside - _
WERFEN in the village ‘of HUNDSBACH situated high up in the -
mountaing, 12 kilometres distants - Only the HQ-stayed behind
in WERFEN. The remaining parts of the VI Battalion which did
not. originally come from WERFEN (Lees the "Telophone Comapry" and

© the battalion HQ) also appeared on the acene in HUNDSBACH. ' &

- Quarters there were, for the most part, communal quarters in -
bayns, Pood was pretty bads Yet, for the first time since
. 'HALLE, there was.a field kitchen available, . .

. In place of the name HUNDSBACH, the designation WERFENWENG
-y appear in other reports, It was the name in general use
then but actually referred to a neighbouring place or .part of
8 place outside ‘the village of HUNDSBACH. On 26th.-}ny the VI.

" . Battalion was sent to WERFEN, this %ime for the most part 1

on foot, and from there it was despatched further by railway,

The old goods train of the OKW Transport was still standing s

on the rsils; the HQ of the Corps Group, which included numerous
members -of the previous transport, wag - still in WERFEN too,

the women likewise.- The departire fixed for 12 o'clock noon
took place almost punctually at ahout 12,10. The transport waa

" taken via BISCHOFSHOFEN and thence through the TIROL, that is
via St.JOHANN ~ KITZBUHEL - WORGL.. Leaving KUFSTEIN behind
the train arrived in BAVARIA towards 9 o'clock in the evening. & !

. ‘During the night it reached ROSENHEIM where the railiay Cs
branches.: As thé section to.the originally intended ° 1
destination station of HEUFEID was tempordrily wnusable; the )
transport branched off at ROSEMHEIM in the other dirsction and at _

~roughly L o'clock in the morning the alternative destination ,
of OSTERMUNCHEN was reached, Inthe course nf this twenty-seventh

. Qay of May the participants were brought, partly on foot and’

"partly By lorry, to that part of the village of WILLING called
WESTERHAM where f,he whole of the VI Battalion went into itg
. new guarters. There were commumal quarters in barns here also.

Other parts of Corpa Group. BORK also removed to
neighbouring places at this time, The othaer. (V)-battalion’
of. regiment C, for instance, came to MITTERHAM. (District of .
WILLING) and battalion B to HEUFELD or close by, Finally
the HQ had also arrived by June 1. This should have
" originally left WERFEN at 1600 hours on 26th May ix sections, -
", the departure was postponed yet again and only one part of
. the transport ‘probably arrived in OSTERM{NCHEN on the morning
of 27th May, ‘a few hours after the VI battalion. The remainder
- of the HQ and the women were conveyed from WERFEN t0 HEUFEID
“railway station a few days later; the journey did not procecd as . .
" ‘smoothly as that of the VI battalion bub lasted.for about
‘2 days. The quarters for. this transport, for a, large part
* individual quarbers, were in HEUFELD itself where the orderly .
room ‘of the new reception camp was-set up under the’ name :
YAbschnittskomeando A, Lager 2%. #iajor HEIN became the Ic.
((Intelligence)) officer of the camp. . During the first days
. of Jue.all male civilians were withdrawn from the camp -
" directorate and transferred to. WESTERHAM to. the 18th company.

’

.



Doc ID: 6587331

'T.BL‘S’LRET— o 8 © TICOM/I-181 ;
' : o, umbw i - .

3

About the 18t of June the first American release regulations
appsared. For the purpose of carrying out the release the women
were colleeted together in special ecanips ‘on about the 4th. of Junes

+ 'The release of the men was similarly started in.the weak
\ © Sqmmencing the Lth.of June. From each company of the VI battalion
a few men were almost daily ordered to, the neighbouring relenge
oamp of GUTTING and were there released within 2% howrs. GBTTING
was also valid for units stationed further away. The transport
home of released persons .took place from WESTERHMAM. Since
quarters for ons night were nseded for then there, the VI
‘battalion was transferred on about the 10th of June to MITTERHAM '
(District of WILLING)s Other reledse camps, among them -
LAMPFERDING, were valid for the HQ stationed in HEUFEID and the
other units there. Fdod at the receptioh camp, which at first -
) wag rather meagre, improved notioceably, more particuladly as the .-
i ) strength besans"_amllar and smaller on aceount of releases in
: splte of some new arrivals from the south} including c¢ivilians
even { Some took the opportunity of helping the peasants with
the hay-making and of thereby barning additiohal foods A-
-general roll=call of the camp only took ‘place.once in HEUFEILD.
A1l other’instructions were issued through the medium of camp
' or battalion orders.. At the beginning of June the office of
welfare officer was introduced in all regiméntsi Following
on these méRsures English ‘and Russian lahguage - courses, in -
particilar, were organized:-in HEUFELD. S

K% that time relsames werc only effetted to the pmerican
or Frenoh zonss of occupation. As a result of the imreasing
" number Of relenses thé companies shrank more and more and
_ were accordingly amalgamahted: Already at the: time of the
. ’ transfer’ to MITTERHAM the VI battilion had thus been merged
' with the V battalion, the location of which was in MITTERHAM
, .a8 heretofore. The dompanies received new ntmbers: (few higher
than number 10) and a few days leter they were, completely
_ amalagamated with each other and with other companies,
In WESTERHAM also the atrength had already dropped owing to
numerous soldlers of -the 16th .and 17th companies “having been
,called away to donstruct signals communications} this did not:
happen to any of the previous members of OKW who were known
to me. In the middle of June the camp deposited all those _
who wished to be released into the, atill barred, Russian zoue
._ 0f ‘occupation in the area of REGENSBURS, this party was only
" very small (in v battalion there were 13 men, among them not
one previous menber of OKW)., At this time the V batfalion
was ‘merged in the III battalion, the HQ of which was in .
' UNTERHEUFELD, The quarters in MITTERHAM were retained.’

“On the 18th or 19th of June, when the releages to the
American and Frenoh zones were almost finished, those
_persona who wanted o be released into the 8t111 unopened
British occupation zone and who did not belong to the HQ . o
. weore despatched t0.a hastily prepared transit camp in UNTERHMEUFELD.
Only very few previous members of OKW were in this group, N
however, T among them. On the 2ist of June we were sent to HEUFELD
and from there by lorry to the release camp ot SONNDORF in the
Bavarien Forest. The further history of HEUFEID comp 'is therefo;-e
not Imown to me. S -, :
10th October,1945 ) ) ) ’ d
_ -(signed) Dr. WERNER WEBER,

(Trns. KCK & WRL)
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) ' ':T.‘he U.‘S.' yphez;. .

" In May and June 191..1  numerous U.S. telegrams of’ the years
1940 and 1941 were submtted %o me, they were in a’ letter system.
The groups were 5-lefter, usually consonants stood in the: first,
third and fifth positions and vowels in the second and £ urth.
In excep‘tlonal cases, a consonant might be in the fourth,
a vowael in the fifth position, These characteristics: corresponded
| to the groupa of a familiar and alrsady broken U,S, code, It wes
T therefore suspected that: .the groups of the system under
6 e "ex-mination were formed from the other code, ‘or from & similar code
. ® by using substitution tables. In that code, only the first
- %en consonants of the alphabet (b,c,d,f,g,h,j,k,1,m) occurred as the
' first and third letters. of each groip. It was observed in many
%elegrams ETE a typical indicator group stnod at the beginning,
. which was constructed exactly like the other grouas. The search
- for repeats among messages having the same indicator led only :
to slight auccess, but it ¢ould at least be assumed-that messages
with the same indicajor were on the same koy, if.they belonged
o the sare peériod of time. -I%'was noticeable that idéntical
.groups in the same messags only occurred at even intervals. It
. . Was therefore assumed that dn.ff‘erent subatitution tables were
I . ** used for 'the groups in the uneven posrb:.ons. In many .indicator- )
" groups, there appeared da initial letters of- the first 50
groups or 8o only 10 diffevent consonants for groups standing in
the odd positions and a further ten conaonants for the groups in
the even posltlons. It esuld therefore be assumed that this
P s ) time also the code only used 10 consonants as .initial letters,
*  but that in those indicator groups the first .letter of each
 group was encyphered independently, It was presumed that two
further substitution tables were uged; one for the bigram formed
hy the 2nd and 3rd letters and one for the bigram formed by
_the 4th and 5th letters (type: 1-2-2}s For other indicator-
groups the type. 2-1-2 emerged; so, for the third letter of each.
group’ the code could only amount to'ten conaonants., The type.
' 2-2-1 never appeared. . Tha code groupa therefore probably ended
* with any consonant, Indicator groups which conformead. neither to
. the 1-2-2 nor, to. the 2-1-2 type ‘could be ascribed to the 2-2-1
type. ' .

Wlth mny J.nd:l.cator groups of the 1-2-2 'bype the ten '
congonants used were the aame for the even ag for the odd
groups. Such indicator groups could be regardeé. as having |,

. identical meaning, il.e. the substitution tables used were the .
. game., The 2-1-2.%type had corresponding characteristica.
" In the case of 2-2-1, the identity of certain indicator
groups oould be asswi2d from the distribution of the initial .
bJ.gra.ma, but I dropped this investa.gatlon. .

Why . the regularity in the ten first or third letters |
alwa.ys stopped by about the 50th group-can rmly be explained
ag follows; the key changed after about 50 groups. This
agsumption was supported by the followlng. observatior

e
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In many telegrems havihg the same indicator group iy ©
(for example BAMEL), the same grow (GALEK for =~ . &
example) was found again as group 50 or thereahouts and

- again’ (as. HERAM, . for example) as group 100,
It was therefore asswed that we were 'dealing with'a. ' .

%o the 50 groups following it. As theme new indicator-groups
. ever appearsd at ‘the beginning.of a message, it was obvious ’ &
. that' each was encyphered by means of the indieator preceding
it, If GAIEK were then followed by 50 groups which began
+with the 10. consonants observed previously in connection - |
with the indicator MOWIN (naturally s different ten for the
'0dd positions t6 the even positions), GALEK deld represent :
- the group. MOWIN enoyphered on the BAMEL substitution tables. ’ '
"Whether the tabIes 'used were for the odd or the even positions :
was declded by the setting of the group GAIEK, which was in
fact either odd throughout or even throughout, ] 5

. It was therefore to be assumed that the substitubion tables
oontained the following: = E C

Lstter 13 ° M repleced byce f
T 243 .ow M. a0 N :
T2 La4b5:.IN v o Ho@gg . i . _ R
¥ g . L 3 wd® B s
_ There is still an elerent of undertainty here, however,
because an equivalent (glsichwertig) indicator-group could be wsed
im place of MOWIN. - In the; cade of a lawge quantity of méterial -
* being available, however, it would presumably have been posasible g

to meke a decision.one way or anotheri By these means one - o s
could hope gradually to penetrate the details of thé stbstitution . ®
tables. A prerequisite for this, however, was the finding of ‘ o]
man; such-cases as the above, . Each message had therefore to be TR
conpared with all messages having the same or an equivalent
indicator-group. When possible; %00, all messages had to be
-dlvided into sections of about 50 groups egch, and-the - .
appropriate indicator-grouw allocated to each section according
to distribution of letters (for example, of the ten initial,
letters, when the 1-2-2 type was produced)., If the indicator- |
group were enoyphered, one had to find it by comparative ‘methods; -
for sach message there must.be another message in which the . -
same two indicator-groupa followed each other. g N

I had no staff available for this statistical work, however,

80 I was obliged to abandon both the remainder of the work and
~ the evaluation of what hsd already been accomplished, ’

'Whéth_er _theb’traf'f‘id was military or diplomatioc 'l cannot
. ; " " B . é i ¥

8th Octover, 1945, . >
o "+ (signed) Dr. WERNER WEEER.

.
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The Jaganese Cipher o S ’

) e ' 120 Jppendices Attaohed) o o L

1) me "gidgede”. .- e !

: At the end of July, 191;1 Japanese diplomtic telegrame
were submitted to me. They were mainly in 5-letter traffic, and

contained at’ the begihning-after an early comprehenaible number—- o

grouwp or sométhing of the kind - an obvious: indicator-group.
This changed daily. Messages with the same indicator could
be assumed to be on;the same key. :Bxsmination of messages with’
the. indicator. .TEVUC; of 12th June, 1941, revealed 16 aplit .

. repeats between. two neasages (of the vmmr/moxlo traffic),éach
of which consisted of three aeparate sections, ,excepting the- f‘:fth
whloh contained only two. '

‘This is set om‘; sohanatlcall,y in Appendices 1 and 2, : il
Moreover the gaps between two par’as of the sais repea.‘b were of
‘ " the same length in boﬁh measages, except in .the cage of the
. . P eleventh repeat, where the gdp in the earlier MEB8Age.
: (Appendix 1) was longer by ohe than the gap-in the later
message (Appendix 2). * If one ignores these ifregulatities,
", the pioture is typical of a repeat in phase in a tra.napos:.t:.on
. system, and must- consist of three separate partse -
(Bxplanation of the word "tranqporition" (Wirfel) in. Appendix 3
Underlying this one might expéct two texts of the type given.
in Appendices 4 and 5, in which the order of the vertical
"colurms would be altered, but:altered in hoth ‘cases in the
samo way. It is true that a cnrrectmn would have to be.
- mde to -colurm’ 11;- the gep between the ‘two sactions of the-
' _repeat in the first message (see Appendix 4) would have to
be shortened by 1. Instead of' this, one conuld have lengthened
the gap by 1 in the later measage, but that would not have
been expedient, because it was'to be suspected that the
la ter message was a correction to the earlier one, The
. " “ingertion by mistake of a letter into the cypher text means - , °
B that, owing to it being a transpositmn asystem, the recipient
- would not be able to read it. How was it, however, that
. - the cypher-clerk .did not notice the mstake? Wwhen the -/
i ,yext was sp]_'H: up into 5-gymbol groups, there must have ° i
been one left over at the end, although the cypher clerk must
have so arranged it that the text was divisable by five.
Explamation; a letter must have bsen logt in somse other position.
This- position was oertamly in the fifth éolumn, because that was -
-where the third section of the repeat was missing. In the
earlier message this. third section was probably copied in -
error from a neighbouring columd, one letter being lost in -
the process. In fact where one could expect the third section,
Appendix 1 mntains the letters.RWIEEZ, with which column
16 ig-concluded.. So it is probable that column 5 was adjacent
to colum 16, and that the 5 letters WIEEZ of column 5 in .
Appendix 1 took the placs of the 6 correct letters, while the .
preceding R was ‘corroct, - The correction was already made
in Appendix 4. & . .
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A short d:x.stance in. front of‘ the f:.rst par't oi‘ eo.ch of the

" aplit repeats, Appendices 1 gnd 2 shnw furthér repeats (designated
I dn Appendices 4 and 5), but with differert column order in

each oase, For instance whut is ‘contained .in colum 1 of -

Appendix 1. ig con‘bained in column 6 in- Appenda.x 2, i.e. the -
lettera VIA.

Formulai - 1 —) 6. on the other hand what is conta:n.ned
in column 6-of Appendix 1 is contained in column 15 in Append:.x

"2, i.e. the letters YI. Formula; 6 —3) 15, otc, Comblnatlon
_ ‘produces the f‘ollaw:l_ng chainsg; :

16 )15 —)14 *-)1
2579 =P16 - 322
455 =913 510 3
7~—~)12 ->11 ~ 577

A mrther repeat (des:.gnated III in Apnendlces 2.. anc‘i 5)

"ga‘ve 'l:he f‘ollom.ng chalnsz

1= 3 =16 ->15——>9-—>6-—72——71
b2 = 10—) 113 8~)5-711-~)4

A 1ater repeat s‘bill (dealgnated Vv in Appandioes k& and 5)

'gave the. f'ollmr.i.ng chains' i

i '1*~79—-714—-—72-—715—-—>3 6->16-—->1 e
- 4“)8 —210—311. ->13-—>12-—)5 — 7~——-)l+

A last sho"t réreat (clusignated V’I in Append;i.ces )+ and 5)

gave the following chains- .

1—72—-)6 >9—)15—-——>16 -——711..-—#5 -1 ’ s g
L5115 98-913 -7 - )10 712-—74

The explanatlon of all thuse chains was eaally found,
If the. cages of two transpositions on- the same key ‘eontain a

_ repeat out of phase,which ttarts in ths second cage' "k"
. aolums to the ‘right.of the position in the first oage(ln )

Appendix 6, k =- 3).the relevant text helonging to the repeat,

. from oolmm 1 of the first: transpos:Ltion 4s found in the
.column of the second transposition lying."k" columns to the

right of colum 1 (in Appendix 6, for example, column 5, 80 that
in accordance ‘with the above, one would write 1—5). That is to.

" . say that in the above exa.npla the columis 1,6,15 and 14 would

follow one another at equal intervals ("k"), likewise columns

©2,9,16,3 ete., but (with a different 'k") also columns.1,3,1k,

16 15, 9 6,2 etce Result: the tmnapomtlon key over the"

- oage would have to contain one of the four following flgure :

‘sequences in c:.ther the odcl or the even position:

i .
13 A4 16 15 9 6. 2
1 16 6. 3 15 2 44 '9-,.
1.9 14 2 15 .. 3% 6 16" :
1 2 6.9 15 16 1k 3. g

E or elae a ﬁgura sequence obtained therefrom by oyclic substitutlon,

4.6, retaining the order. of i‘:.gures, but -starting at a thff‘erent

po:.nt for exanple- - 09,

114.161596215.
o




"Doc ID: 6587331 .

: standx

TR smeREL. - 3= oIo0M/I-18 f_‘

' In ‘the i.ntemediate positiona abové the transpoaition B \
cage, one of the following figure -aequxanoea would have to . ’

S

Sk 12 10 7 15‘8'5 11
L 7 512 1311106 8
L 8 1011 1312.5 7
b1 5813 7 10 12

or else a saquence obta.ined therefrom by cyolio aubs‘bnutlon. .
' :
only a few of theaa aaq_uencea appear impossible. The - .
repeat marked. 11T, for ingtande, contalfis a "thin' seetion .
consisting, in Appendix L, of colums 4;5,9,11,15 and 16, '

~ but in-Appendix 5 of colums, 4,6,9,11, 12 and 15y compr:.sing

© of the f‘ollowing.

or one obtained therefrom by ocyolio subat1+ution.

.. two lines in each case, and of a "thlck" section, uons:.sting

of the. rémainihg columm and comprising three, lines in each.

.case, .In each ‘répeat, however the "thin" coldmns must 1ie

adjacent to one another, likewise the "thick" columns, 'l‘hat

méans that the only possible transposition keys in (1) are
thoae in which the flgures 9,15 and 16 and, s:multaneously, s 1%
6,9 and 15 are adjacent, i.e. the follnmng. :

ism 16_159'62
1. 2. 6 .9 151614 3

Similarly, from (2), only thoss tranapos:.t:.on keys
are admissabls in which 4,5,11 and 14.,11 12 are adqaoent i.e.
only the follow:.ng. 8 @

b 12 40 7 13 8 -5 ',11, :
L 11, 5 8 13 7_10} 12 .

Thirdly, however, the’ flguz‘t.s 9] -15 Sha 18 from (3) nust !
lie adjacent to the figurss 4,5 and ‘H from (4), likewise the
figures 6,9 and 15 from (3) must 1ie adjacent to 'k, 11 and 12 from
(4) So ‘the transposition’ key ofi fop of the cage mue‘b be one

% 11 15 Lk 9 1’2~ 6 10

1 13 4 5 27
1 7 5 15 1% B8 16 5 15 11 9 .k 612 2 0
1 10 2 12 6 4 '9 41 15 5 16 8 14 13 3 .7
1 7 2 10 6 -12 3

9 4 1511 16 5 Wk .8

Appendices L.. and 5, however, show that we are not dealing with
the usual type. of rectangular cage; because flie height of the
-columns variss considerably, The following assumption arises: °
in the upper part of the cage (bafore the atart of the repeat)

'there must be "forbidden™ spaces 'in which nothing may be written,

o So-called stencil. In nppendlces 4 and 5, they have all
slipped upwards, as it wers, the picture presented can, however,

© 8%ill contain a mistake, It is assumed in Appendix 4 that

the last, line of the caga is- filled up completely., If the ‘
following transpoa:.t:.on key atands on top of the cage: ¢

15_581!:,516 11 15‘49_1261027
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whidx is adm:.saable, and if one assures that -the laat completa -
‘line 1s followed by one more letter, then colum 1, which is
right at the left, muat be extended by one lettor, This
letter, theref‘ore does not appear at the top of colums 2,
The relative helghm of the 16 colums (in the above order)

no longer, as in Appendix 4:have the values. :

2&5545#351653&-45.
. but

245545@331655455

If a second letter is added. to the: lagt: line, it comes in
column: 13, sc that column 14 loses-it at the top. The
relative ‘heights of the 16 ‘columns are nows

2455’5‘43515531&35

contmuing a.long those lme one obtains 16 posalble systems

of -relative heights, which are all reproduced in Appendix 7.
Appendices 8 = 10 show the other three types of transposition
keys acocording ‘to (5). "If one takes Appendix 5 as a basis,

not Appendix L, entirely different relative heights result, which
are reproduced in Appendices 11 - 14 Messagaes with the sama
indicator group, howsver, must have the same stencil, i,e.. they
must produds the same ralative colmm1—helghts.~ If, for
instance, the first of the four transposition keys (5) is the
right one; Appendices 7 and 11 must have 4 line in common,.whose
p0311;10n also provides informwation on the ‘number ‘of letters
. . in the last line of each messagse: If thq second, third or

* fourth't_ ansposition key from (5) is: correct, A,ppench.caa 8 and 12,
9 amd 13, 10 and 14 must contain a common line, In reality,
however, Appendices 8 and 12 have no line in common, nor

have appendives 9 and.13,.s0 that the only possible figure -
sequences from (5) are the first and fourth, In fact,
Appendices 7 and 11 'do contain a line in commom, but only

ons., In both Appendlcea it is underlined in red, and indicates;
if the first figure-sequence from (5) is the corraot one, the .
last line of the first message (Appendix &) comprises 7 -
letters; and of the second message (Appendix 4) four letters.
Apperdices 10 and 14 similarly contain one and only ~ne line

in ‘commer, It has been underlined in red in both. cases and.
indicates: if the fourth {transposition key from (4) is the
correct one, the last line of the first mesaage ef)mpriaes

1} letters, and of the aecond nessage 10 letters. S

. Diat:mctlon between the firat and the fourth transpos:Lt:.on

. keys is easily mmde by trial and error., If ‘the first key .

" - were correct, . the message given is _Lppendlx 4, for instance,
would take: the ‘form given in Appendix 15, as its last line -
would have: to contain 7 letters, It is t318° that the picture
o uld still be somewhat modified by vertlcal sliding of the -

. columns against each other, Bt it will never bs posaible to
meke full use of the contents Of ‘the’ seven repeats; The
letters of rapeat IV, for instance; will always appear in the
'_order — (Appendn.x 1 5) or a similar order,

e
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- o:c if one wishes to avold this by dropping coltmns 5,11, 14,15 -

and 16 by one line, and ra:.sing column 7 by one lins,other
different repeats, as in IT would occur in a new but

. equally unuseble form, One must therefore regard the fourth.

transposition key from'(5) as thie correct one. On top of the

cage there will be the follomﬁ.ng key: =~ . :

1'721061291.,.151116511;8313

or elge ona obtained tharefrom by - cynlio substitution. There can
be. no cyclic substitution, "however, aj this is a stencil, It
only means the addition o’ a few new "forbidden" syaces, not
beginning the first line of the cage at the extrems left

(Bx. Appendix 16). One .can therefrom confidently accept the

'

transposition key (6) as the correct one, Then the. repeats I'- VII

are made best use of if: the messages are written out as im

- Appendices 17 and 18, .The last lines’ nust cohaist of 13 or 10

letters. The only thJ.ng lacking now is the fixing of the stenoil.
What is noticed at firit in Appendices 17 and 18, is that the :
repeat I oould be 1engthen:)d quite conslderably 1f’ in

Appendix 17, the "c" of 1line 410 were. net in column 4. So we

‘can try raising the "e' further replacing it by a "forbidden"
space, thy result is that repeat I will alrwaf’ly begin with the
letters TZOWDAAFRM ... - Na‘aurally, the hpace at line 1Q

" yo0luan 4 must also oe left empty. in thr= other; message, the "iM '

in that position is therefor: shifted up.. Thie r:peat I is at
once lengthened again, -and now starts with VANTZOWD}m:EM.. is

(In connection with all thase operaticns, comparlson should

be wade with the later Appendices.19 and 20). . This'confirms

the accuracy of the method of apmroach adoptad S0.one contirues
‘further along. these 11ncs, attempting so to, fix. the upper part -

_of the stenc:.l that many short rcpeats ars fHimed,. This is most

succesaful wheri & -atericil is choaen such ap in pAppendices 19,
and 20. This: stencll iy therefore obvmu.sly the right. one.\
The cypher—clerk howeirar, will not have chosen a
transposition key heglnm.ng with 1. The consequent cyclm

© substitution will alter the sténcil; for-example, if one

Lo

) 20-25% vowels. -

‘starts the transpomtlon key with 3, the many "2orbidden” epacts

in the first line would be eliminat=d; that is much more .
encouraging. The text is not affected .and columns 5 2nd 16
.are in fact: adJacent, a3 was orlglnally surmiséd.

The two m:.saagcs thus .solved were,. as it '1p )earea in a
readable code, composed of 20 letter [,roups, and unre cyphered
It could be recognized by the fact that all of its cypher texts
(as in Appendices 19 anl 20) began with CA. ' Next, the 16
other mepsages with the .same indicator JEVUC were decyphered
(entschlilssslt) by means of the saue f‘lgure-suquc.nce and the.
samé stencil, Only four of these iessages were in the "CA"

" code, the .other 12 were in an unknown code whose elements

were likewise obviously 2-letter. That is how the presence
of this code was discovered, In contrast to the CA code,
which contained about LOZ vowels, thls one showed only
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The telegrama rufarred to above had a. num.bar of

"_“pronounca.ble“ indlcator—groupa; the first, third and fifth

letter of cach 1nd1cator-group was a conaonant the second -
and fourth a vowel, 1In addition the inchcatord followed an

.alphabetlcal arvangement, dlar:.ng the f:.rst days of March, they
. always began with P, later with G, H end J: The,sequence was
- broken on 301:h June 1941, -but a.lre.ady on 23td June; four new

series of indzoator—groupﬂ appeared ‘alongside the others, also

“in diplomatic trarric. Bach aer:.es oorrusponded to a’ partlcular

traf‘flc network v:.z. )

- geries 1; < Circular messages e 5 g :
" IT: . N and 8. AMERICA/TOKYO' e P e T
" JITI: - XUROPE and NeiR BAST/TOKYO .
v IV . MILULE -ahd FAR EAST

"Thése telegra.ms toovwerg'qoxnposad.of- latters. In

-thé daily-changing indicators, the first and third letters -

were plways conscnants, the secund always & vowel, while

the fourth and fifth could be- chosen at random. . In each
series the indicator-groups again followed an ulphabe'&:tcal .
arrangement. on 18t beptember however, the initial letters of

" the indicators moved back ‘in the 4lphabet series I, which had
" preached P, now started with B bcnes II w:Lth G, series. IIT

with IE and Series IV with V. - They cuntlnued in alphabet:.cal
order until the ©ld indicators were reached on 23rd JLme,19L(.2.
The following p:.cture was Tormed; from .18t uepte iber to '
51517 Auc,ust. T o _

Ser:.es I= be«nm w1th B, C D ):;
L, 3T began with- G H, J X,LAs - : '
" ITT began with u. i1, 10, 1w, LY N,2,Q (M was absent)
" :v began . with V, w 3X; z (R,b and T abaent)

On 1st beptomber, therc,mr\,, -each semea ,Jomed on to -

‘the preced:l.ng series f;.lpm.bet:.czlly.

I only exam:.ned these. messages more closely from :

February, 1942, According to our. t.xperlence with.JEVUC; a
" transposition was again to, be guspected. .This sugpicion

was in fact confirmed on the basis of two messages of 18th
July 194%, with the indicator-growp GICXi. These revealed :
between them 23 split repeats of exactly the same type as -
shown in Appendices 1 and 2. The first repeat began this
time with the first letter of each iessage, so that the

fact was even more striking, owing to 1den1;ical mesLage-

“beginnings. After procecding: exaotly as before, it became r

apparent. that we were denling with.a tmnsposltmn with. a
key-length of 23, the upper lines of which again contained’
a stencil. The msssages were in quite a difficult codeé %o

- what they were in before, but it-tuo was a 2-letter. system. )

That- was- how we dl.;covered the presence of the "new code's
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3 Ident:.flcat:.on of the da:.]y key. hos«ages with other

mdloator-groups whether in the 0ld or the ncw 'code, I solved
in the same manner: (the CA cods,. .recognigable by its m

‘a)

‘vowels, hardly ever occurred)

gwrcn for_ndjnsont dolmna. Two lenbths of foxh must be.

8 t whoen wiitien perpe ,;m%_l,%;ﬂ noxd to~dkch’ th
. produce a8 many ag p%sz'.}:)l.’ﬁl}ga 0 léy iy A

most IrEquent
bigrams of the' code actuilly in force. In cases \
when ‘the width of the.cage (nuuber of columns) - o
is supgosed to be an odd number, each second line

can be ignored when doing this.: If almost.all

the _bigz:'u.m"a are.equally fréquent, the length of -

the ce.ge is.certainly an even nimibera

. This was the moat: :meortant but also" the most

ardious part of the work. It wad made easier for
me by thé allocation to'me, as assistan’c,,:m
’beptember 1941, of a few.male service peraonnal
and ‘wouen ;. w:Lth whom I worked until February on-

. the old cods, L’lt@]‘.‘ on the new onc.

b).

Iientlflcatlon of the transpor;tlon key.

CIta massage hag undergone a certain amouht of

. invasta.gat:mon, the approximate. depth of: each

columd and the number of columna, iie. the

© . width of’ the éage, can be "eatablished. Should

the width of the cage be. an odd number, the key

can also be established, because each column A

must l'n"'e a curtam"lef‘t—hand neighbour" B -

and a "right-hand neighbour" ¢, with which it . %
alternately forms good bigrams in the individual

lines; BAC must therefore occur in the trmspcaltlon
key. TIn the case of the cage-width being an

even number, the problem was mors difficult,

Suocess was often achieved, howevér, by means of,

the gtriking repests obtained by appropriate o
arrangement of ‘the colwnn—palra ‘into which a . -
message was divideds If not. énough progress ’

could be made with one message, o second message

‘wita the same indicator-group was brought .in,

and so on. The L-letter groups were of g'eat

‘assistance, In each of, the two codes there were

two series of* bigrams whish had no sgignifications

© of their own, but simply dcourred in the form of

® upled pairs, of.which the first pair indicated
one geriea, the second’ the other series. Iif,

" for ingtdnce, a colurn-pair eontained four

bigrams of the "first" series at intervals of
2,5 and 3 lines, immediatély to the right of .
thu a colum-pair must occur containing four
bigrans of the "second" scries at the same .
intervals, The ((2nd. column—pair)) could - |
generally be umambiguously egtablished by these

;means, In the cage of a large number of messages,

such a favourable situation ulwa.ya ‘occurred
somewhere, Thus,. the whole key wa.s got out.

fiy
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Iﬁngth of . last line, - ' ‘ i
The Iast Tetter of the' oypher text was a‘t ’che same

- time the lust letter of columw W, when § = width of
- cage. "In a horizontal direction, it could not )

be-foliowed in the cage by more. the.n w1 letters,

. How many lettérs there really were, i,e, at .which

coLumn: the last line dame %0 an end, could be’
decided ‘in princlple exactly as in Jmpendioes 7=
1l|., two messages being réquired for the purpose.

A more elegant solution, however, was as fllowss,

‘Liet Pt be the length (number of letters) of the’

‘ _ahorter message, Py the length of he’ longer
‘‘one. Iet Pp —P{ be divided (leavirg a remmder)
by the width of. the. cage w- :

.

P2 =Py =qv + 1, gET <

‘Even assuming >0, wh:.ch is usunlly, the cage, then

the last ((long)) column of the longer message must .
be r columns further to the right than.in the .
shorter messages Let, colums a and b (a < b) be
adjacent. Let one of the bigrams formed by them

in the first msmbage consist of two letters which,

“in the cypher text, are separated by 84 letters.

Then let. one oft the bigrans formed by columns a

.and b in‘thé secdond message consist of two letters ]

separated in thé cypher text. by So lettérs. .

| Evidently, theh .

Sp =8¢ = q.(bka) 4t ,
whe¥e 4 represents the. number of those ‘columns. . 3

from the series a, a + 1, a + 2+« ¢« « b =2, b =1
~which Pall within the » columne (from the las*b'

((long)) column-of the first message to the right
ag far as the last ((long)) column. of ‘the s‘econd
message, the latter being already excluded).

. If one now selects at random two adjacent colur:ms

¥

a and b, it is possible to calculate S1 and S2,
thus ‘

t 52—31 =q (b -a)
fhie wil] not,vhoyeveryuprodudy bufy. intervdls
of'r columns. into which fall exactly .t colums
from the series a, a +1 +4s, b =1 (no more
and no less).. One 'of them must be .correct, i.e.’
the column: on the extreme left must be the last
column of the first wessage.. It can quickly be seen
plainly which is the colamn by bringing in further
collmm-—pairs a and b or further mee.;agea.

.0b ta:xung “the stencn.l.

It is only now that the length of the la.st line” has

-been determined for one (i.e. for every) message

group (aa in Appendices 19 emd 20). i

that the relative depth of each column can be given,
i.e; that the message can be given the form shown -
in: jgppendices 17 or 18. ‘There are, however,
atill certain lettexs ‘of the upper lines which
mist bé slid upwards. The resultant'stencil was
always clearly established by the formation of

as many short repeats as possible, also between .
@iffervnt messages with the. same indicator-

5 @
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.

Thus the me-asages wifh that. particular indicator were solved.’

4) Results. - - .
. The fact that the system was a new one
- meant thdat the solution of new indicator-groups
procecded at first very slowly. Congequently
the amount of material read in the old code
up to February 1942 was so slight that the -
. ¢ode became dnreadable, Lfter work had been
"switched ou to the new code, progress improved
as the ¥ime passed. A few months later, the
new code became readablé. By hutumn 1943, several
hundred indicator-grows of the new code ‘bad * ~
been solved, the most frequent series (I and III)
being f‘:.na.lly golved almost completely,
R papticular eystem appeared intthe tmnsposition
keys; they were -evidently chosen quite at’ .
. random. - It was only ‘the width of the cages that
was conf’:med within certain- limits; in the old
cods; ohly widths of 1€ and 18 were observed,
and in the new'code only those between 19 and 25
On the other hand, there was a close connection '
between the stenclla of the indicators of the
‘sale period. of teri days. 1In each period of ten
days- {18t of the month to the 10th, 11th %o
20th; - 216t %9 30th or 31st) only one-stenocil was -
used wh:Lch weg, more-over, common to 411 four
seriesi : Ir the w1dth of the cage ware leas,
the last colurns of the sténcil were omitted,
. In.the sage of the hew code; for matance, this
- basic ‘stencil always conta:med 25 columns; for
messages with a cage-width of 21, the four * .
last. columns on the rlgh’c-hand slde were to-be
deletod. . It was;therefore, often. unnecessary to
.determine the form of the stencll 1£ one already
knew.the bagic stencil of the same 10~days per:.od.
Eaoch new-month, of course, producad th.rea new
basic stenclls. :
No:further evidence of any. system appeared in
the stencils, but.there was a preference for
- horizont:=i and vertlcal chains of "f‘orb:.dden"

A . .8pacess ® Hoe

" After concluslon of the flrst year (23rd June,
- 1942) the 0ld indicator-groups, were ‘repsated .
“in-the:new:code wntil 31st July, 1942, During .
* the montha.of August,- September, October, November,
‘December 1942 and January . 1943, the_'ln:hcato“a of
4he appropriate dates in- July,Ju.ne )

! Maroh and” February weze” used agaj by
151; Pebiuary till 30th June: 1943, the :Lnd:.oator—
.groups-uged.from March to July appeared again, *

iin sequence;. 'axcept for that: part'of I and: IV

~traffic which was confined.to the' FAR EAST
"(excluding the MIDDIE EAST), Where the normal .
‘indicdators appeared 1.8. t ose in force fmm

' February to June. : a v

\ . t

e
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On 3Cth J\.\ne° 1914-}, use of the - system was disoontlnued
. almost everywhere. It only remained in force in ‘the traffic.
K (belonging to series III) between TOKYQ and the stations of
j = : the SOVIET UNION (MOSCOW and KUIBYb‘ESV) and occasgionally in
. © I traffio, and in July and August it used the indicator-groups -
‘ for February and March. At the end of August, the systom ceased
in this trarfic too. ' 5 5 ow @
' " From 23rd to 30th June 1942, the mossages were
-enoyphered according t¢ the same indiecators of the preceding
. L years Af“l:er 1s'b July. ‘19)+2, the f‘ollovn.ng e.lteratzons appeared‘

; a) tlll the end of' January, 1943, in *each message
T . the Tirst two groups (ise. the first ten lettors)
. read vertlca.lly off the columns of .the transposed:
text ‘were set at the end of the message. Before
decyphering, thereforé, one had to set the two
- last groups of the messege at the beginning.

b) ' During the came period, the transposition key
underwent the following modification; the
starting gomt was given by the key belong:mg to
the 1dent1ca1 indicator of the préviots year.
One took f:.rst the first figure, then the last,
ther the second, then the lart but one, etc. In
the case of thé cage being an uneven length,
the uneven central section was placed at the end.
The w1dth remalned com;equéntly unchanged.

Lo , o) Up t:.ll 30th beptember 191;.2 the flrat l:me of
" o the stencil' which had been used with that
particular indicator was omitted, i.e. the sscond
line became the first, the third .the second ete.,
" 8o that the total nunber of stencil llnes becams one
less.

d) From 1ut Oc:tober 1942 t:.ll the end of January 1914-5,
procedure c) only continued to be followed in
Series IV and in an unidentifiable section of
Series I trarfio.. In the other traffics, the © -,
lines of the stencil were transposed: the .5th

. line came first, thén what used to be’ 3he first
~ four lines, 'i‘inally the former sixth and all

; following lmes. a

e) ¥From 18t r‘ebruary t0 30th June, 19#5, the :
: ma jority of .the e ssages were encyphered with a
6 . completely different transpposition key, which
) : * had only its' length in common ‘with-the previous
key.s No connectlon could be established between B
the new key. '
("Key B") and the old one ("Key A"). In'July
and Auvgust,1943, a "Key C" came “into force,
which similarly had riothing in cémmon with
. 'keys "A" and "B" except length. ‘
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'f)  The stencil uaed for "B" was formed from the
baslo stencil of the appropriate 10-day- period
.for "A", by starting the latter at the 11th column
and transferring the?colums remaining on the ’
‘left-hand-side to the right-hand side. Similar
* . . procedure was IOlLOWs.d for "C", but startlng
i “with the 16th column. : 4

g) The WAR BASTERN sections of trafﬁca I and IV
did not introduce keys"B" and "C"; but.continued B
up to 30th-June 191,.} to uge "A",. mcorporat:.ng
: the alterabions listed above under ‘a) b) and
o). After 18t Pebruary 1943, the same thing.
©. 8%ill ‘occagionally took place in the other
-traffica; but such messages bore the prefix
"STRADM, set in front of the indicator—group.

.

(signed) Dr. WERNER WEBER

10th October;1945. . L

~




Doc ID: 6587331

- - -PoP-meRnE-

=22 R
) APPENDICES -

1 in pppendix 1 = Original Text in Old System,

- v . 5 v : - - . .
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Original text in new_ systém; i
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Apgendlx 3i-

Transposition Systém

" Glear Text: Die Methoden der Mathematik haben um ate
Jahrhundartwenda einen Umbruch’ exrlebt.

Transposi’cmn cage, (w:.dth 8)

38 61 4 2 57

«d 4 eem e % h .o -

dende rma

t h-e ma t 1 k

h.a ben §mad

i’e J ahr h i ‘
n d e.r t ¥ e n

d eedineniu '
m.b r Woher

leb,t.”

Cypher toxhs (Read of‘f‘ the 00 lumhs vertlcally, taking the
' ‘columns in numerical order). .

mimea rilttrtdirw ehadt hindn leesn hinch -mimhe

neene _Egj'eex; boakd ;n'ffri.;ehé,e'd ‘ebe .

Bffect of a Split Repeat in Phase . S _ % 2

‘I . . ) ; .o Iz e
Die Gesellschaft fir experimentelle.| Heute sprach ein bekannter Biologe ;
Zoologie hielt heute sine Sitzung in der Gesellschaft flir experimentelle.
in der Pesthalle der §tadbt ab. . Zoologie. Am Anfang dieser Sitzung
4" in der Festhalle der Stadt wurde
' : . ’ .ein Bericht verlesena. '
“Tranaposition cage: . : : :
E——T T . L, ’ -
3 8 6 1 L4 2 7 38 6 1. 4.2 5 7 -
d 4 efg e 8 e % h-e Ut e 8 p ¢ )
l.a ¢c h a £ %t £ ~& ¢ h e i'n'b e
ier exp.or "k anniterhd
ime n %t e 1.1} i o1l o g e in |
le 2.0 o 1 o g i o~ de rig e 8 © 1] .
Jlelh 1 e .1 ¥ h e -ld 8 ¢ h a £ % ff
t e.0 i n.ofs 1 e r e x p e r -
4% 2w n g I nj imen t e 1 1
"]{d e r £ 6 8 t h 6,2 0 0 1 o g i
“1a 11l e d e r s ‘Lglam».-a n.f an
t o da tfa b ' ‘g d. i 8 8 e ris]
E : o . i't z u,n g i n
Gy © : d e-xr £ @ 8 t.h
} - a 11 e 4 & r .8
) ; ’ ) . t ad tjw u.r .
L o . TS e i A b e r 4 ,
NP o oh't v e r 1 &
- ’ ; 8 e m :

7 B
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Appendix 5
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Appendix 6

LA

TI@ML&H '

' Eff‘ect of a aplit repeat out
transgoaition. g

T
Ce clea.r Texts ot

Die Gesellaohaft f"ur exparimentelle
Zoologie h:.elt heute “eine S:Ltzung abl

|
\
I R Transposltmn oages

5 8 6, 1 4 2 57
4 &g e ® & X L

I s c'h a £t 4

U.e . r e x p-.6

1" m e n t & 1 1

e,z 0 o 1 o g. i}.

efh i e 1t b e
. 't e e d ne s
p it 2. 8ngabd

; ] Cypher 'teictig'
| g St e st

[
\ _ , ) .
‘ . axtll ~i§\ete, l}ea qgg’eg iezvlg

[ -

H 9 6 7

rlies bisem zhtt' ' v
. \—6\/ \,—?,\J .

The following chain is formed

195 >83 1+¢77 -76—72 531

‘

"Im B‘estsaale der Gesellachaft
. fr experimentelle Zoologie sprach

of phase in &

E N

heute ein bekgnnter Gelehrter. - -
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113 3. 815» .5 16 1115 1..‘9‘12 610 2 7

Spalte;

Relative HShe ‘= relative height.

Appendlaes 7 ~ 15 inclusive;

@ﬂwg o lum .
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Appendix 9

110 212°6 L 51115 _5 16 8 1L 13 3 7
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Abpendix 11

1113 38 5161115 4 912 610 2 7

Spalte;
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" Ap endix §21
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