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ISR . _ 2 ‘ TICON/I-160

ORG-ANISATION OF H.Q.. OF G-EN DER N A, ’ ‘"

(= D:Lrector Ganeral of Geman Slgint)

Situstion at Hiddle of Maxch 45

Gen. 'd. N.A.—l : - '

Oberé}t Boetzel

. 5
. sl

Section 1.|Section 2. Section 3 | Section & Sedtitn 5 | Section 6 | Section 2

Section 4:-

L "Seot_:';oﬁ 2§~

Section 3;~
" Section k4i-
Seotion 5:~

‘Section 6:-

Main Section 1

" Section Zi- .

1

S:Lgnals oofxmunlcaﬂlons (Off‘lcer Respons:Lble f‘or Signals .

., Routine)

(It this Section was Aititinann Bodenmueller).
Eva.ldatlon "West" - I

"1/0 Section:. Ha He.uptmann Thiele (or Thlel) .

Obetdnspektor Sernatinged
Oberinspektor Guske -
Oberinspektor Buchf‘elder

Evaluation "East" e s

» I/C Section: Hauptmann Gorzolla (or similar name)

Cryp'tanalysm . ; §
For detailed orgam.satlon see below

Captured ma'cerlal -»obta.:t.nlng books a.nd data. - maps

,I C Section: Amtmaiin Block :

Unkriown * & .
At 'the date in question, the Section was in the
neighbourhood of Stuttgar‘b .

Eersonnel matters 5 o m
Organisatién of Section 4 .
* (Cryptanalysis) _ 1

I/C Section

Major Dr. Hentze | . a “ 1

y Analytioai work and work on machine cipﬁers -
Head of Main Section:- Reglerungsbaurat Dr. P:Letsch

Sub-Section a - Analysis _ ta
Work on specially diffiocult systems.
Head:- -Regierungsbatrrat- Marquardt
Deputy - Wachtmeister Hillburg
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Sub-Section b’ =~ Machines
" Work on all cipher macmnes
Head:~ Wachtmeister Doer:.ng
" ‘Deputy:~ Wachtmeister Buggisch. (t:.ll about Nov INR
later - Wachtmeister Valentin -

1

Main Section 2 Cryptanalysis "West"
: Head of Mam Section:~ Oberleutnant Kneschke '
(previously Ober-Regierungsrat Bailovie - t11l Oot. 1#;-)
(Bailovio was transferred to H.Q. OKW/ChJ.

Sub-Section & ~ . U,S,A.
Great Britain
Sweden .
Head:- Regierungsbaurat Dr. Werner Schulz °
Deputy:- Wachtmeister.Schanz (?) :
(Previously U.S.Af.% ‘ T W
\ Sveden) One Sub Se’c.t:.on

Great Britain one Sub-Seétiqn’“‘)

Sub-Section b = Fz;ance. . o
- Spain E were no longer worked on.

Portugal Volume of traffic was alwaya
' - Brazil extremely small and thus

. Switzerland) unimportant.
, Head:- Ober:mspektor Otto Kuehh*** )
(previously Sonderfuehrer (Z) Hang- -
. . Wolfgang Kuehn - from 1941-Feb,1945)
Deputy ;= Wachtmelster Max Hornickel
Sub-Section 6’ - Balkan Countries
5 ’ Head:;~ Oberleutnant Kneschke . e
‘ (previously Sonderfuehrer (z) Ge:.sler
NS » . " previously O.Reg.Rat Bailov:l.e)
Deputy:~ Wachtmeister Esterhatzio
i (name might be spelt Esterhézy)

\

) L
= Head:~ Regierungs‘baurat u'belnberg (transferred to H.Q. cm/omf)
Deputy:- Unt erofﬁzier Lucius

2 Head:~ 'Oberinspektor Zillma.nn (later in another Section of Gen.d N.A:)

Deput s= Dr. Schulz
-

Lt Oberinspektor Otto Kuehn was prevmusly in charge of the Main Section
"Training". cAssociated with this were the examination, selection, and -
training of cryptanalysts. From the middle of March 1945, the training
section was incorporated in the French Section., Before and at the

beginning of the war, Oberinspektor Otto Kuehn was in charge of the
French Section.
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. Main Section 2‘ o Cry_ptanalysis Eagh e Russ:.an, to some extent Poland

ks 'A,'v_"-_Head i Leutna.nt Dettma.nn v PR ‘ .
&y + (before him Oberleutnant Schubert -
before him Sonderfuehrer (K) Bleschke)

a) N. K 0. trs.f’f:ms (9) Leutnant’ Dattma:m o '

b') .= _' T Inspektor Torunsky
) A _Waphmeister-. Euch_s. C e
Main Section & ’ _,Hollenth Sectlon and werkshops

. Head Reg:’g_erungsba,urat Schenke- &

The main depot was at Erf‘urt -
There was a sub-depot at Weimar

I do. not Imow whether: there wa.s sti1l a possibiliw of
a change of location and whether such a move was
actually carrled out at. the beg:.nn:_ng of April 1 914.5
I/C Workshop Inspektor Sohuessler : . :. G

" Main Section (2) " ' Personnel ﬁ{atﬁem -

' Hepd:- Inspektor Strahlendorff - .

Under the coaunand of Gen. d N. A “Vere the S:Lg:.nt Commanders*

In service in the East (as far as I )mow) were:- Coxnmander 4

- Commandar 2.
Commander' 3
In’' sarvice in"‘the wesf w'ere' - :

r. . Commnder 6 in the northern part of‘ the weatem front

Unlt Coxmnander'- Major Lechner ‘ ¢
I7C Grypta.nalysls. -Leutnant von Demfer

a . E Very recently (exact date unlcnawn) the'follovung were set up -

Senior Commander Slgn.nt» :East

T and “Senlor Commabdefr S:Lgint :V'F{ast %
0.C.:- Oberst Kopp or Krop {or smllar na.me)
I do not kncw whether this new organisatlon came ,mto full use. This
reorganisation was not supposed to make any difference to the direct

contact between the head of Section 4 (Cryptanalys:.s) and the off:.cers "
ife Czyptanalys:.s of the Commanders,
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. Commander 5 in the southern part of the westemn front

L e ©* Unik (‘omnm'xdcro- Major Marquard .
‘ ' I;C Cryptena v ysis:= Oberleutnant Schlemmer

OOmmarxiez_'__Z_ - Ita.lian: front

Unit Commander:- - Oberstleutnant Seemusller
IZO‘, Crypt,a.nalysis_ - Haqp‘bnmnp_ Muellei‘

A"v

-7 . From Jamia:cy 1941 on, the actual date of establishment of the
Crypta.nalys:.s Section, -the Section was under OKH/In 7. It was not put
‘under the command of Gen.d, N A, £111 February 1945, o

.

Heads of the Sectlon werg:- .

' Major »Mahg
Jajor Mettig
' ﬁa.jor Lechnér -

‘Major Ir. Hentze

i 1
As far as I know, 'thz.re was in the am\y bef‘ore the war only a ) "
cryptenalytic section for France, Russia and Poland. A1l other departments
' © were only oreated during the war.  Army cipher systems ar¢ said to have been -
L. hendled by oxw/cm v ‘ S ,
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. . FRENCH CIPHFR SYSTES (ARMY)
French Machmes
1. French "C 36" Machine, T"‘ILS machlne was- worked on and f‘requently

“broken in Wm. Doering's machine section, . As far as I know and
. can ,judge, the content was w1odemte to good but mostly too old.,

2, French B 2141 Machme. This machme was worked on in Wa.
- Doering's machine section without the slightest success, This

| o . maoh:me was pronounced unbreakable by Doer:mg and his oolleagues.

i

. This naf'h““e was worked on in Wm. Doering's

.\5,*9 3 Fr‘ench "BC 38" Machine.

Eow é\ Qz“} machihe section, Af:rordlng to reports, ‘only messages with the -

: ' @ A A’ game or nua_my the same indicasor group were breakable. . Under
“\9 «‘\ v / favourable circumstances the appropmate day's trai‘f:.c could be:
‘Y ‘I\Q‘ C o broken from this, Such comproniises were very rare. They ware

.of no partlcular mporta.nce as: _the messages broken were too old,.
French Cipher Systems PrCV"ouB]V ['qad

"k 5

ZL st'cems

" Simpls tra.nsro t'

10-daily key~chenge . .
appeared about June, July, Au,gust, 191;.5 in Tunlsm o
Content ins:.gn:.flcan'b

./55 ’ 22 System. Gode table. - ;
_ . Fortnightly key-change T :
‘ . . T 7 Appeared from about 1942 to middle of 191d+ in Syria - not inter- i

cepted after this,

o to good .
\ \/
6. ' 3/L System Code table

’Fortmghtly key-change : ) '
Appeared roughly 1943 to middle of 19&1; not mtercepted after
.. T that - Syria. -
‘ ) Seame system as that: men’tioned in pere. 5.
. Content ~ technical details of wireless traffio.
| . A passed the weekly chang:l.ng ca.ll—s:l.gns. 3

v

: S@efimag :H: :

| . ) - 7. - In Syria there were also used a nurber of qu:.te simple systems of . .

; . g ® rare ocourrence -

L ... a) a frequently changing 2/F subs‘bltut:wn table (w:d:h alter-

i native equivalents) °
' : ' b) & siumple transposition

.Content - po].:.ce matters

T % L/F sttem.. 4/F oode table ' _ :
* o g Daily key-change, ‘but the same each month‘ ('J) B o
. " Appeared 1944 in the Sy'rle.n ooastal network -
1

| o ' Content - ship»__mvements in.coastal area,.

\ e o i ) .

TICOM/I-160

" Content - as far as T know and anm oapable of' Judglng moderata 8 Yt
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" -Current “reqr‘“ Systens

) . . 3
9. 5/L Messagfs. Dlagonal transpositions. " e

Formerly a monthly. - letely a f‘ortmghtly key-change
1943(2) =194k = 1945

- West pliica

As far ns conbond was zonderm °-3. only the strength returms
. were mm“mm g

S .

J &M-.'/f‘

10, ITSR 1L/;~’”‘f ]

X ..C“ g

: L/£' code reciphered” by means of a-
; on ta‘u e ;

1950 - 1945 : :

Fronce (?) and North Africa . _ ‘
rentond .~ Gl fis=routine pessegns |

_Lln‘—‘s Sefaky

Z Equator:.ni
. ‘Content - -2

N tle imporiance
12.  B/F Messages. = L/F.code - hatted e T
' SRS - Y e i g e
) 1943 = 194y - 1345 /—/- o ) : -
North Africa ~ JnYsida . .
Cenrtent. = good that time it comnmaa troop movements -
to North pfuice (o >oning f‘rorn Vest Af‘::.ca)] ‘

13. - L/F Messages. A4/P code with' silsbrudtar’
o 194 - 1945
-3 . " for.a -short time - Italian front
later - Mother country

. 3/F Messages. U4/F code with subtractor -
5 © 1944 - (1945 very slight, unimportant and 1rregu1ar traffic) -
" transport network - North Afmca\ .

A System Still Used but Unbroken when I left OIQI

‘ 15.f_ 5/F Messages
T9L3(7) - 1944 - 1945 )
 Prance - Noz—th Afrlca - West\Afrlca (= Equatomal Africa

K
~

Description of French Clnher Systems with Details of Tr———

Experience acquired in Breaking them. o

- g ~ .

‘I‘he French machine. systems (of. page 6 under Nos. 1 to 3) were w:Lthout
excoption handled in the riachine section under Wachtmeister Doering, I an- - ,
therefore uriable to give more exact détails of working methods. - Doering's > .

colleagues were very.carefully- selected brains, men who were englneers or
ma.themt:.clans in civil life. :

The systen mentloned on: page 6 under No. lq-, came up suddenly - had
only a short. period of validity - was of little oontent value - was 111;1:1(:
used. We ocan easily d:.spense with a description of the breaking process,

You get the clear text by sliding ((sections of)) the cipher text. aga.lnst
one a.nother, later called Just "sliding" for short.
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A

sy tam rentioned on page 6, ~under No. 5; is a small 3/I code table,
composed of severel parts. ' & '

‘Qeoti N , o Thé construction of the
‘mﬂ I 00 . ‘ code~table could be

i : . represented as shovn in
the diagran.

fﬁf - . The individual code
) i I i equivalent is read off
§ b sl in. the following order:-
§ g A% colwm, section, Tow.
: %

Tee strips (coluans and
rowsy de not contain
*ne whole alphabet.

_= i

Section -]
AT L i #
The ccde table is
arranged alphabetically.:
The numbers are in their
natural order in the
code. " The recovery of
the code presented no
great difficulty - as
etercotyped beginnings
came up very often, .
these being addresses
with name of station
’, and loc¢ation. In

these, place names

were usually spelt out,

L - which made the recovery

s 1 : S of the code still
o easier.

Column

Segtion -3k

- Column

Exomple of u_i stereotyped message beginning:-

TELE - K - A - ME - CH - LT - E - A - TELE - A - IE = P - STOP

= e l: L 1~ A:—." 1=t f—rt
or TELE-A-IE-P-A-TEE-DA-MA-5 ’
a.nd simila.r beginn:.ngs.

Later, ocode recovery would have come up against considerably greater
. difficulties as the French introduced frequently changing 3/L cover groups
for the -names of stations and the most important place—names.
The key-changes carried out mght be piotured as pasting new str:.ps
wer the old ones.

v
\

The system described on page 6, under No, 6, is a traffic-routine .code
identical in its entire construction to the system mentioned under No. 5.°
The vooabulary is more adapted to wireless traffic; -

For simplicity's sake I can d:.spense with any- f‘urther notes on the
system described on page 6, undﬁr No. 7.
’ @

i

'ﬁﬁ(“‘
Fep
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- . The cipher system quoted on page 6, under No. 8, was not broken in

OKH but by Oblt. Kneschke, at that time with Sigint-Commendér k in Belgrade.
.~ I cannot therefore. give exact details without special deta, . )

Strip B
l = . : Each compartment of
—— Strips A and B con-

tains a two-digit
- number. So for .

~ — 2 each code item there
T : is produced. a 4-digit
number. ' The 4/F
code equivalent was.
further reciphered -
by means of figure
substitution tables.

\

. If my ‘memory continues .‘tb‘s'erx're me correctly, the figure-substitution
tables changed daily, although in a monthly cycle. i g

The system mentioned .on.page 7; under No, 9, is a diagonal trans-

position such as must have appoared in the First world war, according to a-
. oaptured description, and appeared at the beginning of the second world.war

in the campaign in the west. _ '
E R R T— ",j,ust,mentidnéad this diagonal transposition had the °
following ‘characteristics. In front of the cipher groups the following
figure groups (for example) ocourred: - ' ’ R
[1100027"  f2] 23322 (3] 34043 (4] 12525 :
[1] is tbé meséage-‘num_be‘r S S v
[2] is the indicator group
A< B - item givir-xg the key wo:nd._
. ‘¢ being 'alrepea.t of B . )
. o D& E'a.Ppea;L' only as 00 or 22 or 44

Here "00" indicates no shortening of the keyword.  "22" means shorten
the keyword by one letter at the beginning and one ‘at the end.

i
“M4" shortén the keyword by 2 letters at the beginning and 2 at the. énd.
- [3] the starting point for disgonals '

(4] number of eliments
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Example of Encipherment

Clear text:~ IN EINER FRUEHEREN SPORTHALIE IN YARLSRUHE SIND
UEBER HUNDERT VERHAPTETE UNTERGEBRACHT STOP

Let the keyword bei~ Paul Ambroise Valery - 10-23-37-45-73
The numerical kay is:- 121 16 8 2 10 & 13117 15 517 3 9 6 14 18

Then the clear text is put in

! ; 7
~—> [ T[] B8] 2] 2] 5] 371 75| o151 1196 ] 6 0
e Ul Ll A] M| B R}! O kY ST EY Vi A L Ef R Y
2iAliel 8y 2o {13 75| 5171 31 9] 6|14 |18
11 Ny Bl T NI BPRIVFIR]I UI7B] HIE] RT BN | B |P
of R} 7| Hy a| L] Ly E| T{ M| K|'A|R|L|s|r[Uu|n
B} 8| I| N| D|{ U| E| B} E|{R| H| U|'N| D|E|R| TV
E| R H| A F| T| BE| T ¥| UL R T 5| R | & LE|P R
Al ol nl vl si»| o] ®

Instructions for reading off diagonals
~3% Instructions for reading off verticals
5 diagonals are used,
Let the storting point for the first diagonal be "3", Here the even
number diagonals go to the right and the odd number dingonals to the left.

The remaining letters are read off vertically beginning immediately to the
right of the starting point of the diagonals (see¢ the example).

Starting point of the first disgonals
i
Starting point after the diagonals have been read off 4

The cipher text for the above example with the appropriate indicator
groups would run as follows;-

00027 23300 34043 80080 RRUVR

EEUHK REPNU VUIBE TESEG ELUTR JOEEA

FTSTB FHETT HHENE PHRNR SRCEA DFSID

RLFOA TRREN THIAT

Decipherment follows the same course, but in reverse.

Tc complicate further the diagonal tronsposition appearing in VWest
Africa, the Prench introduced letter substitubion tables with o monthly
change for the numerical indicator groups. The indicator groups thus
transformed were distributed, when they changed each month, the cipher
text,
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Suppose the letter substitution table to bej-

0 A, M, W

1 P, P, Y

5 R After reciphemment by the letter
2t substitution table the indicator

3 L 0, V groups used in the sbove example

5 T would run:-

5 B, Q 8 AWZG RLOWM  VUAKL,  JAINM

3 H, X

/ TE @

8 J, N

9 1¢ I, T

If now several messages are compared with one another, the indicator
groups stand out if there is enough moterial for comparison. This was, of
course, only possible by the use of statistical methods. For this purpose
the first ten and the last five groups were studied statistically.

Then all first, second etc. groups of the whole material were compared,
80 that the indicator groups could be recognised. Owiny to the character-
istlc construction of the indicator groups the appropriate substitution
table can easily be broken,

An exawple of a deoiphering process will be carried out with the
diagonal transposition used for Equatorial Africa, The experiences gathered
in the decipherment of diagonal transposition will likewise be noted there
(cf,, PP. 12 and 13).

The system mentioned on page 7, under No. 10, is a L/F code, reciphered
by letter substitution tables, b

The single Pigures of the L/F code are transfommed with the aid of the
letter substitution table into a 4/L cipher text. The first group in this
type of message is always "TTSF". Then follows the cipher text = the last
group is an indicator group. The first and last places in this group indicate
the letter substitution teble to be used.

By laning up messages with the same substitution tables, identical code
groups or even longish repeats can be noted. Such longish repeats will
usually show small gaps - thus letters can be equatied with one another.

In this way the breaking of the letter substitution table is possible,

Here, too, frequently recurring stercotyped messege beginnings in the
initial stages made code recovery considerably easier.

Such steremtypedkmessage beginnings were:=

Suite votre numéro ..,.... (mmbers)

Suite votre no. .......... {numbers)

Référence notre nc. ...... (nubers)

Référence votre £41&gramme NUWISTO veres s

Ref. vOire ....... (numbers)

Numéro s.v.vveen.. (numbers)

Réponse 3 vobre message ..... (numbers)
ete.
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This "ITSF" code was alphabctically constructed. The first code
gquivalents were very quickly cbtnined from such stereotyped messoge
beginnings. The numbers, which were in numerical order, provided further
possibilities for building up the code. Lining~up of different indicator
groups locked very promising from the fact that when the system was intro-

duoed nearly every message ended with the item "STOF", "FIN' or less often
"POINT" .,

Next of all a few other items such as DE, A and some names of monihs
were sucocssfully identified. As far as I can Judge, the content value
of these messages was small,

Later such sterectyped message beginnings and endings were no longer
to be seen

The diagonal transposition mentioned on page 7, under No. 11, contained
chiefly official Journey returns, in addition medical reports were sent in
on this systen,

The external characteristics of the systan were:- The first two groups
are 5/F groups - then follow 5/L groups, the cipher text - the last group is
again a 5/F group - it is in fact identical with the second 5/F group in its
first three digits,

The first 5/F group is the message number

The sceond 5/F group is the indicator group

The last 5/F group is a chsck group.

E:&amEle
00135 63798 AREFH «vve.  Cipher text £00S ON see.s

BIONE 63713

The system was broken, but without it being possible to discovor the
significance of the indicator group. It could only be established that when
the indicator group (i.e. the sccond 5/F group) was the same, the sanme keyword
was also used,

In this systen there appsared from 2 to 7 diagonals which were fixed by
the indicator group. The disgonals were also read off to right and left.
As far as I remenber, about 600 different indicator groups gppeared, of which
approximately 150 were broken by my colleagues.

Work on the system just described went on for a very long time without
results,  Several times the work was interrupted or taken cver by other
cryptanalysts,  Finally a lucky chance produced the solution. A message
came in containing double letters in its ciphsr text,

Example of the breaking processi-

Only the cipher text follows - the indiestor groups are not taken into
consideration.

TAONR RNOTM QUSGR NASRX SENTT I.OTI_:E
ETURU  IDXRU  QQDTO  ENINP  ERXEG  EEIXG
EUSSM  SBSNA  RG




Doc ID: 6587334 . . ‘

2or-HEoREE— ' - 13 - : TICOM/I-160
X D] E
. G 81 X| N ;
; v zng On the basis of the double letters
Ef T} B} I in the cdpher text it was assuued
Ul Nl U N% that "STOP" night occur twice
] directly over one another. The
s{r]o iﬁ framed part of the adjoining
example might be taken as a
5[ Tio0 favourable starting point., An
it attenpt was made to carry on the
| E{LIDIR letters "TEL" to form "té&légroamme"
‘ slolrlx - the "E" in front might be
"notre" or "votre", Thooe

attempts were therefore carried
outs, "K" appears twice in the
cipher hext, The more favourable cese is shown in the example.

EIT|E LIB|GIRIA|IN|U| B
UIN{U| N R S1QlU
S{TIO1P N d{EJU| X
S| T{Ol P A 518G

After many attempts the diagonal transposition box was successfully

recovered
S5t ot A i 312t 71113115 ) 611012 81 &
S0 I |7 E{N{O]JT|R|E|T|{ElL|]E]CGC
RiAtulu|l EINJRjO|X]U|NjU]l N|]T?]R
Ot I|{s8|lQlvuvialTirRIElS|T|lO]lPlUl®N
E{DIEJU} XyR|T|E|N| S|T?]{0] P|R| A
S{xjsis{ejelifnNlelolnlD

Lot me add that in this example it can no longer, of course, be a case
of the original text. 1In the original text the words Y,otre télégramne,
"stop" occurred twice and the expression "SSGGINGOLD" occurred also; and
these werc again used. In this case only two diagonals ocourred,

Two or three further messages with this indicator group were available,
which could thus be broken. Hers, too, the ending in "SSGGINGOLD" was
repeated.  "Sg" means "signé" - S-G is repeated up to three times. Ingeld
is a namé.

In the further solutions of indicator groups successful use was again
made of the more or less frequent stersotyped begimmings and endings. Here
very profitable use was made of messages of equal length and with the same
indiocator groop.
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The breaking of every :vingle indicator group made great demands on the
endurance and zeal of the individual, for here only the nost laborious study
of details offers a prospect of succoss,

Here let me sum up my experience in working on diagonal transposition.
The first breaking of n dingonal transposition can be considered a great
piece of luck. If, however, something wore is got out of this solution ~

such as, for example, stereotyped beginnings or endings, then that is really
a big step forward.

Thanks to the stervotyped passages we were able to carry out further
work on the material from Equatorial Africa with a certain smount of success.

The knowledge grined of the content of material from West Africa which
also inclined towards stereotyped beginnings, bsupplemented and simplified
the analytical work here too to a not inconsiderable degree.

Nevertheless breaking takes a very long time, Whether working on

. diagonal tronspositions from front-line traffics with, for oxample, a daily

change of keyword, could still be called worth-while, seems to me very
doubtful, .

The systes mentioned on page 7, under No. 12, appenred for the first
time about the middle of 1943 in North Africa. By the nonths March-April
194k the systen had been so far broken that the first messages could be
réad,

A numericnl count of this material was put in hand., Tt turned oub
. that the nwber "6" took up th=1%%. From this it could be concluded that
it rust be a case of a hatted code,
The external ch«xrc;c*beristics of this systu: are as follows:-
00075 35035 08483 5954k
37485 R cipher text continucs
1st group - nessage number
2nd group =~ number of groups
3rd group - indicator group
Lth uroup - check group

In every message 1t is seen that the reversed 4th group subtracted
from the Jrd group always produces the same Gifference,

In the present case therefore:

indicator group: 08483
check group reversed; 41595
o difference: 67998

In the course of time we got a mmber of cribs which rade further
work possible and assisted it, although thoy did not supply any particular
aids for obtaining a solution,

Pinally we got 5 nessages with the sause indicator group; all the
nessages were of different lengths, they oll had the sane contents with o
further addition. The last group of easch nessage was always identiosl.
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The following picture resulted after the 5 messages had been arranged
by "sliding",

5
On the basis of
repetitions it was
y A established that
#: A & the foundation was &
-
&

4/F Code. The red
strokes (#) show
the delinitations of

" . ¢ . the individual code
. A T groups

?’ « TTF f ‘
e length of Lessage 1
e lemgth of nessage 2
we: length of Lessage 3

length of uessage &
length of message 5

By "cslmlnj it was “then estoblished that the last group of each
nesnge Was bt suis (url, oo wao lalel esiablished, ree L it 1Y

But this probles shall be explained nore fully by neans of a figure
example

The oipher texts of the 5 messages run:-

.

Message 1: 00091 17017 08483 59514
1) 2) 3) k) 5)
;15322 LM301 077Bh  57p10 78163 03682
;
12826 36581, 02589 15250 PO 72765 | 36461 -
o M T -
321 7ek57 67276,

Yessage 2: 00092 18018 08483 59514
15525  18p01 0772k 37610 71616 30323
82128 26636 58162 58915 65072 76543
64619 71217 64976 72763

Message 3: 00093 20020 08483 5951k
15325 18950 10772 64376 10710 81630
22782 12826 36365 81662 58915, 61507
27658 03646 19701 2176L, 91767 27635

Message 4 00094 21021 08483  59B1L
A5325 18935 01077 21437 61071 68163
03275 82128 26563 65816 62258 91567

20727 65813 64619 70112 17649 10767
27638

Message 5: 00095 26026 08483 59514
15325 18973 05010 77212 91437 61071
67381 63032 76278 24 282, 65206 36581,
66546 25891 56708 55072 76561 65364
61970 31812 17649 11417 572;& 38103

Repeats of message 1 in the other nessages are bracketed snd underlined.
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-y “- ) ‘Ihen to begm w:Lth the *colunns v'evealed by the repeats of‘ the Clphel

. . text were wrltten out and arranged in order of‘ length to g:.ve the follow...ng
plr‘ture. . . L A )
-~ Izl 515167181910 [5131] . Message 1
pr 451448161215 ]3]111T8]7] Sofarit has ‘thus been
S 10 3111351061 212]6|  possible to determine that
} St 7levre 8-t 7111 7.1 . colwms 5 and-.11 rust be
! 12 1otelt3ststolatltelr 71212 . the last two colurns of:.
5 1711 (0814171116187 71 ~ the cage, though they might
1 1710311516 9Tk 2] 6] certainly be switched.round-
G 1317060t 51315 = -—-) 1nd1c:ated by = s .
I3 T8 T A2 16l 7910513 .Message 2 ¢
T T 12151812716 71 ¢ 1671 3| Columns 3, 4 and 8 must be
B : i b L ; -the first: three columns. - - ’
e e m B Rt _but may come in a différent
5 - g ¥ . g o, T order relative to one . -
g g ) E - " X another. g
sd3 18ttt rteiéel7io9lwois5T11] Message 37 ’
G917 51218121616 ] 719161 31¢ Colwnm & car be considered -
! ,opd I8 lriof6iel Ao 313 5] : fixed. On.coparing nes-
: \C/)\’ [¢) L T e sages 2 and 3 one is struck
;o G “by the‘figures underlined. -
o 318 &t 1i6l9f0ofl2F7T5 1 Messagg U
Vi7-l5121816]7]9127]6]6] 3[{ Further columns could thus
A 181719161011 T T1.7151 8]  be bracketed.. Note under—
6 1115 2{110 s lining
S - = A g .
- x‘ & . L \ ) - X.‘ x ! ) T . 3
' 4318 b4t rTelofolal7HiT 5 Messége 5 %
yi7ztsta2181r6]l7]9]l21613 J, It was also possible to .
i1 1817l 9tefjo |1 i1171815] - fix columns. 5 and. 11. The
6 111817151311 12] 0111 2] ' repetition of "153" is -
I8 251111k ]9(8]010 striking. -
3 &5f (1ol 6]811 O I . g
. ! _— i /
- . 3
L3
, - i
i i ‘y
/.
[
D .

v T



- DocID: 6587334 ., e ‘ % S ' . 5 ;0
: L E : . B " & o & C } " ,. »

13 ' . . '_ Y 2 \“ $ ."
-If nessages 1-5 are transcribed w:.th the key narrowed down B8 far as
poss:.ble, the follcm:mg p:.cture 13 pmduced-- .

AR

= 8 N 1':,'2- 5710, -'2'f',7 51 :
S oA s 3l ez ol Bl 6l 2] = =l |
RO N N T T I - A
61231 2T 5671091 2% b
N A N N R A A I A
o163 1T A9 L 171 5162 .
Nf2 Lo tel o3 513 2 v
VT 2 B 61T 19 121 6131 El0 "~ Message 2
-_J...5. }_ ‘n . . o %
R N R N N A R R AN
P I8 79T e 101 1.6.1.3.1 513 Message 3 -
oo c .
W '653 P2 I O A T S S 3T ey
(191610 11.7 5 - Message 4
L0 P 5 -7 2 O s e e
NS I 0 N A 3
i dl8l7lolTéel o1 il 71815} Message. 5
; el i (81715 311 120l 112 . .
\ 7 6 2 31 411 & 19171 010
O 0 I P -

If the growp "6153" id assuned to g fixed ‘then oolu::ms 2 and 7 would
have to be adjacent (message 3 - conf:rmation in niessage 5).  Further columns
3 and 8 would havé t0.be adjacent in’'message b - confimation message 2. - If

. HES3AYY | LS 1UrTHer COmparea ' with’ nesIsage b, we get the follcwmg nume cal
key:- 3.841 10.96 2. 7. 11, 5 _ _

The approprlate keywarcl was. recovcred frcm the nunerical key. ) “I'oen no
longer remember what it was. . i ¢
2 e

; An a’c'bempt was’ made to expluin the s:.gnlficanoe of the indmator group
and -the oheck, group - s o )

. The French take the keyword from the code. The 5th, dlglt mlght there-
: fore give the startmg point f‘or the transpos:Lt:Lon. "%

. Exmwgle'-
. Suppose the code equ:walent of' a keywoz-d used is 2834. * Let the’
' startmg point de 1, . " . : '

Then the um'-eclphered 1nclicator group would read 28541

The indicator group is- reciphered by the add:.tion of a constant f‘ive—.
dig:.t number. - : .

Lt .
% ;

B LA S I o' 7 ST
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£ The check group -is der:.ved f‘rom the addlt:.on of a. 'é{eqond five-di‘gii; i L .
= number o’ 28524.1. o ) ; A - S e X

o *-)"-_ 2834 % .. - agmg o et ey L
oL 8ot 23254 ' R ML
... OBLBS (mamator group) - 41555 (check ‘group reversed) Y

3

(cf message exanple on. page 1l+) K

Here too, cha.nce cane to our aid ¢ The 'l:wo flve—dlglt m..mbers werev ) 1y o
- announced ini & system we. could read (C 56) , Thus we had the mdlcator »
groups ":m clear" . , .

§ : A statlstlcal nnalys:.s of the *code groups, that ha.d’ appeared up’ tlll g o
then proved beyond &ll doubt thiat the code equivolent was not entered’in’ . .
_the" cage.in the form "ABCD" but-in’ the form "GDAB“ (th:.s was not carried
out - ‘in the case ofthe: example g:l.ven). ~ .

The pages in the sixties Were especmlly numerous, so the natural = ! «
. assuaption was that the: numerals and arplifying’ groups are'to be found on | 5 g
these pages.. This asstmption was: “further strengthened by the fact that. "
- the statistical analys:u.s of ‘the- decoded indlcator groups shcwed these
pages to be unused K g g B !

= e o

There were available m the way of captured documerxts a series of‘ codes - )
. oi‘ similar constructicn.” ' Specially notable in'this comection was the - . ) )
"ATM" -code, which must have been already in-use in North Africa.béfore the
war., - Tt was .perfectly cbvious that it could not be the. same ‘code, But ’
(:ft was possible to use the vocabulary.of this, code to an extraordmarlly
great extent. ' Thus the new code - it was named "ATN 43", as wes dis-

covered later from decoded megsages. - ‘could be- récoviered mth qulte re- -

markable speed and worked on w1th good results. » ‘

S La.ter .the :mdlcator gmup teohnlque for ‘thlS system was. charged o @
1’ .~ . - The positicn of tha :.ndlca’cor and the' ohe::k group mnea mth the length of
. the message. , R Lo L P & -

The posa.tion of" the :mdlcator and check gmups was related to. ‘the- group ) R

givmg the nunber of‘ groups. BN

Ex Elas-— : : ) - o e o B .

I:'- . 2 '. Number ofgrougs e B B Pos:.tn.on of‘ ind:.cator and cheek &mup
T TR x|+ AR p-mpos;uons1andz :

: Rt ] ' . 1101.1“‘ : s oo . 2. 5 s 7 . .v
O P ' - S U FI T A U 4 Ca st
e . Do B 13013 IR L L onos
[, i T : o 20020, ... 0 o0t kLod 2. M3,

o - ‘ '~21’021" R VN I 3 "k,

. f E I \
- v B . X 3 L

. The' f‘lrst a.nd second dlglts of‘ the number of' groups are added, giving
l‘l:he posrtion of‘ -the indicator group - the follow:mg group 15 alwa\ys the cheok

group B s e n e P ; - 2B "y &

) The Same” d:.ffere.nce in all messa.ges comes f'rom subtmction of‘

the constants ol &b 3 ute o

' % ".. —_— g g LI 25251‘. y . '. 3 LI . R &
' . ;799_5 - (of. page 14).. L g a0 R

. s dm 8 g i Ll s
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g . The recipherment was as follows:= . - " A . g

28341 28341 I " indicator group . - .

10091 94520, - . date 10. 09. 1945

;38532 , 126%"’ ‘ g, +20
Co o o 30 (Scptember - 50 days)

: Solut:.on of this rec:.phemtmt tdok an extremely long time;’ success
Pinally came by "sliding" a short message. "Sliding", also called
"dragging" was looked on as a.last resort and was carrled out by a 1arge )
staff‘ it flnally brought success, . - : : . S, /
The system mentloned on page 7, under No. 13, is a 4/F code reclphered
w:Lth a short subtractor, which was used on the Ttalian front in the early.
7 days ond wds captured there. Later 'the same code tumed up 1n Frahce t00,

 Bxaple:- | .
« 'z 0023 0 ATAT o ABA3T 721 eeeie L eeens

¢ " cipher text co”;xtinues‘ - s 3 358_?; o
' 5 g ‘group 1 =~ message miinb-ér" o )
\, ) gr&{ﬁp 2 - n;amber- of g‘;roup‘s. ]
. last "fgroup. - indicator gz‘oup° Dlgn.ts 1 and l+

give the same numbér, which
: mdlcates the subtractor.

’
i

Change of subtractor took place weekly (‘7) L , CEw b
Within a key penod 10 d:.f‘fernmt subtractors are therefore poss:l.'ble.

By the use of short su'btractors, S0 many depths arose that. the breakinj’
of ‘the subtractors présented no difficulties. - In this’ system, tod,-we were
helped (1) by current knowledge of the message text; '(2) by a stries of .
stereotype messages. - This system provided nothing mportz‘mt by way of
content. ) i : : ' .

&

.

) / The systeh mentioned on, poge 1, wider No.. 12;-, is.a 1+/F code reciphered !
LS by means. of short subtractors, which was used in transport networks in North:

Africa. To begin with the volume of traffic was very, large - and flnally
in the 1atte.r days fell away to only a Pew messages a month. . A ] -

. . The external characteristics of the systei- were the same as those
Ch » already descmbed in the previous syutem. 7 g 2 e . r

It was important for the breaking of’ the systea thut these transport
reports had up till then been'given in pla:.n languﬁge. The fom of these
] z'eports was kep'b very stsreotyped

. .
4 o

Concerning our experlences in breakmg I+/F codes, w1th subtractor
reciphement it can be said that for the most part it presents no speclal
 problems to cryptanalysis. At our station when dealing with codes with T
subtraator :recipherment we always worked with catalogues of. differences"
which were drawn up in the form of - punched cards, with the 40~50 most.
frequent code groups as a basis, ' .

\' ) — Up tﬂ.l the m:ﬂdle of larch 1945 we hxd not suceeadea. in break:.ng ' (V\B ’
the system mentioned on page 7, under No,-15. Solut:.on of this mm:ca'ml ’
R seauned to0 me also’ very unllkely. ==

~‘_‘____‘1 . i

.
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Let. me sum up in the followmg sect:.on the results and experlences
ga:med so far from workmg (\m this materlal. ‘e, -

- At the same- tlme and in the rame. networks as.'the "AIM l+3" had

T a.ppeared there were'a flew messages which did not  show ‘the characteristic , -
~difference of the "ATM 43" but a different -one. In the course of time
‘the volune of traffic increased- considerably. Two or three oribs. turned
.up, -of ‘which only one could be worked on sufficiently to.alléw the key-
word to be recovered, .It could _then be:-deduced from this that it was a
hatted 5/F code. S e ¢ B R o C !

t <% Y
It was 1ntercst1ng to note here thdt an extraordlnarlly smzﬂ.l .

number of cribs turhed wp; the flrst oril tuncd up after 1600 nessa.ges'
qulte con’cr«ry to the prev:.ous s:.tuatlon.

- The work was s’copped ‘- Some tine before the appearance of tha.s
systen 5/F material had turned up in traffic: betwecn Corsica and North
. Africa; it consisted of only -about 80 nessages.. .. No further material
came in later. ' This neterial was subjectved 0o a brlef examination, - |
These 80 messages could be worked on, . It was a case of a 5/F code which
“had been tra.nsposed It was a very pr:uut:.va kind of ti'anslsosa.t:.on.

Exam}gle of a key of thls preo— ok

\

I

/\/\\/' S 40,44, 42, 13, 1k, 15,16, '17,» 2,. 3, 4 5’ 6, s B
) " As far as T remember, ‘the! keys’ changed dally s

Thus these 80' 1 nessa{,es 'could “be Worked on suff‘:.ciently to reveal the »
ba.sic code groupa.

. Interestlngly enough it then tumed out th’xt the same ccde must be the
_‘basis of‘ both sysfems. At this point the examination’ of the- materml w1th
. 1ts 80 messages coulo. be consmered corrpleted. S A
The naterial on “which work had prev;ously been suspended was taken in |
hand again. -No new cribs had tured up. = Thanks to the newly found code
‘groups of the above-«mn’cloned 80 messagcs, further study would have been
" highly promising., So'a new approach was scught and found, ~“Let me now . '
descrlbe 1t -1 have not heard whether 11: did finally lead to success. )
Tt was seen time and tn.uu. again th&t the cage w:.d.ths used in the re-
cipherment must stand in some relationship to the wessage lengths, as it
was reasor.able to .auppose that' certain weximun and wininum depths kust be-
prescribed for the message cages. Likewise it may bé assunmed.that clpher
. rcgulatlons strictly forbid so-called "full cages". Thl’m_we can leave .out -
of‘adcount "81iding"-of complete cages. Therefore, as one has no cribs
at one's dispesol, one would have to try "sliding" messages which have an .
overlength of underlength of 4 or 2, Such cages then would look ln.ke thia:"

\
BN

5 9. ‘. underlength of 1 overlength of 1

e W "
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51iding such cages is not ensy, dusands untiring zeal and very preat
powers of endurance. Here, too, a further aifficulty nust be borne in
mind, nomoly that the fiming of the case width can only bhe done by calou-
Ilnticns or guess-work.

C. widths were caleulated ns follows:

A11 messages with the sane indientor growp were exomined o establich
with what cage widths full esges would be produced - thegse eage widths
could then be disearded.  As the indicator groups occurring most fre-
gquently wore taken os a starting polnt, it could be assmed with relatively
great certainty that the cage width so obtninsd was correct.

These aperinents were carried out on as broad » basis as possible,
The messnyes viere nost carefully selected,

Unfortunately, owing to my transfer I was no longer abls to seo the
success or frilure of these cxperiments, so that I cannot pass judgnent on
this new nethed,

mbin

o a key change tock place in this materinl,

Examplc of a nessagze bepinning -

00012 17073 16980 — p—— cipher boxt
continuss % Wi ¥ e B 71389
i

Group 1 = mnmessage nuber

Group & - 1s 2y 3 give the nessage length

4 telong te the indicator srow
2 T &

Group 3 )
and last (or bth) group ) - indicator zroups.

(I cannot now sny whether the lastenontioned group sto
place),

The indicntor grovps preduced the followinge picture:-

169807 == 1)
Lo ! ) 15437
138933 ~~  9)

(Whether the order was 14, then 9, or the other way round I cannet now say).

Among this material, twe or throe oribs had tured up, work on which
had brought no corresponding results. It wes assumed that this new recie
pheruent is not only bnsed on transposition but wust also have been done on
2 stencil in some way. Work on this seb o problens hod not beesn started
in ny tine,

The Prench "AF" code wust be ndded as No. 16,  This is a suall 2/L
oode table, not completely filled in, which was used in front-line units.
Code tables of this kind werc eaptured, Judging from cur experience up
t0 now, various even smnllish units nust have differont code tables,
Change of tables seomed tobe carried cub ot lenst once every two days.

It was once possible to brenk the day's traffic of a unit on 20-30
messages,
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Sone general remarks can be uade about the Prench systems which I

shall set down here at the end of ny report to sum up ny experiences.

Afber the cmspaign in the West a number of French codes were coptured
and worked through., If we compare all these systoms with those which
appeared nnd were broken loter, we £ind that the Frenchman is extraordinarily .
conservative regarding the construction of his cipher systens or reciphering
metheds.  Systems which must have been used in the first world war (to
Judge from documents found) were used during the compaign in tho West and in
a slightly nodified fomm up to 1945 in Wost Africa,

As methods for rocipherin: basic books there appear principally:-

1. subtraction with finite subtractors

x 4 . x s %
2. transposition, with keywcrds tokon from the code,

The French are fond of using stareotyped mossoge beginnings and endings 3
breakin: was often made considerably casier by this., In describing the
individuel systoms, these fentures were, of course, pointed outb,

A further fundamental experience of mine is that the FPrenchman has the
idiocsyneracy which he docs not seem able to get oway from, of communicating
cipher matters or key chanses by radic,  Thus, through the diagonal system
in West Africa we were able on seversl occasions to break the key for the
C %6 mochine, and once a key change for the AT 43 code was announced, even
thouzh without giving details, in this WAy,

It has proved worthwhile to use Hollerith methods for large-scale
statistical work - e,g. for setting up catalogues of differences, polygran
statistics and the search for repeats.,  Statistical work on a smaller scal
is more guickly done by hard,

<}

{Sirned) HANS W. KUEHN
Sonderfuehrer ()

{Trans. H.D.)




