FINAL REPORT WRITTEN BY

. . WAQHMETSTER OTTO BUGGISCH OF OKE/CHT_AND ORW/cHI

; The report appended covers the- following subjects:=
8, Sohluesselgerset 39

by The use of Hollerith and Specigl’
Calculation Machinery in the solutdon °
of Hagelin treffio,

W*?&
A

Sﬁh quber, 19‘{»5*

DISTRI BUTTON
British:

1! DQD‘.}.

.6. C.C.R.

7o Mujor Dennott
8, Cdr. Tandy

9+ Yajor Morgan

15, @
. "M, sac, .?53

5 22, Cdx. Baoon
23, Lt, Col. Johnson
24, Major Sesman
25, Lt. Cdr, Monson
.26, Major Cowsn
27, L%, Fehl
28-31, Ticom Piles (4)

Previous homework by BUGGISCH was published as . \

Gopy No, “‘f
No. of pages: 7

u.S.

10-11,  Op=20-G (2) (via Lt,0dr,Manson)
12, G-2 (via Lt, Col, Hilles)
15-12. 4.8.4, (3) (vie Major Seamen)
16, rectoy, S.1I,D,
; (via'z.t. Col, Johnson)
17, Col. Lewizs Powell, USSTAF

~

284t 1co0)

32, B.AC. fow dp, dsdumovay
!ux{caley Stmo‘
33, Mx, Twinn, & &

Approved for Release by NSA on 07-25-2017, FOIA Case # {66109}

v




" J- . . 2 ks
LA . -

“Tor Somer—sv- -2 Y mowian

SCHLUESSELGERAET 39

" I, Cipher Technioal Principles:

Geract 39 is an eleotrionlly-operated oipher-mcghine, The
oipher technique is dorived from thot of the Enigma; e direct
ourrent passes through 3 (or 4) wheecls, with 26 positions,

I II III a rcflector-wheel U, and then again through the

5 wheels in reverse order, III II I, Unlike the Engima,

tho whecls hore do not control tholr own movoment: this is done
through 3 independent pin-vheels N1 N2 N3 with periods 21, 23,
25, 1I.do not remomber exactly how these figures were distributed
omong N1 N2 N3, It was either

N4 N2 N3 ‘or N4 N2 N3
29 23 25 25 25 24
mw X 1

‘N3 N2 N

The pin whecls have & uniform moticn; i.e, they move one
position for every letter keyed, As for the aovement of the key-
wheels and other detoils, the machine passed through different
stages of development in the course of time, for which there
were no specifio names and which wilk be denoted here by
e,b,c,d,

&) Eaoch ¢f the three wheels moves on one place when there is an
agtivoe pin at the sensing point of the relevant pin-wheel, and
it onls moves then, Thc wheols have no movoble rings on the
body of the wheel, with the rosult that - unlike the Enigma -
the initial position cf the body of the wheel is dstermined
ebaolutely, et the sose time as the clear message sotting,

The reflcotor wheel is pluggable like the refleotor wheel D

on Enigma; it can be quickly exchangod for a second reflector
wheel with prepared reflector plugging,

b) heols I, II, III, whoue wirings now correspond cxaotly

to those 'of the Enigma, hrve adjustable ringa; they can be roved
around the body of the wheels and have e fixcd pin, which, by
annlogy with the Enigna, is to be ocelled the turmn=uver notch
(edthough mechanioally it is not so made), Oprosite the wheels

I and II arc two scneing pointe which pick up the turn-over notch
os it passocs, U is pluggable as in &); in addition therc is between
the point of input and I a stecker S like the Enigma atacker,

The following two nethods of working are possible:

A) Viorking on own wiring; N1 N2 N3 erc given a certein
pin errengement, there being, it is true, certain limdtations
to the numbors of active pins, theel I woves as under a), For wheel II
there are’'the fullowing 3 causes cf .ovosent:
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1) An active pin at the sensing point of N2 oauses IT
to move on one placs, as in a).

2) VWnen the turn-over notch on the ring of I comes to
the sensing point, II is causcd to move on when the next letter
is koyed (as with Enigma),

3) When the turn-over notch on the ring of II comes to
the senszng point of II, IT turns on one place when the next '
letter is keyed (at the same time as III, as with the
"dcuble step" on Enigmsa),

If any of these threc causes of ncvement teke effect
simulteneously on II, it nevertheless only moves on one
place, Thecre are three causes of movement for wheel IIL:

1) &n active \pin at the scensing-point of N3 causes IIT to move
on one plece, as in a),

2) Vhen the turn-over notoh on the ring of II comes to
the sensing point of II, III moves on one¢ plecc when the
next letter is keyed,

Just as in the case of II, if the two causes of movement
for III opcrate simultencously they combine to produce one
stop,

B) TVorking on Enlgma wiring, 4ll the plns of N1 are set
at "eotive", the pins of N2 and N3'all remaining inaotive.
Then the whecl movenatis identicel with that of the Enigma.
he all otaerfactors also egree with the corresponding ones on
the Enigma interchengeable working between both machines is
possible.

0) & scnsing-point is also provided opposite wheel III, If the
turn-over notch on the ring of III is touched by it, then I '
fturns on oncglace when the next'letter is keyed., If this
movement coincides with a step causcd by N1 this agein results -
in the single step. Thus the possibility of interchangecble
working with the Enigme remains. In addition the machine now
gets & fourth wheel, which is placcd between III and U and doss
not move on whon e key is touched, It curresponds te the fourth wheel
on the Navel Enigma and is used for interchengeasble wourking with
this machine.

d) In the sumaer of 1944 Dr, STEIN (OKW/Chi) told me that the
reciprocal influcncing of the wheels was to be altered in some way, .
I ocannot remember details but nothing fundamental on the principle i
of the macnine dsscribed under ¢} was changed, Interchangesble v
working with army end navel Emigme remained possible, e
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IT Investigations into Periodicity

In the case of node} a), the question of periocdicity is
clementary, there ars 26 = 676 pure perivds of the length

21 x 23 x 25 x 26 = 313, 950,

8s lung ¢s the number of active pins on each of the pin vhecls is
prime to 2 and 13, This ladt oondition should be laid down

in the oipher regulstions; otherwise the 676 periods would be .
further broken up in a mammor essily seon *

Things are .uch more complicated in the cose of sodel b),
Investigations into this problem in the winter 42/4,3 were only
partly successful; shove all it wes not possible exsotly to

‘caloulate the longths of the pure periods and the pre-periods,

Estimates which were quite adoguate for practical purposes were
howgver given, I cannot reme.ber the details of thesc somewhat
extensive investigations. The extraordinary length of many
pre~periods (longihs of some thousands were not uncomuon) end the
complication of their branches were remarkeble, Tho general type
can be illustrated by the following diegram:

In this the oircle represents the pure pericd ond the straight
lines the pre-periods. There were usually seversl pure gperiods, each
one of thew having & complicated systum of preeperiods branching into
it. Several scparate figures of the sbove type sidc by side are then

. heaessary to zive a graphic ropresentation of the periodicities,

L lower limig for the lengths of the purc periods wes, os for as I
remember, 26 x 21 x 23 x 25 = 8, 162, 700 (7).

The question of periodicities in the cese of iwodel o) was
still more involved, It was just not possible to ecalculate
the longths of the pure pcriods and pre-periods, let alone give
the lower llamits which are thcusclves riot inoonsiderablo,
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III, Cipher Security
The principel weaknesses of the Enigma were as follows:

1) Wheel I woved uniformly

2) ‘Wheel IT and, sbove all, vwheel IIT moved too
infrequently,

3)  The period of 262 x 25 was comparatively smell,
so that-when there was a large amount of treffic
on one day-on one key one had to reckon with the
oocurrence of critical depths (this eppliss at
lcast So the Lmny Enigma; the naval machine hed
a fourth waeel, so thet a doy's treffic on one key
wes sproad out over 26 different periods).

4)  The refloator wheel was not pluggcble and had remained
unchanged for ysars (and the other whecls too);
therefore (and because of (5)) the cnemy could
easily esteblish by Hollerith wmethods for exerple
all of the 60 x 263 substitution alphabets of the
unplugged mechine.,

5) The nuuber of possible whecl combinations was only 60,
since the set of wheels belonging to the machine =
at least in the casc of the Amy Enigma - only
consisted of 5 different whecls.

Faults 1) - 4) had alreedy been elimineted on

model a) of Schluesselgereet 39, 5) then no longer

appcars vital. On the other hand, however, the

giving up of the adjusteble rings and of the stccker

geve rise to weaknesses which the Enigma did not

have. In fact the ebsencc of the stecker S cannot

be coupensated for by meking thc reflector wheel U

pluggeble; investigations into Enigma had shown thet .
it was considerably more difficult to find out the steckering
S than the waring of the reflectur wheel U.

In deteil, the results of the investigations were as
follows:

1)  If the inner wiring and the clear weszepe setting of
wheels I, II, IIT =re koown, the waring of the roflector
wheel and the pin arresngement of N1 N2 N3 can be
found out from & orib of 25 letters; this was a feirly
laborious prooecss,

2)  If the inner wiring of wheels I, II, ITT end of the )
roflector wheel U is known, it is likcwise possible to find out
the clear messege-setting and the pin-arrangement

of N1 N2 N3 fxom a crib of 25 letters; this too is a
laborious process,
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. introduction of the 39 machine. Speocisl wishes of the Navy hed to

o ’ . .
- £

The above-mentioned weeknesses of wodel a) wore
eliminated by the introduction of steckering and 'adjusteble
rings on model b), although this hed been done privarily for
quite a different reason, nemely to make intcrchengeable working
with Enigme possible. It was not now thought that therc was any
longer a sericus possibility of a break-in, As however the
system of I and Ni still had a rolatively small period of
21 x 26 it appesrcd desirablc to destroy this too, This ves
done on model c) by making IIT reast on I, and prosented no
technical difficulties.

Finally in iiodel ¢) the total nuuber of periods was °
multiplied by 26 coapared with a) and b), by the introduction
of,a fourth wheel; it was not, it is truc, intended
primerily for this purpose but was added %o carry out
inferchengeoble working with the Navel Enigma.

-

IV, History of Gerast 39

#.del a) had been developed as carly as the year '39
or '40 at Wa Pruef 7; a Baurat naned ht;‘ﬂmILL‘ES (?) played a
lecading part, I remember; I did no% know personally,
In the sumier of '42 I saw an almost complete speoiumen ot
Dr, PUER!s (Pruef 7/IV); it had been made by the Pirm of
"Telefonbau und Normalzeit" at Fromkfurt-on-Main, A
noteworthy feature was thaet when the clear~text letter was keyed
the corresponding cipher letter could be sent out ,
simulteneously by the tronsmitter as a lorsc choracter; this .
wes naturally from the technicel point of view, e fairly
couplicated operaticn. The machine thus was like a cipher
teleprinter except that inatend of the 5-clement slphabet the
ordinary Morse slphabet wos used. The woximwa keying speed
was glso the seme as on a modern cipher teleprinter} it
could not however be made use of when working on direct
tronsmission, beceuse reception at the other ond was not
automatic es in the case-of & cipher teleprintor, but
had to be done surally by the opcrator. That was onc of the
many reesons why the autumstic trensmission part of the
machine wes omittcd in later models, Thie was donc when
Oberst KAHN, the head of the Pruef 7 departient, left, he
having cspecially advocated this strange principle. The
second 1model actually constructed was like the wuodel dosignated’
with o) in seotion II: it only printed olesr text and oipher
text on 2 soparate strips. I sew it in Jenuary 41944 when I
wos visiting Gberstleutnant PECHTER (Pruef 7/ITI) at Planken,

p—"

The chunge from aipher-technical principlc &) to b) T
(and ¢)) wos unde ot the end of 1942; it wns .ado at the
instigagion uf the Navy who laid down the principle that any
nowly introduced olipher wachine for higher H.Q's should permit
interchengeable: working with the Enigma. The army also
adopted this stendpoint: 4in the first instence only the highest
authorities wore to be issued with the new machine, e.g.
OKW, OIE, and tho Army Groups; and only gradually, as production
persitted, wes the Enigma i1aschine to be reploced by
the 33 at Amies, end finally perhops at Awmy Corps, There wore
during 1943 and 1944 between the various H.Q'ginterestcd
many and lengthy discussions and erguments for and agoinst the

~ 23 S

be teken into agcount, The industrial fimm complained of lack
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of materisl and lsbour. Owing to these ond similor diffioulties, -
devolopmunt stopped eltogether ot one timo, but it wes resumed
however, A% eny rate the voguencss of the decisive authorities was,
in addition to difficulties of production, the chicf reason why
the achine was never coapleted, '

(N _THE USE OF HCLLERITH LACHINES AND EPTCILL
CALCULATING MACHINES IN BRELKING CIPHER TEXTS ENCIPHERED

ON "tiudl ILGELIN" TYPE iu4CHINES

The broaxing of cipher texts enciphered on "small
Hogelin” type machines (C36, Bej38, Converter 209) solely from
the cipher text (without orib) is possible when the pin
errangergnt of the pin vhecls can be discovered from column
statistics of the ciphur text. The enleulation inveolved can be
formulated 2s follows:
X =1,2,.. ..,2&;
1 ’

2
Given a rentangular natrix (BKR.)' gl i ,2:.. S

nau

°KR.= vhole numbur': 0., Pind the (¥) quantitios
W

dwzgqlaxl" anqui A Satwmy <

Thu caloulation is carried out with 2 Hcllorith mechine (large
aco.unting wachine ?) provided with spociol wiring., As mistakes
were frequent and the tiuc required wes considerable, the construotion of
special geloulating wachines for this purpose wes proposed; I.
know nothing about their construction, Neither do I know
whether development was even sericusly teken in hand,

In addition & speoial caloulating gpparctus for “inding out the
numerigal value of n linear forms (n £ 26)

Ty, =:§1' PRATN (X =120,

Such numerical caloulaticns ogcur in calculating the thecoretiocal
alpher distribution from the en clair distribution and the
theoretical kick probebilities, All nuabers by end x , which
oceur are not negative, and the metrix (bK) ) is cyclio: this
pemiits some siuplification in the constructicn of the apparatus,
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