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.. THE D OF THE SOVIET AIR FORCE,
19371945, AND THEIR m—! A SERVICE (P
_ : T THE GedePy . - -
* FORENORD

. an attempt is made in this peper to depiot in its madin
outlines the general behaviour of ciphers used by 'the Soviet air
Forde befcre and during the war ageinst GERMANY, ’

The diffioulties which beset such an attampt at recomstruction
ére svident if it is remsmbered that the GiF opyptographic-servios
oh the Eastern Pront had to deal every day with about 100 major
aipher systems and that these were on the average ohaged every
three to four months. The oryptographic service of the GiF worked
out more than ‘900 major cipher aystems during the war ageinst

* the SOVIET UNION, quite apart from unnimbered or elsmentary *
oiphers (and oiphers whose existence waas not indiocated on
wireless networks) whoss mmbers run into thousands.

. . The author has personhlly worked on & large proportion of .
these systems or else supervised the.work and advised others in
& tachnical capacity, but he is not abls to furnish more exact
detalls, since no reference data were aveilable while this pepér
was being written, The generally high volume of treffic intercepted
.and 1ts great veriety mede it imperative for the aeks of 'mental -
hygiene® quickly to forget all details not essential tp the daily
task, Thls wgs pertioularly the case since a comprehensive
£iling system enabled every deteil and every proceas to. be
reoonstructed at any tims. '

" This peper deals only with the -systems of the SOVIET air
¥oroe, but what is written here is donditionally valid for ell
the Armed Foroes of the SQVIET UNIOK,

T. CHARAQTERYSTTOS COMAW TO ALL SOVIED OIPHER SYSTEMS.

*.The generel charasteristics of SOVIET oi.l;hax' systems oan be
summarised in the following points; >

1. Substitution gyatems are used almost exolusively. Ths.
oipher text eppeers s & group of Figures, the SOVIET
- wireless operator is acvustonsd only to send and reoleve
figure symbols. Ths ohief kinds ave substitution and cede-
book or table ciphers, These methods are veried in a number
of ways and adapted in every case to their perticuler purpcse.

‘2, The merked-tends to adhere to non-hatted construction is a
. notable feature E%E In the provision of olpher data and in the °
Uso of reciphering methods. This fact wes often of vonsider~
able essistance to oryptogrephic efforts,

- 3 m'?s% emiﬁnr'knm 5o hard amd fast uni.vu-n? besic " -
.nlnc,r e set-up & orm text to be enolphered

(e.g. use of punctuation, rules for dsaling with addresses and
signaturea etc) or in the epplication of the variocus fundamentals

of enoiphering. This lack of conslstency in enciphering to

‘some extent inoreeses. the diffioulty of the work: every msthod .

hes peculiarities which must be discovered anew in each cese and
which oan in no oess be teken for grented, .- s

- 4. Ve at rtance is univers attached to scoret transmi
.%%mﬁﬁamﬁ
are ple to be enciphared. The-instruotions in most -

osptured keys meke speoial provision for-this, On mumerous . -
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ocoasisng during ths wer, draconic purishments wers ordered
against signals personnel who infringed this rule, but the.

" number of messages trensmitted in clear, for :I.nstame, was

nevertheleas felrly considerable, Thers was apperently no
systamntic monitoring of their own wirelans ntations.

5. - The maintenance of secre_q ooncerni

or mia_' axtroerdinarily thorough., Erciphering a.rr
’ eolphering o wirvless &nd Teleépnons messlzes was -

" service, the cirels of those initiabed remsinod awazingly

entrusted exclusively teo specielly soldoSed and trained ufﬁ.oaru
whd were politicelly xeliebje. Since neither the men nor their
officers had even the sl ghtest knowledge &f bheir-own clipher -

amall, For this reason it iy clmbst impossibly to assist the
task of the cryptogrephers in. tochnizal mebsers by interrogating

" prisoners or by the Abwehr. ' On the ocher hard it is perfectly

o+ 1\;@.&-
5@_"9-'_" £ C’R

comprehensible from a psycholcgical aspscb that the troops were

. inolined to undereatimate thoir own ciphering methods and means
and thereby -1sd to commit in:lisorst:‘.un:.’. ’

II. 'I'HE SHE'A&\TE mmnm's o SUV""' ! CTIMER :ﬂ'E’I'EEB
THE EEY DaTa.

Preliminary ramn:-).cg The Russien aip‘:nﬁzbat is expressed in
mzohinc type as folicwss-

A e B w- B

g L& A e~ £
- ne '3 - W
F w ke KT i- o
o~ o M o= 5.

Ty W ~.f = C
t- T u- ¥ = & .
h- x. Lo W [ Y
ch= i ‘e UL = W .
X~ b 3= 3 4 W
g. A ) =

1'.' _Bubstitution,

e, Simple Substitution - ‘
% Simple subatitution Ls the aimplcst torm of subat:l.tution
oiphe¥, Every letter has cxly one figure valus in oipher.

The stetistios of & oipher texs thereforc yisld both the
number of letters: used and thuir true f‘mqnency <.

The seoud.'lw of the oiphar is very lcm in thn case of
mn—hﬂtteu aubati.tutions it sinks to hil. ;

EXFIE & NON RATIED SUBSTTTUTION:
56 18
E {H 2; w
n|pP |c¢|T
w{6b|b. 3

123 4 9
-’c{ B IO v
AlMH]o Y
X q-mu 0
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) © . EXAPLE P BATTED SUBSTITUTION -
A-2 - I-~85 R=12 SCH=T7
B =90 : J=~3 8~75 q = 8
New6) " - K=-15 T -5 Y - &
G =07 . Le«70 U3 X718
D =85 *H -2 F-2 3-1],.
Eel) N=-03 H=9 - 97
Y - 64 0 =9 g - 2 I -52

CZeis Pe 80 U-h& .

be Multiple-Subesitutuion Table

In the case of & maltipiu substitution table,
Andividusl lettors - and partisularly such us récur freguensly,
- &re each expressed by several cede flgurss,” This blucs the
statiatioal picture tp & greatexr or lesser dagres. Compared
with le substitution, the security of the cipher is indeed
higher, but the varilous. equivalents can be redueed to o com:on
derominstor with the ald of parallsl posseges enciphered in
" different ways (addresses; commonly ocvurring word stems stc,)
or by bigrun staeistids, :

EXAMPLE (% NON HATTED SUBSTTTUTION'
NITE SEVERAL EQUIVALEITS:

- 05 15,65 I=ChL0 M, CR=45,51,82 OH - 2.,59,90

A

B = f, 35,67 T = 05,im,23 5 = 17,52,83 Q = 25,60,
W~ 02,37,68 K =10,i5,76 T 18.53,8, Y - 26,61.92
G - 03,38,69 L= 11,06,77, U <19, 54,85 X - 27,62,93
D~ 0#339070 K- 12,#7,.78 Few w,55.35 z - 28'63.9!]—'
B - 05.“"°l71 N = 15,#8'79 H e 21.56|8? - 29'&-'95
¥ ~ 41,72 0= Thi9,80 ° G =~ B2,57,88 £

-2 «707,42,73 o - 15,50,81 0 - 23,58,8

BXAMPLE Oif HATTED SUBSTTTCTTOHN WITH SEVERAL EQUIVALENTS -
A ~ 52,84,25,67 I = 312,56,86,21 R ~ 34,27 Gl - 18
= '

B = 3-55’)1»1'08 Q-W

¥ - 38,92,67 . K - 19,78 P58 - Y ~93,9
¢ - 60 L~ 17 T - 89- X =06 -
D~ 15 M= 01, 35 P37 3 - 63

B = 47,51,59,2, X - 71,68,29 -8 - 23
V.97 0.~ 85,43,10,39 O~ 64 -4 -9

Z =45 P~ 54,31 1 0-75% i ’

o, Expanded Substitution .

In this variant the nuwber.of dleer texb synbols is inoreaded .
by figures, punotuation merks and bigroms (which are mpatly short
worda); this hes tho effeot of stil. further confusing the .
statiatiosl plotwre of the olpher texis. Bubt even in this case
there aré no serious diffioculties for the oryptographer.

48 in the above-mentionad exnmples, 1t 1s possible to )
distinguish between hatted and non-hatted Porme of expanded
substitution, . ’ :
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EXAMPIE QP TRE RANCE OF SY-BOLS TN AN EXPANDED SUBSTTTUTION

A -N G . L]
B . ; Na 0 1
v NE CH . 2

S - S NO q ¥
D 0 Y. &
Do * 'CB B ¢ 5.

- ZE P ) .6 .

v . P U IS
24 . R x 8

T I.o 3 i) [

. "1z T g %

K U e _ .
L_ L (ll
T_{_ He: No. -

»1l substivution isrients ogusur as & rule os ad hoo or
emorgency keys. 4fter the abolition of PT-tobles-for vhe wirelsss
gperator b the imying device (see below) they ooctrred especielly
often; latterly, however, their usc has zgain been sharply
.curteiled. ) ) - '

- It is not really possible %o talk of & "reaciphering procedure®
with thesé himple keys. It does of course hagpen that simple
non~hatted substitubtions, which in themselvus are unrilated,
appeer &8 reciphering variants and are so listed by a registry,

2, The Table’

The teble is = cipher in an ssectly Setermined form, the hucleus
of which is; in most cisus, en alphebet. The predetermined form
@llows of the zpplication of reciphering rows end thereby of its
more or less long-term erployment without more than ordinary risk
3 @ of compromising the busic key. '

% Sometimes “the individubl items in the teble already have more
. Yhan one’'meening; in such o cese the correct interpretation of,
the oipher group 1s queranteed by special awitch groups.

It 1s unnecesssry o go into details of the .dii‘fer_ent forms of
the resuiting pictureé, aince vverything written in the next chupter
(the code-boock) opplies in equel measure to the tebls.

It should bu pointed out that there is in prectice no clear-out
differentiation of the terms “table® and “oode-book®. The SOVIETS
themselves, for instence, designete aome cipher instruotiona of
several pages (1.4, smnll oode~books!). Mteblica' and not "kod".

Attempted definition: the teble 1s & single poge cipher
instruotion in reoiphering which at the most two independent
. Processes may b¢ used.. ’ ] .

3. Ihe Codc Table (Signaltafol)

. ‘In conirnst to the table, the code toble is in most czses &
oipher mediun clapted to 4 specialized purpose (d.g. eir to ground
traffic of individuel spsoiel unite, meteorclogical reports,
,Feconnaissance cta,). The task of enoiphering letters recedes .
into the background or is even impossible, becausé¢ the basic text in -

most cases lacka en alphabet and consiste of only storeotyped orders,
reports and quaries, - - .
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The faot that the cods table is ususlly a small one, means
that the itoms are not arrenged alphebeticaelly end dan often not
be 80 ordered, because the Hable consists of itsms mede up of
several units joined togéther. Nor.is alphebetioal arrengement
neosssery, begeuse the axpll number of items oan be envisaged at .

e glance . '

: The province of the code teble- ia air to groupd and air to
air traffic, It is moatly written out by hend and, as a rule,
intended for one operationel flight only. Reoiphering is-
superfluous, because in theds oiroumstenoces it is no more trouble

to remodel the tabls.

The security of the oode tells is very high. Sucocessful
reconstruction can be achieved only by close co-operation between.

" wireless traffio evaluatér, oontent evaluator and cryptographer,

Dhe man best suited to this task is not the eryptographer but the
treffic evaluator who achisves his object most rapidly on the
basis of the daily reports on the signals traffie involved,

Captured copies, whioh are comparatively often available (from
ajroreft which have been shot down or which heve made emsrgency
landings) are of very little valus owing to ths short length of .
tims during which such takles rsmain in force. & 4
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EX:MPLE OF AN AIR TO GROUND CODE TABLE

RCCOHTATSSANCE

250 wylet
251 kurs .., gradusow

- 252 - pare'.\.et frontowoj linii .

253 posadké na e}rcdrozE .es.

254  wynuvdunnzE posadka - :

255 senitnoM oborons ¥ kwadrabe

256 :lstrch:.t.eh protivnike w kwadrete

Flgures are given in cloary

310 sewer ’ ) . 477 pogoda -
311 sewero-wostok 478 oblabBnostx
312 wostok 479 weter
313 . Ugo-wostck . 480 widimostx
Ay Ug ' L al1 dra ;
315 . Ugo-zapad - . 4b2 . dovdx
316 =zapad ; 433 sneg
317 mero—sapad
600 - ball . v 830 dwivenle . '
601  km. . 83*  skoplenie wojsk prot:!mﬂ.h
602 metr . 832 otdelenie
603 kwadrat 833 wewod
604 8as “ 834 . rota
605 minut. 835 polk )
. 836 dlwizia  e*a.
150 podwode - ' 857 gorod
- 451  ewtomachina 858  derewnt'-
452 tank 850 W lesu
453 pehota - Be0@ opuohka lesa
454  konnioca 861 ne chomse eto,
455 artilerilt o
456  ext.ogonx S n -
457 ewiaoil T 000 -3iC 769 alphabet with
./ / / ‘three equivelents.
030, 56C 799. £ =

.

R b ST TR
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ks The Basic Book. ; : !

. ‘The beaic book is the principal enciphering medium of the
SOVIET Air Foroe (espeoially in the oase of its most impirtant
branch from the intelligence aspect, viz. the ground crgemisation).
The external form and the intermal construction of ths basic |
books used are varied in meny ways: all variants, from the
atrictly ncn-hatted basic book with.a few hundred items to the
hatted basio book with up o 30,000  items, are presert in many
different forms, .. .

&, With reference to the reletive. srrangement of the various 5
basic book significations, the following variante may be
' -

aa, The Non-hatted basic book. i .

411 the words in the basio book (vie. items) are in
striotly alphabetioal order, both in respect of the initial
lotter as of tha following letters, Pigures and
punotuation marks also are sometimes treeted as words and

. brought into alphabetical sequence,

Onoe this principle has been recognised, oryptographic
work 1s opnsiderebly simplified; restoring relative data to
then true values, ssarching for reciphering and interpreting
new basia book signifioetions (deaoding) dan be.made into
more or less mechanical procasses. . .

bb. The partly hatted basic book

With this variant the striotly aiphsbetioal oharecter '
of the basio cipher is disturbed, in which cese two -
possibilities exiats . ", '

either; ell signifioations remain in alphebeticel order
" a8 regards their initinl letter, but.the position

of composite items waries with different indtial
letters, - ) :

’

Example; Onder of items (P) on peges 1 and 2 of the
: basio book, - c

1t page: BN 1-43, BB 1-12, BB -4
2nd pages. PP L6-95, FX 1-3, PR 1=iB

(In this example each page has 100 linss. The
significations beginning with any one letter are
- numbored consecutively according to their
alphebetioal - sequence). e

)

' .. . This veriant first oocurred during the wer and is feirly
frequently used. - Cryptogrephic difficulties ere incressed,
-In particuler, the trus page valuss of the code~book can only
be restored when items with a single initial letter aover
two pages of the code~book (looation of adjacent pages),
Should -this not be the case, then the trus pege values can be
restored only on the basis of a recognized aystem in

’ -reoiphering,

or: tha sequence of the initial letters in the: besic
. book is preserved, but the significations with a
" given initial letter are in each case hattoed among

' themselves,

.
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Exemple; Order of ;l.beu on page 1 of the basic bopl.:.
ég_ 7, 15,2,43,25,1 eto. T :
B 10,2,8,3,1,12,7,9,11,5,4,6. '
. '24,50,11,1_7,1,8 oto, _
This form cocurs comparatively rerely and then chiefly with

8small basio books in which the items under one initial lettexr
oan oonveniently be covered 2t a glence.

While in the case of this verient, thers is no diffioculty in
restoring the true pagé velues, the lines oen be matched with the
original only if syatematip reciphering rowa are used.

00, The hetted basic ‘book,

. In this oase the significations are not arranged
alphebetically at all, or at the most are arrenged according
to subject matter, (c.g. items for meteorologlosal reports,
eddresses and ranks, units, reconneissence reports eto), '

. To allow of reasonably fest working, either ihe baslo

book must be relatively small or else enaiphering is done from
an alphabetioally arranged conversion copy of the basic book. )
The SOVIETS limited themselves to fzirly small basic hobks of this:
idnd: the introduotion of conversion copies was never deteoted,

. The reconstruction of hatted basio-bopks is naturelly
consideredbly mors diffionlt; the seme applies to- the task of
determining true values, In this cass also, help is
efforded only by some kind of systemetic construction
(recliphering rows, systematic arrangement of figure items
in the code book). Sim:larly, decoding is a more laborious
Proosss,

b. In respact of emi?_ng% of Pigures, the following forms of
. basic book mey -be dimstinguished; - :
ea, The basic book without figure items.

. The basioc book provides no meens for enciphering £igures.
In such a case; either the-figures must be given in cleser, or
else they are altered’ acuording to some suxiliary r _

. soutside the besic book (figure reciphering tebles). Reciphering
of figures by letters and by word items in the corresponding
basio book was only very rerely cbaserved.

In order to prévent figures in olear, or figures converted
eccording to an auxiliery cipher outside the besic book, being
distinguished in the normal enoiphered text, those figure
groups are assimilated to the cipher text as for as the size
of each group ia concerned, But in order to avoid
misunderatandings in deciphering the signals, basko hooks
-eare oocasionally provided with special code (SIGNAL) groups
whioh indicate figures in the cipher text. ° :

.
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. bb.  The basio book with aystematicslly arrenged £igure items.

The figure items are for. the most part distributed in the -
basio 'book according to an easlly recognisable syatem.

M of aystematioc distribution of figure :l.tems
© on two ad;]aoent basio book pages;

-

OIS TTT"
’ 149
1 _ ;

IR ERDS 5
i ' " .

lo

In the cese of this variant, the cryptogrepher is also
enabled to restore the basia baok to basic valuss, if it should
be hatied. ~ Such basic booh were feirly. frequently noti.oed.

On the other hand, 1t is.salso possible to confine the figure ifems
to ons special porfion in the body of the basio books the last pages
- of the book are generally used for this purpose, In this oase
the unknown figure items cen be just ms easily identified as if they
are systematloelly arranged in ‘the basio bock, but' the figures cennot
#o easily be used for restoring the true page velues,

oo, The basic book with a pu-tig& qyltenatio arraggensnt of
gm items,

As a rule, the fig\u'e items are scattez'sd through the
basio bock in ascending or descending order,-but the :I.nte:-vala
. between adjacent figures ore aelac’bed on a purely arb:l.trary hasil. ;

Example of a partially systematic arrengement of figures;

T TT
3 " )
| Emoas
3 P b m}
il
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S Here, unidentified itema ere often recognised as figures ‘on.'l.v
o with great diffloulty: in addition, restoration of true

velues by means of figure elements is possible only to a very
limited degres, : 2 :

dd, Ths basic book with unsystematically arrenged figures.

The position of the individual figure items within the .
basic book is selested on & purely arbijrory basis, both as °
regards their figure value as well as the intervals betwesn
adjacent figures, . . o

Bxemple of &' hatted arrangement of figuress

IKB ll.'L"".. . )

Both ths resognition of figure items and their inter-
. pretation éntell considereble difficulties., Similarly, it is
i * ~  impossible to reconstruct the trus veluss on the basis of
the f:l,gure_ i g )

Such basic books » however, ocourred Wi rarely: they were
alwaya of em2ll sise, ] : :

~

6. With regerd to their internal atruoture, the folloming
distinotions mey be made -

aa, The basic book without spe clal segtions,

Theae are primerily strictly non-hatted data, which
sust dispense with all speoial sections on aogount of the
-prinoiples on which they are constructed, H .

bb, The basioc book with special sections.
" Most bosio books have, generally on thes last pages

5 e smaller or greater number of speclal eppendioes, The
.. . £following kinds of specisl sections have baen cbaerved;
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Figure items,

Nemes of months, .

Timss, . . .
Punctuation merks, . @ : '
Switch groups, :

Addresses and signatures,

Units,
" #eather items, )

Type designetions (airoreft, engines, M/T, arms,

emmunition, wireless stutions etc), :

In extrems onses 2 basic book mey consist exclusively of .
spocial sedtions: to ell intents and purposes it is ‘then a code ™ -
(SIGNAL) teble, . : = . B

. - It is often extremely difficult to interpret the ..
items of such special seotions with exactitude. .

d, The following group of basic books cen be diatinguished on
the basis of the struotiure of the different basio book items;

&2, The basls book with items having only ons. meaning.

. .Erezy item in'the basic book hes one meaning, i.e, in one.
reciphermsnt, 2 given cipher valus will always have the sams
meaning. - .

Sugh basioc books were. the rule before the war, but of latter
Years they are being used less and less, =

- The frequenay of a group in the statistical picture is the
true ones if a oipher group ocours of ten, this means that -
within the oipher text one and the same sighification has in
faot been enciphered that number .of times. :

" bb. The basio book with items, all of which have severel meanings..-
" Every line of the basic book has two or, three meanings, i.e. .
every cipher value can have two.or three differant interpretations
aogording to its position in the message. In siuch a oese,
however, the actual meaning of. evesy oipher group must be
gueranteed t6 the decipherer by inclusion of special switch
) The following switch'groupshave "oocurred in basic bookst=

C) = "Read the whole item", :

= "Read only the initial letter of the item®,
"Read the figure value of the item",

"Read the laft side of the item",

"Read the. right side of the item",

"End of letter text",

"End of. figure text",. N .

Sometimes the above naa.n.inga are varied;

%) - *Read the initil letter or figurer,
- = "End of letter or figure text".

.
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iattar Years of the war,

et Ll
e [

' The emplifying groups required in the besis book ean
have either one or several weanings.:- If one meaning,  they are
falrly easy to find and interpret, If they have several meanings
(end on ocoasion they were found to have 30~40 meanings) '
identification is very difficilt ~ in so far as the amplifying '
groups are not systematically errenged in the basio book :
or else according to set rules or arbitrarily, )

' Exomple of an item with severel meanings.
18t Varients

. 7 -

& pod

9.. pagot :
2 3 o )

The rows of the basio book are divided ipto left end right halves,

The left and right halves have different significations, but they

are mostly in soms sort of relationship: for instence, the initial
lotter of hoth significations mey be the sems. The corresponding’ )
emplifying groups must be; "Read the left or right side of the item."

Example of an item with several meenings;
‘2nd Variant:

[/

E

SR 7 4 £.) - :

Ths rows of the basio book are apparently ocoupled by ons :
signifioetion, but by using eppropriate amplifying groups it is
possible ¥0 reed the whole ilem or only ite initial letter, 'With

this type 1t i1s therefore possibls to assign several meanings to
one letter. o 1 ) o

The nuitber of items of & basic book can be doubled or even '
trebled by the incroduotion of items having severel meanings. Thus, .

with three-figure groumpsfor instance, it is possible to express

nearly 2000 of 3000 signifioations in a simple form, or correspond-

ingly fewer concepts in composite form, instead of & maximum of

1000 aignifioations es hitherto. This naturally distorts the

Statiatiocal pioture end makes it less suiteble for oryptographio
investigation, becduse on-tha ons hand & given cipher group loses

" its absolute meaning, while on the other hand a given signifiocation
(especially letters) can be expressed by & more or less 1arge .
nunber of different oipher groupa. ' .

This t.pe of basio book oame very much to the qu"e aur:ing the

e. The two folldwing'aubtyivisions moy be made oa the baais of
the frequenoy of identical ‘items in a basic book: ’

" a2, The basio bock in whioh only one. item is used for a given '
siggiution. . & .

Every h:.'-gm.fiuqtion' coours only once in the basic book, 1,8,

3
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the aignification "airoreft® or the letter "E" are entered
only once in the book. . .
In: thie cese the statistiocal pioture 1s olear and

unaobiguous, so long eés no oompligated reciphering
+ 8Subsequently blure it.

bb, The basic bock in whioh several items are used for & -
givor 8ignifioation,. . .

" ° In order to confuse the a"hati-tioai ploture, significations

in common use are inserted several ‘times in the basio-book.
This epplies partioularly to frequently reourring letters
and to short words, punotuation marics, figures and
amplifying groups.- | T :
" For multiple enoiphering of letters , ‘however, the ebave-
‘desgribed besid book with items, sll of which have ‘several
meanings (enolphering of initial letters) is used with far
greater effect, A

It 1s usual to keep a ‘few lines of the besio book free for. new

items, Added itews naturally epoil the alphabeticsl sequence of items
. in nonhatted bagio books to a greater or lesser degres.

The above~desaribed kinds of basio book can of course decaur in

© gombined forms. See the chapter entitled "Exemples of SOVIET Alr
Foroe of T . :

phor syatems." .

With the great majority of basic books of normal sise (500 to

1500 item) it is impoasible to discover the individusl item from the

basio book unless the oorresponding regiphering rows have been placed
elcageids the basic book, 1.8. the item is mot yet indioated in the
basio book itaelf by a figure velue; it is not numbered.

"5. Beparate gode tebles.

8, Codirig teble. for addresses..

At times speoidl oovey-tables are used in a large unit (moatly .

an Alr Army) to enoipher addresmes and simatures, and this independently

of the astusl emiphering of the measage,

. Reoipherment of individial table items does mot as & ruls ooour,
or if ®o, only very rarely. ' .

) Interpretation of these address cover grotps: oan be done by means
of the contenta of messages already broken, but the interpretations
ore not always very precise. .

Example of en mddress cover-table; -

325 The (to the) AOC Alr Army, .
327 The (to the) Thisf of Staff of the Alr Amy.
529, 'The (to the) Director of Supplies of the Alr irmy.
330 The (to the) Direator of Signals of the Air Army.
', . eta. :
347 .The, (to the) ADC Air Corps
349 The (to the) 400 Air Division
The (to the) OC Air Regiment

350

etq.

3
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; 366 Ths(tdthe; 00 RAR® -
368 The (to the) GO of the BAD®

. " 8ta, T .
' ; ' _ . : (Tres: * RUSSIAN ebbreviations}

b, The .coding table for a/o types.. .

Similarly, airomft types were also enoiphered méoi-ding toa. .
spesial table. This table, however, wes valid everywhere at the front,

. These a:,l.mz-a'.ft oover groups wers used not only in ata'reo‘_typod
. 8trength. returns but also oocesionally in messages enaiphered according
to & regional oipher systsm, : :

These t_abiel also were reolphered only et mre intern].l end
then non-hatted or partislly hatted rows were often ‘used. )

Theee tebles ware broken into directly through the onmlata. text
of & broken messags or else by means of the files .of. the. evaluation
department, : . .

'6.. meo&

- For enaiphering stereotyped reports, sc-oalled proforma sheets
("proforma No....") were used: they were valid looally.

" In the first place they conoemsd the tbllawué types of report:

. "I . Strength (personnel), .= -
. . * ~ Btrength (eiroraft),
S . ' Strength (i/T),
Movement of fuel,
Movement of Ammunition,
State of Airfields, : ;
. Eodloal aondition of the men, eto,

The oolumns 6f the proforma.ars nimbered in sequence, the veport
values (mostly Pigures) ere given in olear, ‘only words and sentenoes
ere enoiphsred, often by the regionsal enciphering method in forge.

For differentieting between various proformes within a dlatrict,
they are given a serial number; ‘somatimes they are also ‘announced by
& speolal gpdp:group, elther alons ox edditionally, .

. v 1Y

“r ' -Exemple of en eiroraft strength return:
o Eroforma No, § (alroraft strengths) -
et ‘1) Unit number .- . " 27.AB/29.AP
' 2) Total number of airoraft’ .29 32
3) servigeable: : 2% 2,
4) Type I, 233 2
5) Type II," . 2 3
6) Type III, .0 - 9.
" 7) umsexviceable: 3 &
B) Type I, T .2 &
9] Type II, 1
10) Type III, . 0 o .
- 1) under_repair away from unit: 1 4 !
12) Type I L : ' 0 2
13) Type II, 1 1
14) Type . lIII 0 1.

Olpher message: 1) 27, 2)29, 3) 25, 4)23, 5)2, €)0, 7)3,
8)2, 9)1, 16)o0, 11)4, 12)0, 13)1; - 14)0, 1)29, 2)32,
- 3 24! ‘.')ml 5)’! [ !l 1)"‘: Q)""l 9)°l 10)01 11)“'!
S 12)2, 13)1, W) F g ! _
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Example of & report on the state of airfielda:

1/ Mxfield ascording to mep grid or enciphered
- aagording to the msthod in use by the unmit,

2/ Bize of airfield (total), : :
Size of runway, .

L/ Servicesble cr n6t? (clear text or oipher).

Cpher. 3 '5/465551: 2/4000x800 3/200xk0 U4/net,
1/39;;23“;7?2&1000 '3/150x60 4/da, S

. The working out of proformas wes the task of a #mall group
of workers in tho Evaluation Depertment. The personnel, however,
wore mostly from the oxyptogrephic depertment: in addition,
oooperation between there men end the oryptographers wes of the

:-dlosest for teoknionl reasons,

7. ‘Lettered ooerdinates,

There were bdth-genera.i and regional lettered ccordinetes,

Their ocontents elso were handled by the evaluation department, -
The suthor remembers no details. " -

The recognized specialist for Jettered ooordinates (and for.

* - proforma reporta) was Reiohsengestellter* (later Feldwebel) Pauwl
KAHMLER

»,-¥ho hendled these branches.in tho oourse of his dutien

“with II/353 in a monner which was a model for the whole of the

esat and which has never‘been surpessel, K. entored the hoepital
at ORANTENBAUM neay DESSAU a few weeks before the suryender,

;uftqﬂ.ng from blood polsoning; the suthor knows, nothing of his
ate, .* ' ; ) . .

Before the war the SOVIETS enaiphersd weather reports according
‘to the COPENHAGEN oipher., During the war, however, it wes in -
addttion reqiphered with a asubtractor table which psrmuted every
#lx hours by hatting the table oclumna; furthermore, the sterting
points in the table were similerly altered

The subtractor tables ‘were changed at irregular bqﬁ short

intervals, .

The Listening Service in the e.ut waa nuv.er concezned with ]
breeking ‘these specifiq weather meseeges, This wes- the tesk of the
Direotor of Meteorclogioal Servides with the Ope, Staff (Ob.Insp,

Only in 1544 was a plenned deciphering of intercepted '

-'.'matsmlogiqal mossages instituted at the request of the LUPTFLOTTEN.

This wes done in the Abteilungen of Regiment 353 by one or two

. %,

", meteorologioal oipher personnel belonging to the Direator of

Meteorologloal Services, -The six-hourly permutations were deelt
with exolusively in the Direator's offices and pgula.rly broadoast
to the Abteilungen, ) : : - .

The meteorologioal group in eich Abteilung wes likewise '

subordinate to the ‘evalustion dept.

[Tros.* ‘& grads of oivil servent. ]’
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' B. RECIPHERTNG MErvors, _ ‘
_ The basic cipher 18 determined by its extermial form end by the
sum total of 15 items, If thome items are rumbered right through”
- end the clear text is then enoiphered with these baslc figures, the .
Bum of such figures (the statistioal ploture) yields a fairly ooourate

‘plcture of the basio key, Externsl form end contents cen bs Eeen
es 1t were thinly dieguised by e veil, -

. ' Ail reoiphering therefore has as its purposs so to'ali;er the
enoiphered text that not omly ere aertein figuves replaaed by others,
but 2o that the stetistloal ploture of the finel oipher text shalls .

1. disgnise ob for ns possible the true form of the key
Jused, and. : ' . =

2.bnal':|mthaﬁ'equsmyofﬂworlghallmguageu = 0
radioally as possible, . - . 9

- To rohieve this cbjeat, the SOVIETS use the following kinds of
aids to reaiphering: . :

1. reaiphering rows to place.alongside the text,
2, eubstitution tebles, P o4 :
3. adder tobles,

'+ Regichering Rows.

In the onse of most SOVIET oiphers; the vorioua items are not
designated by basic figures, To resd off an item in much onses one

must place elongside them ell nscossary reciphering figures or else
mug:em in,

" In the case of. small keys it is oommon practiocs to write in the
oorrespondingly short reciphering rows in the eppropriate squares of
thio key and to erase them affer use or when they have lost their

. validity., This method, however, is practiocal only when sach .
' reciphering method is in use for & long period (say 2, houtw) and

¥hen it oannot during such a period be replaaed ‘at will by other
methoda, . .

. If, howaver, the koy im & oomprehensivs one, - the number and
length of reciphering rows are considerable end chenges in
reaiphering must frequently be mods, then a whole series of
Toolpherihg rows is generolly prepared-in advence for a given
period, These merlem of rows are then.spplied to the original oipher
date: socording to the existing rules, The SOVIETS oall the eerdes
"of. rows "wkledyohi®, : ‘ :

Apart from' the nutber of symbole in the individusl members of
& row, the following rows moy be &istinguisheds )

2, When om Andividua) mémbers of a Yow:’
" Examples:

oontiubally sscending: 25 26 27 28 29 30 31 32 33 34 35 36 .
. eta, : )
oontinunlly desocending: 81 80-79 B TI 7€ 75 7 L T2 eto, *
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:I;n asgending aﬂi.'hmaoal N
progression: ; zg 25 30 35 4045
’ . to. :

B&x
[C1

. in desoending srithmetical
. progression; i@

=

66 55 4k 33 22 -
00

?

bb. The partially azut.emt:la YOW.
Examples L

asoending in irreguler intervels;
|- Ok 06 ©7 11 14-21°26 29 30 39 ota.

desoending in irregular intervals:
75 T4 69 66 65 64 58 52 47 eta.
uoeystématio xows with _-ystemaﬁo fragments:

1112 13 14 15 77 66 55 44 18 16 22 24
.26 28 eta, :

00, The-ungtémat':l.o ow. - ,

With such rows, analysis fails to dimcover any
obvious faots, YR e o

" b, When m' aring rows of the seme kind, i.e,. muoch as are
intended for the eame regiphering pxocess, in regard to their
mutual relationships, the following poasibilities oosur:

2. The Yows eve oycliocally permuted.
' A11 rows ‘m mly cyono pémut'aﬁ.onllof a single row.’
. Exemple: o
Buio'm: 10

P’ei_'mtaf;imz : J'

" If ome row of the series is availeble, all other permutations
oan Yo reconstructed from it, - Fhen reconstruoting e new
row only oné value is necesmery to get out the entire row,
The baesia row oan, however, have more elements than the
normal reeiphering row, : :

Exemple Lt ) " B
. Beslo zow: *27 44 28 56 03 81 €3 00 74 92 93 .48 50
Varients = reolphering rows: . '

03 81 63 00 7 92 93
"7 92 93 4B 50 27 ik
50 27 kis 28 56 03 B1 . eta.
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* bb, The rows hang together systematioally (megio squares).
’ The rows of a series.may not have ‘the mame value in the .
same position., If for instence the initiel figure of a row

is 7, then no othsr row (i.e. in preotice not more then nine)
mey have an indtial figure 7. - . ’

Exemple of a meglo square (Letin sgusre (SYSTEMQUAIRAT)):

Wi
“0) .

MO~ OWF U N -

N D= AIE VNSO
DU O - NIV
O~ O = mwuong|n
W N F- O~ N2\ O

FON2VLAON

=2\ AN O -y
= O\\O N\ ~J'0 OF \w
D 0 =20 N O ~J £ Ui ;oo
N O D\ - Ay

r-l—

O\ N~ TV -

-

“In this case the yows of & series oannct ensily be deduced
.from one singls row, but reacnatrustion of & few rows is
g O - suffiolent- to facilitate the task of finding the-others,

09, The rows are independent of cne snother.
The only ocimon.faotor is the number of members,

otherwise they are aompletely unrelated,
. In this gese every xow must be discovered separately.

o. Qoimporing the individusl mesbers of ‘a.fow on the basia of
their validity leads to the following conolusionss ‘there are rowa

- with members having several veluss and megbeis having only one .
valus, - - * :

aa, The row with members havigg_lg;z one velue,

’ - All the xows given 50 far oan serve to illustrate
© e this form,' - . -

'bb,_ The row with members ﬁnvig several values,
' In such rows the various items have no sbsolute valus, .

but several equivalent values, The individual veluea of .-
a member of a row aan beé used indifferently vhen

. nbiphez_'ing. i

. . Beemple: |
4 . The 5 colums of a teble are to be reaiphered by
single-diglt numbers, Since, however, 410 single-
diglt numbers are available, every individusl

member ocan be given two values. The yow oould
then be rendered am follows;

5/11/9 €/8 o/ 2/3

. If the table has only 4 colims, however, 1t i
« * even poEsible to give some ms_mhazg thres values:

w6 of35 /Y8 5/9
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But if several: adjacent figure velues are choasen to
represent- indiyidusl members of the row, then cne
epaeks of "figitre .range® reoipherment zBareiom-
iberschl Gaselitig) ,

" Exempld of & row in"figure rotige reg-h;hering. L.
-86-97 4-52 07415 63-69 53-62 33-56 i€-24. 70-85 98-06 27-40

In this roW tlie values 63, 6L, 65; 66, 67, 68 and -
69 would for exsmple, be the reoiphering Pigures for -
e gingle ¥alug of the key. - < .
By the uje of reciphoring xows with meubers
having several valuse, ths key itself sppears- larger
in the st tiatical pioturs ‘of the aipher text than
it aot 14 - the statistical ploture is thus more
or less strongly blurred, s

a..A180 when

-, Alao phrdri 81 2ferent kinds of real rows of a
. Yéoiplioring system, -1,5. xows used for ‘@ifferent, reoiphering
t{ibce!‘sein?ealg.__m..i'gw is used for rediphering the pages and
Bhothed fob redipherirg lines), .thé semie cbaervations as in -
paragreph C may be meds: L : e .
ba, The tows okn be budlt tp ot of cne another,
they exe oyalll varlents; . . . P '
bb. The'rows.heng together in sise wey; )
' Example: while the A-rows of a two-Pigure key )
-, are read vertionlly from alan square, the *
B-rows in the seme square are réad horizontally.
0o, The rows i!'re-oompleta'ly-unrelated. o
The effeot of thede alternatives on oryptogrophy is the seme
as in.paragraph C, . ‘
2, Substitution Tobles.

. While the row lilll.pla‘:,ed.alorn_.gnida the koy page &nd the iatter
gotitains no (basic) figure values for its items, the necessery
predondition for -rediphering by substitution teblé is the- presence

N

" of such basia Pigure values in the key page, -

_The iteiw are Piret of all road off from the key page togethar .
with their basio figu¥e velues and then these basio values ere ohanged

aocording to & substitution- table, i.e.  reciphered.
Bfamplp of o substitutlon teble,

1.2 3 k.5 6 7 8 9 :
"0 |29 1127 €81 467 551 40| 07| 79, 38| D0
1 143,103 | Sk | 891 18] 397 817 "3 1727 | 50
2 KEAN:H _-_9'3_._.35 661 287157 B, AT Y6
3 13619 137 007 "02'| 67|48 [ 231 T1Y
b 7214617871726 _21_-_-%._::__22._.;_.951_12 .
. 5 |47 1881 L5] | 231 B1[ 06| 58 €5 491 B3
6. ‘| 8| 01 PR AN AN
; g AL 62 r._“;__aglj_._pk 99._3.;.._;3_.:_.;;9'__.&2.
93 5 A2 A% L 1!
9 ‘3‘2’ 29 [ 80 43 971 921 14" 27 g

When_reciphering single-digit valu;l oujtsida. the key, one speoks

of -a subatitution row,
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Exg. le of a substftution row:

Pigure group of the key: 04123456789
Cipher text: 7658494023

Substitution tebles (or rows) are used only very rarely in- .
SOVIET methods and therefors meed no further elaboretion in this
context. See desaription of the "okk~5" on page 37,

" 3. _Adder Tables. ]

The use of adder yeoiphering was never cbmerved-in purely sir .
traffio systems. Only tho gensral five-figure systems of the
RED ARMY, whioh are also used by the Steffs of the Air Forae, use
this form of reelphering. ; ’ -

In reciphering with adders, the oipher text whioh has been
enciphered by using the basioc figures of the key is reoiphersd by
using the so-oalled edder: in this omse the adder tekes the form
of a row of figures, in which the latter are grouped purely

erbitrexily ond in whioh the various adder figure groups do not
reour, ’

Exemple of reciphering by edder:

olpher tert: 8102, 10231 67024 18729 56039 82465 6702k 56039 8102
+ edder: 70568 3908l 54022 77757 13900 57337 82582 02223 9P5Th

final cipher

soep 51982 49215 11046 85476 69939 39792 k9506 56252 TB598

(obtained by non-ocerrying eaddition

of figires in the seme aolum).

The frequencies in the basio figure text have been completely
broken up by the adder; if frequemcies ocoour in the finsl olpher
text, then in 59 oamses out of: 100 they are "bogus", 1.e. identical

. odphexr groups have different meenings.

If the adder groups ere ndded to the besia f£i text when
enaiphering, then these groups must be subtraoted (non-oarrying)
"from the cipher text when deoiphering, . Oomversely, if the -
subtragtor grourswers subtrooted when enoiphering, they must be
addcd when'deciphering. . : ’ .

8, The adder table which is used seversl times’ "‘obg&;j bloknot")
1

It oomsists of & few hindred arbitrarily assembled five-figure
groups (10x30); every individusl adder. group oon be demoted by :
different oombinations of a two or three-figure number (the indiocator)

end thereby dvmignated .as being the initial group in the reoiphering
proaess. . ) . :

-

Every adder teble simlinxly receives its own reoognition number,

Such"uiversel adder tebles” were ‘intended for reaiphering

several messeges;. ‘they usually remained in use for some weeks, during
which time only the sterting grqup was varied for each message,

x .
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If. & numher of messages were enoiphored with tha sems
adder table - eyen when different atdrting points were . used -

" it was possible to reconstruct the tebls, thus providing.the
hecessary precondition for reeding the messeges. The work was
labordous but: feirly mechanical and necessitated very - relieble
but not necessarily qualified personnsl. Wwhile at first (19395

o a depth of 10 messager was oonsidered necessary to
) ‘oryptographic suocess, ons had latterly to bs content with 2
messages - and suoocesses were atill adhieved. C-

b. " Ths adder teable which is used once only ("individualxnyd bloknot”). -

.- Individual tables are just as largs as "universal'" ones but
there are no indicators to determina the starting point,

50(7) tables &re made up into & "bloknot", The
i "bloknot" is given a five~figurs identification group and the
tables ere numbered right through, ’

. Every "bloknot" is, issued in two copies which are
hended to the two stations which are to encipher agcording to
this "bloknot®, after the receiving station has receipted a
mesgege, hoth stations estroy the pags used for enciphering and
deciphsring (both ooples of which bear the sams seriasl numbier),
and confirm its destrustion on the cover of the "bloknot®, The ..
purpose of this is in all ciroumstances to prevent an adder
being used twice. This rule was brokeh only in rare oases,
€.g. in the last doys of the siege of SEBASTOPOL, beocause the

. 8upply of "bloknots" broke down. On the whole, however, the
supplying of ell higher HY's of the RED JEMY with these "bloknots"
has been e mesterplece of orgenisation, In spite of the
absolute security of the "individual" tables At must not be. -

. expeoted that the SOVIETS rely exclusively on individual.sdder
regiphering, beceuse the ciphering proosdurs is very laborious
and demands.steff having some degree of intelligence as well
as practioe, ' .

. % of & universal addsr table, o; ®

10 17 25 3. .39 4. 53 63 80 ¥ .
173 28476 90416 38410 33552 38496 22987 30416 77465 11100 64599
93598765 21415 3314h 28490 LEST3 15146 33775 20495 31157 35746
855 m 71685 ‘II‘t‘G 87881 UBW. % s0u0e acsae esocs sencs
Wesse S0une 00er 0s0dc senas -
511 eseRe " .. .
usw? o.ue

"as0e

Trns; & The abbreviation "usw" = etoetera, -

~
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The sum total of all the néoelsa.zy data, eauxiliary. means and

working instructions for completely enciphering (including reciphering)
& olsar text constitutes the cipher syditen. L

1. The. reciphoring sidtom,

The reciphering system is the name given to the whole of
the rows and tables necessery for complately reciphering a
glven tekt, inoluding the instructions for the various
reéiphering processes, bhe way of resding cipher groups,
Por building up the indicator and determining its position
in the oiphsr message, for changing reciphering desta and .
for the use of dumdes, . '

. The process of"nb__im.

A Mstinotion is mpe between nﬁ;ie and multiple
Yeoiphering esgording to the number ¢ proceskes irvolved.

i'a! mh rem' hering,
In this kind of :’eoipharing; ‘the key is altered by °
- On@ process only, and thus by msans of a single reoiphering

.

mmﬂ .ES-.: . ‘ - I ’ . e i
1.

.4 10 x 10 table is reciphered by altering the columna .
of the table: this is done by placing elongside & :
.TO¥ consisting of 10 two-digit members, The lines
retain the values inscribed in.the teble,

99 35 07 12 8905 €3 19 21

| WU wn L~

2. 4 L0-page code book is altered by reaiphering the
Pages by means of an unsystematic substitution
table (4.6, the 4B -values of. the oipher groum);
the 0D -values (lines) remain as unaltered basio
velues of the cods biook,. .

bb, 43 recipheri

In this oase every item i= altered by severel Pprocessdss
either exdotly as BNy rows are available as there are proossaes -
or elss the number of rows is less, in which case an item, -
ut_nougn'occming in several different-positions, will be
reciphéred by the same row, : L
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1. Ina four-figure msthod (the aipher groups are

2

then usually calied “iBCD") the s-values

(i.e, the pages) are, altered by weens of one

relophering row, the B~values (i.e. the

quadranta) by neens of & second row and the CD-
- values: (i.6. the lines) by moans of & third row,

In another four-figure method both pages amd’ -
quadrants are reciphered by means-of the sams row,
while the lines are reciphered by means of another
T'OW. . . .

' While in the first example, the number of prooessés

equels the number of rows used (3 s 3), the second
example again involves three processes but the-use

of

‘only two rows,

The higher the number of procssses and the greater the
number of reciphering rows used, so much greater will be the
divergence between the stutisticel ploture of the -oiphsr texts
end that of the (fictitious) basic Pigures of the significations
in the code book, 1.6, the more diffioult the oryptographic
Process will become. ) ’ :

b. The series 'd:' reoigrigg. rowg, -
All the rows used in one reciphering process ere grouped
together in series, and each row is given a recognition number.
<hen dealing with & basio-row or an adder teble, however, every possible
atu_'ting point must also be determined by e recognition number.

1. Series of 10 rows, ench with 10 single-diglt elementas
'-'Reoosn:l:tion
nunber
0 O 4L 5967 38 21
1 15032147986
2 0L'516 380927
3 9581020547673
L 01 2.6 958 4 37
5 730954 21L8¢
6 717054 2896 3
7 1.89 3.26 7045
8 3708 %6 29751
9 B8 4632570910
2, Basia row,’ } ‘
: 8 1 '-'6 2 0 .
stqﬂinguo-.'r'f—l'—}'-_ﬁ_'%'_'l—a"_%
ognition num- -

ber, -
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The nhoﬂ.ce of starting po:Lnt can 'be expresssd
9ither'ty the figu.m value of the firet element
of the row or else by apscial atarting
recognition numbers which naturelly. do not
agree with the figure value of the
oorresponding element of the row, nor do
they need to agree, In 'the first case, the
starting rsoognition nucber for the row
73654209 81 _
:gnld be "7", in the second case it would be -
: mBR e

w F
.

The purpose of & change of reciphering medium is to
break up the mass of materlel enoiphered according to a given
method in order as far as possible to render more difficult or )
even altbgether imposaible ‘2 stetistical comperison of the verious
uwssseges, , Therefore the more frequently the reciphering medium
is changed, the more diffioult will tm breaicing pz'oosan ‘b,

;nf‘ragunnt change of reoiphe w tablen

In the cass of infrequent change, vu. shout ava:y al..
hours or even less often, the reciphering tables ere
gemrallv 121d down in edvancs by the superior authority for

. & perlod of & week or a month et.a time. This meens that
the individual cipher Lessege need not oontain any special
indioation of the reciphering medium chosen,

b. Prequent (individusl) changs of reciphering febles. - '

. If on the other hand the reciphering taxm ia to be changed
- often; say for every message, ths encipherer is enabled quite
independently and erbitrerily to chose & reoiphering table fxow
the system at his disposal, Thia enteils the necessity of
advising the stotion at the other end of. the reoiphering table.
‘used by including 2 spealal key group, i.e, the indicator, :\.n
the bqu of the messags, -

This type of muiphe:-ing has triunplnd Un the J.a.tter ;am
of the war, whareas baefore the war long-term reciphering
. tables, i.e. such as were 1aid down beforehand and not
Aindicated in the messcge, were in gensrel use, .

o jo of figure values in the Yeol gyston, ..
If the reciphering system is :|.n use for a falrly long period -
" the figure values of the differdnt series of rows are
..altered at given intervals, mostly onoe a monthi thia does
not involve any change in the generel working instructions
for ths reciphering proceas.
After a certain time has e:l.npua the ava.ua.bh rows do hot

. oolnoide with the message :!.nd:l.uton and they must then -
be built-up afresh. - ] _

d. Ohange of reolphering system :
It was repeatedly observed, eipmu& in the cese of the

2 —_— —— - . - - - - —_———
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southern Alt Armies; thet after & systen hed been in iuse for
. ) a fairly long tims; the ksy datia did irideed remain in fores |
“rwe . ' . but the reoiphering system.had been -so rbdicelly altered
’ : .. ~that It wos several weeka before both scis of key data weie
spen to-be identioal. Even ekteinally the thangs was-
very worked; .thus.for instenas, messeges exciphered by
means of a-1000-item key appesred in four—figure griups,
then the reoiphering system was sb altered thet the method
Emsumed a three~figure .aspeot end finally, Gus to a fresh
thangs of rdciphering Hystem and to the introductioh of twow
figure dumdles, & five-figure mathod wes developed.

' This fact demonstretos how very inadequate ia the
,0lasaificetion of SQVIET methods according to the
‘eppearance of the aipher groups. .

3. The key group (the iniibator). o
' * The recognition numbers of all the rows, tebles. and some-
bimes stirting points used for cne reciphermsnt are combined in

& so-called key group or indicator sccording to & presdribed
ayaten, . ;g ’ s

e. The indiontor in the cipher messoge..

. The position of the indicetor in the cipher message

is ‘presoribed and 1s generally inveriable for a given system .’
Only,with the five-figire adder messsges seni befiore the .

‘wer (gensral #*bloknot*) was the positiom of the adder

atarging group in the measage changed daily (1st-10th .
position). ) : § ]

" The inddcator {s pormelly placed at.the beginning .
(proomble of the messege or in cne oft-the first positions
in the body of the oipher text) or at the end of the
message. . . S ow g =

Sometimes it is repeated as a safegueid; then it
may be placed both at the beginning and at "lhﬁ_ end of the - -
MOSs8y8. . 8 . §
In order to digguise the indicator, at least to some -

extent, the number of its figurés is made equal to that
of the oipher groups. Furthermore, the equivelence of two
indloators can be very strongly disguised by using
: dumies for or by allotting certain velues to sqme or |
. all indicator figures, . . '

b.  Method of resding the indicator

. The indicetor is usually reed in the seme

vay a8 the other cipher groups, Thus if & cipher

group is read.ADBO, the indicator is read-in the sams

menner, , _ . :
The methods of reeding mey, however, be different, .

Then the relatlonship between oipher group and indicator

1s considerably bluired. In pome partiocularly complex

cases it 1s poasible unmequivooally to intcrpret the g

indioatar only a long time after recovering the relative

or even the originel key datea and after recovering a

fairly large number of recighermsnta. .
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9. Couposition of the indioator
In —— only one indicator is nseded; . .
exceptionally two key groups oxre used to ietemim the reciphering
process, ‘
. * Exemples fof the huild-aup of indioatirs;
1. ABOD (L~figure method)

& = eria]. nucber of thc page—reoiphenng row (two-dig:l.t
a d ® ® guadrant row (single-diglt)
. . L L " " line row (single-cligit)

_2.

va
ut

-IS'

. ‘serial numbar of the page row ( two~diglt)
Qurany <

aria:l. number of the line row (single-digit)
® & »guedrant row (single-digit)

ouwd
Uuna

= 3

'I_S.

A= aez-!.a.'l. mmbez- nf the page row two—ﬂ:l.git
B= . ‘% line row (two-digit

. AG '= serial numbers (with:ln the given rangs) for page - .
and line (the sems row) (single~digit + singln-diztt).
B'= serial number of the quadrant row (si.ngla-digit). .

5. ABGD

© 4D = sector number for coupled page and 1ine ron
¢ (single-digit + single-digit) .
BC = sector number for the guadrant row (hwo-d:l.git)

6.. ABGD

A= ser:l.aJ. number of the quadrant row (single-digit)
B = line row = starting point for the
quadrent row isingle-dig:.t)
. . tl'a-dig:l.t)

1 seotor mmbor for the page two-digit)
cp(1 M m ips single~diglt)-
ABZ.-.". " ® % guedrent single-digit) -
2) dummy -7 P
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To corfuse the enenw end to render ureahng more
difficult, cipher groupsand even indicators ars padded with '

figures wh:.ah have no,aignificance and which need not be taken
into acocount when deozpnering. .

: sonetimss :l.ndesd one ‘element :Ln the o:Lpher ‘groups oan be’
_deletdd when 1t.1s not a pure dummy, but hes been puty in solely .

for cheaking purposas. These are cases of so-celled chau!d.ng !
ﬁgures.

ml_g of checicing figures: S A

The 10 columns of a ,tebls “are rec:.phamd nth the
& : follun.ng row of ngu.res-

.00 16 25 38 47- 51 63 T4 .89 92

-The A-values of the two-digit raeiphering figures each . .
ooour only once in this row, similarly the B-values. Henoe the

. B-~values are merely checking figures for the A-values

* coupled to them (or vice-versa). The B-values therefore
serve only to identify ox to nuliify errors in reception:

they can be oancelled without further ado.

"

5. MNethod of reading the oipher group (the indicator) o,

In simple systams the ciplier group is read quite aimply '
from left to right, The valuc of the first element in the group
gives the reciphering Figure for the largest subdivision of the
reciphering data (the page), the last figure gives the value
for the sma.llest subdivision, ‘i.e, the line:

. i The more gompucated the type of reoipher!.ng, the more
irrejular end "arazy" is the method of reeding the group.

The method of reading the cipher group is indicsted by the
firat fow oepital letters of the Letin alphabect, where ‘A always -
stands for the first.element in the group, B for the second, C for
the third, D for the fourth azﬂ E for the £ifth,

_Eximg___g of formlae for- the method of reeding;

CD = A( quudrant GD (una)
C = 4D aga). B({ quadrant),

= A(page), B(quadmnt), G(].i.ne), DE(dum:d.aa).

III. THE CITHER SYSTiM3 OF THE SOVIET ATR FORGE 1937+t
AND THE SUOCESSES OF Gal' GRYPTOGRSPHY IN GENERAL

Preliminary note: Until aebout 1940 it was herdly possibie to-bakk -
" of spacial cipher methods of the SOVIET Air Foros,
because the.air units were purely arty flyers s
and subordinate in every, rcapeot to the arpy.
. For this reason the iir Foroe was in tho sams
' t position as the army units, even in rospeot
e L. ' of its supplies «of oiphér material,
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The volume of traffic was on the whole not lerge apd .
increased only during the periods of the spring manoesuvres and
of the antumn exsrcises. But in any csse the amount of .
traffic intercepted was unsatisfectory eowing to the somewhat:
unfevourable looetiors pf the German Listening Stations. Even
80 it was possible to.work out & very ‘veluable picture of the ensmy
sltuation on the basis of the materiel broken, Treffio
analysis hardly played. a park during the first few years: it
wes of little value in view of 'the intelligenoing of the
tactical material broken and cannot be ‘compared with the
successes achieved by treffic enalysis in the jest.

1. Proctice Messages N .

.~ It was possible to classify es purely practice
treffic e considereble proportion of the messages intercepted.

&. Nonsense practice mEszages

. Meny practice mesnagés were xeocognized as nonsense
ressages on the basis of their stereotyped composition
{ standard number of groups, systematic composition of
individuel groups), They were elso frequently designated by -
& oode group in the preamble or at the ‘beginning or
erd of the message ("ub", 01234, 56789 etc), - The
epsarancs of the various groups of o measage varied;. two
to six-figure groups, four and five-letisr groups.

Sometimes it was possible to deteot rolationships . -
between the figure messeges. Practice tebles were
sucoesafully reconstructed; from these,-individual

. prectios messages could be read off. The method
of reading wes determined by an indicetor, .

- s

b

Tactical prectice messages

Tactical practice messages were in evidence among
the ‘treffic of all deciphered gygtems. These mossages,
too, were identified by the group "uB" in the preamble.
or by the inclusion in the enociphered text of a suitable
ilﬂiﬂl‘-tion-

In the oase of .material used on‘manceuvres, there
vere wessages containing stexeotyped.facts and nemds, .
and these kept on recurring. Thus exeotly identiocal messages
appeared on two or thres Gifferent menosuvres. It
" mast be assumed that there cxisted & manusl containing
standard teotical texts and that this remained in use
for a fairly long time, . ’

2. The two-figure table in gensrel use,

A two~figure teble in generél use was, as laid down
. in orders, intended in faot only as an suxiliary for enciphering
contact treffig between the wireless operators at the mschine;
this was denoted by the nome originally glven to it by the
SOVIETS, vis, "peregoworneM tablloa dévurnogo radista®, or
H f Ol"l_hol't. LR
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But a large number of messages was enociphered by this
table, which was the only ciphsr device available to & lerge -
nugber of persons - even to (R's, and thus to the wirelsss
cperators themselves, It is not known whether this was merely
due to slackness on the pert of the responsible oipher officers,
but this is not assumed to be the ‘cose.. Rathor does it
eppeer to have been done on purpose to preserve the steff

- method (four-figure, see below) in order by all meens to avoid a
’ pr«ma.tu;:a compromise of the latter,

The PT table oonsisted of 10 x 10 squares; most squares
hod two meanings; two switoh- groups were used to indiocate which
meening attached to the olpher groups. One of the switch groups
controlled lstters, figures and punctustion marks, the other
controlled word and sentenocs items; the voosbulery wes roughly
the sams as that. of the international J-code groups. -

The tdbles were in use for about & year'to 18 months., For
examples, ses next page, ..

The tables were reoiphered doily with two ter~element single-

. 4igit rowa, Both the horisontal end the vertioal rows were taken

from the sams Latin (magic) square., -As & rule, each Latin square
was in foroe for & month and had validity within a glven military
distriot, Very seldom, the rows from the ayaten table wers

permuted oyolically (or else the rows of many Lebin squares were

.~simply qyelic variants).

. PT matorial could s & ruls bs broken in its entirety. The
seocurity of the key was vory 1ow: it was mostly o case of sinple
letter reoiphéring: thms to all intents and purpcses the FT
mossages wWere sirple substitutions. The systematic relationships .
between the reciphering rows of & military distriot could,
provided part of these rows was availsble, leed to & more or leas

. oomplets reconsiruction of the whole Latin sguare,

3. _The three-figure air Foroe Gode in generel use.

4 comperetively simply constructed (lexicographic) end .

- simply ‘reciphered cods-book wes intended primerily for air to
-ground wraffio, This treffio wes, however, almost never heard .

on gocount of the short rangs of the airborne trensmitters.

In eddition, this method wes also used by grouh:i networks d‘ the’
Alr Porce, ’ '

As fer as I can repember, two methods of this kind were
used one after the other, : ’

.2 _The 1937-38 thresé-figure 'Alr Poroe code=book.

The basis of this 'was & code book of 7 pages, each of which.
had 100 lines and alphebetical oonstruetion .

The- pages were reoiphered by means of a simple, unsystemetio
row; the lines (BO) remeined constant,

‘Oipher security was oorrospondingly low.

b, The 1939 three-figure Air Porce. gods-book ("WaX-39"
10°'page code-book, each page with 100 lines also of
alphehetical, construction, with a few mmall special Beotions
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on the last page, The line numbering in the oods-book Oqoumil .
three times; every row had a different oolour (black, red, green?).

All three rows of lines were oyolia varients of the systematiocally
inoreasing figure row 00-99, . o

The, pages of the aode-bock (not providsd with basio numbers’
An the original) were reciphered onoe:-for reciphering lines o
the appropriate colour was indiceted, s.g.
3705364219, green,

oipher seourity very la;r.

8. The 1940 (7) Air Forge code-book, '

In & third three-figure oods-book of similar oconstruotion,

the peges md the quadrents (B) were reoiphered in twp stages:
the lines (C) remeined gomstant. : '

L: The fouz-ﬂ.guz'e. stoff method in general use, so-oalled *Oomnanders'
Code. " . P ' ' '

.

In this method, more comprehensive code-books with ebout 5000
items were used. They were also constructed alphebstloally throughout.
-~ Reoiphering was done by placing alongsids of rowa or by means of
! substitution tables, These methods remeinéd un an average in force
£6» one yoar, 2 . I

- A8 o rule, the hew method was adopted for the spring Jmanoeuvres
and used extensively only while they lasted, This short perdod.
suffioed, however, for the method to be dsveloped rufficiently to
allow of bresidng the treffic interaepted oveh at a lafer date --°
though et times with gonsidersble diffioulty. Outsids the period
of maneouvres, only an infinitisimally emell number of messages was

. sent, no doubt with the object of preserving the method from being
' . prematurely compromised, aa already mentioned ebove, © "

. . 2. The 1937 four-figure msthod (cslled *Privo")

Code-bock with 50" pages, eaoch of 100 lines, Alphabetiocal
construction with a few special sectiona on the last pages of
the book, Figure items simllarly et the end of, the gode-baok, °
= in edcending order, ’ .

This method was oalled "Privo", because’ the highest number
of messages wag recorded on the staff networks,of the VOLGA
mlitary distriot: the messages were as often am not
designated by the ocods-group "privo®, .

Page (AB) 2nd line {CD) were reciphered by meens of the:
same values; The basis numbers for the pages ‘were 75-99,
followed by 00-24; the basic numbers for the lines were 00-99,
Two rows of figures were used every time for reaiphering: one

row had the values 00-49 end the other 50~39, .Furthermore,
every row was divided in helf, . ;
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Lines .00~ 2321 191716151}11m020k1320220503010610121‘;0703092&-
Lines 25-49)25 26 2 4 L3 L 45 32 30 28. 1 4 ]

?:2:: 50-7i|61 63 65 73 7 55_57 39 72 50 51 62.64 66 70 M 54 53 52 67 68 €9 6058 5

Lines 75-99{83 94 84 95 85 96 97 98 99 75 86 76 87 77 88 78 89 79 90 80 91 81 92 B2 93

N
.

The appéume of the noml four—f:lgure atat:latical ploture
wag oorrespond:lngly pronounced in chareatsr.

Exgggle..
= 0123#5673,9
O'- ®, s :l' bt .l“.. ’
B | oo S 1 o ot pie b e
- fase ExS b KC8 U :'\_ }‘_ e
T N T Y
ol kL
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A
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The xows chosen for reoiphering were ‘determined-in the messege
by on indlgator, but I am no langer funil:l.a.r with the detalls,

With the emall volums 6f traffio, the ssourity of this key -
wos fairly high: deoiphéring the mosaages gave much trouble,
Fortunately very many separate .letters wefe enaiphered in the
texta these stood out very olearly in the statistioel pioture.

b. The. 1938-39 four-figure method ("okk-5"

This qode-book also had 50 peges of 100 lines osch,’ its

oonstruotion was alphabaﬂcal too, there were a fow apecial
appandioaa. :

The basic figures in the codé~book were rao:l;hezwed by means
_of substitution tebles in two ntageu- LB a.nd CD with the :m
substitution teble,

Every substitution table had a zqoopit:l.on number (a four~
figure one, invarisbly with a nought in the firet position, e.g. 0451).
In most cmses, up.to 10 tables at a time were issued to the different
m!.litu-y distriots; their recogniticn number= elways formed a meries,
.8, 0450-0459 or O780~0789, The table which had been used was
indlocted et the beginning of the message by glving the recogriltion
- number as indioator. .
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- The subatitution tebles were completely unsystematio end in.
no way interrelated, : )

Compared with the "Privo" key, the -security of "okk 5" was -
indeed higher, yet if a few good oipher messagee wore availeble,
the substitutlon tebles gould be reconstructed in sbout 24 hours.
.Its reduotion to baslc terms presented no diffioulties on aacount
of its systematio oonstruotion, ' ' )

.

5,. The fiva-gigu'g' adder method in gemeral use,.

The foundation of this annual method in generel use by higher

eteffs was very comprehensive: the ‘ocode-book contained 20-30000
a_ighifionti_ona. ) :

Reoiphering wes done by epplying an adder prooess to thé basia
figuree in the oode book, . : :

Until 1939 the available rlve-ﬁgu:r.'.a material wes s0 small

" that work on it oould not. go beyond a genersl analysis; it wes
_hardly ‘possible %o make up adder serles. :

!

6, Froformas, S 'F . L

. Bucgessful work on proformss before the war was considered
impossible snd unnedessary from en svaluation point of view: for
this reason it was not oarried out. s

Primiti¥s oiphers,

Priid tive éiphara whidh often émppea up were on the whols
probebly illegel aiphers, i.e, unauthorized ones in use by wireless
operntora and by certain HQ's. This meterlel was evaluated but

yielded no importent reaulte, ;

B, _The Ogoupction .of Eastern POLAND by the Red Army in Ssptember 1939

At the time of the oooupation of Esptern FOLAND and of the )
(admi ttedly -siall-soale) battle operations sgainst isolated POLISH
imits, ‘the volume: of measages inoreased very oqnuiaambly.

"Okk-5" material formed the bulk of this traffio: it wes -
broken almost 100%, - As before, five-figure materiel wes too soenty
for suogessful exploltation, , s *

. The outoumé of successful oryptography wes-a ocmprehensive
study by CHI-STELLE on the inoursion of the Red Arxmy: this contained
‘a mass of important datails and conclusions, partioularly.oonserning
‘the Air Forcs, and was greatly eppreciated by the GAF Operetional
Steffr, . ;

c, ﬁe Wintoxr Cempeign in.FINLAND . 1939-40
. In a way, SOVIET wireless traffic mey be meid to have been

. monitored "on e war basis" for the first time during'the winter . . '
- oampaign. The out-stations proved to be too.weak to cope with the

nunber of messages interceptéd. For. this reasdn the most cspable
oryptogrephers at out-stations wers conoentrated in'Seation E 1 ‘and
‘all unbrxoken materisl was sent curremtly by telepriunter from the .
out-stotious to 'CHI-STRILE. ) v *
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‘1. Two and three-ﬂg_;re messages. s
. ' The out~stations themselves were in most ocases able to deal ‘
setisfaotorily with this material by themselves, Nearly 100% breaking.

N

' Work on "okk-5" materlsl afforded no great diffioulty either,
although the number of sgubstitution tebles in use simultaneously.
inoreased oponsiderebly, But this material was in the main deciphered .
by the Section in bulk, The large wolume of materiel made it possible
o ‘regonatzuct up to 95% of the code-book, :

: 3o _The five~figure method, .

Since five-figyre meterial wea aveilsble for the first time in
‘Llarger quantities, work on it oould be undertaken with some prospect .
of. sucoess, A oonsidsreble number of these five-figure messagee oould
be broken, but bften only after considersble deley: this was entirely
due to leok of persormel (only one oryptographer with 10-15 key

l;:eal;:era without lingulstio quelifications were on duty at any ome
me), .. ] i
Key basis: sbout 850 poges (ABC), eech -with 25 lines (DE). _
The code-book wes ayrenged slphsbetioelly. The pagss were numbered
oonseoutively (from 100 to 950), the line designations dspended on
the C-volue; if C wes en uneven nuber, then sll the lines on that..
pege were uneven; if C was en even number, then ell the DE valuen
were even nwbors. - ! :

Exatiple: page 467, Lines: 14,13,15,17 '1'9,51,33.35 eta.
‘ :a_ge 468, 1inss: 00,02,04,06,08,20,22 eto.

This system was probebly intended %o ensble errors in .
reception and csloulation to be dstemted. It represented
a welacmse sid to oryptography. v

7

. Pigures were not expreased by items in the oode-book but in clear,

" prefixed by the requisite mumber of moughts, e.g. 57 = 00057, 164836 =

00001 64836, When.ooloulating adders, figures ocould easily be
idmmtified ainoe they were the only oipher group which failed to
conform to theé ehove-descrihed ayatem of CDE-velues, In addltion, the
beeia strudturs of the code~hook oculd be comparatively easily -
reconstructsd on'the beals of the figure groups, sinoe date groups and

" unit nunbers were usually interpriteble without ambiguity.

As & rule, universsl sdder tables were used for reaiphering; '
individual ones only very ooossionelly. . -

The unit number of the trensmitting station wes stated in olear
et the end of the message. : o

. Address end signature wers lnseried in the-text of the message in
eny deaired 'p?siﬂm before ‘reociphering, B.g.: :

Exemple: . L. i
To-morvow morning betwsen.1000 end 1200 houre (To
the 0,C. 126 Alr Regiment = AOC 4 Bomber Division)
tho tergets in grid-squaves 46322, L4k end LELIS
aretb be thoroughly bonbed. :

..

1y
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Reorgan.tutim of SOVIET ciﬁ Hethods on the.Besis of kpeﬁ.enoeu
- in the Winter O ‘in FINLAND.

Due to a sp].enﬂ:l.d. orgenisation end to the woll-merited Attenﬂ.on
vhich 1t received From the FINNISH Hy's, the highly muooessful work
of the FINNISH Listoning Serviae was often muocessfully tranalated
1nto noteble aperational aohievensnts.

This faot was of ocourse uooner or later bound to beoome a.ppa.rent
to the SOVIETS also, A printed copy of working direotioms for SOVIET
oipher offloery which was .oaptured during the campaign in the East was

- acmprehensive; .i% studled the lessons of the Winter Oempaign and

very pointedly oxritioized SOVIET oipher behaviour. Many a FINNISH
military success 1s sttributed to the careless and incorrect use of.

. olphera. :Yet An these argumenta, stress is laid firet and foremost

on the loss of oipher data in the battle line, on the tranaminsion of

" mesgegos in olear and on the activities of the FINNISH ABVEHR. Only the’
barest nferenos 18 made to the posl:lbility of ciphers beingbrokun. ’

Be' that as it my, the SOVIET Oommend decidem on & revolutionary
reorgenisation of. oiphering systems. The result of this already
begine to meke itself Pelt before the mtart of the Eastem Campaign:
it oreates great diffioultles for the Germen Listening Service and’
sbove all for oryptogrephy, but thanks to the faot that dsvelopments
had been "kept pace with" for e number of years a.'l.:'eaﬂ.y, it entails

" no dmportant or permanent aat—baoka. :

‘The reorgenimation of the SOVIET oipher seteup ma,y be" outlined an
bollowa;

- 4, . Abontion'or most _genercl ‘methods - institution of regiopel methods.

7

Entlphering socording to gemeral and comperatively comprehensive
" methods iseued by Department 6 of the RED ARMY GHQ are abandaned, with
the exoception of the fiva-ﬁ.gure sdder me'l'hod. .
These few mef.hodu are replaced-by cne (or even several)” origl.nnl -
-methods for every wireless network: suoh methods:-pre as & rule worked
‘out by the oipher offiocer of the meln wifeless station, ‘The subordinate
olpher offices morely give guldance by issuing direotivis in gemeral
terma and by holdlng oourses foi the mit:l.al -and qubsaquane tra.tnins :
of oiphez' officers.

¢

Results: &, The sipply problem'ls eame]lently solved by theae

new reguletions: the delays in the dsliveéry ufalpher” °

data, which had beecn ocoasioned by the ‘long lines
" of communioatlon, ore a‘vnd.dpd. :

b. The oigher inatruotiona can be very well adapted to
the speoial requirements of the separste networka,
This elao enables the Air Foree to introducs their
own instructions with a spéoialised vooabulaxy.

o. Ths oryptographex's task is mde!ed oonsiderebly
. more difficult by thls new mtate of affairs. Even
% . though the. seperate regional mgthods béoome eaaier .
. by comparison with the generel mathod, the volume of
traffic for eech mothod is dsordased to auch on
o . dxtent that the method which in itself is lesa -
. . '@iffioult becomss harder to break than g ffioult,
methods with.a large wolums, Sitce the number of

(.
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oipher syatems "to by worked on simultansously
i inoreamsd from about 5 to an average of -
100, the number of gqualified oryptographers
with good linguistio quelificetions must almo
be inoreased out of all proportion at the
expense of the auxliliary ataff,

4, The identificetion of mesasges, whioh in
themmolves dre enoiphered according to a
known method, is-very diffioult owing to the
extromely complicated and frequently changing
system of oell-signs. . - :

2, Shortening of the perfod of validity of oipher 2ys toms.

: _While the gemerel systems in use before the wer were on en average
in forge for one ysar, the regional systems are usunlly superseded after
about 3 to 4 months, Yet differences were in. part very ounsidersble: .

., while'soms southern Air Armies in vartioular retained their systems for

periods of up to & year elso, other myateme were repleced after only a
fow woeks, .. .

Resulta: . The period of validty wes in many asses mo
. short that it beceme quite impossible to

o - work out the aymtem while it was atill in’
’ forae, 5

s _cm- Lication of cipher :I.n:tmotiona..

Cipher instruotlons before the war were in the main systematio,
Wear-time methods, on the other hand, become even less so and less
. transpavrent in their eonstruotion, Items with one meaning are replaoced .

by items with geveral meanings, enolphering possibilities for letters
allow of multiple letter enoiphering.

"Results: Identificationa of new code-book items, degoding |
“L and reduotion to basia valies of the alpher
inastructions sll present fer greater 4iffigulties
then befors the war, .

o 4, Complicetion of the reaiphering sE'tem.

Uncomplicnted reoiphe‘ring processes and-rows which are mostly
systematia are inoreasingly-replased by complicated reoiphering aystems,

Row elementa with several mesnings (seqtox reoiphering) are used more
end more frequently, . g

Resulta: The perfeation of reciphering systems blurs
) the statiatlonl plotures: reoonstruotion of
olpher instruotions and reoiphering aystema

"beoomes more diffioult. .

2'. Os.x-tiz_xg'lor non-hatted systems. .
The undoubted tendemay to adhers to systematis oonstruction in the .

production of alpher instruoticns: end reciphering aids is eppersntly
consolously resisted and kept in cheak, 8 :

Resulta: The number of "week spots" is reduced.
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. 8. _Shortening of the period of velidity of regiphér ken; introduotdon
* of "individua) muim vye. . 5

T ke

Rsoiphar keys which ‘'often changed dally end were determiried for a’
4 long time in advence ere replaced by reciphisring media valid for

one message only end Ilhiah oan be detormined arbitmrﬂy by the
enolphexer,

: neaum'; If the oipher staff work conscientiously, the
’ : meterial for any one “aystem is very much split

up, thereby delay:Lng a bregkein as we].l as
. reoonstmtion.

. Introduotion of ammﬂ.es. : ;
Thé use of dummies was conetantly on the 1nozeaae.

Reaulta- The statistical pioture is aubq_equently faJ.-:lﬁ.ed )
g O . by being spiinkled with dumd.en.

8= Abol:l.ti.on of the tm-ﬂgure tobles in genem use for viz-leu .
22 to ]

" At firat the H-ta'hlea begome less systematic in conatructiom,
Pinally they ave abolished and the wireless operetors are retrained .
_te ume 1ntemtionnl alpher groups with unimportant modi fieations,
Results: The- disappeamme of these ‘tables strongly curteils .

. SOVIET "Private conversations®. Apart fxom the fao.t
that- a thorough evaluation of this meteriel could
lead to suocess, the disappearance of materisl . -
which was a:_:oollpntl,y audted for training future
oryptographers is very much tc be regretted from .

& orypto-technioel point of view,

) Ligation of the reteined Five-figure aider me 'a use.
The ﬁva-hgura ooﬂe-booka wore not enlerged but they wayre made
leas systématio, , The period of validity of eamah code-~bock was much
reduced, Raoiphering with un!.venal adder tebles was oompletely
stopped,

Resulta: Reaiphering with individual adder tebles, i.d. the
feot that & given adder table is used once only, .
meens 100% key seourity.

While in 1941-42, five-figure mtezd.al oould still
satisfaotorily be read, sucgesses after this time
“beoeme less end less frequent proporticnately to

. - ‘the discppearance of tebles used more than once.

# In the end, work on five-figure material had to .
'be abandoned by the orxyptographers. Even mo the
interasption of five-figure materisl wes not stopped
because keeping track of the indicators ("bloknota™)
had become & valuable bssis for murpretins nehmrka
and oall-signs,

10, 'l'heuneormaohinb oimrn. :
The use of machine oiphers was undoubtedly tr.l.ed. in '.I.nd:lv:ldun.l
, aeses, but on the whole it failed to be adaptad. Thus at cne time
five-letter messages were sent from besieged 0 o Anelysis-
revaealed that a mechine key might be in ume, but the. vulume of treffia
m $00 small for work-on 11; tobe lunaeaaful. . ;

’

iy
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During the last few monthe the wireless traffio of the Corps
) staffs of the ADD 'was also cerried on according to o five-letter
5 . . method, buperficiel analysis led ono to suspsat & mechine method
. & in this onse elso. But here too, the volume end the quality of .
interception were unsatisfactory, b

" In 1941 or 1942 a oaptured aipher machine wes examined by the:

Main SIGINT Stetion, Obviously .the examination 8id not yleld eny
results, g . :

11." Introdustion of trensposition sy tems.

- Aooording to'a statement by the liodson:officer of SIGINT Statiom
2 with I1/353, feirly primitive transpositions made inorensingly -
frequent appearances in army traffic in the spring of 1945. No such

observations oould be made in the aase of the Air Foroe until the
time of the aurrénder, : ; .

In splte of thé perfection of SOVIET systems as cutlined in the
foregoing, the results of oryptogrephio effort up to the surremder
were satisfaotory.. 70 to 90% of the materlel (apart from untouched
mateorologionl messeges end five-figure adder messages) could be
read ourrently. : )

In perticulex, the regional systems of the ground orgenisation
which were partioularly importent from en intelligence aspeot, oonl&
nesrly alweys be broken,

Successes in dsaling with the keym of flying units were on the .
-whole less numerous in proportion to the volume of treffic eveilsble,
but on the other hend the ocontents of. the messages were of lower
intelligence velus. : :

A ]

*I¥.__THE MODUS CPERANDT OF GAF CRYPTOGRAPHY IN DEALING WITH SOVIET
o : ATR FORCE SYSTIOM,

Ereliminery note: An attempt has been made in this seotion to desoridbe
' - typical fectures of the aryptogrephera' modns
operendl and of ‘the various stoges of their work,
and to reducse these as Lt were to a common
denominator. The diffioculty of desoribing a
partlelly oreative offort must, however, be obvious,

- 4, Bresking a new gipher.

These notes are gonosmed with Ithe hondling of SOVIET substitution
* systems, They oen ali be dealt with together, Onmly the modus operandi
- B with edder aystems.is given a short chapter on its owm,

1, inelyeis of .the message. . 2

Counting the nunber of oipher groups, dstermining frequencies end .
comparing clpher groups in respect of their relative poaitions in the
oipher text ere the bases of tec_hniaal.u;-yptognphio analysis,

2, The statistioal piatuve. R
The comt of the individial aipher elements iz made uniform
- by the introduction of rules which exs in generel use by all
oryptogrephera, In order to réeduce the time taken by this
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prodeps, o nulier of different statistiosl pro formes have
been adopted,

‘b. Normal statistical ploture, ..

The first etatieticel process applisd to e dipher text is
unequlvodelly leid down. The result of thig Process is in a
wey the messege’s "visiting cerd". The inflexibility of this
procese proved to be partioculerly importent efter the .
introdustion of vegional methods, bessuse numerous methdds

_ oropped up simultenecusly end all of them had practioally the

same appearanas, The number of elements in each. alpher group
was vital for working out the normal statietiocsl pldture,
a8, Noymel two-figure statistioca) pioture. -

The two-figure groups aré writtem in o small 10 x 10
square in which the A-velue is read off on the left, and

the B-value on top. A mtroke is made in the interseotion
square, -

22 45 83- 01 45 39 00 22 45 83 ik AN 39
8 25 97 eto,, -’ o

0423456789
[} 3

T

W @AM S
.

bb, Normal three-figure statistioal pioture.

For three-figure texts a 10 x 10 sheet.pf the size
of the messags form is used,. A-veluea are read off along
* the top, B-values on the left.. The C-walue is wiitten in
the interseationaquare, A ropetition of e group is noted '
by a stroke after the C-volue, )

Exemple: . o
439 TO 555 386 MO . 389 441 835 MO
989 716 369 002 536 S4O0. 537 +

NN

For statisticel ploturs, mee page 46

99, Normal ‘four-figure statisticel pictuve.’

-The same.form is used as that dssoribed umder para, bb,
but in this cese A-velues are reed off on the left and %
" B-velues on top. The CD value 1s treated as ome entity end
‘inserted in the appropriate interseotioh square, If a greup )
is repeated, this is indieated exaotly og in. the case of 2
.three-figure message, ' : .

For statistioal plature, see page - 47
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Owing to their unimportence to a fairly large humber of
workers, no herd and fest rules wore established for denling with
fivesfigure or eny letter statistioal piotures,

~

2 . Roduation of the hommal.statistionl ploture.

' The next task im en attempt to reduce-the size of the normal
-statistioal ploture on the basis of the observatioms made. JIhis
is done by tiying tb eliminate positions which have obvicusly been
left blank, One ¥deflates ths balloon”, R

In eddition, the statistiosl ploture is as. far ds possible made
to conform to the presmmed original, iie. to the:exteriial shape of .
the aipher tesis. Thie irvolves elimiriating dumides,
disoovering end essetblihg values which have Been various reoiphered

" end determining marginal values or "tie-ups® [Nehtatellen] of

recognized seator' roaipherings,

The nailing down and elimination of eny indloatérs from the
cipher text belongs to this process also, Figures in olear in the .
body of the oiphel teit also disturb the statistical reoiphering

ploturd dnd must be romoved, _
M- s64 pajes - Ilbhhd 56 .
Strir of reai ra'. ’

Since the groupe used in 4 single reciphering are insuffioclent
for & further muccessful anelyeis of -the method, .en attempt is made
68 early as poesible to reduae verious enolpherments of & method to
8 oommcn denominetor, to oollate them and to assimilats- them one

" to amother, The moat distinotive.redipherment im gersrally used

as a relative basis for this, The:easler the reaiphering aystem, the
eesier the prooess of sssimilation,. Memsured by the s tendard systems
of the latter yoard; early aasimilations were only very incomplstely
suageesful: 1t was impossible to adhleve complete fusion of all
realpherments and partial ‘results had to be .accepted, e.g. the
correlation of pagé recipherments but not of line reoiphorments etd.

- Errors of verying mégnitude dannot alwaya be avoided in the
essimllation progess, For this reaacn it ibbpparent that the olpher
groupa of differsnt reciphérments osn be distinguished ons from
enother in a combined atetistioal ploture; even mubsequently; by
entering them in different colours, . .

Even when only pertial success 1s aghieved in this respeot, it 1s
usually possible as amsultto recognize the funstion of the individuel
veluea of the indicators; But if these funotions are known, then an
aspimilation of reciphemuents with very dolourless atatistlcel pioture
will also be possible, solely on the besis of the indicator, )

. Exomple: see pages 48 and 50
L, Breaking into the system, '
' After having oarried out the processea desaribed sbove, a

bresk into the olpher ayatem wes often achieved: the oipher
materdal is no longer amo.-._.-phcul, and meaningless but already has.
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1¢ of a n four-figure statistia oture.

Cipher groups: 2346 3,85 2303 3523 4680 ata.
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" ® marked individual eppeersnce. Soms. cherecteristics of the

.method oan already be exumerated, even though the interpretation
_of meny an observation is atill obaoure: - :

" 5. . Bresking into'the oipher bext. = - :

Now is the time to start trying to break into the oipher text,
to read fragmente; then the interpretations of the various items

sust be confirmed in enother pert of the measege end, in a -different
combinaticn, : ’ = .

. In the csse of aode-boocks having items with two mesnings (a
letter and a word) it will be nsoessary to extraot aertain switoh
.groups- and their interpretation end to isolate the pure letter
, Yexta. Admittedly, this mey be very difficult, eapsoially when the
amplifying group in the key date have severel meanings end are
used oompletely unsystematiocally, Sometimes, for instance, very
frequently recurring amplifying groups aot s very troublesoms ' .
L ‘ ]
Deocoding beoomes easier in proportion %o the progress made in

doeling with the method in general, If for exampls the key bhsis
is* only relatively worked out, decoding will of course be more

. Giffioult then if the key bamis has been reduced to its original velues

end 1t is merely e cess of systematio reconstruation, :
7. Recovery of originel basio book. - 4

Even though it becomes possible to read other recipherments also
vhen a-relative besis hes been rewocvexed, 1.6, when a given
reaipherhent, has been deoided on as interim basis, and even if this

 offers no great diffioculties; recovering the actusl original key baaia:

end the reduction to basioc values of the relative bagis, are matterm !
of the greatest importance; not only because dovoding will then be\
much essier but because only then oan different relationships and

- governing.lews in the rediphering system become apparent at all.

- Every omse ‘of conformity to a law :l.n. the construction of the
original key besis facilitates its reduction to the latter: in mony
cages it is this whioh first mekes it pomalble. ‘

8, Reocovering the reoiﬁ:im system,

The ayatematic collection of all avejlable reoiphering rows with
their gppropriate indicator valuss loada to the reconstpuction of 'the
entire reoiphering system: interesting relationships snd laws oen
be discoveied in the aourme of these efforts,

.2 Working out the system.

Repeated work on the material already handled, which is of oourse
still fall of ‘incorrect and uninterpreted items,. enobles one to £ill
up gape in the key data emd finally to selve all questions regarding
the originel, the reoiphering system eta, .

-
N

Naturally, the practicel pursult of oryptogrephy often enough led
to more or less important depurtures fiom the procedure desaribed sbove.,

Depending on the chareoteristios peonlier t0 a given method, the
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sequence of theprooosses was altersd or elaec several processes were
oarried out in parallel and simultangously; 1in many oeses they .
wors simply omitted, : ..

. For the truth of the matter is that the olassic and solentifio
path wes in most onses shortensd,. either by oarelessness in
enoiphering on the enemy's pert or by errors ond weak spots in
the build-up of his aipher methods. . ) :

10, Noming the systems which had been solved,

. Even before the war, every aystem dsalt with end solved wes
glven a serlal number prefixed by the letters "R,O" (Ruseian Code).
As the systeme remeined in forse for a foirly long time, however,
their originel SOVIET designation ocourred in some ocontext or
other in the text of a message: this designation wes them adopted.
vwithin the oryptogrephio orgenisation.

-It had become customery in the general reporting set-up of the
Lixtening Sexvice to refer to systems according to the number of
digits in their oipher groups (three-figure oode; five-figure edder
system 6t0.). As long es the number of systems in use simulteneously
remained =mall there wes no partioular objestion fo this haebit, even
from the oryptogrephic point of view. But after the sharp inorease
in the number of oipher systems in simultoneons use, any division

. aocording . to the number-of digits in the olpher groups beoame
. uttorly mesningless. . :

. . The commonly-held opinion that the scourity of a sysiem and
the iwportanoe of the messages enoiphered by ite means depend on
the number of digits in the oipher groups ("The larger the number
B of digits in the oipher group, the more important the message end
. the haexder it ia to daoiphur"s 1a only very conditionally ocorreat:
for the number of digits amn be inoreased by.the use of dummies,
cheoking figures and unnecessarily high reciphering figures, Thus
en inoreese in the number of diglts does not necessarily indiocate
en inoresse in the sise of the oipher inatruotions. But the :
scourity of a olpher by no msans nesesserily inoreases in proportion
to the size of the alpher instruotions; on the contrary it can even
be diminished, Thus for example a four-figure oode book with -
single reoiphering is easier to break than a three-figure teble
oontaining, say 200 items, with complicated reoiphering end
wneyatematic conatruotion. In just-the meme way it has been shom
time and agein that the intelligence value of a message in no woy
‘depends on the degree of sscurlty enjoyed by the system chosen for
enciphering it. It was for instencs notiaeable during the first
: year of the war agninst the SOVIET UNION that the five-figure
o messeges, reaiphered by means of subtractors and usod even by
L higher EQ's, by no mesns-conteined the ‘important revelations which
o e hed boen oxpected; they wers in feot mostly lesa lmportent them
the ocomparatively simply enoiphered memsages of any RAB. This *
caused generel disappointment in Intelligence ciroles, .

* Every oryptographis department on the Eastern front gave
serial numbeirs to the aystems which it had broken, indspendently
of thelr importange, of the period of their validity or of their
treffic donsity: an additional diglt indionted the pumber of
digits in the oipher group.
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Exemplons

' . - Abtellung I: VN (Northem system) 157/3 - the -
' 157th method to be solved by the
Abteilung (three-figure groupa).

Abteilung II: VO (Beatern system®, from Wireless
Ligtening hbteilung Eeat) 122/ -

; , the 122nd method to be solved by the.

) , . Abteilung (four-figure groups). .

v "Abtellung III: VS (Southern system*) 77/4, eta.

Evary iethod wns at omoe reported by teleprinter or by wireless
to the reglment, where it wes given the next universally nocepted
RC number, but only if the method did not meem to be too elementary
and if 1t persisted in use after o fow dsys, sinoe methods often
disoppeared by reason of the great volume of treffia, Serlal °
numbers reverted to 1 =2t the beglnning of the Enstem Campaign:

Just befors the -surrender the 920th RO number wns allotted.

B, Bresking tlie five-figure Adder Systems

As slrendy mentioned, only those 2dder messoges con be broken
. which'have been reciphered by means of the so-called "universal

blooknote", Therefore only such messages ere dselt with in this
chapter, .

Breaking these messages.depends on the assumpilon that the
-difference between two oode-bock groups equels the dlffexence

betwoen these two groupr after they have beon reciphered with the
seme adder group. . : .

Y3 a-b=(n.+w1)-(b+1i1.)=a+w1-b-w;'=h-'b_“

1. Determining fhe indieators {utarﬂ.ns Egints).

The indiocstors of an adder teble can be found without speoisl
diffioulty, becduse at a given place in the message the ABC and 5
the DE values will reou¥. It is this possible to work out a system
of sterting point indioators. . -

2, Wril g messages one'balowthe pther.

J¥ith this system of indicators the messages oen be written
one under the other in such a way that the.groups in the me=seges
which heve been reciphered with the some adder group lie direotly

‘ one below the other. . : ’

2:_ Oompiling the ostalogue of.-d!.ﬂaregga. i :

Next, in each column of groups all differences are worked out,
and of two possible differenges it is agreed that only the leaser
shall be velid. ’ ) . .

37529 85553 ) !
Bxemple:  _Bgs53  -37529 "
VI 58076 52034

TENS: *Germen "VERFAHREN NOKD, V- OST, V- SUED"respectively.
" # win this squation presumebly for "WUEM" = adder,
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Of -the two differences, 52034 is teken because it is the
leaser, ; : .
.. ‘These difforences sre reglstered in a oatalogus, aclessified -
. both aacording o frequenay of appesronce end to thd columns
. from which they ave teken: thus every recorded difference out of
the avalleble material oon at any time be found. - .

" After some ‘tdmd there will aocumulate in the catalegus of
.3ifferences .e number of the latter which:oon bé used as standsrd
differenqes for subsequent stages of the work, dooording to the
Zaws of probability it omm be sssumed that i1déntloal. code—boouk
figures are tho basis of equal dlfferences; this asgumption will -
of oourse entail a whole' series of errors whioh will be reaognized
and rectified only at & later stege, - :

4, Releting different coluwms to each other, .

After determining about 10 standerd differences, work is esrried

out only on those oolums' in the message collations .which:

g, 1). have the greatest poseible dspth, and
- R 2) ogontain as many ag pofsible of these standard differences.

A pertioularly favourable golumn ie chosen to be the stondord
aclum, i,e. the corresponding eddsT group is casumed to be zero, If
then another ocolumn gives the same differences (both minused end

" subtracted having of oourse different values), then this colum oan
be gquated with the stendard oolumn and the relative adder group of
this colum will be.determined, : n

Example:
Stendard . .
aolumn 77777 = relative aaa_e:- group °

B & 12345 " e BBBBB-T7777 = 11114
BOOO . g a2y = 1205
o 85665 - g TTTTI-TITFT = 00000
a 11141 o h 93L52-TTTTT = 26785

a-b=A2345 = - £-g=12345
d-b=A1111 =  e-g=11411

. ' a=f
) d=¢8
b=g

12345+ 77777 = 89012
a £

11111277777 = 88888

d e
, 00000+TT7T? = TTTTT -
b g

After :hh:u "assimiletion" the groipas in the new ovlum oen be
. @ireotly compered with'the groups of the stendard column, i.c, it
is now possible to stert drowing up frequency statistics, ?
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5. Frequenoy statistiocs. .

As goon &8 a oolumn has been essimllated to ‘the stendard nol\m:,
the newly caloulated groups (oipher group - identified adder group) .

cen be included in eimple frequenoy statistios : et last, one cen
reckon in terms of aomparoble sizes, .

-6.__&6&%,

If fairly large oomplexes or colums have been assimilated, a
start cen be made with the interpretation of the groups: :the firat
itom interpretations, that is, the first breeks into the text of
the messege are achiuved,

7. Recovery of originel cipher imstruotions,’ :
2 ]

" This prooess oonsists merely in discovering the true edder group

. of the standard oolumn. Given non-hatted oonstruotion.of the aode-

. book, this atage of the work oan be carried out promptly. When
dea.ling with the five-figure oode~book during the year 1939, figure
enoiphering used in this method was sucocessfully employed to
reconstruot the original date, As a matter of fact, Figures were
reciphered only with the eppropriete adder group; tha correat date,
time and wmit figures wers cesily found,

Deoiphsring, - -

' When 'a aystem had '.besn solved, its messages oould be read

currently by the shift serviace of the app:upziate daa:lpbemxz
departmnt. . .

1. Dirher recomition éarviue.

The .multipliolty of systems which were s:lm:ltanaoualy in force
mde 1t neceasary to identify the mto-d.al. :

&, Call-sign or natwork ide_z_z_,gificntmn.

If the network on which the messages had been tranamitted
wes alroady kmowm, suoh messages were sorted out end given
Eome cali-sign identifications before being deoiphered, If
osll-signs had been identified, the appropriate aystem aould
be determined without d:lfficulty

If, however, no information m-provided by traffic analynia,
. then {dentifioation had to be dome'by the decipheiing seation
without outeide help,

" b, Code (STGNAL) groups. . o

Some of  the systems were indicated by a mpecial code group .
in the text: suoh a group -had to be particularly obvious, Doublets
sto. were much favoured (e.g. 5555, 777 eto.). Scetimes
the code was ‘given ss a word (e.g. "oka", "rubin" eta.).

. Difficulties in identification cacurred only when by chanoce -

. the seme group was used in different segtors of the front for
different mystems: this wns a not infrequent ooourrence. In
such aemes I/F aids were valusble.
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Sinags oipher texta without indicators’ m tas cXceptioh,

espeoleily in reuent times, indicotors oculd caly exceptionaF¥y
be used for identification purposes - and then thpv had bo Be
.very olearly d:lr\‘arentiated

. Address groups

: Enod.phered address groups were os n fule identical
* throughout .the Air Army: henou’ they cculd unly oompa.mtively ,
rerely be used for unequivooal ldentifioations,

Tlsar text eddresses (surnames and, less often, military

. urits) oould be used for identification by referring to
spsolal :Lndaxes. .

e, General measage ‘' pharaoteristios,

Some timea' peoulinrities (much a8 mterpolated olsar text,
date groups at the end of. the messnge, unusual preambles eto.)
‘led to workeble identifications. Bub even these obeervations
were not alweys unambiguous,

£, Itatutioal g:loture o

" Sometimes 1t was 'poasible %o recognize the system at a
glenge from the statistliool plotnre. Since, however, the
statistioal piatures were not in most cnses greatly
differentlated owing to the choloe of reoiphering systems,
suocsgaful identifiontions of the .system used become even -
rarer by this means, whioh in any case requimd the use
of treined and adnptable perscrmel.

2. Reaiphcx investigations,

. Even in the aese¢ of known aystems, the recovery of new
reaigherments gave & certain omount of trouble.-

, : Apnrt from peculiarities of a stotistloel n;:.tuze, the

bullding up of new reoipherments was fan‘.l.litated by & nuaber of -
oircummtences,

a, Contents o:E' the malsa_lge.

In frat, the buildd.ng up of n new reciphement wag very
uonaidemhly asslsted by the mgular trensmizsion of stereotyped
or at lepst similor memssages. Thus, for example, a daily airfield

sorviceability report ensbles one very easily to reormstrunt new
reolpherments.

Even the preaenae of an identiled adﬂreu group enables one to
- draw ounolusions es to the sotuol toxt (u.g. "to Ihe 8iviaional JL.0.").

‘The repetition of an order by SM.DI “for example, repeated on
many different wirelesa networks with but few minor.variations, mey °
be recelled: this onobled recipherments of numerous myatems %o -

be reoovered in parsllel, On specisl holidays (e.g. RED ARMY day eto.)
almoat identidal congretulotory addresses were tranemitied and these

_ goloured &1l the work on 8 pnrtlulﬂ.!u‘ dn,y, ‘end almo ampnnea it.
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.bs_The reoiphering system. L : o

When the reciphering system is imown, new redipherments oen
aleo be reaoversd wlth comparative .eese. When systematic rows
or detinotive habits are.in use for reaiphering, often only o
_8ingle olue is requiréd for ons $o be able tv hilld up the
"entlre reoipherment, - . .

' Qe .The .bna:l.a gode. -

., Every peuliarity or system of the basio jpode cen simllarly
y.la]rd the reguired.olue for regovering a new feclpherment. .

3. _Interpretation of new items,

- Sucgessful decoding postulates good lingulstio ﬁaaﬂe&ge.' In
addition to this .a certoin kmowledge of tactianl procedure iz -

‘necesaary,’

Efforts were variously mede to compile on-extiact of the SOVIET
vocabulary fyom the numerous redovered cipher instruotions, the
few oaptured instructions and the broken material availeble. The
"universal oode-books" .regovered by this method have ‘time and again
rendered velusble sexvices in dsooding. - -

D, Aiads to Oryptogreshy.

1. Genernl pids end.date.

Just es oryptogrephy is an euxiliery service for other
departments in the genorel set-up of the Listening Service, o
too-are a1l the results achieved by other departments auxiliaries
to oryptography. . :

1

. A1l traffio is and D/¥ deta (call-sign identifiostion,
network, dlagrsms, Tesulta) and oontent and finel eveluations
{ onmposite reports, dlspersai tebles and meps, unit end persomnel
indexes, liste of sbbreviations, type designations and militery -
diotionaries) ere continually of essistancy to aryptogrephy.
Continuous lialson w¥ith the difféerent specialists is of the
greatest. possible valuc, - ’

2, Speaial alds and dsta.

The statistios i'ofom_u N

Various proformes were available for the numcrous stetistioal
researches; they wero.at the seme time used for reconstruoting
oipher instructions.. The oryptogrepher wos sble o cope with all

. neceesary tosks with the _help of such proformes and did not

. need to womte pregicus time in moking them up by hend, Only

- in the rarest cases did the draughtsmsn. of the evalustion
department have to make speoial deuigns themselves, This fact
was partioularly advantagevus in view of the primitive oonditions
in the East, ) ) L

.. b, Longuage statistics.

Letter and bigrem statistios eto. of the RUSSIAN langusge
were avelleble from pre~war days, but they were used nelther -
for new key bréaking nor for current work. The few basio rules .
(£requency of letters) which could be uzed and which wore of
importence for every uryptographér were sasily memorised by
everyons, -
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_ 8. Speglal Indexes. ’ . '

Speoial indexes were provided in porticular for the olphsr
" identification service: they were adapted: to ourrent needs at
relatively short intervela. Proper names, mesasge pecullarities,
. statistical plotures, charascteristios of the different mystems,
code groups, eto, were indexed currently and continuslly brought
up to date, : . )

d, Messege Hl;l,

A1l broken messages .were returned after intelligenaing to
" oryptography and sorted out eccording to dystem (l.e. at the
#ams time mgoorGing to hetwork) and kipt for a few months before
being sent on to the GHI-STELLE, These messoge files proved -
very veliuablé when working out new gystems and for the

training of fresh personnel;

Y. EXAMPLRS OF SOVIET ATR FORGE CIPHER SYSTRMS IN USE DUIING THE
, CAMPATGN. IN THE EAST:

.

The author.has attempted to portray- 1% a fow examples ths typloel
features of SOVIET systems. These exaiples are mora or less .
arbitrary constructisns, nince his powors of memory cbviously cannot
atretoh o a completc- reconstruotior of systems eotually in use, On .
the other hand a partioular system has been borne in mind which while
froming every one of the examples: lepaés of memory have been filled
in arbitrarily, but atill by means of froquently recurring typloal ,
instanoces, ' .o :

1. The examples on the following page illustrate two sspects of the
reconstruction of PI-tables (genoral ciphei systoms in use by
wireless operators et thelr transmitters) in the years 1939 and 1942,
The upper teble is a redonstruction of PT-39. The alphebet with
ainglo moenings is bpllt up systematically: the systom is indiceted
by the 'yellow lines, -The blus dashes in the vorious squares indicate
individual eand sentence items: the wrasbilary is to some extent .
compeyrable with that of the intamational Q-code groups. The

. rgaipheririg ‘figures along the morgins are teken from the system -

teble on page 2.

"The lower ‘table im o PI-table of 1942.(PT-42-1), Tnai dentelly,
four different tables were used simnltaneously in 1941 or 192,
The alphebet has two mesnihgs, only ome of which is arrenged
systematioally (yellow lines). The reciphering wows along tho
margine ere elso teken from the system tatfla on -pigy 2,
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2, Koy tables with 200 positions, . _
Tho besis of this reccmstruotion is the method in use by the

. 56th RAB (&t ‘the begirning of 1945),

The olpher indtruations consist of two poges, each-with 2 x 5.
quadrants with 10 items esoh. The items are only pertielly
alphebetically arrenged, the figures O - 9 unsystemitically arrenged,
Tvn switoh groups allow of using the whole item on the ihitisl .
letters only. . g

~ Reoiphering is done by mesns of two strips.. Esch reoiphering strip
1s indiceted in mectors by a two-figure group, - _

For a period of one month, 10 strips with different indicators -
from 00-49 and AB-values (quadrants) from 50-99 (also in seators) and
{0 -fukthdy stripe with indiontors from 50-99 ond AB~values from 00-49 .
dxre issued, -Two siripd” from-each of the strip series oan be combined for
each recipherment.’ :

) nx%h of a oipher messagc. The reciphering strips are plasced
elongeids the datn'on page 61 . '

555 (Indoator) . ' '
b2, ’(@ s % o
001 nad 2 U8 g»’
016 ochtaba -] . 152
896 diwixii - .
106 @ -
152 roo ) 017 na
%8 loobqﬂ.‘h: .‘Ontg a=rodrom N
814 '6J 3 487 (x?mjor '
'988 8 . 844 Q )
8% 4 e
668 e L0098 o.
51 = v
% © 0 w
705 1 .
325 9 . .116 ® ¥

Critioism of the system,

In spite of the small number of items, oipher seourity is feirly .
high, -espsaislly when letters are correctly ¢noiphered so.that no

. frequency peaka appear in-the message ctatistios,” In the gcase of

. individuel reciphering of the C-values (1linss) reocnstruotion of the °

- agtuel originel dsta is ver{¥ diffioult beosuse the significations are not

arrenged alphabetically according to their initial letters and are
spread over various quadrants., The indicators ars casily recognizsble
if only beoause they have a different mumber of symbola. It is
ocomparatively easy to ocolleat different messages having the some -

- reoipherment because the segtor values of the indioators are casily

found on aocogount of the switoh groupa in the code-book, these
having but.one meaning, . g '
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‘3, Oipher teble of o 1 wdt,

Tils 1a & regonstruotion of o table of VIII GHAK.

' The basia key consists of 9 colums, each with 9 quadrents of -
9 lines eaclf, Only the linss are nurbered right through (1-9) in
the originai, Every 1line is divided into two portiona; the left-
hand portions gontnin letters and the letters within n quadrant -
.o -reed £rom top to botton - bufld o word; 'the right-hend portions of
, - the lines are filled with completely unsystematically arrenged word .
I items and with figures, ' The choide of the required helves of lines
is regulated by switch groups [(hbving only one meening).

Reoimr.lga The toble iz ‘xotiphered by means .of two 9—aynbol
rows of figures with eingle—-digit hdividl.wl numbexd, ., The lines
rempin oonstant, In the reoiphering rows used, the #alues 0 are
in all oases lacking, so that the mesange statisticd are strongly
differentiated in oonsequence. No.indloators are ubied but their

- place is token by the switch group., The firat group of the message
is in every aese cme of the two_switch groups: the AB-Values which -
are the seme in both switoh. groups imay therefore bs redkoned as

indlontcrs. No uyutem in oonmct:lan with tho ren!.phering TOWE could
be debam!.nad.

:

, : " gg-_:gz.a of & cipher messess. In the Teormatuotion of the key -
. on page 83 only the & top quadrant lines ore shown in part: the lower
5'ore missing. The red noipharl.ng figures are urbitrarily plaoed. i’

_ alongside, :

E?'% & , the AB—value,‘uimltaneously 1nﬂicnto:.-_'. *

. 6B
73

1y N
175 -

... 155

i 156
T

759

2973

836

59

152

833

L6

159

"33

34

5

) 175
2 - 37
; : 879
631

' 638

@oopserHapaodal

&
¢33
it

P o pd 0P SO

o

- Critioism of the syatem, The oipher security of the table is
feirly high because ell letters have more than one meaning end if the
letter ltemg are cleverly choser no agglomerations will ccour. The
ocompletoly unayatematia arrangement. of the word itoms does, however,
‘tempt the encipherers to encipher almost exolusively letterd for the

- sske of oonvenience. ~ It is very diffioult- to reaover the basio key:
. . “word meenings of tho letters in a quadrent become epparent only after
.+ fairly lengthy work, The faot that the C-values remein comnstant does,
* ' however; csme the task, The switoh groups which haye only one meaning
eneble one to debtinguish without difficulty bétween letter'and word
. portions within the oipher messages.
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L. "lm ooﬂe-'book of the ground organ:l.ntian.

The ci@gr instructions are mads up of 10 Peges, every ons having
10 x 10 item¢. Conditionslly alphabetical sequence: the word groupa
. are arranged according to thelr initial letters, but the word elements
' among one &nother are not arranged with reforence to fheir inltiels,
The. figures 0-9 ere arbitrarily spread over the pages. Amplifying
- .groups heve 10 moaninga: every page has a pair of anpufying groups.

Reoiphering., The 10 codu-book pages (A-values) ere rediphered
with two-digit seotor values (AB.of the cipher groups). The
- oorresponding reoiphering rows are designated in seotors by t-o-d.tgit
identifioation numbers, but ths B-veluss of the identification

numbers are in faot only dumnles end oan be sliminated without (PHCCRE
affecting the 1ssue. The 10 page-reciphering rows ere changed
monthly. "I ’

o '.Eha columng within tho pages ere roaoiphered by means of single-
digi.t figure z'ana. Here too 10 unrelated rows are used every month,:

During the ‘oourle of eny given momth, the linos: (D) exe
eltered mexely by means of a xow: this row oen, however, be varied
£ (drum). The D-velue of the mesmage indicator y.vea the -tarting
rolnt fon this line reoiphering Tow,

The reciphari.ng rows of the indloator 5309 exe placed alongaide
the oipher instruations on pegd 65. The signifioation "awin"
for instanae,  would thus be rendered "7348". -

: crlt:lciam of the systom, The oonditibna‘lly alphabetioal bulld-up
of the data facilitates its reduction to original waluea (errangement
of pages end colums).  ‘The lines, however, could not be re-arranged
unless they had bean reai.phered by .mesns of drum verients.- The Taot
that ohange-over groups have 40 meanings mekes it diffioult to
differsntiate between letter text and woxd text,-
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Oriticlem of the ‘system, fhe syhtematid bulla-ub of the dipher
- instruotions oonsideredbly feoilitetes all techniosl brbéking -

S

~POP-BEORET L™ -y TTOOM/I-120
5. - 10-page sods-book of. ths -ground orgerisation. ' !

The oipher instructicns ‘arve.bullt up ouvmpletely systematioally:”
lexicographlo srrengsment. of words end word elements, systemetio

. arrangement of the numbers 00=99, switch groups in the last columd

of the lest pege (with one meshing). The lines are divided: letters
and bigrams on the left, syllabus end words as a rule on the right,
All-items on cne line have the same initial letter. While ‘the
meenings on the right ,are built up entirely lexiocogrephiocelly, the
bigrems on the left side are odosasionslly hatted,

Reoiphering, The Feolphering rows for page erd line are cotpled -
together, thus they ocannot arbitrarily be varied in respeot of each
other., The feoipherihg row for:column (B) ia a oyolie varlant of

" the ocorresponding C<row, Methold of reading the cipher group:

ACEAY, Two dummien aia attabhed to the orliginal oipher group ACB,
Method of readihgtle indioator At the beginning of thé message 1a

processes. Only the hatting of the bigrems on the left side of the
ocolums. leads cne astrey, pertioulerly at first. The switoh grouph
"1left", "right" end in additlon "letter" also cause difficulties, -
The reoiphering rows of the month-are often simply enough cyolio
varients with emell variations ' (transposition of two figure
values) and allow onepartially to reconstruot unidentified rows.
The attaching of the two" dummy velues to the oipher group is easy

to recognisze and to eliminate on the basis of the statistioal
plature, ’
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~ Appendix

-

1. Orgenisation of Ohi-Stelle Eest.

In practice the two Eestemn Sedtlons of the Ohi-Stelle
{I/Bveluation; E 1/oryptogrephy) were merged irto evaluation
or’oryptogrephiac parties with Regiments; the leading spirit in
the Eostem organisation, Major Kupffer becams listeon offiocer
at Luftwaffe W, Only 2 members of the Chi-Stelle remeined with
the regiment; Lt, Wisnikow (evpluation) and Lti v. Iingen
(oryptogréphy); however thelr 4nfluence on the orgenisation of
work in the east was very smell; all the morc beceusze they hed

" been refused both by the Regiment as also by the detnohments for

tealnicel and elso personel ressons,

2. Principles of tho SOVIET oall-sign syatem.

Although the muthor 314 at one time take a personal interest in
this question, he is unable to supply any information on the matter..
He remembers only that until.q19i,. there existed certain relationships
between change of oall-sign end PT-table reciphering (the .reciphering
rowa wore' the sams.for both provinces), It was alsc possible to
enstablish a relationship between of call-sign end -the
Tooiphering rows of mome RAB systems three~figurs). It should,
however, be noted that the investigaticnm of the prinoiples .
underlying.the aall-sign syetem wes very much less to the fore in
tho oese of the GAF then in that of the Army, beoause: .

. 1. The smaller number of sir foros networiss allowed'
from the firet of better coverege, even when the
daily ohanges of oall-sign took place apparently
entirely unsystematioally, end :

- 2. beceuse of lack of persomnsl.

The speoialist on the principles of the cell-sign.system in
I1/353 was PW. HEINS, a oonsclentious end suceessful worker, who
is probably et present in HAMBURG, address not known, But-in eny
oase the corresponding workers of the Army SIGINT stations ‘will -
be in & position to furmish better information, .

~3.__The Fonci:l_:_:;gmt.

The author knows no deteils sbout the work of the Forschungs-
amt, as ‘its activity was kept very meoret. In eny case wirk wes done

. there on diplometio treffiocs, at lesst, howsver, it was intervepted.

Aleo there was some telk of economlo esplonege. The staff, were

extremely well paid, but were very reticent; the author kmew no-ome-
in the Forschungsemt perscnally. ’ :

.. Neither was it imown who was bshind this organisation;

opinions varied between the. Reichsmerschall or the SS (or both).

In Riga in 1942 the author received en offer of. transfer to the

ss (?f eryptographio department from en SS-Fihrer known to him, who, -

. bowever, hed not been t0ld by him about the nature of his work,
.Perheps the Formahuwignamiwas meant. The head of.the ‘oxryptogrephie

seation was said to have been a former naval officey, -



