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.CRYPTANALYTIO COURSES AT OKW/GHI
Since about 1§JO. oryptanalytio uo\u-se's have been

held ‘at Chi for E~monthly periocds over the Winter, Each new
mmber of the steff hed to taks part in two conseoutive courses.

~ In the first 6~monthly Winter period, the fundamental systems of

aubatitution methods were dealt with, that is %o say substitutions
(simple, multiple, variable unit ((wechselatelliger)), ayllabio),
substitution gystems {(periodic and aperiodic), bigrem -
aubatitution ((Paarcaesaren)) and code~books,. .

In the second 6~monthly Winter fzer:l.od, the basic

" trensposition systems were first dealt with (local trensposition

{(umstellung)), simple trensposition, trensposition.with
diagonals, comb trensposition and stenolls) and then the .
prinoipal reqypheding methods (ocombinations of basic systems,
further substitution, subtractors and dumy reqypherments, .
((Blender ugbsrschluesselung)) ), - ;

" The different enoyphered texts were worked on aiongaide
practice-examples based on German.P/L texts, - N )
" Two paeriods of instruction, each lasting two hours were
bold each week, 50 that in ons half-year there would be about
50 two-hour periods, The number of perticipents varied
oonsiderably from ond 6-monthly period to another. Some .
oourass wers attended by 3, .others by as uany es 12 persons and . _
more, In the first years, Min.Rat.FENNER directed all the ocourmes
personally; later, FENNER and Dr. #iNDLAND divided this work
between them,” During the'war these beginnsrs' courses iere

held by Dr. WENDLAND and Dr. m-
' Only the newly engaged steff of the seotions dealing -

. with the verious countries took part in these courses, Members

of the oryptanalytic seotion, .as soon as they joined, were
ilnomediately inatruoted at Chl for 2 to 4 wmonths of their
sarvice period in fundamental and reqyphering systems, so that
after that period had ¢lepsed they would be in & position

to tackle unsolved problems on their own, -

" In the Summer of 1943, & coursé of odvanced st was

", instituted for the first tire, 8 oapable deoypherers, hed

shown soms oryptanelytic ability, were detached from the seotions
dealing with the verious countries and Joined this course,

Three 2-hour periods took plece each week, in Summer and Winter,
The duretion of the course was not fixed at the outset. s 'a
‘result of the generel situation, no more instruction was given
after November 1944. Dr. HUETTENHAIN was in charge of the oourse.

The breaklng of regypherments wes worked at exclusively, -

" A% first, the wathematioal beses ((of oryptanilysis)) were worked .
through, for sxemple, permutetions, the theory of probabilities,
elsmentary stetistios, Then thm relavant oryptanalytic problems
were treateds solving of ocompromised text., investigation of !
indicator-groups, subtractor problems of general and
partiouler application, speoial solving of do.ble-trupapositions .
e}0. Meahine gyphers wers alsc to have been dealt with in this )
course. To conclude these theoretloal studies, problsms were examined ..

‘ /'Mah.
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which hod catually oocurred and then, when possible; the study

.of these was carried still further, Those taking port in the b
course wers femilarised with the working of HOLLERTTH machines

and mechaniosl aids to eryptonalysis. 4 study was alsg mede of

the methods of breaking our own ayphers discovered by the aypher
seourity peopls, 1In brief, this course was intended

as instruction in aryptenalysis as it stood at the time.

Iranslator: J,M.E.

(cspzo) -
© 28/8/1,5.

rypto Office in iustria )

Urtil the anschluss there was & eryptographic office in
Vienna which gollsboreted closely with the Chancellory :
Office of the Bund and deqyphered diplomatic uwessages, The . .o .
head of this office was Hofrat Dr, SETFERT. "ue staff was small, g *. -
Itely, Roumania, Greecs, Jugoalavia, Bulgaria, Turkey, Eoland -
and Gzechoslovekia were the oountries dealt with, This : "
office has worked in olose contact with "Chi® ((1.e. OmN/Chi))

. for meny years. ®e do not Rnow, however, in deteil what this

" collsboration emounted to. . . :

- During tension betwesn the two countries, the -
colleboration between the two “Ghit offices was fainteined, When
the Anschluss wes eflected, Generel FELIGIEREL and Min. Rat, FENNER
brought the best personnsl to Berlin, The following joined
"Chi"; Hofraet Dr. SEIFERT who was a Min, Rat. in Berlin,

Dre MAULER and Reg, Rat Dr, LOCKER., Herr BATLOVIC ceme to the
Forachungsamt; he oily stayed a short time with P4 and was then
taken over by the Army (In. 7).end for the lsst L months was
QRR at.¢Chi, 3 . ) e

A% Ohi the above naned were given the following taskss

; - Dr, SEIFERT woa specialist on known codes and broke Polish,
: - Turkist, Greek and Vaticen basic hooks. ’

Dr. MAULER was deputy head of the Italian Seotion,
Dr, LOOKER was hezd of the Turkish Section, _ '
ORR BATLOVIZ worked on Belken Godes and oyphers.

P _Iranslator. W.G.O. .

D e L
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Speech de-scrembling epperatus at LUDWIGSFELDE

There was an intercept apparatus at Ludwigsfelde by which
“engyphered" . conversations betwsen London and Washington were =
picked up in deciphered form, The principle of the enciphering is
unknewn to us now, At any rete it wes such & simyle matter thet when
using & new key, this new key could be found in a few minutes,.

"It was only necessory to turn a few knobs until the speech
became intelligible again,

~2OP-SRORED. wpn . . ~le TICOM/I-118

1 - “ -

: The equipment was constructed. in accordance with information
from Wa Prusf 7 and in such & way that it could still have ‘bean
used if the key had been extendsd-but preserving the basic
principle, -¥e do not know if there was a second apparatus
at another station.in Germany of this or similer type. . No
seoret gonversations were allowed on the London-Yashington
lins, If the subscribers ignered this regulation they were told
ebout it through e “aspeaker", If neoessary, the conversation
was cut off,

Translator: W.G,0.

MUSTANG Speéch .Enoypherment -

: In the Spring of 1945, & speech enoyphermdnt. ‘apparatus,
recovered intact from a MISTANG fighter, was submitted by the
G.A.F. %o certain members of the 3 branches of the Armed-Foroea
and OKW/Chi at ADLERSHORST near BERLIN.: The decision was taken on
that occasion to hand the set over to Wa Pruef 7, for more
.Gebeiled examination., The intention was to discover the
degrae of security provided by the Bet, and, if poassibls, to
construct & set which would enable us to listen in to the traffic,

The investigations into the security, which were
. conducted mednly by Dr. BUGGISUH and Dr, LOTZE, were lnconslusive,
.+ Only the following points were catablished: .

1) The TIGERSTEDT oypher prinoii:le ia used; there are 9
. subsoribers (sprechkoepfe). ] ; . .

2) The number of possible key settings is so great that the
systematic examination of all keys would probably not lead to
- a solution. - < ; .
3). 1t is always possible to reconstruct the key-setting from an
: intercepted ((eufgenommenen)) csoillogrem,. It is doubtful,
however, whether the ‘solution can ue reached in a short enough
time for exploitation during the actual fighter. operation ‘concerned.

Trenslator; J.KE,
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Eypher machine ¥ 40 was designed and constructed by
'Ob, Insp: MENZER over the period:1937-1939., After the designs
had beén completed, ¥a Pruef hed 30 machines built by the £irm
of Wenderer in Chemnita,” However,-as fer as we know, they
. were never used,- Exact information on ell - details cannot be
glven, as some points have slipped our memory, . For thia reason,
all figures given in this report are to be accepted with reserws.

29 metel bors were' fitted to the driim ¥ (sée_diagra_m). -

N : i

ghijkinnopqrat..
¥ hoie.-_fghiaklm;n,o i
lmnopgrstuvwxy.s

o _p

B
+—1 ;4 i nopgqrstuvwxiyzaba
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These bars were numberdd 1 to 26 end B1, B2 and.B3,- On bars 1 to 26
‘the letters of ‘the alphebet were aylically erranged, in alphabetical
- order, Bars Bl to B3, the so-cglled "dummy strips® ({Blenderstreifen)),
bore small circles af 8 or 9 different points, -All the metal bars
bpt one were coversd up by the meohine 11d, Under the window in the 1id
{(through whioh one of the bara marksd with en alphsbet appsared)) the
+ oypher alphebet Gi wes insoribed, The clear letier wes looked up on the metal
bar which happensd ‘to be viaible ‘at  the time; and sibstituted by the cypher
letter ocourring below.it ((on the 1id)), Deoypherment was effected
by the reverse process, The drum with the bara turned on its own
exis and wes made, to wove by the depression of § key. For éach
depression of the key the drum gave 1, 2, 3 or 4 kicks. The g
movemsnt of the drum was controlled by the 3 pin-wheels i, B and G,
These pin-wheels were.fitted with variable pins end had perieds of
23, 2, and 25, If none of the pins on the pin-wheels was in the
"effeotive" poaition, then the drum gave ore kick; if dme of
the pine on any of the whéels was “effective", .the drum gave twg
- kicks; for two "effective" pins, three kicks; for three "effuqtive®
‘pins four kicks, If & dumy bar appeared in the window on the lid, .
a lotter couing below one of the ocirvles on the dummy bar was inaerted
in the text as & dummy. The letter to be encyphsred was then encyphered -
after another depression’'cf the key., The period of the machine

fros.
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was 23 x 2, x 25 x 29~ 4 x 109, The following could give the
daily key:~ 1) Arrengement of the netal bars on the drum Fe

2) Pin=setting of the thres wheals 4, B and C. " 3) Gypher
&lphabet GA. The following was the setting for the messags keyg-
1) ‘Initial position of drum W. 2) Initiel position of the pin=-

-~ Wheels'A, B and G;' The following remarks may be'mede on the

security of oypher-machine M 4O:~ ' is the machine was xover hsed,

. We have .no results of recent examination of its sesourity %o

rrovide. Resplts obfained in 1939 wers as follmrs:.-

1) Owing to the pestricted number of alphebets used, 10 messages
on the aame setting are suffiolent to solve and reconstruct
- the =achine, oL g .

2) A direot orib does not ensblé ons to reconstruct the machine
- a8, owing to the dumndes, it is not possible to 1ine up ¢
clear text with the gypher text accurately enough,

3 . An isolat%egi oypher :essagse oannot be broksn,.

4) Neither stereotype beginnings and endings, nor 'parailpl
pleces.of text ere oompromising, ., © . : :

. Thus, frém results obtained at the time, it would appear that A
the machine had a relatively high degree of security, e do not know
why it was not introduced. Gypher machine M 40 went through s
several stages of development .before it took on its definitive

- form. Originally the drwa remained stationery at svery depression

of the key, or gave one kick., Dummies were not intendsd at

first, For a time the yachine wes fitted with en automatic

morse transuitter. There was & key under eagh letter in the

oypher alphebet, If this key wers preased, it caused the

automatic trensmission of this aypher letter by operating a sliding -
aontaot which brushed past morse-gignals let in £lush ((with -

‘%he surface along which the sliding contact brushed)). . We dropped
this automatic transmission as it was too diffioult to keep to
five~letter groups, .. C : . .

.
) -

* Iranslator; H.G.F.

——— R Tielrel ® % 1

T Jeolben
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"Solution of Jaﬁaneehiﬂ omatic iﬁeségea
In the section dealing with JAPAN (Head:of Section
Oblt. Dr. ADLER), a few spraightforward codes and simple
reoyphering systems were worked on and partly solved, Details
- of these operations are unknown to us, ' ComE i

Prof. Dr. FRANZ's oryptanalytio ssotion worked on the

following Japanese recyphering systems: C .

1)  KOKOK messages: Messages with KOKOK, GAGAG eto,, as indicator—.
groups produced numsrous split-repoats, especially at the
beginning of messages, 4s the relation between the number )
of vowsls and the number of consonants was Tairly exactly 50 : 50,
it was suspected that a 2-letter vowel-oonsonant or consonant- .
vowel cods was used, 4bout, 20 KOKOK messeges were then written
down one beneath the other, and the oolumns- conteining the minimim

,hurber of devaitions, among adjecent bigrems, from:the vowsl- .
sonsonent or corisonant-vowel form, were aligned together,

This geve a transposition length of 19, This transposition - -
was the seme for all indicetor-groups and remained 'so for
months at a tire,- ' . @ :

2) So-called "Indicator-group uessages" (.ﬂ}!.

Right at the start of our investigations, 2 messages on'

the PARIS-TOKIO 1ink ware - disoovered, of whioch the second

1. Was & repeat of the first, with slight differences. We were ,
oble o solve this pair of messeges; = the solution was = -
facilitated by the fact that the basic code =. the so-called
LA oode - was known, It was & 2-letter code regyphered by |
transposition; in the transposition cages, the first ten rows
also contained planks., The other messages with the same
indicator supplied the basis of the actual code underlying
these indicator-groups, With the knowledge of this basis,
other indicator-groups could then.be worked on successfully,
On an average, 3 new indicator-groups appaarad- every day..
The stencils remained in forge for 10 deys on en average, -
-When the besic code happened to ohangs, the new code was
discovered by compromises that cacurred, B

" iPter a year had gons by, the same indicetor-groups recurred,
-Transposition systems end- stencils were simply derived from
those used in the previous year, c = .
N For the solution of these messeges, the bigram apparatus
* was successfully introduced at Ghi. ' ’ -t

. 3) XATIGUN" and "RIKUGUN"..

4 Two cttempts were mede to solve the Japanese attache
' massages, bub both were unsuocessful., As for as T can remember,
- nothing was discovered which might serve as a basis for a
break-in, : ‘. :

W) .Ja.moe rechine
I ' A few yeers ago, the Gexrman Foreign office broke the,

- Jepanese machine messages, and construoted a machine of
identicel funotion to the Jepanese one. ¥When 1t was no longer

. o ' /pon;ible
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. ‘to read the treffig, owing to alterations in the machine
or %o & different method of use, work on these. essages
was discontinued. In-November, 1944, work wes resumed
by Baurat STEINBERG, but could not be oconoluded, It

- -emerged, however, that the reoypherment principle -had
remgined the sams, :

5) Indicator-groups "FEVAZ" and "GIFOLY

" 4111 cen recell of the work on, and solution of, )
messoges whose indicator-groups were generally "FEVAZY or
-“CIFOL" is that the system consisted of reoyphernent, - by '
"substitution tables, of & basic code which -also gontained

"words in B/L,. The contents of the messages were of a°
cemmeroizl natire, : .o

T Translator: J.M.BE.

The Solution of Polish Attachs Eq?.?..“‘.ﬁfé

about 2 yeers ago, when the oryptanalytic section took over -
work on Polish Attcchd traffio, the subtractor used for B
reayphering was read off a £igure-table horizontally and vertioslly,
The tabls ‘consisted of 24 lines, each containing 26 5:figure groups.
In the margin of each table there wore 100 different figure- - .
bigrams from 00 to 99 in hatted order, Before each new line
or column the appropriate marginebigrem from the table wes inserted
in the message text as an indicatory s the engypherers usually resd
‘off the subtractor horigontelly and vertically. in a serpentine
fashion, the shape of the table oould be reconstructed actually
before the recovery of the book groups, ,In-this wey the whole.
of the encyphered material could be lined up together.in depth

- and the reqyphering groups "stripped" without any difficulty.

We thus succeeded in reconstructing. the code on a relative

besis. The oode showed & great nucber of groups of high .,
frequenay, and was thus particularly well suited for breaking the
recypherment -on & very small depth, - af'ter a series of tebles

hed besen reconstructed in this vay.this method of solution

suddenly failed us. Neither did the known' series of indicators

‘eppear any more. We presumed that the subtractor Was' now | -
read off the table in another way, 48 we bad Bot the book and many
indi cators ccourred so frequently that were eble to break meassages
reqyphered on the same key, -2 study of the solved pieces of subtractor,

- for exauple, showed that the relative figure obteined for the 12th

book-group after one indicator wes -identioal with the relative

. figure obtained for the 7th book-group efter enother indiaestor,

From this it was concluded that the supposed stencil had lein
in such a position with both indicators that, in the firs}'case, the

. 12th hole had lain'in the position.on the table where the 7th group

ey in the second oase, - The indicator and’the cheok-group indicated
the oo-ordinates of the top left-hand and botbom right-hand

K ‘oorners, If, with two different indicators, the stencil was

moved only-ome digit %o the right, then three digits of each
relative figure for the second indicator were already obtained.
from the relative figure for the first indicator. Thus, }:y

J ) .. [tedious

" e

W e
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. tedlous and olose work, stencil, table and mergin-bigrans
Wwere rooonstruoted. This work had to be carried -out efresh for
' each new stencil, as the stencils were independent of each
.- 'other. f{ihen the first stencil was solved, we -wers also
able to restrict the relative basis of the basio code to 10 .
possibllities, We used Hollerith machines to help us, all
the material belonging to one stenoil .and reoyphering table
wes registered on Hollerith cards, l.e. against every message
) group 1ts appropriate indicator-and its ‘position in the
. . - text wers noted. S . )

- I cén no longer remsmber details of the proaess of solution
or characterisitics of the clear and aoypher texts and oypher -
s 8 - oonventions. ‘ In any cese it would never have been possible to
‘ find all. three unknown quantities:- book, stencil and reqyphering
7 table - with the srpll amount of raterial on each key, With -
a knowledge of the code = and, at that, a code with very marked
frequenay peaks ~ there was latterly sufficlent treffic to
-reconstruot teble and stencil. If the windows hed been made of
various sizes in one stencil, it would not have been possible
o molve the stencil -~ even with a known book.

. By Februery, 1'92;5; roughly 12 different atencils cnd a large
number of teblss hed been selved, .is far as we knew, the book,
remained the sams all the ting, : . ‘_

.Trar?slatoz_'z H.C.F, .



