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THE ENIGMA PRINCIFLE

I. General

The Enigma cipher machine was developed shout 1925. It is one of the
first useful cipher machines to be produced in cmantity. As basis of the
invention practical use was made of an idea dﬂtiﬁg from the 15th century.
This invention is sn alrhabetically arranged system of siidas consisting of
two strips vhich can be slid one against the other.

Exanples Margin: abedef ghijklnnopgrstuvixyz
Tongues bedefghijklnncparstuvixyzabedef, « .a

The tongue is movable and is slid one space to the left after the
encivherment of a letter. There are therefore 26 different positions.

The first plain-text letter is enciphered in the first position, the second
plain text letter in the secorkl pogition, e.... and the 26th letter in the
26th position. This is continued until the cycle repeats after the 26th

step, This cryptographic system does not satisfy presént day security
renuirements, even if rendom alphabets are used rather than standard alphabetég
This insecurity results from the short pericd (Frequenz) of 26 steps.

Howiever, if a plain letter is enciphered using et us>say, three slide
systers, which bear independently scranbled olphabets, aml if encipherment
is in three stages, then with careful manipulation security can be increased
ini‘init.ely. Since there are 26 possible settings for each slidé, with three
slides 262 = 17,57 diffarent settings can be obtained befare there is a
repebition. If the drive of iLhe three tongues follows the principle of a
counler, then the period is 17,576. khen using such & principle, tongue 2
advances one step after 26 steps by tongue 1, tongue 3 advances one step
aftar 26 steps by tongue 2.

In» the following example throe slide systams arc reprcsented in the
initial position and in the position after 741 steps taken according to the
principle of the counter. To make the process easier to follow, the 26 letters
of the plain alphabet in each of these two positions have been transformed into
the 26 letters of the cipher alphabet by the aid of slide systems 1, 2 and 3.

(See conversimn.)
i
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EXAMPLE 3

MARG [N

TONGUE
TONGUE
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Bven after careful scruting of the cipher alphabets 1 and 731 resulting
from these conversions, their causal connection is not recognizable, There=-
fore the conclusion may be drawm that with the 17,576 dif ferent slide
positions 17,576 different cipher alphabets can e formed whose sequence
is determired by the law governing the drive (counter mechanism principle).
In spite of the different structure of the 17,576 ¢ipher slphabets there is *
of course, a homogeneous relation anong them but this is not to ke v
investigated here, Because of the numericsl course of the three slide
systems, it is possible to use every position in this pericd as initial
position. The three-fold siide system described above can be simplified in
respect to hendling if the three tongues have instead of the 52 letters
52 comnecting lines in each case and are carried between two margins.

Far greaber clarity only a few connecting lines have bewn drawn in.
Furthermore the letters of the second mar ginal scale can drop out if in
their stead any tw letters (positions) are conrected with one snother
by a line. (See Page 2, Example 3.)

The plain-text letter is locked up in margin 1, and the appropriate
- connecting lines are follomed across the three tongues, [along] margin 2,
and heck across the three tongues to rmergin 1, After enclphering a letter
the three tongues are stepped apmropristely. In this viay beciprocal
‘relations Yetween the plainetext letters and the cipher letters arise which
are advantageous in reépect to operztion but are disadvantageous with
respect to security. (More will he said regarding this later.)

11.. Construction of the Enigme

‘In the construction of the Inigma Cipher Machine the above described
reciprocdl three-fold slide system has been mechanized. Instead of the
three tongues, three rotable cipher wheels A1, 2, 3 huve been employed
which have 26 electric contacts equally spaced on each face.. The contacts
of the one face zre connected by insulated vires vith the contacts of the
other face. The marginal scales 1 and 2 have ‘also been developed as wheels,
The cort:ct points of the reversing wheel A8 (margin 2) are permanently
comected with one amother in pairs. The 26 contact points of the entry

3
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wheel A7 are oconnected with the 26 A=jucks CL of the plugbcard. The 26
B~jacks 02 of the plugbcard are conmected with the 26 spring contacts of

the keys. The .:";-'-;jacks and B=jacks of the plugboard are put together in
pairs and are equipped in each case with a shorting strip (C-3). By the

aid of the Z-pole plug connecbions the shorting connections can be broken
ond the A-jack of one pair crossed with the B=Jack of the other pair. The
wheel positions (sequence of the cipher wheels from left to right) and the
plug comnections are the varicble features of the cipher machine. In case

; a pair of jacks in the plug board is not used the A and B-jacks are connected
by the shorting device.

The drive of Lhe three cipher wheels is counled with the 26 letter=keys
Dl==256 which simltaneously control the sets of sprimn; contacts E. On one
sida of each cipher wheel is a ratchet wheel 1 and on the other side a
settablé ring with a drive notech. The setiable ring of one cipher wheel and-
the ratchet wheel of the adjacent cipher vheel in comnection with three
stepping ratchets [pawls] F2, vhich are mechanically connected vith the 26
letter-keys, control_ the movement of the three cipher wheels, The drive
of the three cipher wheels works lile that of a cowter. After 26 steps
by the right [ sié!] cipher vheel the middle wheel takes one step, after
26 steps by the middle vheel the left [sicl] uheel and the middle vheel
take one step tegether. In this way 262 steps are consumed. This function
differs from that of the ordinzﬁr counting device. :

Since this function occurs only every 650 steps while a cipher text
met not exceed @ maximun lengbh of 180 letters (later of 256 letters), it
is not sigificant,

111. BEncipherment

The cipher machine is set up according to a given daily key.
Bxamples -Wheel positions II IV
Ring ssiting : v %L

Plug connections: £i hb tn ¢j ms fa lr ek qy dx pw uz
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CIri=R DEVICE 39
(rrecise acquaintance with the Tnigma ci her machine is assumed)

I. Jeneral

Device 39 is a further development oi th~ Enigma cipher mochine in
mechanjcal. and erypto-technical respects as well as in regard to operation.
Tt is & completely automtic cipher nachine, i, e by pressing a letter=key
the mechanism of the device is set in operation, the correspomiing letier
(letf.er on the key boamd) is enciphercd or deciphered and the plain and the
cipher Jetters are printed on soparate paper tapes by nesns of a double type-
wheel yrinter. The cinher texd 15 automtically divided imto groups of five
“etters. Independent of the printing device the (cizi"lsr letter may also be
read of £ the lamp fields

In this paper only the crypto=technic:l part is treated.

I1. Drive Lochani~~'

The three pin wheels (lockeurseder) 4 1, 2,3 are mechanically eoupled

with tho three cipher wheels Bl,2,3. Mechanical provision is rade that the
pin wheels Al,2,3 and the cipher vheels Bl,2,3 move one step each vire a key
is pressed. The cipher vheels however are prevented from exscuting the
step, if at the feeler lever C1,2,3 of the associated pin vhesl there is a
poesibive pine The cipher vheels have 26 divisions, pin wheel Al has 23,

pin vheel A2 has 25 and pin wheel A3 has 27. On each pin wheel an odd
nuber (excluding the nusber 13) of pins is set in the usual way as daily
xey. The period (Frequenz) of the individual pin vheel corresponds there-
fora exactly to the nurber of divisias. That means 23 steps for Al,

25 steps for A2, md 27 steps for i3. The common period of the three pin
vhesls is ﬁitcs product of the nwber of divisions 23 x 25 x 27 = 15,525 steps.
The pericd of the eipher wheel is 26 steps when uninfluenced by the pin
whoel. The movenent of the cipher vheels is dspendent however upon the
assoeiabed pi.n vheel period. .ith 23 steps pin wheel Al makes a full
revolubion, cipher vheel Bl however makes only 23 sters less the nuber of

positive pins. Since the number of divisions of the pin wheel and the

4

1. See Supplement.
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number of positive pin.:a:?' are prime to 26 {numbsr of divisions of the cipher
wheals), we get Tor Al - Bl a period of 23 x 26 = ,228 stops, far A2 = B2
25 x 26 = 650 gteps and for A3 - B3 27 x 26 = 702 steps. Gince the
position of &ll three cipher wheels w:ith respsct to one ancther is

decisive for the ciphering rrocedure, the function of the cipher . hedls
must be considered as a whole. 7The period of the cipher wheels vithout the
influence of Lthe three pin vheels is % steps. Taking into account the

263 possible settings and elininating the cyclic period displacements

there are from a crypto=technic:l point of view 2%2 offectively dif ferent
basic rericds of 26 steps. ‘

Under the influence of the pin \':Px;zel functions & = Cl;2,3 the basic
periad of the cipher whedls is lengthened by the product of the nurber of
divisions in the pin vheels Al,2,3. Hence there are 262 effectively
different periadis, whose constant lengths are given by the product of the
number of divisions of Al, 2, 3 and B (1,2,3). If the number of divisions
A1,2,3 and 11,2,3 are broken vp into prime factors, then the product of the
different mrime factors gives the length of the period and the product of
the like prime factors the nurmber of effectively different periods. Herchy
the repetitions of prime factors which cccur vithin the number of divisions
of one wheel (A2 md A3) mst be rezarded as different factors because here
the unsysternatic pin settings (positive and negative position of the pins)

is decisive.

AL A2 A3 Bl B2 B3

23 25 27 % 26 2%
Prime factors: 23 " 55 334 v 3.1 «0el3 20
Lenzth of the fericd: 23 » 555 ¢ 333 ¢ 2¢13 seeveeees..= 403,676 steps
Murber of poriocds: ceesansssherris eaeien 29130613 5 £76 parinds

In the develoment of Device ¥ it wuas necessary to provide for correspon-

dence vith the Inigme vhen the pins on the pin whedls zre mut in the negative
position.3 This mechanical function will not be deseribed here because it

- - -t - - -

- -

3. This was demanded by the German Navy. /Editor's note/ .
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represents & purely mechanical demand rather than a crypto-technical
necessity. Through thiis mechanical demand it did come about of course
that the 676 periocds passed over into one pericd. In regard to s:euwrity

it appears to be immateriel whebhur & cipher device yieclds 676 effectively
Gif ferent periods of 403,676 steps each or one pericd which is ecual to the
product of these two factors. :

The three cipher wheels are mounted betieen the entry wheel B? and
the reversing wheel B8, On the sides of the cipter vheels R1-8 are
mounted 26 contacts. These contact pointe are constructed as disk
sprin; contacts. Within esch of the cipher wheals P1-8 the 26 contuct
points on the one side are connected in any desired oxder with the 26
contsct points on the other side. The contuct points of the entry wheel
17 are conmnected to the 26 A-jacks D1 of the plugboard and the 26 contact
points cof the roversing wheel BS are comnected to a 26 part plugboard El.
These 26 Jacks are united in palrs by interchongeable one-pole plug connec-
tions B2 (according to key).

With the mechanical rotation of the ciphta;- wheels the contact points
necessarily perform a swltching funetion. The 26 A=jacke DL are united
with one another in pairs via the contuct points B7, I3, 32, Bl,4
B8, E2, B8, Bl, B2, B3, B7. Due to the differing internal circuits of
the cipher wheel, vhich are subject to no particular rule, constantly new
corbinations result with the 265 positions of the cipvher wheels,

In contrast to the Enigma two essenticl advenc;cs may be noted in the
developmant of Device 39 in respect to cryplographic technirme:

a. The non=uniform and variable stepping of the cijher vheels.

b, The combinations made possible by the variable reversing whesl El,
which morsover is readily changed since it is pluggable.

By these two improvertnte on the Inigma principle it s become

virtually impossiblie to make Hollerith studies of the constants of the
device which would faver the possibility of cryptanalysis,

The followln; disadvantsges, however, ar¢ retained which are related
' to the Enigma principle and which involve an as yet urknown possibility
of solution:

- - - oo - T o 0 I B SRS o -

4. Order of wheels is reversed by error. See Supplement. ﬁditor‘a not_q7
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a. The reciprocal structure of the cipher alphabets which is
produced by a function of the reversing vheel El,

b. The two-pole combiretions of the plug connections D3, which
have a limiting effect on the designations of the keys.

The principle factor of insecurity in all cipher systens remains here,
namely, that in spite of all the highly devcloped mechenical cipher devices,
the security of the systen is dependent on the choice of the ressaze kay.

Ve shall return to this point lster,
211, Cipher Frocess

The cipher process iz carried out Ly means of the 13 circuits which
have their beginninug and Lheir end.in the 26 A-jacks of the plugboard D1,
the 26 keys G ard lamps I to each of which one letter of the alplabet is
assoclated. '"he key board ard lamp fisld (type wheel printing system)
take over alternately the function of the plain and cipher alpmabet. Since
the alphroets are reciprocal no change in the wiring is required.

Iy pressing one of the 26 kays G a.set of springs is activated, In
so dring two contact springs are opened and twe others closed. The ane
set of contacts. H controls the type wheal (ropresented only by the terminals »
ir. Supplement 1). The other cireuit, which is controlled by the second set
of contact springs, switches in the circuit which makes possible the cipher
process i;y means of the lamp field and the three cipher vheels,

Device 39 is to ® set according to the daily key. The daily key
consists, for insbtance, of the following data:
ftheel position: III Iv I
Plugboard comnections: bh qv do gnm ac wy f1 tx ei kr pz jn su
Reversing whsel: pn dn 1o at hs br jq cz £y gx ew 1v lu
Pin wheel Al acegiknprtu (11)

Pin wheel A2 bLeeghlmprtu (11) x
Pin vheel A3 acefhjimprsuvxz (15)

Befare ciphering a text the three cipher wheels amnd the three pin wheels
are to be set in an initial position which hereafter will be c:lled the
messa;e key setting., The message key setting is to be treated quite
individually because & grest part of the security of the eryptogran depends

on its selectim. (10 messages in phase can be solved » Whereby it does not

matter which Enip,m{F@g S E@R;ET
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The 6 letters of the message key are disgiised in the usual form and
profixed at the begimning of the ecipher text. To agree upon & different
pogition has mo slgnificancs as far as security is concerned because the
letters will be recognized as a kind of indicator group in any case.
Beginning with the message key setting, the letters of the plain text are
enciphered by pressing the corresponding keys and the apwropriate cipher
letters are printed by the mechanical printing device. hen deciphering

the process is amlogous.

17. Choice of tho Hocoa-o Key and It Conseguences

On the basis of the experiences of the last f'ifteen years an attempt
must sometime be made to determine why the analysis of eryptopraphic systems,
some of which were very complicated and diverse, has been successful, Two
essential types are noted in thig connection:
(1) Cryptanalysis by the aid of compromiges of all sorts
(2) Cryptanalysis with the aid of repeated perioCs {lining up or matching).
The possibilities of cryptanalysis which fall under point (1) can be
counteracted in the case of substitution systems by the requiremont that
roconstruction oi‘ thé daily key be imuossibie even with any technical aid.
The reguirement usuzlly esnnol be exactly proven; therefore, hore only the
most essént.ial stucies will be suzgested. In this connection, it is
naturaily assumed that the usual securlity requirements have been fulfilled.
The possibilities of eryptanalysis which fall under point (2) are per sa.
only special compromises of the . tographic system. Hoviever , this method
will be emphasized because it cen be employed and can lead to suceess without
any jrevious knoledse of the cryptogrephic systems. If, for instance,
from a 1ot of homogeneous traffic single mossags are put together vhich
céntain more rarallel passages or other cheractaristics than would bé
expectod by the laws of provsbility, then ib may be assumed on the basis
of experience that they are in the same key and in the same phase. In
the case of the Enigma cryptograms are termed alike in key and phase wiaich
vere produced Ly the use of the sene deily key and the sarme setting of the
three ciphe: vheels. In this connection it must be remenbered that, due to

the cyclic course of the period, only fragwents of two cryptograms need be in

phase. TOP SECRET
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Example: 1st cryptogram: dreumtosm.bvcwasdfghjlﬂ.bau
2nd cryptogram: poiuzbrevioasdf ghjklmnbve

If ten cipher texts in phase can be thus lined up, then solution can
be accomplished by the aid of column frequencies, etc. Theoretically this
possibility of solution is limited by the fact that the relation between
the total length of the machine's perdod and the maxfmmm length of the
intopeepted nessages is so determined that on the basis of probability no
.repetitions are to o expected. However these considerations are valid
only when the appropriate regulations have been observed exactly in the
choice of the message key (starting point in the period). The experience
of the past fifteen yoars has shown however that regulatims regurding the
choice of ressame keys are quite renerally disregarded. The cause is not
the evil intent of t!-\e’respmsible person lut rather convenience.

Consecuently some reflection is in order as to how in the cholce of
the ressage key convenience can be furthered and at the same time the
entire period exhausted in order to supprsss the occurrence of messages
in phase. Because experience shows that menual means are inadequate, the
solution is to 'xﬁe atﬁajned by technical means,

Eveafy cipher device gets a specially developed message key indicator
which must at sometime show every messcge key which can be set up on the
cipher device and which is permanently attached to the cipher device. The
mechanical course of such a message key indicator must be so constituted
that coincidence is mled out, no matter how many machines sre employed.
Such a device will be described here, one vhich fulfille the conditions,
is the size of a counter, and is conceived far Device 394 . It may be
remarked that the idea is new and has nevar been put into practical use
in crynto=technology. 2

Six whesls with the divisions 26, 26, 26, 23, 25 and 27 are Lo te go
driven that each vheel takes on the averuge 13 steps to every 26 drive
impulses and collectively yield a period ecual to the product of the
divisions of the 6 whe'elso The drive is by means of a spring which is put

under tension vhen the keys are nressed and c:n relisve itself of tension

TOP SECRET
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by the unimpeded stepping of the six counter device disks. Using these
mechanical principles, the number of steps of the six counter device disks
is dependent on the key pressure from each depression of the key to the
next and is therefore not subﬁect to control. Each counter disk is
inscribed with a random alphabet. In this connection care must be taken
that no disk inscription is repeated in any message key indicator among all
the cipher devices. ' By pressing a button the message key indicator can be
stopped. The six letters then visible are to be used as message key.

The use of such 3 message key principle guarantees:

(1) that no message key combination will be repeated for a long time
in any one cipher machine,

(2) that the occurrence of cipher texts in the same key and in phase
will only be possible by pure chance. Chance, howsver, can be properly
taken care of when constructing a cipher device through the ratlio of the

period length to the amount of enciphered traffic.

13
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CALCULATION OF THE rERIOD WITH DEVICE 39

1. Drive law

W e

-

A3

V.
\ bl B2 B3 I Al ‘

a. Number of divisions of the pin wheels Al,2,3
Al = 23, A2 = 25, A3 =27

"b. Nunber of ¢fvisions of the cipher vheels Hl,2,3
Bl = 26, B! = 26, B3 = 26

c. DPin wheels Al,2,3 with their effective pins affect the caurse of
cipher whezls Bl,2,3.

. Accoriing to their divisions pins () on the pin wheels can be
brought irto an effective or ineffective position. Tt pin position
is terme¢ c“fective vhich checks the course of the cirther wheel,

e. If 01 pins on pin wheel 4l,2,3 are in the ineffective position
then pin heels Al,2,3 and cipher wheels BL,2,3 teke one step each
time a k:y is pressed.

1 Tr. pumber of effective pins is to be determined by the following
formuji: the number of divisions of the pin vheel less the number of
effer.ive pins must be prime to the nuber of divisims of the cipher‘
wheel. |

Nurber of effective pins = (tA - n) # tB.

g . e total period is the product of the number of divisions of
L, A2, A3, Bl, D2, B3. It broaks up into partial pericds if the factors
are not prime to one another. The sum of the partial periods is ecual

to the product of the divisions of all the vheels.
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In the present case %2 partial periods (B2 x B3) of the length
M x A2 x A3 x Bl = 23 x 25 x 27 x 26 = 403676 steps are derived. ‘
The following example [in miniature] is intended to illustrate the
computatim;
Terms: A = pin wheels (t1,2,3)
B = cipher wheels (t4,5,6)
. £ = steps BL,5,6
t = number of divisions of Al,2,3 or Bl,2,3
U= revolutims of i or B
n = numbar of ef fective pinsv on A
F = period
7iffor = A1,2,3, Bl,5,6
h = braking of the coursc of BA4,5,6
AL =5,A2 =7, A3 =9, B4 =4, B5 =4, B6 = L.
a. Poriods without effective pins on the pin vwheels:
» Al = 5 steps
A2 = 7 steps
A3 = 9 steps
B4 = 4 steps
B = 4 steps
B6 = I steps
b. Pin éetting_; (effective pins)
Al) Al -n f£Bth =5-2=3#4 (2 effective pins)
A2) At2 = n £Bt5 =7 =4 =3 £ (4 effective pins)
A3) At3 = n £ Btb o Q-6 =3 #F 4 (6 effective pins)

TOP SECRET
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¢, Periocds: AlB4L =4l xth =5 x /) = 20 steps.
Al 123451234,51234512345
00 00 00 .00 effective pins
BL abbccedasbbeddaabeedd = 20 steps
A2 123L5671.234567123L5671234567
C00 O 000 O 000 O 000 O effective pins .
B5 asaabheddddaabeeceddabbbbeed = 28 steps
A3 1231567891234556739123,567591.23456739
o ¢ 00 000 O 00 000 0 00 000 0 0o oo effective pins
86 aaobeceddddaabbbeeccddaaabbbbecdddaa 36 sters
d. TFeriod Al,2,3 =tl xt2 xt3 =5 x7 x9 =315 steps

e. Revolubions of a pin wheel during the course of the period of Al,2,3
(315 steps).

TR TR e T L,
ALY T g ¥ 4 9

Hence Al makes 63 revolutions, A2 raukes (5 and A3 rakes 35,

£, Nuber of effective pin functions (brakings of the cipher wheels BL,5,6)
within the course of ons period of 41,2,3.

Al: Hl =UL xnlh =63 x 2 = 126 steps
A2: h2 =U2 xn2k =45 x 4 = 180 steps
A3: h3 =U3 xn3A =35 x 6 = 210 steps

oq
c

Humber of steps of cipher wheels Bk,5,6.

Bl: f1 = PF=hl = 315 - 126 = 189 steps

B2: £2 = P~h2 = 315 « 180 = 135 steps

B3: £3 = F=h3 = 315 = 120 = 105 steps

h. Number of revolubio s of the cipher wheels within one periad of 41,2,3.

Bh: BYU = £1 = 139 = 47 1/} revolutions
Bt '8 :

B5: BSU = £2 = 135 = 33 3/4 revclutions
Bt &4

B6: B&U = £3 = 105 = 26 1/ revolutions
%

1. The period 4l,2,3, Bh,5,6 is found from the product of the t's,
Nevertheless the period of al,2,3 Bh,5,6 has onl;:’ run out when all
drive vheels and cipher vheels have completed full revolutions at the

same time. 1ith 315 steps this is only sstisfied for #i,2,3. ‘heels 31,2,3
have, as shown in paragraph h, made 1/4, 3/4, and 1/4 too many revo=

lutions. The period 4l1,2,3 must therefor- be run through several times

before all six wheels reach the initial position simultaneously.
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In running through the periods Al,2,3 the following steps are rede.

Full

Periods of

Alg:2,3 Steps = Cirher /heel Revolutions
1 s Bh 47=2/Ls B5 333/,  B6 26=1/}
2 630 B4 94-1/2, B5 67-1/2, B6 52-1/2
3 U5 B4 1~3/k, B5 101-1/h, 36 To=3/4
& 1260 Bl 183, 55 135, B6 105

The neriod Al.2.3 B/.5.6 vields, therefore:

FRALxA2xA3xBbxP xBb=5x7x9x4 = 1260 stops

k.

In the prececding exaryle euch cipher wheol has 4 positions. .ith
3 cipher vheels therc are tharefore 1;3 effectively dif ferent positions 5
that meens 4 x 4 x 4 = 6 positions. The pin wheels 41,2,3 have

5x7x9 =315 effectively dif ferent positions. The runs 1<l shown

in paragraph i bad as a result that each of the 315 positions of the
pin vheels 41,2,3 cane into connection in each case with only 4 of the
64 posnibilities of the eipher wheel.,

Eo go The pesition of the pin wheels e 1, 1 only occurs in

connection with the cipher vheel positions aza, heb, cbe, ddd.

L of the 6J possibilities always ocour tosether so that Lhere are

84 = 16 pericds with a lenth of 1260 sters. This mumoar 16 caies from
tzjhe product B5 x 36 =/ x 4 =16, The oredeing don o the period given
by the rroduct of a1l 6 wheels into 16 partial periods is the consequence

of the ecusl nurber of divisions on Blis5 564

BE:
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AL T 23D 1‘2§3 Li512{34{51 23451123 h§ 51234151 2i34i5

BL abbecedaabbcddaabecddlabbecdaabbeddeaa

A2 1j213(h 516 7 112i314 516 7 1i2{3,4 56 7 1{2{314 516 7|1i2}3i4 5,6 7

]
aaaabbe

B5 aaaabbcddddaabcccecddabbbbeecd
a3 1|2 3{4 5]6]7 8191112 3i4 5/6{7 819{1;2 314 5/6;7 8]9]1]2 3j4 5]6/7 8 (23)

B6 aabbeccddddaabbbeccceccddaaabbbbecddda

12i3 451 2{3 45

1 23 4511 2|3 4{51 2i3 4{5 1 2}3 4{5 1 2{3 4{5
abbeccdaabhb

beceddabhccdaabbeddaabcecedd

112]304 516 7112134 5{6 7 112314 5]6 7|1{2{34 516 71/2{3]4 56 7

4

ddddaabeccecoccddabbbbecdlaasaabbeddddaabh
91112 3{4 516]7 81912}2 334 5[617 8]9{1i2 34 5[617 8]911i2 314 5{6]7 (23)

aaabbeccddddaabbbceccddaaabbbbgeceddd

1%3&6123M11%3M51%3M5l%Bbﬁlzhm5la3M5

cddaabecddilabbccdaabbecddaabocsddlabbecds

1j2i3}4 5{6 7 1{2{3}4 516 7]1{2{3{4 5{6 7 1{2|3]4 5{6 7 112|3{4 5|6 7

ccccddabbbbececdiaaaabbeddddaabeeccdda
&%MZ%hﬁ&7&%ﬁ2ﬁhSW?&%H2%A5%W8wﬁ&3ﬁswﬂu)

aaaabbccoddddaabbboeccecddaaabbbbecdd

12[34{522134{51 243 4j5|12{3 4151 2{3 4}51 2i3451 23 45

daabbcddaabecddlabbccdaabbeddaabecdd
1j 21 3{4 516 7)1 2{3}s 516 7 112314 516 7 1{2 3|4 5|6 7 1]2{3{4 5]6 7
b‘obbccd\aaaa.bbcddddaabccccddabbbbccd
7m%£2ﬁuﬂw7%%ﬁzxaﬁ&7&%nzﬂaﬂ&7qwnzﬂA5um)

daaaabbeccecddddaabbbecccddaaabbbbecd
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123M51294612ﬁM51%3hﬂ123%5123h51ﬁ3M5

dhbeedaabboddaabecocd abbecedaabbcadadasg

1j21314 516 7 1j2;314 516 7 1]2]3;4 5[6 7 112(3i4 5|6 7|1|2|3{s 5[6 7

aasaabbecddddaabeccccddabbbbececdiaaaabbe
67 8|911j2 314 5{617 89{1i2 314 5 617 8{9;1]2 3{4 5{6]7 8{9{1l 2 3|4
§ N . * ;

ddinadabbeccddddaabbbecececddaaabbbbeoe

12;3 A;512§3h§‘512‘§3 h%5l2é3 Li5 3213 h§51253 4151 213 415
becddlabbeccdaabbecddaabecddabbeecdaabhb

1i2i3)4 56 71]2;3 4 5]6 7 1i2!3(4 516 7|1i2:3:4 516 7 1j2{3i4 5/6 7

ddddaabccccddabbbbccdaaaabbcddddaab
51617 8%9‘;122 3‘;14 5167 8’912 Bglo‘i’é;'f 319512 3§h 5§6§7 8§9§l§2 3

dddaaaabbecccddddaabbbeccccddaaabbbbe

I 213 4151 213 415
cddaaboaodad

12§34i512:3 4151234151 213 4{5|1 2§43 45
abbece

112{3t4 516 7 112314 516 7 112{314 5{6 7

abbeccdaabbecddaabecdd

1{2{3}4 5]6 711 2]3(4 516 7
cccecddabbbbecd

aaaabbecddddaabeccececdda
L 516[7 819]1{2 3|4 5]6{7 8]9{1]2 3|4 516]7 819112 3i4 516{7 8!9/1{2

§

cdddaaaabbéccddddqabbbccccddaaabbbb

1 2{3 415 1 203 4l5 142)3 4{5|1 2§3 4i5 1 23 4i5 1 2{3 4{5 1 2]3 4}5

daabbecddaabeceddlabhecedaabbeddaabhcedd

1{2{314 5i6 7[Li2{34% 516 7 112i3i4 516 7 1i2{3}4 5|6 7 1f2{3]4 5]6 7

bbbbecdiaaaabbeddddaabecccecddabbbbecead

3(4 51617 819:1i2 31k 516]7 €191112 3j4 51617 8]9|1{2 3}k 5: 617 8|91l

ccdddaaaabbeccddddaabbbeececeddiaaabbb

12{345212(34]512{34512{34i5|12|345212[34512345

-abbcedaabbcddaabeccddlabbececdaabbeddaa

1121314 516 7 1}2i3;4 516 7 112{3;4 516 7 1234 516 7121314 516 7

asaaabbecddddaabececcddabbbbcecdlaaaabbe
234 5;6:7 8!9;1;2 3k 51657 85931.2 3k 5%657 81912 3i4 5§6§7 819i

becdddaaaabbeccecddddaabbbecececeddaaabnhb
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Run of 180 steps
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DIE LUECKENFUELLERWALZE (THE NOTCH FILLER WHEEL)
(Knowledge of ihe Pnigaa Fiinciple is Assumed)

The counter<like drive system of the three cipher :lisels, the
invariable, internsl wiring of the wheels, the fixed assiznment
of the letters to the 26 keys and lamps, and the reciprocal effect of the
reversing wheel — which resulis in the reciprocal structure of the cipher
alphabets, have disadvantapeous results for the security of the eryptograms.

Due to the fixed internal wiring of the wheels, 17,576 basic ecipher
alpha‘bets can be derived with ea&h‘»wheel position and their sedquence is f{ixed
by the rigid; counter-like drive of the cipher wheels, The variable ring -
settings on the three wheels have only an insignificant influence on the
change of this sequence. (Cyclic displacement.) :

The plug connections merely have the effect of a substitution table on
the derivation of the basic cipher alphabets, i. e. the characteristics of
the cipher alphabets with respect to one another are preserved.

The drive of the three wheels is by three pawls and three ratchet
wheels, one associated to each cipher vheel. On the settable rings of the
cipher vheels there is in each case one notch. The seltable ring of the
right wheel’in connection with the ratchet vheel of the middle wheel
controls the stepping [of the middle wheel] and the ring of the middle
wheel in connection with the ratchet wheel of the left wheel comtrols the
stepping [of the latter]. The ring of the left vheel has no effect on
the stepping. After 26 steps by the riht wheel the micddle wheel takes
one stepy after 26 steps by the niddle vheel the left vheel and the middle
wheel. take one step indeperdent of the function of the right wheel. This
function ecuses the niddle and right whoel to have a period of 650 steps

instead of G576 possible sleps.

1. actually the order is reversed, The left cdrives the center, and the
left anc center cérive the risht. ﬁditor's no‘b_e7
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The machine constants (whe_el wiring, drive notches, etc.) were
included as security factors in the assessment of the nachine when it
was put into use. Assuming a knavledge of the machine,it did not satisfy
resent dgy security demands. The reconstruction of the entire daily
key was possible by mechanic:l means provided 15 to 20 letters of
enciphered X=text were given. (The letier X had to be enciphered 20 times
as plain letter.)
Recognition of this fact led to the development of the Lilckenf#llerwolze.

Tiicke and Antriebslarbe (drive notch) are synonomous. Since the drive notch

could be opened ja the form of a pin at each of the 26 positimns and could
be filled agai., this cipher v:hoel‘waz‘s g,iven‘ the name liickenfullerwalze.
Since the ccastructim is carried out only on the settable ring, only the '
ring with the notch fillers is represented in the supplement. In the case
of the “dckenfiillerwal ze, however,the ring is rigidly attached to the wheel.

"hen the Lickenfdllerwalze was put into use it was intended to have

the.e drive notches effective daily in different arrangements. This
gaswre involves a further shortening of the reriocd by some 2000 st.e‘ps but
"has a decided influence on the security of the resulting cryptogrems.
Moreover other combinations on the Liickenfiillerwalze with respect to
the number of effective notches can be employed. In this connection it
should be remembered that the number of open notches shall not be a multiple
of 2 ar 13 and by increasing the nurbar of effective notches the period
is correspondingly shortened. It is also possible to subdivide the entire
daily key, vhich in general is valid for 2, hours, by using dif ferent

arrangenents of the notch fillers.,
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