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Good afternoon, ladies and gentlemen,

My name is Detlev Vreisleben and I would like to speak about clandestine 
communications and cryptography in Germany during the Cold War.

Here you see Markus Wolf the head of the HV A – the Foreign Intelligence 
Service of the GDR – portrayed as a lynx demonstrating the use of 
disappearing ink. This cartoon was drawn by GDR-Cartoonist Erich 
Schmitt for Markus Wolf‘s 60th birthday in 1983. In fables, the lynx is a 
crafty animal without the negative association of the wolf.

Negative: Like eating Little Red Ridinghood‘s grandmother.
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I would like to show various possibilities of clandestine communications.

The electronic Dead Drop is also called SRAC (Short Range Agent 

Communications)

The mikrat is a larger negative than a microdot.
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- Satellite

- Infrared

-And in the second part cryptography 

-Used bei HV A (Foreign Intelligence Service of the GDR)

-and BND (German Intelligence Agency)
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A dead drop is a prearranged location at which spies can leave 
information or from which they can collect instructions or material.
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The picture shows a Russian container used for a dead drop. This one 
could be used for money, films and cipher pads.

A dead drop is used to avoid having personal contact which could lead to 
exposure.
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Here is an East German example: The agent was given instructions how 
to find the dead drop.

TBK Dead Drop  „Fuchsbau“ (Foxhole) in red

Nachzeichen Sign when emptied in green
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There were additional signs when to go to the dead drop. You see here a 
telephone, and here at the bottom right, the telephone with a chalk mark.
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And a sign when the dead drop had been emptied. An empty cigarette 
pack „Ernte 23“ was dropped down there.
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These devices can store information sent by an agent as he passes by. 
Later, the information can be picked up by other agents with no physical 
contact to the device. The SRAC had a very limited range i.e. 100 m.
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The MfS (Ministry for State Security of the GDR) began developing such 
devices in the 1980s.
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And here is a more recent example: In 2006 the FSB (Federal Security 
Service of the Russian Federation) uncovered 2 such British SRAC 
devices disguised as rocks in Moscow.
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Secret writing / invisible ink

Coded information

i.e. the picture of a postcard
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Here is a sample postcard for an agent showing how to write with invisible 
ink between the lines of text.
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A postcard  from headquarters to the agent with the text hidden in the 
picture on the postcard.

A welcoming message in plain text for a new agent!
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The mikrat process is a two-way process, instructions from the head office 
to the agent and copies of documents from the agent to the head office.

A mikrat is a film 1.4 by 2 mm larger than a microdot. Due to the small 
size they could be hidden under stamps, in letters, between the layers of a 
postcard or in packets.



17

A picture of an agents camera. In the forefront a film disc with 15 
negatives. Each negative corresponds to a DIN A4 page. All hidden in a  
5DM coin.
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A mikrat reader for agents.

The negative is slipped into the slot on the left-hand side, and the agent 
can view the film by looking into the eye-piece on the right.
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Here you see a mikrat hidden in a coffee bean. It contained the 
instructions for the shortwave converter of the BND.

Somehow... The agent knows there is a mikrat in the package in the fourth 
item on the table of contents. And how did the Stasi find out? They 
observed that several packages with the same contents and the same 
packaging materials were being sent, so they had a clue.
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A microdot hidden in a brochure. It is only .6 by .9 mm!
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The HV A used that method still in 1989. The agent knew where the micrat 
was.
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Here the enlarged Text of the microdot:

Communicate immediately your situation and the

reason for the silence.  Take all measures for

reconnaissance of military objects in the area

of   Darmstadt, Mannheim, Heidelberg.  Report 

details in invisible ink at least once a month.  Your

arrival is required not later than April 89.  Report 

the arrival date in the next letter.
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Transmission of a data stream by public telephone
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The agent transmits encrypted messages stored in the calculator with an 
acoustic coupler via  a public telephone 

On the left agent‘s calculator

On the right a computer at the headquarters to receive and print the 
message

The famous NATO-spy Rainer Rupp used such a device camouflaged as 
a calculator in 1983 during the NATO manoeuvre Able Archer.
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The BND used a similar procedure, here pictures of the HA II, counter-
espionage. Unfortunately, there is no information as to whether the Sharp 
computer was used to encrypt.
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There are two types of radio communications.

One way representing communications from headquarters to the agent 
and

two ways where the agent can reply.

Radio communication was fairly common. Roughly 200 HV A agents 
received their instructions via radio, but in time of war only 15 would have 
been able to transmit messages.
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This is a voice generator for encoded messages.
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The face behind the voice.
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Usually the agents used ordinary radios to receive their messages.

They switched them on at a pre-arranged time.
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For special cases the MfS had special receivers
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In the early years, the BND gave their agents in the GDR a converter to 
receive their transmission, as the GDR radios could not receive the BND 
frequencies.



32

Later, the BND agents were equipped with a FE-10 SW receiver.
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The HV A transmitting site was in Zeesen near Berlin, the receiving site in 
Wernsdorf.

BND used three transmitting sites: Munich, Monschau and Frankfurt/Main 
(together with CIA)
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Here is a view inside the Zeesen transmitting site. They used 1 to 20 kW 
transmitters.
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The antenna farm in Zeesen
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And this is how the Polish transmitting site near Warszaw looks today. 
There are about 15 antennas.



37

StreetView makes it easier to see the antennas, the 'BRAMA 
WJAZDOWA' sign (keep the entrance free) on the gate is pixelated!
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On the left the HV A transmitter, on the right the BND transmitter. As you 
see they are almost identical.The East Germans probably copied the 
design.

BND agents  used two way shortwave communication last time in 1974.
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A BND container with SP 15 (FSS-7) and 20 crystals
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The CIA used also the FSS-7 in the GDR. The agent JADUR had thrown 
his device into the EMSTER canal near Berlin
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They used the KE 8 keyer adapted to the FSS-7
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CIA gave JADUR 72 crystals!
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At the end of the 1980s, the BND equipped its stay behind agents with a 
digital device FS 5000 (Harpoon) developed and manufactured by AEG 
Telefunken
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The 3WU was the first radio developed by the OG in 1947. It was built in 
the USA. The name means 3 watts universal device, because it should 
look like a multimeter.

The successor 12 WG (12 Watt device) was built by the OG, not by 
Wandel & Goltermann.
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To reduce the risk to be detected while transmitting, the agent used a 
burst encoder to reduce the transmission time. Here is a device of the HV 
A that allowed sending encrypted messages.
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This BND burst encoder allows the transmission of 25 characters. What 
can be forwarded thereby?
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A complete review of the situation, there were several such panels to the 
needs of the agent adapted.

In 1960 the BND asked for information about the “Adolf-Hitler-Kaserne”
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These are the rare panels for a resident
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The East Germans were very inventive: Here is an Antenna made out of 
two umbrellas.
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There was a VHF communication system 'Horizont', which was limited to 
about 100…150 km from the GDR border. Here you can see the 
successor system that didn’t come into use. On the left is one of the „first 
laptops“ for input to the transmitter, in the middle the transmitter, on the 
right the receiver. 

Around 17 East German agents had been given the previous model – but 

none have ever been found. 
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One of the receiving antennas was on the Brocken – a high mountain 
near the border to West Germany.
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Satellite Communications began in the 1980s.
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The KGB seized this American satellite transceiver in 1983 in Moscow 
from a diplomat. Today satellite communications have almost replaced 
shortwave communications.

(A KGB photo: The image shows the RT-804 transceiver unit, the CK-42 
coder, the BS-804=A battery

pack and power supply with the CPK-804=A remote control). The station 
operated on 311 MHz, the detection project had the code name “Pyramid”.

The photo comes from BStU MfS HA II Nr. 44310
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The American Fleet Sat Com satellites were used to transmit the 
information sent by buried American probes. The British used S-band 
probes, which have probably remained undetected, but French and 
Russians also used probes.

The HV A wanted to operate agent communication via these satellites, the 
OTS modified the horizon transmitters for this.
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The SVR (Russian Foreign Intelligence Service) still uses Short Wave 
transmissions, but nowadays, instead of voice transmissions, only tonal 
signals are sent. 

In October 2011 a married couple by the name of “Anschlag” was 
arrested. They were SVR spies getting their orders via tone transmissions 
on Short Wave and replying with a satellite transmitter hidden in a laptop 
case. By the way, the name “Anschlag” means “Attack” or “Strike” in 

German…!

Source: Der Spiegel



56

IR-Communications are a relatively secure type of communication. IR is 
light in a spectrum below visible light.
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This is an American IR communication device (Communication Set XE-2) 
uncovered in 1959 in the possession of the US agent Gisela Gebhardt in 
East Berlin.
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Based on this discovery the MfS began developing their own devices. The 
first MfS device was uncovered in 1963 in West-Berlin. The IR-transmitter 
is under the camera, the receiver is in the camera. The remote station 
was a Dahme, a replica of the American device
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This is an overwiew of various IR devices of the MfS
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And now the second part of the presentation: Cryptography
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The HV A Hauptverwaltung Aufklärung was the Foreign Espionage 
Service of the GDR (East Germany) and used the OTP which I will now 
explain.

OTP is a safe encryption method if properly used, OTP (One Time Pad) 
means only once!
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Blue is the message the agents receives, he substracts the yellow key 
from the OTP. The result is shown in white.

TBK (Toter Briefkasten) is a Dead Drop
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With this key he converted the numbers to letters.
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Here you see the actual documents that the East German agent had.

On the left the decryption OTPs, on the right the encryption OTPs, in the 
middle the key and the code book for 100 code words
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The headquarters had similar documents as the agent. A sealed OTP for 
each individual agent.
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It contains a copy of the agents OTP.
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In the 1960 the messages were manually encoded in the HQ.

The agent behind the code name „Bohl“ is Karl-Heinz Kurras, the West 
Berlin policeman who shot the student Benno Ohnesorg in 1967. Only in 
2009 was it discovered that he was a Stasi agent. The message shown 
here says that he is to destroy all material in his possession, discontinue 
work, report back after the end of the police investigation – and claim that 

the incident was just an unfortunate accident.

Strangely, the Stasi did not destroy the message or the OTP. Were they 

laying a false track?

Copyright: BStU/Holger Kulick Akte BStU, MfS GH 2/70 GM "Otto Bohl“
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Later the encryption was done electronically. The picture shows a T-307/3 
device.



This page shows how an agent encrypted his message:

On the top the text,

And then step by step the encryption.

There is an intentional mistake in the 5th column. This a pre-arranged 

signal the agent is not exposed. If there is no mistake, this means that he 
has been discovered.
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Double Transposition was a Soviet cipher system, used by the HV A until 
1958. It was cracked by the West German 

Verfassungsschutz = Office for the Protection of the Constitution and led 
to the exposure of Guillaume, a top agent and personal advisor of 
Chancellor Brandt



This system is based on a keyword which determines which number 
represents which letter. This is used for the initial conversion of text to 
numbers (substitution table)

Zs means numbers following



Example for a transposition with letters: We report back after 25 years in 
operation... 

This example uses letters instead of numbers, and is only scrambled 
once.

The text is written below the key phrase. Then the key phrase with the 
columns is sorted in alphabetic order.

Guillaume received a note by radio transmission for his birthday and the 
birth of his son. The West German “Verfassungsschutz” intercepted the 
message and only years later was able to decipher it.

72



73

The BND (West German Foreign Intelligence Service) also used OTP.
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This is the BND key to  convert numbers to letters (substitution table).
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This BND instruction shows how to use the OTP. The agent subtracted 
the numbers from OTP.

There is a slight difference between the East and West German use: In 
East Germany they added and subtracted the numbers on the OTP; in 
West Germany they subtracted twice from the OTP.
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Here the agent decrypted two radio messages. The first is: Next on the 
January 30th at 10:15 pm. Greetings 

Second saying: ZELOT wishes you all a happy 1956. Next on January 8th

at 3:00 pm. Greetings
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In German: „Einbauschrift“
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„Covert Text“ is a previously relatively unknown method for encrypted 
communications. In a text the first letter of the first and fourth word of 
each line is converted into a two-digit number by the recipient with the 
help of a key table. These numbers were subtracted from the key 
numbers on the OTP.

The key table and the meaning of the results we‘ll see on the next slide.
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On the left the keytable, on the right the meaning of the numbers.

A simplified example (without the use of an OTP) we‘ll see on the 

following slide.
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An example I created using the obituary for Leonard Nimoy, who played 
Dr. Spock, without the use of an OTP.
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Bilder aus D:\Eigene Dateien\MfS\Scans/VVS
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Diese Anweisungen erläutern die Verschlüsselung, der Agent setzt seinen 
Text in Zahlen um.
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I end my presentation with another picture of clandestine communications. 
The lynx is transmitting a message to the headquarters that he is looking 
for a new agent.
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This is a  very old shortwave transmitter with burst encoder using a 
punched tape
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A next generation transmitter for HV A agents. On the left a burst encoder 
to pack the data and shorten the transmission. In the middle the 
transmitter, on the right the power supply.
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HV A agent‘s transmitter WSA 1

Long Range Transmitter 1
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The last generation of HV A agent‘s transmitter WSA 6. It was never used.
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The most recent generation of HV A transmitter. It uses a standard pocket 
calculator for input.

WSA 6 modular version, WSA Weitverkehrssendeanlage = Long Range 
Transmitter
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An IR communication device embedded in binoculars. This was exposed 
by an MfS defector and never became operational.
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This diagram shows the circuit of a random-number generator.

The generator was used OTPs.

Five generators were used to produce punched tapes.



Then two key phrases are used to scramble the numbers.
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MfS found these devices with Western agents. There is no more 
information. Probably VHF-Transmitter
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This device has been found in Poland.
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A sample of modern communication
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