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Volume 2
Chap tel'· I

The Paradox of Ge:ma.n High-Level Cryptography
Paragraph

German high-level cryptographic systems were
insecuJ:,e, 801 though brilliantly concelved •••.•'.. ....
German military cryptographers.had secure cipher
device3 under development •••..••••.•••..•.••..•••••
German se,::urlty studies revealed only theoretical
weaknesses of tnetr cryptography ..•.••........•.••.
Interrogation of Anglo~Americanprisonersfailed to
disclose German cryptographic weaknesses ...•.••.•.•

,~,

1

2

3

4

1. German hi -level cr pto ra hic s stems'were insecure,
although brl liantly conce ve -- German h gh- eve cryptography "la,s bril11antIy conce!Ved (as will be shown in this
volume) but more brilliantly conceived cryptanalytic procedures a,nd large expendi ture~ i.n manpo'Yrer and p·,r",chinery by
the United States and Br1sish G,overnments, in one of the,
~ost dramatic chapters of World War II, accompliahed daily
Af,v.__ ··SolutiOnf:L,.bf. Gez:man high.,.level systems that cost Germany
,~;.
heavUy, .,if they did not, as some believe, bring about actual
defeat. For instance: ,
a. The German Air Foree lost the Battle of 'England in
,1~40, pal:,tly beea..use it entrusted bomber-target information
to the insecure Air Force Enigma. l Unknown to and even unsuspected by the Germans, their operations from this date
~_oJLwere constantly embarrassed by the cryptographic insecurity
of this lmachine.
b. The, German Army suffered terrific casua)~~~~ and
losses, of materiel in Africa and on the continent because
. ---9f_bl'ind.,falth in two of its high level mUit;ary cryptographic
machines: the Army Enigma, and the teleprinter ·cipher attachment "sz·-42. tI Both were insecure. 2

IThe great" debt England owes itr..crypta.naJ.ysts is to be recorded 1n a history of the Government Code a.nd Cypher School,
London l , to be availa.ble in the fall of 1946. The statement
here is based on verbal information from intelligence officers
and eryptanalyats of the School, and awaits proper documenta,tion.This history will also include data regarding the
German Army and ~avy Enigmas.
'
2A writt.en report by Brigadier E. T., Williams, chief intelligence· officer to Field Marshall Montgomery, 5 October 1945,
to be included in the Government Code and Cypher School history, gives specific examples bearing out this statement.
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c. The German Navy lost·a staggering number of submarine§
for a silIililar reason: illsecuri ty of the Enigma, Navy version.'
d. The German Foreeign Office employed three main systems~
all lnesc:ure. Two of them (the DSl!tsches Satzb,uch unellclphered,
and the f\eutsches Satzbuch enciphered by "Floradora,") were
rea.d dur1.ng the \.,ar; the third system (a "one time pad," Army
Security Agency trigraph "GEE") was read only 1n the last
six months of warJl but gave information of much military value
against t;he ,:"apanese.
, 2. German militarr cryptogpaj?hers had secure Cipher
devices under development=- It is a paradox that German highlevel cr~rptography was a "practical" failure and at the aame
time GerlJlla.n military orypt;ographers had so many secure devices
in vs.r1o\ls.stages of development.
a.. One simple item alone, s. "var1able-notch" rotor, would
probably have prevented Anglo-American attempts at reading the
Enigma ~~ter 1942, if it had been produced in quantity and
. installed. This rotor was called "Lueckenfuellerwalze."~
3The rea:L truth behind these losses has baen a.nd still 1s at
this writing (May 1946) so carefully concealed that the
A\. ~- f911ow1ltlg~.sta~e.ment by .A,dmiral Doen1 tz 1n the N\-~~emberg trial
.-'"
is of c ons1derable interest: "The Battle of t.ae Atlantic was
nearly- 'W'on prior to July 1942; when German losses were wi thin
reasonable limits. But they jumped 300 per cent when Allied
aircraf"t, aided by radar; which came like an epileptic strOke,
were used in the fight." He repo:r-ted 640 to 670 submarines and
30,000 men lost as a result of British and American action.
_( See· IF 259). A capt!.ured, uns igned, naval report de.ted 1944"
evidently sent to the Navy High Command regarding cipher securit~
stated: ." •••• the high degree of efficiency of the enemyOs
a1reraft Radar, sO often surprising, has received. remarkable
and'-decisive assistance f~om directions based ·on the results
. --Of" the dirac tion .finding sel"vice.", (see IF 142).. I t was never
realized that cryptanalys1s rather than radar and direction
. finding, disc:losed the positions a.nd intentions of the German
submar1.nes.
··f
.' .•
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b. An
Enigma that would have defied all
presently known methods of' solution, was being developed. This
was called "Cipher Device 39" ("Schluesselgeraet 39," abbrevia ted "SG-- 39" i ~
,
.
l1
c. An improved "cipher teleprinter had been bUilt, installed on several circuits, and used, which prevented easy
reading of teleprinter messages in depth; and even if this
reading in depth was accomplished, the machine remained secure
a.gainst known methods of atta.ck as far as all other messages
enciphel~ed by it were concerned.
This was ca.lled "cipher
teleprillter T-52e" ('~ch~,uesselfernschI-eibmaschineT~52e,"
abbrevi~!.ted "SFM T-S2e"j,t>.
d. Appara.tus wa.s being developed .for "cryptizing" a
radio tE~le'printer circuit--that is, for applying a basic cryptograph~c process to the circultltself even before any 'intelligence 11' superimposed on the emissions. This 'Was called
"cipher attachment 42c" (fiSchluesselzusatz 42c," abbreviated
"SZ-42c 'IW ) , Which wa.s to be used With a con:tlnuously opera.ting,
crystal·-contl'ol-led, synchronized teleprinter
e. A mechanical, portable, keybo81'd-operated cipher machine, 4~mploylng an interacting wheel-motion principle applied
to Hagelin-type Wheels, had been developed and built and pa.rt1-,
ally distributed, which would have been completely secure
against recoq~truction even if messa~es were read in depth.
A_''''' - This 'was ' called nCiPRer Device 41" ('Scul,u6sselgeraet 41,"
•
a.bbreviiated "SG-4l"). It was cryptographically superior to .'
its m~n smaller U.S. Army equivalent device, Converter M-209.
,
t. Other devices were also in varying stages of development; these included the "Cipher Box" ("Schluessellc:asten"), and
the "Ci,pher Disk" {"Sehluesselscheibe"}, Which were tvo minia. ture enciphering devices intended for use by secret agents
'and by the Army. 9
I '

0 '(

51 '53

~,-6,t 2~J I 31. In this document the term "cipher teleprinter"

will b~ employed consistently to designate a teleprinter in
which the cryptogra.phic mechanism is an integral part ot and
i~ con.ta.ined ~thln the machine itself; the term "teleprin.ter
'cipher' attachment, If to designate an auxilla.ry cryptogra.phic
mechanism asso~iated with the teleprinter but not an integral
part t.hereo.f.
71 57 E 14

81 72'
91 20 I 96
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The j~orego1ng devices nave been studied and are being
studied b~7 cryptographers and cryptanalysts at the A:ztmy
Seourity Agency, and ~he general opinion is that the Germans
were makl1Jgrapid strides toward greatly tmproving their
oommunica.:l;ions securl ty.
",
The "very least that can be said is that they had something
different. Their teleprinter devices employed mechanical cIpher
Wheels, as oppo~ed to the U.S. ~my and U.S. Navy use of electrically-'iofired cipher wheels ("rotors 1'1) j ~u.rthermore~ the mechanic,
cal wheel arrangements, in their new devices, were highly developed and secure. They also employed interaoting Wheel motions
(Wheels mutually controlling one another) f'or several of their
cipher-teleprinters, as well as for their SG-41 (Hagelin-type
machine). Mechanical wheels ~d inte~aeting wheel motions for
teleprinter enciphering devices have long been considered by
Unlteo Sta~es cryptographers; our developmant along other lines
has been from choice. None of our present devices uses interacting motion, and the excellent deve19pments of the Germans
not only furnish us greater insight into such possibilities,
but also increase greatly our store of knowledge.

3. German security studies reveaied only theoz'et1cal
weaknesses of their er~tosraPhl-- German m11Lftary crypto~'
a....Jr·--graphers',~alled 'to -rea £ze that their existtfl..g Enigmas' and
•
teleprinter cryptogra.phio a.pparatus were insecure. This was
because'they were unable, in their security s:tudies,9 to put
, forth tho costly practical effort requirad to solve them. Their
security studies vere theoretical antI'
since actual traffic
was never obtained tor such studies.
They were completely
without l~raotioal knOWledge of how successfully a careful and
detarminc~d attempt a.t tra.ffic analysis can provide daily "cribs"
and othelC" data for crypta.nalytic attack; and they had not advanced sl~ric1ently in applied cryptanalysis to realize that
dete~1n'6d engineering staf.fs can produce items like the Pol,lsh
--frate:%' F:l'enall A later English,e later American)· "bomba," the U.5.
Navy "du1enna" the Army Security Agency "a.utoscritcher," or the
British "colossus. ft The flashes of 1ntuitton and inspiration·
that aome from doing, as well as theorizing, were denied them.

4

•
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A report on naval ciphers dated 10 July 1944, ap~arently
written by the Signal Security Agency of the Navy High Command (ODl/4 SKL/I1), stated that solution of the naval Enigma
was concEtlvable, based on "J;he assumption of extraordinary
mechanlcll~l outlay on the part of the enemy for cryptographic
actlvitiElS •••• though we LOKM/4 SKL/lrJ can conceive of a
machine lIrhich would be suitable for this kind of work, we
have nOnE~ availa.ble or Wldei:" consideration" since the Whole
question does not yet appear to justify un~~rta.klng s~ch a
dlfficul1~ special constructional problem. n
The British did
undertakE~ this prob:em, and were rewarded with astounding--success.
.
.

4.

disclose Germancrypto&£aph c weaknesses-- ur ermore,
OM
reveals that Germany never became ~ware of the Anglo-American
. solution of German high grade systems. Not even a hint of this
fact came to them thrOUgh their a.gents, their interrogations
of Anglo-American prisoners of war, or their cryptanalysis.
It may be said that Germany lost the cryptologic war even
·be.fore 1939, in P·l::'and. The Poles invented the "bombs,"
a device which later, in improved form 1n England and in
'AmeriC8,provided daily solutions of the German plugboard
____'--':"'--'En1gma. The "bombe" secret was a.lI!1ost revealed when three
. . . .decipher,ed German messages were found by the Germans in Poland in 1939. The Germans became aJ.armed and conducted many
interrogationsj 1 3 the case was re-opened in 1942 and 1943;
but at no time did the Germans learn the real secret of the
Poles' success. The Germans became convinced that probably
the Enigma indicator system ha.d been at fault (as it partly
. had been) and since it had already been changed in 1940,
they wer'e no longer concerned with the suspected solutions.
Also, there were intelligence officers who feared that
_E~l1gma... ~,raff1c was insecure, but their fears vere based only
Y'oF1nfer'ence and not on direct pzooof. Thus, when the Navy
High COJIllDand became aJ.armed at mounting submarine losses,
the incr'easing effectiveness of Anglo-Amezo1~an aizoplane radar
.
,
v_as blamed, and the Enigma was exonerated. l
<

12IF 142
131 127
14see footnote number 3 of this volume.

5
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An lntell1.gence officer attached to the Air Force High Com-

mand at the time of the landings in North Africa expresseri
his sua,plcdons. to the Chief Signal Officer of the Air 14'01"ce J
a General Marti~i, and caused him to reduce "his earlier belief in the 100% sec1.Wlty to 80% security," 15 but his evidence
was insuftic1ent to cause the Air Force to discontinue use
of the Enigma.
Germl~ny ,..raa unable' to cryptanalyze British and American.
high-gradl9 systems carrying cryptan~lytic operational information aru1 other ULTRA matters between England and America.
As a result she had no hint from cryptanalysis tha.t her own
high-grade systems were insecuzae.
It is absolutely clear that United States and British
security regulations applicable to ULTRA were so good and
so closely adhered to by all concerned that knOWledge of our
Enigma-solVing and teleprinter-solving operations was kept .
f'r'om the .Germans. An interrogation of two of the leading
German cr:yptanalysts ll Drs. lIuettenhain and Fricke or the 3ignal Intel.11gance Agency of th~'6supreme Comma.nd Armed Forces
(OKW/Chi)1 revea.led only that:
.
. IIOne Allied PW in North Africa had sa.id the United
Staties and British operated with a very large joint
.pal"k B of I.B.M. machinery, 'but this interrogation was

neVE~r. followed up.
known. 11

.-...",

No personalities whatever vere

"--, -
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Volume 2.
The Enigma

Chapter II

Machine

Ci~her

Pa.ragraph
Enigma c:tphermachine was the backbone of' German
high-level cryptography ••••.••••••• " ••.. " .•••••••." •••• ". 5
Comm~rcial Enigma was known to be insecure ••••••••••••••• 6
"Counter" Enigma. was kn9WD to be insecure ••••
7
Plugboard Enigma was believed safe if' used properly ••••
8
Plugboa.rd Enigma '~as known to be solvable with "cribs" ••• 9
Theoretical weaknesses of plugboardEn1gma were
understood. .
~
10
"Variable-not{.lh n rotorsj.Would probably have made
plugboard Enigma secure~ •••••••••••••••••••••••••••••• 11
Cipher Device 39 would have been secure against
present attack ... oo • • • o o : • • • • • · . o • • • • • • • o o . o o • • • • • •
12,
Enigma development is worthy of study ••••••••••. o • • • • • • • 13
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\ 5. Enigma c lAAs..!:. machine ~ the backboD~9 of German
high-level cryptography-- The Enigma ciphermacnine, in
five al~ren~forms, was used b¥ German commercial firms,
_,....by the }Iost Orfice, the Railways, and miscellaneous other
German government departments; by the Supreme Command of
the Armed Forces; by the High Command of the Army, and in
Army communications down through division; by the High Command of the Air Foree, and in Air Foree communications down
through group and sometimes squadron; by the High Command
ot the Navy and in Naval communic~tions down through submarine; by Military Intell.1gence (Abwehr), by the Reich
Secur1 t~r Office (Reichss1cherhei tShaupta.m.t, a~breviated
llRSHA"); and by Military Attaches.
.
Thl3 1'1ve main forms 1n which it appeared were called
,the-commercial (or "K Il ) Enigma; the "counter" (or "Zaehl"'werk") J~nigma" sometimes called the "Abwehr". Enigma. or the
"G" Enigma; the plugboard ("steck,er") Enigma; the plugboard
with (pluggable) reflector-DC 'VStecker mit UmkehrwalzeD tt )
Enigma; and the Navy Eni~a. The plugboard Enigma with .
"variable-notch" rotors ("Stecker mit Lue:~kenfuellerwalzentf)
was to have a'pp~ared soon. Another model" C1·pher Device }9
. ("S c hluesselgeraet 39") vas under study. See Chart No. 2-1
herewith.
.

e·"""'->-
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Enigma

]umber of
rotors

Used by

t:odel

Commercial
("K" )

Co~ercial

firms

j-

- Reichspost
i.
ReichsbahnoYisc o
. go'\rt. depts

•

•

of
notc}:les
per rotor

Type of
reflector

Type of
How machine
end plate would be solved

1

Rotor,' not
pluggable

Not
4 or 5 letter crib
pluggable and catalogue; or
rapid analytic

NU1!lb~r

1"I'\~,..h; r\O,,"W-F

&J.~"'.""&,"V.J

0

Counter
( "Zaehlwerk")

A~litar.r attache

J

Wltil 1943; then
Heich Security
Office

Plugboard
("Stecker")

Supreme Coroand 3 from
Arnw.. Air l"crce set of 5

~avy

Navy standard
machine

Plugboard

3

from

set of 8

& 1 from 2
Plugboard
Just beginning 3 from
with pluggable .1:-0 be used by
set. of 5
Air Force o Pro~
reflector
(Umkehrwalze D) posed for Armed
Forces and for

1.1ultiple
but fixed

1

5 with 1
3 with 2
2 with ¢

0

(1)_""J....6

''''''''""''VJ

duenna or scritchar
not needed ~ )
notoro Not
'Not.
l~ letter crib and
. pluggable
plugeable catalogue; or rapid
ana~ic machiner,yo
(Bomba, duenna, or
scritcher not needed o)
Fixed plate
PLUGGABlE Bomba (duenna or
:-lot plugL;able
scritcher not
needed) ...
.
Fixed plate
Bombe, duenna, or .\
PLUGGAI3L~
Not pluggable
s.critcher

.

1

. }"ixed plate
PLUGGABLE

PLUGGADlJ:;

Duenna

Lultiple, .

Fixed plate

PJ.UGGADLE

CllA;:GiADLE

PLUGGADL~

Bombe, duenna, or
scritcher (if at
all possible)

or scritcher..
Vr,JtY DIfFICULT.

Army

Plugboard with Proposed for
3 from
set of
variable notch Armed Forces,
rotors{Luecke~ A~, Navy, Air 5?
fuellerwalzen)

and therefore nonpredictable
Cipher Device
4 variable l::ultiple,
Pro!JOsed for
changeablej
notch
.39 (Schluessel- Armed Forces,
geraet 39)
ArJl\V, Navy, Air rotors from plus Hagelin type
set of ?
drive

or not
pluggable
Fixed plate

PLUGGABLi:

PLUGGABL~

I

Bombe, duenna, or
scritcher (if at
all possible) o·

Chart No c 2-1
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6. ."Commercial"'Enigma wa.5 knol,.,n to be lnsecure ... - It
"las well ImOllTn by the Germans that the commercial Enigma ws,s
not diffilQult to solve. They, suggested hand methoq.s ':Jf
"stripping off the f'a.st-movlng rotor," which were almost
identical vl~h our methods and which involved small prepared
catalogues. 20 They fuggested statistioal methods using rapid
analytic machinery.2
They ha.d also 1nvestigated2~he machine
The commathemat1caJ,ly, from a. "group theory" standpoint.
mercial machine had been, until about 19j4~ sold on the com- .
merc1aJ. m,arket by the German f'1rm Which owned the patents and
developed them; but soon after the Nat.1 accession into power
the machine wa.s Withdrawn from the market •. The Germans furnished
these machines to the Croat puppet government. 23 The Germans
.
themselves used it for ·theirpost office, their railroads,
and other gover~Jnent,agencies. Because of' its insecurity,
every message enciPh~~ed by 1t 'faa supposed' to be re-enciphered
at a second setting,
a proced~e whioh' if adopted would
.
have made the messages quite seeu~e. It is doubtful if such
procedure was gen~rallY oarrie'd out, beca.use of the dirfi'cul ties involved. ~
.

7. ItCoullter" Eni a was kno'o1n to be insecure-- The
. "counter" Enigma.· .soca e beoause it .incorporated a letter
counter in its meohanism) was important because it introduced
multiple~notoh rotors.
In general, the more often enoipherA'..../-:tngrotors . in machines of the Enigma class step, the more
~
difficult solution becomes, and~ult1ple-not~h rotors b~1ng
about th1s desirable motion.· Even so, th~ "cOl..U lter lt maohine
was known to be solvable by short cribs. 2b Regulations were
also ~'Su.ed with this mach1ne.to double-encipher each mea-·
sage.
Only aboutlOQ'or the "counter lt machines'were made
in ~~l; t,hey were issued to Germa.n military attaches, withdra.wn in 194}, and issued to Military Intelligence (Abwehr).
Some weret also soJ.d· to the Dutch government. 25 · ,
.

9

-----.

~ ---~--..
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8.PluBibo~rd Enl~ 1rlas_be!ieved !afe if' used ~rqp,erll-
"1~M3 u'Sed by the Supreme Oommand Armed Forces ..

Plugboa.rd Enigma.

by the f.:rmy S1 -by theA1r Force" c9lld» with an additional rotor,
by ,the Navy, Rsthe Ubiquitous and "secure" cipher devics"
a.ble to carry highest-level traffic' nit used properly." It
was also ~~pplied to the Hunga.rians" Rumanians, Finns, a.nd
Italians.
Investigations by Dr. Pietsch~ of the Signal

Intelligence Agency of the 'Army High Command (oKH/G dNA)
showed the safety margin to be 20,000 letters a day.3 0
Fricke be,lieved that if the instructions on ~1mum len.'tth. of
messages vere followed, "everything would be all right.lT,l
_
Yet it w'as traffic in this Enigma, even when "used properly,"
which va.s regularly solved da.y... by-day by the tremendous AngloAmerioaDl cryptanalytic effort.

-£fro

A
•

9.P,lugboard EniW! Yl!s kno\m to be solvable With v'crib,s'. '1..
It 1s a.r.L a.stonishIng fBJCt . that a.lthough German cryptographers
knew» at leas·t as early as 1943, that 1twas theoretically
possiblel to solve the German Army plugboard Enigma lthel;Lever
a proper crib was available,32 they seemed little concerned
about this possibility and failed torea11ze tha.t a. pra.ctical
solutioIl might be based upon it. This knowledge should have
a.roused the,ir most vivid ~pprehens1ons but did not, beca.use
of lack of imagination regarding the possibilities presented
by the invention, development" and use of specially designed
,., high-spE~ed analytic machinery.
'
,.
In 1944 Lt. R. Hans'-Joachim Frowein of the S1&nal
'
Secur1~ty Agency of the Na.vy High Command (OKM/4 SKL/I1) sug-gested un Internationa.l Business Ma.chine (I.B.M.) method of'
solvtng the plugboard Enigma, given a twenty-five letter cr1b. 33
This suggestion was based on a hand method '''h1ch employed
sequent:tal testing, or "acritching$" a. method Which was mechanized by the Army Security Agency and incorpora.ted in th.e
"auto-sl~~1tcher.tt
After descr,ib1ng th1s hand process, Lt.
Frowein made-the f'ollowing suggestions:} 4
j

'?~r92

p 2

3°1 78
3 1 1 20

32n 58 p 1~1
331 38
3 41 38

PP 3-4
p

4
10

c

""--_.'"--.,.
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.. "In practical Hollerith [i.B.MJ machlnerywould

be uaed •••• With a 3... wheel (Army) Enigma, only 1'0,000
carda are required •••• The enemy could have produded

the 70,000 cards a. t the beginning of the war and' this
cata.logue 'Would have been valid throughout the life of
the threedwheel Enigma.' The first Hollerith card sorting process ,.,ould take· 200 machine-hours, the second
onl~' 8 machine-hours,' and 3"0 on. It '
,
.
.

.'

.

Thus a total of approximately 220I/B.M. sort6r~ho~s
. would have been sufficient to test the "crib", to see i f it
could break the plugboard machine. Ano1a'ler way of stating
this, 1s that 10 sorters could test one crib in one day.
Illhls is not rapid, but 1 t 1s '\'11 thin pra;a-~lcal 11m!ts . And
this suggeatlonis only the flr~J,t theoretio'al answer, n,ot
the crlimo!:Lx of a compI,'ehenslve, practical a.ttempt at solution.
,Perha.ps the cryptograyhers of' the 3ignal Intel'ligence
Agency 01.:" the Supreme Comma~d Armed Force,S (OKW!ClH) believed
that it lrou4d be tood1.rricult for an emamy to obtain the
cribs necessaryforsolut1on by Lt. Fro'Wtl'1n D s methods. Possibly they vere too bU$y designing improved apparatus which
they would put intoef"f'act "someday." . Certainly there is no .
indication in the TICOM interrog~tlons or documents that
crypto~aphers of either the Armed Forces or the Army worried a.b01J.,t Lt. Fro'\'Tein 9 s results' when the resul ts we~e shown
to tnem. The Na.vy, with a .four-rotor, more nearly secure
En1gma~3%1d take his resul.t5 somewhat ser1ously.
Lt. Frowein
stated .. _"',
>

•

The action taken by the Navy, as indicated_above, was.
so-ineffective an answer to the problem raised by Lt. Frawein,
thatlt almost mlghtas well not have been taken. Nevertheless" for his excellent 'Work" Lt. Frowein was awarded the Wa.r
Merit Ox'oss.

11
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10. Theoretical weaknesses of lu board. En!
understood:-- \ e may not cone u e rom the' ack 0 a1 -out
'p:racticar-eff'ol~ts to make a worthwhile security study of'
the plu.gboard Enigma. that the German military cryptogl~aphers
were 1D, any way mentally inferior to the British and Ameriaan
'cryptall~alysts who succeeded aga.inst this Enigma..
Deapi te
that fa~ct that the Germans discovered every 'veakness' the
Enigma had, their theoretical studies and conclusions apparentl.y did not impress them. According to Dr. Bugg1sch
of the' Signa.J,. Intell:l.gence Agency of the Army High COlDllland
(oXH/G dNA), the weaknesses of the plugboard Enigma. were: 36
8. ..

,

b..

c..

ltlsertE~d

",t

•

J

Rotor I (the "tast"rotor) moved uniformly.

Rotors II a.nd III moved. too seldom.
The machine needed mOIle tha.n three rot~rs to be
in it at once. The,t is" the period 26 x 25 was

too s h ( ) r t . ,
'
d.. The machine' needed more than five rotors to be
issued, with it. That iSi the number of rotor orders, the
permut~:l.tionB of 5 rotors t:a.ken 3 at a. time (;.; 60) I was too
small.,
.
e. The reflector was not plugga.ble~, and the "enemy"
could· :set up the 60 x 262 x 25 alphabets of the machine
in its unplugged form, possibl~; proceeding to a solution
from tltlere.
'
,

,-

·D;r. Buggis.ch was so right! Improvement in anyone of
the foregoing particulars could easily have pushed the plugboard :Enigma beyond the reach of already-straining AngloAmerican oryptanalytic fingers, andposslbly alte~ed the
cours~ of the we.za.
If the multiple turn~over rotors of the
"counter" machine had ,been inserted in the plugboard Enigma"
11 ~~n rotors had been issued instead of five, if five rotors
simuitaneously could have been used in the machine instead
of' three, if' the rotors a.lready in it had been kept more
active by sUitablemotlons,or if a plugga.ble ref,lector
haa. belen universa.lly adoptied, re~fa;r, day-by-day solution
would hardly have been possible.
361 31'
37Anoi:~er effective security measure would have been to issue
new rotors at' reg~arintervaJ.s, or vhenever compromise of
those in use was suspected. This procedure was evidently ,
not considered favo~ably by the Germans, who had so many Enig-,
mas in the' field ,and in use elsewhere, that the chance of
capture was great, and the number o£ ~otors to be replaoed in
case o£ compromise prohibitive. Newly wired rotors were "
issued at the outset ,0£ the war, but these Wirings weI'ekept
thr~::>ughout the war Without change, on the theo-i,"Y that the Enigma. 1rt&S secupe regardles s of rotor oompromise.
12
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close the Anglo"-Americans came to los'iog out in their

solutilon of tne German Army Enigma is a matter to give crypt-

analys'ts pause.
B:r:Ltish and American cryptanaJ.ysts recall 'With a. shudder ,
how dri9.stic an increase in diff'1cul ty resulted trom the introduction by the German Air Force ot the pluggable ~erJ.eetor'
, ("Umkehr'\ola.lze D, II called IIUncle Dick" by the British) in the
Spring of 1945. ,It made completely obsolete the "bombell
machinery which had been designed and installed at so great an
expense foro standard" plugboard-Enigma solution. It necessita.ted the development by the U.S. Navy 0:[" a nelY)' mOl'ae complex
machine ca.lled the "duenna," and by the u.a. umy of a ra.dically :ne,,! electl'ical solveI' oalled the It autoscri tcher. " Each
of these had to make millions of tests to establish simultaneously the unknown (end-plate) plugboard and the unknown
reflector plugging. Only a trickle of solutions would have
resulted i f the pluggable reflector had been adopted universally; and this trickle ot solutions would not have contained
enough intelligence to .furnish the da'ta :for e±·lbs needed in
SUbsequent solutions. Thus eV,en the trickle would have eventu~
ally vanished. .
Orad1 t mus t be g1van to the unknown German Air Force
c~ptogra.pher, possibly a member of the Security Grooup of the
Signal Intelligence Service (OKL/Oen Natue/III, Gruppe IV),
who brought about the use of "Uncle Dick" thI'oughout the German Air Force in U~e spring of 1945. It is indeed lueky for
the Allies that the cryptographers of the Slgnallntelligence
.Agene~r·. of the Supreme, Command Armed Forces (OKW/Chi) did not
agree with his belief 1n the pressing need for additional
secur1 ty. . Dr. FI'1cke ss,1d:38 "It wa.s not considered important,
as the plugboarq was the real safeguard." Dr. Huettenha1n
said 1.0 effect:,]9 "The G.A.F. had introduced the pluggable
reflector, but the Army said it was too much trOUble."
I

"Variable-notch" rotors would. ~obabll ,ha.ve made
secure-- Daily solution of the plugboard
.,.Enlgme. would probably na. va been prevented if the Germans had
introduced'the variable-notoh rotor, ( "~kueckentuellerwalze")
in 1911'3 as planned.
'
'1lhis rotor vas designed to "hold 'the security line" until
the introduction of Cipher DeVice 39, a Hagelin-type-dr1ve
_Enigma. designed in 1939 (as its name 1mpl~lea) and already past
,- the" -bl.ueprint stage.

.

11.

~lugbc~rd En1~a

381 2~1

I

39r 33.
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The effect of varia.ble-not~ rotors in an Enigma would
have been to make impossible· the foretelling of exact suecess1vle rotor settings, "Then preparing to IIbombe" a crib.
Assumptions would have to be made as to the presence or absence
of turn-overs of the ltmedium speed" and "slow speed" rotors 3 at
each s·liccessive element of text. This 'Would have multiplied the
number of trials neoessary to tea t cr:l.bs.ll a.nd thereby reduced
the number ot solutions to the smalL trickle which has already
been charaoterized as not being, in all probabillty.ll selfsus ta.ining.
.
The following excerpts from m-inutes or conf'erences
held by the 8ignal Intelligence Agency of the Supreme Command»
Armed Forces (OKW/Chi) onl~4December 1943 and 18 March 1944,
.
are interesting sidelights: ,0

"Concerning 1mp~ovement of the Eni~a." Wa Pruet" 7
Development and Testing Group, Signal Branc~
stated. that the replacement ot all rotors by variable-notch
rotors required reconstruction and time for development.
It wa.s howeveI' possible to exchange one rotor; the necessary
varle.blle-notch rotors could be delivered within a reasonable
,tlme.l1'
b,. "In co~la.boration with lia. Pruet 7 ~ in view of' the
introduction of. the variable-notch rotor the keying pressure ~:requ1red to enci.phe~".~n the Enlg;;'7 was reduced by about.
1000 gza., at the f'irm of He'iusoeth &; Ride 0" .
.
-

a.

~rmy Ordnance,

•

lJ.lecha.nical drawings oftha variable-notch rotor are now
in thEI riles of' the Army Security Agency 41 SeveI'al such
r~,tor~1 have been ,9aptured and are availa.ble.
0

J.2. 01 her Device
wou1.,d have been secure a alnst
present ·attae '-per evlce
was to e the epitome of_
Enlgm~l. perfection.
It wa.s to have everything--end-plate plugboard J) pluggable reflector: 4 variable-notch roto:l;'s s 3 added
Hagelln... type ·irregular drive wheels .. and a. simple inter-acting
mot1oi:r~' . It 'las to have a keyboal'd; a.nd it ",as to print both
plain and cipher texts, a~ a rate of 85 words per minute.
j~ note in Dr. Huettenhainos f1~es dated 30 May 1944
state<l: 42

59' p 16 PZ:~'
4iM l:L
42D 59 P 26
40D

•
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liThe model built by t~e~el~fonbau u. Normalzelt
Company, Frankfurt a. Main 1s being demonstrated in
opeI atlon. The machine essentially satisfies all the
requirements laid down for it. we. fruef 7 [jrrmy Ordnance,\l
DevEllopment and Testing, Signal Branchlhas settled ~hat
features of the machine require improvement. F .A.N. . (7) in Frankfurt a. Main has been completely destroyed.
The machine cannot therefore be expected to go into large
scaleproductioll there, for someconslderable time. It
1s t~erefore intended to get an additional production
cent;er a.t once. The Wanderer Company, wh1eh already has
widEI experience of large scale production,' is proposed
1

for this a.dditional produotion. Dr. Fess ofWanderer~s
is 8~a1ted in Planken for detailed negotiations on the
subJiect of this production.
"According to Wa Pruet 7 [J.rmy Ordnance, Development
and Testing Group" Signa.l Branc~ small scale pI'oduction
is e~P1Jroved.
"0KW/Chi sees at the moment no possibilfty of a
bresLk.. 1n, but exhauster·va investigations are still in

.F

P,rogress.
.
. "On c~mp'let10n or p~ant .at Wa.nderer it is planned
to, !:Lrrange a. final conference there withtha units' ,requiI'ing the machines and the special committee. The aim
1s to begin large scale production by the end of 1944. lt
NonE~

of' the test models of C¢~her Device 39 has ever been
Army Secur1 ty Agency.
Excellent descriptions

received,.a~

43Tl-rO. teflt models of Cipher Device 39 were packed in boxes at
Telefonbau,u. Normalze1t, Frankrurt, and the boxes f1 p lcked
up~by !l.n Arm". Corporal on March 22, 1945, for movement to a.
militaJ~Y depot at Tauberbischufshe1m." See I-53 p 3.
These
were nE~ver found. A third, incomplete, machine however was
. ca.pturE,d and 18novT at London Signal Intelligence Centre.
Captur~~d German Army plugboard Enigmas i commercial Enigmas,
counteJ? Enigmas, varial:>le-notch rotors, a.nd pluggable reflector
.whael's.';~,are ava.11 able at the Army Secur1'ty Agency museum,
howevel:'.
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exist, however. 44 TIle ma,in elements of this device may be
repxoesented by the f'o11Q1lring skeleton schematic diagram:

--.~

/'
/'
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It is interesting to note that Cipher Device
39 wa.s originally J;;IJ~anned to hava been is sued in 1939,

44 r _53 : I-57.

·""jas its name implies. A TICOM report on an interrogation of
Dr.' otto Bugglsch of the Signal Intelligence Agency of the
Supr-em1e Command Armed Fct> ces <O~T/Chi) stated:
"Geraete 39
and 41 were both ~in devel£Pment ror years and still ~d not
come out at the end. B LBuggisc:g7 has the almost inevitable
comments about .the military non-technicians who blocked
things.1I According to a. 't\rriting by Dr. Lie1Oknecht, of the
AJ.'my 'O:ra...'l'lance J Developing and Testing, Signal Branch, "This
delay 'was due in part to lack ,of clarity in the operational
requir,ements", in part due to changes following mathematical
researches, but in large part due to pure .technical difficulties."
.
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Motion c}ontrols of the variable-notch rotors a.re indica.ted
hybrok~~n. lines in the d:J:agram. Solid lines to the fiend
plate" :tndicate "{Jirss from keyboard a.nd tape printers
Note th~lt the f"irst variable...notch I'otOl'1 rieve~ moves
during E~nctphe:rment~ Better cryptographic procedure
would bE~ not to 8.1101.,. any completely stationar-y rotor.
0

13.· En1es.·. develQpme nJ:...1:.s 'VI0I"thl.w'Of' .s~'!~l-- TQ ,
recapittuate, Ge:eman cryptographers throughout the' war
used .8. <~ryptographic device known as the uplugboard Elligma.o"
lolh1ch h~),d a high degl:ee of secur1 ty, but
insecure
aga1ns~detel'"111~?~:~~randcostly Ang;J..o-:-American cryptanalysis,.,.
This deVice Has ·ori tbe' threshold of alrnqs t complete sec,uri tYi ' .,
through tho introdtetion of pll,lggable reflectors and/or
'
the var,:table-notch' rotors ~ The' pinnacle of Germa.n 'Enigma
.
development 'l:laS reached. ltfith th~ completion of plans for
Cipher Device 39 and the buildill..:g of a. very small number
of:t~st models., The four. rotors and three' Hagelin wheels"
l~regu!~~ inte~aeting motions, and dual ~nd plate p1uggings
. '-ot Ciphelr Device 39 would have p:roduced' a. machine that,
. if used properly; would P~Qb~blY have ranked along wlth
our own SIGABA for security ~ 5.
.

"'8.3

45crypt'emalysts Schauffler ~rn Hati.thal of the Foreign ,
OfficElCryptanalytic Section (Pars Z S) dlscu5~ed tn,e
constI'uetlQnofa proposed new cipher ma.chine with willi
Korn, e~1neer of'the Enigma/firm Ueimsoeth and Rincke"
.
Berlin" in February 19420 It was to be, called "Machine 42"
('fMasc:hine 42 11 ) and was to be; in. effect" ,an Army plugboard
Enigm8\ with three add1t!onal rotors inserted lnfront of
the 'plugboa,r,p.-~that is,' betl..reen the plugboard and the keyand:"l1.ght bank. The first of these three additional rotors
wastClstep each time a letter was enciphered.., and the
second and third were to ·be stepped flY notcl1es in the
'
custo!rlary Enigma ma.rinel"
Traffic· in\ such a· macQine could
not ha.V8 been solved .by .normal bombs methods, although
a snec:ial autos'cri'tcher can be conceived of for such
read1ng.The practical difficulties would be tremendous,
so ·tha,t for practical purposes Machine 42 would have been
secure. rota-chine 42n.ever passed the stags ,of .tiheoret1cal.
deveJ:clpment" beca.u8~ of engineering' and pro~ul'ement
-....
difficulties. SeeT-S fordeta,11s.·
.
0

.
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Volume 2
Cr~togra~h1c

Teleprinter

Apparatus

,\

Part;.graph
German tElleprtnter cryptographic apparatus was of two '
,,' main t~ypeso •••••••••••,· •• '•.••••••••• <> . • • <>.o . . . . ~·o~~ . . . . . ~""" 14
German, tE~leprinter cryptographic appara.tus enciphered,', ". '
ind1vldual tetetype impulses
~ ~ \',,~
'~'.... 15
German tE~lepr1nteI' cryptographic a.pparatus used '-",'
.
~, " mflchBJlieal wheel~ •.. ~ .. : •• ~ .•.••.••• ~ ~
~ .••..• ~.16
. G1phex- H.. t ta.chlnen t.... were ln~ecure•• " ...... ".
~
11
iX'o'po~ed 3z-42c syncht-onization would have "cryptized'V a
whole
circuit . I
0'."".
18'
. :rad10
. '
' . .
.
Some cipher telep:t-1ntett3 were secure ••,•••• ~ ... :
~
~ ~; ~,~:, lQ.
Cipher t~2)lepr1nte!" model T-43 used one"!;tim.e. -cape ••• ~. ~
20
CorJ.Clus,il;)ns.: German teleprinter cryptographic .apparatus
. '\
is''l'oJ~thy ot detailed study •• 0'" ~·o
~ • • i .. q ''r~.'' ,21
•• O»
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two main
,
. ' Clpher atta.ehments, ",hleh could be' associated with' or
attached to any teleprinte~.
.
b. Cipher teleprinters, in which the cryptograp,h1c
mecha.nisms wex-e integral parts or the teleprinters. ,
\a~

" The cipher atta&hments were called "Sehluesselzu.sae,tze .. "

O~ these, model SZ~40 (later discarded), and models-Sz-42a and
SZ_1~2b were insecureagainat Anglo-American cryptanalysis",:
Model SZ,-42c~which was designed to "eryptize" the radio ei1;,"cuit

"as a whciJ.e,. would probably ha.ve been oomplet§ly seCU~e.
.
. The!' cipher . teleprinters . were called "5chl.-.uesseli'ernschrelbmaschinein." . Of' these, models T-52a." T-52b, T-52c(flr~t model) 11
and T~52c (second ,model) were insecure agalnstAnglo-America~
cryptanalysisj and were ementu~ly d18carde.~by the Ge~mans as
a result. of their- own sacurltystudies; models T-tc52d and T-52e
could hClthave been solved by any p~esently-knowrt'methods of,
attack •. The T-43,ras. a.' ft one -ti1me tape lf cipher teleprinter and'
likewisE~ secure i.f proper tapes' were 1nserted~ and if. certa.in
electri(~al elements in the appa.ra.tus were properlyad'j:ustea •
.

,

.

•
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Various models of all the above machines carried high-level
communications -ror the Forele:;n Office, the Air Force, the Navy,
t~e Reich Secu~ity Office, ana miscellaneous government departments; and practically all models ve~e used at some time or
other by the Army down through division.
.
.'.
. Land-lines carried most of the teleprinter traffic, and
.
land-line traffic was, orc.ourse, not 1nterceptJ,ble by the Anglo-:
J\mericans. Radio links were "beamed transmissions If l-lhichwere
difficult to intercept; yet certain important Army.radio iinks
employing such transmissions were intercepted. They included,
among 'othsl'sJl circuits between Berlin and each of the following:
Athems, SaloIiika.o Rome; BUCharest, BelgraQ.8, French ports, Paris;.
Rotterda.nl, and Oslo;· they also included circuits among corps
p'reas (WE~hrkzlels) in Germany itself. ' .
..
From UltrasQurces, it is known that solved Germa.n tele- .
· printer nressages gave information'in detail ouncerning supplies.
shipped, troop movements, police data,' and agent information. .'
· Important battle order informatiOn w~s often _obtained, ~d
important orders from Hitler. .,
The informa.tion transmitted by German teleprinter cryptographic H.pparatus VIas therefore of. utmost· importanc~ to the Anglo.\
American government and field forces during the war from an
intelligence standpoint. The variOUS machines themselves are
still important, as'a result of TICOM investiga.tions, for the
cryptogrl3.phiO features they involve.
..
.
. Britian cryptanalysta gave the generic cover name llriah'"
to a.ny German teleprinter cryptographic machine, the cover name
"tunny" to the ciphe%» attachmen.ts of the first typo mentioned 1n
paragraph 14, and the cover 14a.me Usturge.on49tQ the cipher teleprinters; the machines of the second type.
"
.
15. German teleprinter cryptographic apparatus enciphered /
1:ndiv1dua.l .teleprinter imgulees.- A stanaard teleprinter of , .'
theso-called "start-stop type transmits seven impulses for
· each lette:r or chaI'acter sent, as folloW's: a start impul.se,
a set or five distinguishing impulses or lfbauds,".an4 B. stop
impulse. Each of the f'1ve bauds' is either "plus I I ' or "minus"
,
depending on the character being sent. (ThUS, the set,of' bauds
for "e" is plus minus minus minus minus, and the .following
sequence of'impulses is sent: . start, plus minus .minus minus minus,
stop.) German. teleprinter cryptographic apparatus, just as·
4·

..

9Captur'ed -T-52d/e and SZ-42b apparatus are available 1n the
Army Security Agency Museum.
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machines of othel' 'o~1g1n'p enciphered such te~ep;P1nter
trarism1~!sions by enciphering tha~e t1velndivldual bauds.
The
"a.ppa~at\ls did this by generating a k?y made up O'J; a lengthy
sequenco of teleprinter characte~s"and ca~sing the sets of
bauds corresponding to the succees1ve keying characters to be
combtnecl s baud by ba.ud, with the ,sets r£ bauds corresponding
to the succeasive plain text characters. Combining was aone
,according to apr1nciple invented in 1918 by an America.n,.
.
anginaa]? na~ed Vernam, who originated the' so-called "VerIiam
Hulen that a combination of like signs produced a 1!;;J..u~ " impulse"
and a (4)mb1na.tion of unlike signs produced a uminus ti impulse.
'
.The I'8sult 1fas s of course, a succession of" sets, Qi" :rive baUds
corl~~spl:>.nding to~ the c1£be.t. characters.;
In the .German teleprinter cipher attachments, these cipher chara.cters were tr,ans.mitted liithQut ,further enolpherment;in the cipher teleprinters,
they un~ierwent, tran~positiqn or ~auds within characters as
furthe~ encipherment ?ef~~e theY,were transmitteq.

16. Germa.n telet
mechan1cal'w ee s~- eo an os. alp erw ae s were use in all
German t~e16printer c;ryptograp1J,1.c apparatus" except in the onetime-tape ciph~r tel~pr1nter<> ' Around its periphery,ll each of
these m,e,ch:'.i')ical wheels had small pins which opezas.ted a switch
(or . switches) as the Wheels l"·otated. Operation of the switches
gave in effect the I'plus" or "minus lf impulses needed to form key
charact,ers. 'In the ,teleprinter cipher attachments 8z-40, -42a,
and-42b" the Ii p 1npatterns" ot each of' the 'Wheels" '1.e. the
sequence' of pins 't.,1 th respect to their b,einginoperab1e or inoperable pos1tlons,was changeable s~plyby manually setting the
individua.l pins into effective ,or' ineffectiva posl.tions. Inthe
SZ-40 (original modl?l) and in the, cipher teleprinters (~ series
except .roi' T-43) Jihe pin patterns 'Were Il;ot varia.ble, and were
fixed at th~ time of' th€lir manufa.cture. The T-43 used tape and
'no cipher wheels.
l7~
ttCipher attachments" l-Tere 1:nsecure-;- The German tele. printer cipher attachments, 01" "tunny" machines, are of' imp or ta.nce,
to'Anglo~American cryptographers in showing them what not to do.
All of' theactuB.11y built models.ofthese machines we:re,insecure.
Dr. Huettenhain, of' the Signal Intelligence ,6gency'or the Supreme
Command, Armed F'orces, (OD/Chi \' tolg. Dr. j)ier11ng that their'
'
nsecurlt~ was goodj'or about two years, ,,5> but he eVidently had
~ rathe,%" high opinion of ,the 5z-42a. and 5z-42b as used with beamed
radio" b~ca.use he permitted their use past the two-year m~k •.

50E 14 'p 6
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The 8Z-40 (ol'ig1n.al model) had tenmachanic.al cipher wheels:;
with :fixed peg patterus. The ten .elements produc~d b~' the~e '
wheels combined in pairs to form one sat or 5 elements:; and
the set was then used as the keYi~ cha~acter for the p1ain
t.ext char'B.cter to be enciphe:red. 5. On..1.y 40 of' these machines
-';~7el"e built.
Dr. Fricke said that since it had been ascertained
that single meBsages- of 1.1'000 letters sent on the SZ:"40 (or,1'"
ginal model) could be solved, It''tias decidQd to tntrod'!l~e ~ .
machine ~J'i.th an irregularelemen1f in the wheel motiou.'
This:
'was done by introducing the 8z-40 (regular L. whlc h' consisted of
12 't..rheels: with changea,1;>le pattar-ns.!' divided as follo1;rs: 5
"springce~e8ar" wheel.s, all of ltlhich stepped itl unison but iI'X"sguJ.arly, being driven by a pair of "vorgelege" (control) wheels; .
and 5 "s:paltencaesax,fl "t"heels, all of which stepped in unison
.
8,lCid regularly J' onee fOl" each character encipharedQAnglo....
Psuerican solu~1oIl~ of messages sent on this machine were accOm=
plished hy statlst1~a.l ~acove.ry of the pin patterns of: the
]..,(~gulal"l~r-stepp1ng wheels and the' removal of" thair- etfeets
from the cipher texts; this was '~en folloved by recovery of
the pin patterns of the 1rregulanly-stepping Wheels and tPe
.. ' :remova.l of their effects ~ Dr Huettenhain believed that solution couJ~d be ob~a:tnedby atta.cking the motion'of .the five ir~e
gular (Uflpringca,esar91) vheelsfirst S) and therefore suggested
the SZ-4~~a1 which gave <an a.dditional irregula.x' control to these
irreguleJ:~ '\<lheels
This f'urthel' irregular motion came from two
So Otu"ces :. one s'ource vras the pa.ttern . o~ the first oftllef'+ va .
il'!'egulaJ~ wheels itself p anothel:' 'trIas the variation in the
. f.'tfth baud ot: the plain-text character "otwo lett~rsba.ck" in
the plain. text, 1.e",t'Ho cha:Nl.cters befo~e' the character
fM:~tually~ being enciphered at ·the moment.
Th~s plain text autokey contJrol was optional; and because it gave rise. to many
E:1?rOrS i'l; was not' used often. The sz-42b was next developed
W.itha~.~1rd element contr~buti~ to the irregularity,~elY3
a C o.ntro:l 'by the second regula.r ~"spa.lteneaesar") 'Wheel. ,to} .
llJIone' or 'these ruses succeeded. 'in preventing AnglO-American
clr'yptanalysis» since the .attsck was to ignore temporarily
the irrejgularly-mov:l.ng wheels -a,nd . to remove the effects of the
0

0

$'

~,

..

.

'

.

.

-

.

. :u·In'th:t:s. respect. this machine wa.s :i.dent1calwith that. deve. loped by 'the :tntel~nat1onal Telephone and Telegraph Company
:to the United States in,1931» employing 10 mechanical wheels.
and th'9 property of pairing.
2
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regulurly-moving ';.:heels f'irst. This made attack on the irregularly-amQving wheels possible. The Germans had evolved elabora.te ,
pro:tec~tlon for, the !roag, ~ of their 'machine.

',18. - p~oRosed 8Z-42c with SynChI"Onizatlon w~uid have ,
a whole' pJ1cIio A!.p_cui
The SZ-~2c' wes' being de- ,
signed to llcryptize" a \ihOI"e redio,teJ.epr1riter cirouit. 55
'\
Telep:rinters on this cit'cuit were t'o 'Operate at all times,
,
tran~,litting a stream of, cha;raacters f"orming an entirely uni,ntel-\
ligib:Le' ltmessagetl"rh~never''bonafide enciphered messages were
riot being sent. An interceptor would not be able, to distinguish
any signals representing real ,messages f~om those corresponding
'to unintelli'gible 91' ra.ndom sequences of cha.racters. Therefore
the number.l1 length, precedence" classif"ication, a.nd t1miIlg.o.f
messages wo-q.ld not be knQ'to1n to enemy intercept, and the oircuit
would be secure against traffic a.nalysis •. Dr. Vie:lrling of the
Feuerstein Laboratory ,1&S developing the cry~tal con'4rolled· .
synchronizing apparatus; called OIgl e 1chlauf'" II which wa.s to· keep,
the tele prlntggs synchronized, ~egar~less of radio fad1ngand'
interf'erence.·,
.
.
.,
The nonsense-to be tr-ansmitted on the air whenevermessages were' not, being sent would actually. be ,,"pure keylt. gener- ,
atad ,by the SZ-42c. An. enemy would theretorehave a,great ad- .'
- vantage, in trylp.g to crypta.nalyze the. ,sZ';'42c., . 'No one ca.n . .
state acc~rately what results could have been obtained by_an
enam~" given possession of tens of thousands of consecutive char·,
acter's of purekeYJ) but the design £01" the SZ-42c appeared to
be 'secure fo~ normal-o:peratloIlo The fiveregularl.y-mov1ng ,
wheels (spal t~nca;esars) ,of the e.ar11er models no longer were to
move regularly or even together; this would have prevented the
methclds of cry-ptanalytic attack- theretofore used by, the Anglo~
Ameri.cans. Dr. Huettenhain was probably right in his report
as fc.llows: 57
'.'.
"
"
"Wa Pruet 7 are at the moment ,carrying out a.
reconstruction. in which the five righthand Wheels are .
driven separately irregularly. This elimina.tes a cardinal
weakness o:f the SZ 40 and 42, the regular, ~ovement of'~he
.8paltencaesar, and makes ,methods of reeon~tructing the
pin arra.ngements 'imposslble." '
ItcrY:R~izedW"

(

I

p
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A full description of the interactlng5~tlon$ involved in, ~he '
SZ-42c: can be ~ound in TICOM repo;rts.
Briefly there were to

be J.O wheels;, Thes.e moved cOllstantly unless interrupteo.• ' Inter-,
rupti()n of motion of' wheels 1" 2, 3, ,4, and 5, (which ,.,ere the'
~pringoaesa~s and wh~ohmovedln unison) was aocomplished by'
e act1.oIi of ~heels, 9 and 1-0; interruption of whe,el
6 was

accomplished by Wheels Band 2; or 7by 9 and 3; or 8 by 10 and
4; of 9 by,6 and'S; of 10 by 7 and 1.' If it happened that all
vheel~J became stationary (t1;lus resulting-in monoa1phabetic
, enciPherment). the machine counted to three, a.n.d then Wheels 1
through 5 stepped automatically. "
I"

~rhe

fi:rm of Lorenz" which 'Was developing SZ-'42c with ,
elect~omagn¢tlc drive, rather than mechanical, called their moqel
of th~~ SZ-42c machine IlsK-44. II They also plB,nned SK-45, Which
~a.s t~:> be identical 't-lith s~-44 except roran el~venth wheel;
the eleventh 'l'1heel was to step the machine pa$t "dead spots,"
so thl3.t the counting deviceused,ln 5z-,42c ror that purpose
would not be needed •
,

/

-

. :l9!. ~ome 'iai.P)lar~~lepr1,ntersltwere secur,ell- - There \lere
five lnain types or \cipner. telepr:t"nters ,develo:ped by. German·
cryptographer"s: T"'52 alb, T~S2c (first model), T-S2c (regula.r),
T-52d p ,and T-52e. ,The T-52d(probably) and T-52e (certainly)
were seCU1"e against known methods or attack, but were not aetua.lly
much in use on radio circuits.
, . - .All five ot the foregoing cipher teleprinters were important
.because they introduced a new principle into teleprinter crypto'graphy: that of positionally transposing,as a fo~m of.s'uperenc1pherment, ,the .five sep~rate ba.uds constituting the. set
corresponding to each eipher,~haracter, after the normal or
basic encipherment had been a.cco.mplished.5~ ,
581 '57 ,' E 1'4
,

59A similar pr1ncipleis the subject of aU.S. patnnt bt

1

Mr., ,William F. Friedman of' the Army Secw1 ty Agency. The
Ger.'man cryptographers, however; brought'into~ctual use
. , the! rtrat secret t~leprinters to employ these principles in
pre,ctice."

'
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•
A ~chematic diagra.m demon~trating the principles involved
in the two processes of, enclpherment, spbstltutlon and transposition, is shownbe],.ow:
4
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The foregqing diagram is not electrlca~lyaccurate, but'
1 t is accurate in principle. It . indicates ,: for example, the
re,8ult of . . e nclpherlng the pla;1n.;.textcharacter "e"~Pll,ls minus
minus mlnusminus) by :the key,.text character "blank'(minus
mlrr~s minus mlnusminus) and passing the result through a transposition netvork as. shown, "with a transpos1.t1.ontak1ng. place
bebreen the first and, fifth bauds _ The result, 1s the chara'cter
11

'.

t

,II

'

-'lit can

¢

be

,

t'

'

'

demonstrated that' the secur1ty of anyc1pher

teleprinter employing the foregoing pt-inclples depends upon the
manner of generating the key-text ~haracters, ,the manner of
, controlling the transposition switches, and, in addition. whether
or not tbe order of the transposition switches may'bechanged.
24
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All of the T-52 series of cipher teleprinters had ten
mechanical cipher wheels, and the pegs on each of the,se wheels
were set into permanent peg patterns. In the T-~2 alb model,
each of the five key-text switches and the five transposition
switches was operated by one of the ten mechanical wheels.
The ten wheels moved regularly. The transposition s\fitches
thems.el VEl8 could not be interchanged. The ma,ch1ne was insec~e belcause the settings ot the wheels could be atta~ed
independemtly of one another and statistically. In theT-52c
(first) model, each of the five key-text switches was controlled
by a glVEtn combina.tion of four of the tan mechanical wheels;
eaoh of three of the transposition switches "ras controlled by a
given cOIltlbination of fo~ ot ten mechanical wheels; each of the
remaining two transposition s\rltches was con'trolled by a given
combinatlon of six of the ten mechanical Wheels. The ten
wheels moved regularly, and it is believed that the order of
the tra.nl~position switches was not changeable. Furthermore,
the part:lcular choice the Germans made for the sets of four
Wheels tl) be used in controlling the key-text swltches resulted in a limited number of substitution permutation combination:3" which made solution possible. This effect was
partiaJ.l:y eliminated in the T-52c (regular moga1) and for this
reason the regula.r T-52c was ha:.~der to solve
Mod'isl T-52d made the order of the transposition Bwitches
changeable, and while each key-text switch and each transposition switch was controlled by only one wheel, the Wheels. themselves stepped irregularly. The movement of each wheel was
controlled by the patterns of two other wheels, and interacting cont:rols resulted. Provision was also made for theoptional use or an additional plain-text control of the irregula~ motion.
It is seriously doubted if this machine could
have been solv~d» even it pure key was available from reading
messages in depth, solely b~c8use of the interacting, irregular motion or the wheels. bl
0

•

-. 60Inspectorate 7/VI (In 7/VI) discovered that the T-52c was
breakable in 1942, and suggested alterations that led to the
T-52d. I 18 p 11.
61 5 ingl €l messages might ha.ve been partially I'ead. by a. crib
matchtng method suggested by Inspectorate 7/V1 (In 7/VI).
I 78 p 12 • .
25
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Modl3l T-52e had 'Wheel motion identical with that in model
T-52d. Its order of transposition switches was not changeable"
but each o£ the transposition switches and the key-text switches
was operl9.ted by the combined pattern of' a set of four Wheels
chosenf'or it from the ten wheels. The T":S2e was therefore
also pr~bably secure.
Ful:l details concerning, the intera.cting and irregular
wheel motions" the transposition of baUds,' and the manner in
which wbeel patterns were combined to get 6~Plication of
controls p are given in TICOM publications.
20. C1 her tele rinter model T-4 used one-time" ta e.-The T-43 use a one-time ray tape to supp ythe sequence 0
keying characters J 'instead of' mechanical cipher ,.,heels a.s in
the otbar'T-series models. The T-43 was just as secure against
cryptanalysis, therefore" since the key tapes. employed consisted
of "random characters."
In practice the key tape 'was generated by the running of a
fifty-meter-long loop of random tape over and over through a.
T-52d machine" with the T-52d punching out the key tape as long
as desired. The key tape ,..as not random in a true sense, but
it was unpredict.able f"or pra.ctical purposes" and secure.
"A serious electrical defect in the T-43 wa.s discovered by
radio engineers and corrected. This defect actually had' rendered
the T-41i insecure. It resulted from the fact that at the insta.nt
or encipherment the keying character vas electrically slightly
out. of .phase with the plain-text character. As a xaesult"
minute i.nspection of the cipher characters on an oscilloscope
permitted sepSJ:'ation of the composite cipher characters into
. theiz- pl.ain-text and key-text elements--:resulting in a "solution"
Without cryptanalysis. OJ The moral from the above story 1s
plain: there are more ways than one to read a message.
21. .Conclusion: Germa.n tele rintercr to raphic a a~
ratus iElwort
of deta e stu il.-- To recap:tu ate,
t ou
the Angl.o-5er cans w:ere abIe to read German teleprinter traffic
sent on ,important Army and Air Force links as a daily pro,
cedure, because of the insecurity of the Sz-42a and sz-42b cipher
attachments and the Willingness of the Anglo-Americans to build
the expEtrl,sive machinery necessary for solution, (SUCh a.s the .
British "COlOSSUS"), -nevertheless the more recently developed
German (:ipher-teleprinters (T:- series) were completely secure.

t

62i 45, I 20" I 31
63 r 45, . p 15
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The latter units were designed along different lines from
any lines taken by Anglo-American development of teleprinter
cryptographic apparatus. They therefore make definite contributions to our knowledge. Their main featul"'es were:
a.
b.

Irregular and interacting wheel motions.
Use of baud transposition ~s an additional protection, superimposing this on the basic substitution
process.

Fuz:'thermore, the attempted development of a cipher attachment (SZ--42c) for cryptlzing a. radio circuitjl thus protecting
it against traffic analysis as well as cryptanalysis; indicated
that the~ Germans were giving serious thOUght to all phases of
the crYI)tograph1c problem.
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Volume 2
Chapter IV

~

Cipher Device 41, the Cipher Box, the
Cipher Disk, and the "Number Printer."
Para.graph
~as

German iCipher Device 41

a secure Hagelin-type

machine
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Securit:y of C1pha?' Device 41 1ay1n interacting
irregular cipher wheel motions •.•••••••.••••••••••
"Oipher Box': 1..ra8 to replace Enigma •••••••••••.•••••••
"Cif.her nisku "ras to be a simpli.fication of the
'e lp]ler Box 11 • • • •
Foreign Office I1Number Printer" produced' nonrandlDm one-time pads .•.•••••••••.•••...••.••••••.
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German Ci her Device 41 was a secure Ha elln-t e
machine,a- Cipher Device 1
Sc uease geraet 1
was a
mechani<:al cipher device (Hagelin type) similar to the U. S.
Army COJ1Verter M-209 and wa::;i originally intended for use for-,
war4 of divislon. 70 The GeDman Army, Air Force, Weather B~
reauJl and probably others, had ordered a. total of eleven
thousan<i machines,7 1 but only a small (unknown) quantity had
been ma]~ufactured and put in use. Cipher Device 41 was re~
markablE~ for t":Ii'O reasons:
s. 'AlthOUgh it required no electrical power, bolng
operated by a hand crank, it wa.a compact, portable, printed
both pluin and cipher tapes, and wa.s provided with a typewri ter lceyboard. ,
b. The daily "rheel set.tings a.nd pin patterns were protected ltga1nst reconstruction by crypta.nalysis even when
"pure kE~yn was available.. This was because even though the
plain tE~xts of identically-keyed messages could readily be
obtained by well-established, procedures and the corresponeing por1;1on of the keying sequence reconstructed, nevertheless thts reconstructed sequence ("pure key") did not provide data whereby the Wheel settings and pin patt.erns could
22.

7°1 7'2. 'l'he Army Security Agency has a. captured Cipher Device
41 in its museum.
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also be reconstructed. As a consequence, no other messages
on the same day could be read. This is not usually the case
1n other Ha.gelin type machines, iilcluding the U. ~::" Azomy converter M,-209.

tx

23. Securi
of Ci..e.~_ Device ·41 la.x in inte!B.cting,
irregular. Ci¥l::!er-Wheel motions-- The security of Cipher Device 41 came rom the interactlngand lrreg~1ar movements of
its cipher wheel s •
.
Her's again is demonstrated the German capacity to make
secure lnpract1ce an otherwise not too secure machine, by
employ1n,g the principles of interacting and irregula.r movlBments of' vhe~ls.
"
The, enciphering principles of Cipher Device 41 may be
described as follows:
a. It had 6 meclianical Hagelin-type "pin" 'Wheels,
"Pl'tme" to each other. In cryptographic parlance, the first
five of these wheels had "kicks" of 1"2,4,8,, and 10 re- .
spective1ly. Whe~l 6 made these "kicks" positive or negative.
b. The enciphering cycle (one turn of the hand crank)
consisted or three elements, as follows:
"Elelment 1." This element· of the cycle took place if
and onl~' if' wheel 6 had a.n active peg 1n the "motion index
position." . If wheel 6 had such an active peg, then all the
follOWing events occurred: Wheel 1 moved one step. Each of
the reIIlBLining four wheels moved one step, unless the wheel
to its left had an active pin in. its "motion index position,"
in which cas.e each such wheel ~oved t~<I~O steps.
"Element 2." A key "kick" was generated, which was the
sum of l3Lll the' kicks of wheels which had active pegs in the
"kick index positions." This was so unless wheel 6 had an
inactlve~ pagg in the "kick index position," in which case the
key kicl1: which resul ted was equal to "25 minus the sum of
the kic~:s" of the whee'ls with active pegs. This key kick
was in e~rfect the "key text" or "key Character" Which was
"added" to .the plain text character in encipherment. .Encipherme~nt took place a·t this point .
. "EJ.ement 3." This element of the cycle was identical
in princ~iple 'to Element l, except that it occurred whether
or not \Theel 6'had an active peg in the "motion index positioO:W ·The purpose of this element was to insure some change
in the ,rheel posltions before the encipherment or· the next
letter (>1' text • .if any.
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W'hEln one compares the foregoing irregular and interacting
motions ot the wheels, and the use of occasional negative kicks,
wi th thEI simple regular motion and simple regular kick addi tiOD
of the us~al Hagelin-type maohine l the rea.son for the fa.r h:tgher
order 01' security ot Cipher Device 41 is indeed apparent.
,
In 1945 the British had intercepted certain traffic en
ciphered by Gez:.ma.n agents with Cipher Device 41., Several messages WElre read because of improper ~echanica.l working of· one
ot the D!achines. The ~chine Itself~ however; was not solved
therebYJ and remained a mystery until capture revealed its constructi(m.
'It is believed by investigators that the mechanical designs
or the Cipher Device 41 was poor but that its faults could probably bEl corrected by improved engineering. Mechanical pro- '
blemsiIl all likelihood prevented its wider and earlier use by
the GarDlans.
"
Cipher Device "41-Z" was a modification of the standard
model 41. It was designed to encipher ten figures lnstead7~r
twenty-t'iveletters, for use by the German Weather Bureau_
A Dlodel of Cipher Dev1ce41 whl'}h would be more compact
andwoul.d eliminate the typewriter keyboard was also under
cohsidex~ationJ for use by front line troops
Q

0

24.. "Ci~her Box" va.s to replace En1~a-- A mechanical
device,' made out or aluminum and weighing "':;/4potLnds, was
being' dE~velopsd" which involved cryptographic principles .en,tirely new to Garman cryptography. It was hoped to use this
device 1~0 rs;glace the Enigma in the German Army above the level
ot diviflion2 1 .5 It was called the "Cipher Box" ("Schluesselkasten") ~~d made use or the cryptographic principle of sliding
strips j
_Lt .. Col. Mettig" ot the Signal Intelligence Agency ot th~
Supreme COlllDiB.nd, Armed Forces (OKW/Chi) reported as follows:""
"Field tests •••had been so successful a.nd had brOUght out the
handiriefls' and speed ot operation of the machine so clearly, that
itsintx'oduct1on into the field army vas ordered. As the RBBA
(Reich' Security oritce) had already got in ahead with the order
tor 70,000 items, mass production was introduced." The mass
produc tj~on va.s scheduled to have produced at leas t one thousand
devices by October 1945 and to reach a rate of 10,000 per
month b~, January 1946.
0

72D 59
7:~I 96
7 41 20,
15196

p
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No,cipher Box has ever been captured~ and the descriptions are not sufficiently detailed to do more than reveal
the crypt1ogra.phic principles involv§g" leaving the mechanics
for the imagination. Fricke stated"( that "it consisted of
a small b,ox in the top of which was inserted a. slide rule."
He descrl1bed the slide rule as consisting of tvo mixed alphabets which were written in by pencil with each key change.
Half of the first mixed alpha.bet was written on the upper base ,Part of the slide rule, the remaining halt of' the
alphabet on the upper slide part of the slide rule. Half
of the 'second mixed alphabet was written on the lower base
part of the slide rule $ the remaining half' of the "alphabet
on the lo'wer slide pa.rt of the slide rule. The two alphabets were so written in that When the halves of the first
(upper) a.lphabet were in phase wit,l:l each otheri theha.1ves
of the second (lower) alphabet were out of pha.se, and viceversa.
The drawing below illustrates with sample alphabets the
way this may have been done:

NJl

C:£ZAKBLwr
~( ~

S 1

ovx

H~G~

P U'fNJ:£ YQS

rovxp tr l'

,
~

.
BX.A

L C· D E G M. '1" K J B )A
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Encipherment of a letter was accomplished by reading
orf the letter opposite it on the slide rule. Th,"s va.s to
be choseIl from whichever alphabet was "in phase" at the time
. ot enc1pl'lerment. In the roregoing dra.wing" the cipher equl;"
valent of~ plain text "In at the setting shown would be "A"
a.nd the oipher equivalent of plain text "A" would be "I."
Thus theJ~e resulted exactly 26 possible reciprocal encipher-.
ing alph~l.bets.
,
Any sliding-strip device is secure if the successive
settings of theslidlng strip are unpredictable. Security
or the C:Lpher'Box therefore had to rest primarily in the
manner ~r successively setting tbe slide. ' Dr. Fricke said
this was done as follows:
"Under the slide were three Hagelin type Wheels
on J,epa.rat~ ues" in a plane perpendicular to that ot
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the slide. Each had a different period, around 26. (The
pin settings ,rere changeable)" The slide was pulled to the
right against the action'of a spring, and upon release arove
the wheels. It did not come to rest until at a reading position of ~ae wheels on one side the pins were all active, '01'
¥ntil at ,another reading position on the other side they
were all inactive"77There were 26 stopping places possible,
but no step zero."
Dr.• :Liebknecht of th.e Army Ordnance( DeveloPID§nt and
T.esting Group, Signal Branch (We. Pruet 7 J stated: O( .".
"The tongue (slide) or the instrument wa.s shoved
by hand to the right as far as it would go, thereby
putting a spring inside the Cipher Box under tension"
By means of pressing a blocking notch on the top of
the Cipher Box, one causes the sliding tongue to move
back varying step lengths into the Cipher Box."
.t ..

171 20. 'A cryptograph called the M-40, invented ~y Inspector

Menzer of the Sig~al Intelligence Agency of the Supreme Comma.nd Ar'med Forees (OKW/Chi), also employed three Hagelintype wheels for alphabet selection. This device was con~
side1"edl 1"easonaply secure but was never adopted. It cori. siated of a cylinder with 39 horizontal bars arranged around
its peI' lphery,; the cyl1nderrotated in steps equal to one
plus the sum of the kicks given it by the three Hagelin-type
wheels.. The Hagelin-type Wheels had changea.ble pins. Normal all)habetic sequences, each starting however with a different letter of the normal alphabet J were permanently inscribecl on 26 of' the 29 bars; the reme.1ning 3 bars co"ntalned
19dummy positions. It These bar.s. represented the plain components
of enciphering alphabets of Which the common cipher component
was onE~ mixed sequence written in by pencil on a fixed strip,
so fast,ened on the base of the device that the bars of the
cylindl~r could rotate' into juxta.position with 'it.
The device
was cr;rptograph1cally equivalent to a pair o~ sliding strips,
withtl:le plain component a. normal alphabet, With the cipher
componc~nt a mixed alphabet" With the stepping contrc11.ed irreg~alt'ly by Hagelin-type wheels, and vith dumniy letters'
throvn into the cipher text whenever a "dummy bar" came into
positi,on. See 1-118 for fuller details. The Ciphe~Box was
an lmp;~ovement over the M-40, 1n that the small slide-rule
construction a.ccomplished nea.rly :the same l'esul ts as the la.rge.·
cylind,er construction, the Cipher Box had two "reading pos1tions" fo.r the Hagelin~type wheels instead of just one, and
there 'was provision tor two mixed alphabets to be inscrlbeO
instead of JUBt one.

7 81 57
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, Nowhere in TIeOM was it recorded whether or not the
slide was pUlled to the right atter each encipherment, or
only when. necessary.
Ser1.ous study or this device has not been undertaken as
yet at the Army Becur! ty Agency. However" the Germans fel t
that it ~Ias most secure. Lt. Col. Mett1g stated a.s follows: 79
"The cryptographic security of this machine 1s very
high and was considered superior to that of the Enigma.
The safety margin for the daily cipher was calculated in
t.htot neighborhood of 40 J 000, to 50,,000 let tel's, 'Wh~reas
with the'Enigma this margin was 20,,000 letters."~O

25. "Cipher Disk" was to be a simplification of.the
IlCipher I~ox. h __ The Cipher BoX, small a.s it vas, was the larger
of twomtnrature cipher devices. 'The smaller device vas called
the CiphE~r Disk ("Schluesselschelbe.") Dr Llebknecht gave.
TICOM itfi best description of this device. Sl ,
He said: '

e'"

lfOberinspaktor Menzer designed this machine for
agents. The machine was no.t to exceed' in size a shoe
pol~Lsh' can.
The encod1ngprinciple was s1milar to that
of 1~he Cipher Box. The equipment (consisted) of a.
rotl~table inner disk and a stationary frame.
The disk
and rrame had~o be prOVided with scrambled alphabets s1mila~, to the Cipher Box.
In operation the inner disk was
rotl3.ted against the frams, and thereby 1n a manner similar
to ·the Cipher Box, put a spring under tension. By means
ot ;9, pressure and blocking notCh, the disk is returned
in 'various step lengths back toward its original pos1,~tgn.ln contrast to the Cipher Box, in thiS machine
~ onl'1 control (wheels) with fixed notches were to be used.
In'the design, three control Wheels to be set.from the'
outSide_ere to be included. The number or notches was
to 'be determined once a.na for all for each pair of devices
(one for the agent and' one for central office). For
this, a hand punch was thOUght of tor punching the notches."
,791 96

80See also D 57

p 4. '
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According to Met't1g: 82
"The security investigations on this machine by
Dr. Huettenhain and Lt. Dr. Stein proved 50 successful
tha.t; it was decided to employ the C1phexa Disk as enciphering equipment tor forwa.rd (Army) units and indeed for f' orward of Regt HQ,."
In Dr. HuettenheinGs records was found the following, dated
21 April 1944:~'
.
"The Chiffrier department requires ••
10,000
Cipher Disks and 20, 000 sets ea.ch of 3 pin disc blanks. 'I
00

,

,

The Army Security Agency has as yet made no serious

study of this device, but it. 1s believed that it has only
liml~ed sec~rity.

.,

a'

26. Forei~n Office "Number Printer" Rr0duced non... randam one-time pa s-- A report on G~rman cryptographic machines
would not be eomplete'unlesslt mentioned the "Number Printer"
(ltNumerierwerk lt ) of the Foreign Office Cryptographic Section
(Pel's Z·Chl). This device printed "one-time pads." ,These
were used to encipher the Diplomatic Code Book (Deutsches
Satzbuch,}j the system was called "GEE" a.t the Army Security
Agency and was solved in the winter of 1944-450
Cr~ptanalysts believe that a "one-time pad" 1s eryptographice,ll.y 100% secure l it it is made up of randomadditlve
or key.' The emphasis must be on the §frandom'" as yell as on
the nOnEI-time.-" The German Foreign Office Cryptographic Section (PElrs 2 Chi} ';'l:t3l'looked the "random" when they made use of
the Number Prln~er.
ThEt Number Printer looked almost exactly like a large
printing "Job press." The type bed carried 240 small wheels~
similar to the wheels on a rubber da.te stamp. Each wheel
carried a sequence or ten digits around its periphery. The
wheels ~fere indiVidually remova.ble and interchangeable, as
vell as interchangeable 1n groups. Each time the preas operated, it printed a ,sheet of paper with 240 numbers on it .".
(8 line:3 of 6 groups of 5 digits)
The press could be adjusted 'to print up to thirty sheets of paper identically,
but was usually adjusted to print two sheets identically,
one she,at ot which became So page in a one-time fQsend" pad..
while ~ne duplicate became a. page 1n the corresponding onetime "receive" pad. ,Before printing the next set of' two
0
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sheets, the machine proceeded to turn all the 240 wheels up
one notch except such wheels as were at the moment kept
from turning by special mechanical means. The cryptographic
laws governing exactly wh1.:;h wheels paused in their move~
ments, when and hoW' otten~ were extremely simple. In principle~ this was accomplished by what might be termed "!!.2!!turnover notches."These laws were discoverable by cryptanalysis. The result was that, while each page contained
numbers, t.ha. t were random so far as that page alone was concerned, any given position on such a page was related to '
the same position on all the succeeding pages, and this
non-random property permitted reconstructing sequences involved OIl. the printing wheels. Shutfling of the sheets
before binding into pad forms, of course, added to the cryptanal-rats i! dlff1cul ties, but did not prevent recovery and
. almos t l()~ reading of messages.
. '
No number Printer has ever been Cp_~)turedl' B~t TICOM
documentl! contain descFlptions of ea.l'ly models ~
,8~-1282. Captured files ot the Foreign Office show tha.t
Number Printer apparatus was purchased from the G~rman
firms l~ascbhentabr1k Otto Krebs~ and Clemens Mueller, 1n
1925# 1927; and 1933. See D..51 .p 4. 8imilar number printer
apparatus was offered for sale to the British Government
on 14 ,June 1932 by the Engl1sh rtrm Loranco Ltd~, Engineers,
by a Mr. Lorant ll who described the apparatus, showed photographs, and stated that his firm, (Loranco Ltd.) had supplied
Number Printers to the German Government in 1925, 1928, and
\19::;2. According to Mr. Lorant, the a.pparatus was for printing g1.ven numbers of copies of cipher. telegrams, although
'tt bec,ame immediately a.pparent to the British Government
repres,entatives that its real purpose was the, generating
of ,pages of random additives. Mr. Lorant stated that Ger,man Gc)vernment had printed 2,000,000 pages Without a breakdown, and that they kept, a.n additional set of 250 spa.re "
wheel~J from which to cho'ose: The British Government asked
Mr. L()rant to submit prices~ but a.pparently subsequently
lost interest in his apparatus. The'connection between
the British firm Loranco Ltd.; Engineers, and theGenman
i'lrms., ls not known at this time.

}5

•

DOCID:

3560816

VOLUME 2

Chapter V

C1phony
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Germans, had no usable ciphony machines. 34

27. German enoiphered speech apparatus vas unsuccessful.-Telephone or radioPhonetX"ansmlssion of'intelligencej sw1ftly,l
aecuratelY3 and securely, has been a goal of cryptanalYsts
tor many years. Stich speech encipherment is oalled "ciphony."
German experiments With ciphonywere singularly unsucce~sful.,No satlsractory ciphony method WQ~ developed
at any' ti.me. 90
,
'
"
,
. ,Dr. Werner Llebkilecht; of the
Ordnance; Development and Testing Group.; Signal Branch "Wa P:ruef' 7"),
where ciphony experiments vere undertaken, stated:91

Ar,'

"if' a process giving Uhintell1gible speech vas
arr:l.ved at, then unfortunately it always happened
thatlthe speech quality af'terunscrambling was no
lo~~er acceptable; and tne prooess of scrambling
vas theref'oreunacceptable."
'
Spe4~ch enclpherment experiments vere carried out by
the foll l)vlng saven German commercial :flrmsfrom 19}7 to
1940:

90

I 57
91 1 57
36
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Siemena and Halake, Berlin.
Deutsche Telefon und Kabelwerke, Berlin.
3. Sueddeutsehe Apparate Fabriken, Berlin.
4. A. E. G., Berlin. ,( "Allgemeine Elektrlsche
Gesellaehaf"t")
5.'J:lelef'unken, Berlin.
6. 'Dr; Vierling, Techn1scheHoehschule,
Hanover.
1. F'abrik C. Lorenz Aktleng...,li ,ellschaf't,
Berlin, Muelhausen,'Thuer.
In 1943 only Telefunken and Dr. Vierling worked on speech
enciphering, and from 1944 on, only Dr., Vier11~, at hia
iJlboratorium Feuerstein ("Firestone Ls.bol'atoryl'l)· at
1.
2.

Ebermannstadt~ Ge~manyo

e-

,
, Dr. Vierling's laboratory was eaptured almost .intact
by TICOM, because of' Dl'. Vierling'aorders on the eve of'
Bur~ender that none of his expensive equipment vas to be '
destroyed. Ciphony and other varied electronic researcpes
were 1n progress at the tlmeof' surrender. Two Army
Security .Agency ciphon)' engineers vere dispatched to
Ebermannstadt to exploit the German, elphony research, in
conjunction 'With U. S. Navy and British engineers. As a
result of' this exploitation, plus 1nte~rogations or other
Germa.n en.g1neers elsewhere» it is believed ,the German
ciphony picture is fully known at least as far as conoerns
their lat,est experiments.
.
Six main ciphony methods had been developed by German
engineerEI. These methods vere called:

a • Frequency inversion.

b.

Noise superimposition.

d.
eo
f.

"Li ttle Building Block. It

c.

Time scrambling.

'

"BlgBullding Block."
Triple wobb11ng.
Each meth~d in tUrn promised to prove less unsuccessful than
its predecessor.

28. Exper~ment8 showed freguency inversion Inseeure.-Methods of' frequency inversion usuall)' reqUire that
.
speech frequencies {from 250 cycles per second to 2,750
cycles) be beat against a "carr1er" frequency or about
3,000 cycles. ,The resultant trequencies are the
differences 1n frequencies; these differences are
transmitted. Thus, 8. low speech frequency of say 300 .

•
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·e
cycles would be transmitted as a high frequencl of
2,700 cyc:lea (or 3,000 cyclesmlnus 300 cycles) whereas
a. high speech .frequenoy would be sent as a low one.
. The German inverter apparatus~ which eVidently
Y01"ked·aJlong such lines, vas "a large egulpment of the
size of !L .field telephone {insta.llation) used in the
field since the outbreak of the var. This ·set was
cons1derE~d safe and encouraged careless and· insecure
conversation. In reality it was. possible with an
ordinary receiyer to re e establish the impulses normally.
rPheeauipment vas l therefore withdrawn from units in

1942. d 92 " . ~
.
There are no other important references to frequency
1nvel'sloll, and a.s it 1s considered insecure by most

t:nglneerlJ everywhere» it 1s likely that no further experimentl3 vere carried out by the Germans along simple
lTiVeX'~,ioJl lines •
. . 29 •. Noise s~perimposition g"ave bad Qua11tx:.-Method.s o.f noise superlmposi tlon requIre that tne super:I.mpoaed noise frequencies cover the speech frequency
bandwidth; so that the noise can mask out the speecho
At the rt~ceiving end a noise is applied exactly equal to
that.applied at the sending end$) exactly- 180 degrees out
of phase:~ so that the noise componeatis cancelled and clear
speech. ~f3mains.
_
.
.'
. O. lLorenz, Berlin, experimented with this method from
1937 to .1939, and found that· frequency distortion over
transmisislon lines was too great, as well as that faulty,
noise cancellation gave poor speech quality.93
FrOID 1939 to 1943, atter exhaustive experimentation,
Telefunk49n. (Berlin) determined that 1 t would be impossible
to cancel the noise correctly, and the speech quality
would ne'l7er become acceptable.
In :splte of this, an ult~a-high-rrequency radio link
between Athens, Crete, and Derna continued noise superlmposlti1on tests. Results from these tests were also disappolntl:ng.9 4
.
No:rurther details of the experiments are available
0

92 1-96.

93 r - 57
9 4r - 51
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30.' "Time scrambl1~" vas lnsecureo~- Methods of
time sc:rambling requl~e t~at the speech at· the sending
end be :recorded immediately (usually magnetically on a
steel tJ9.pe) as a means of storing it for enclpherment;
enc1phe:rment l'esul to from breaking up the" stored speech
1.nto s1Dlall elements (of' 60 milliseconds duration in the'
case or the German deVices) and transposing them. The
transpo:sed elements are then transmitted by l'adl0 or wire
to the :receivlng station which stores them, l'etl'anspoaes
them, and puts them into the receiving telephone as' speech.
tfhese p:rinciples, for instance, .formed the basis for the
.
U.B. A:rmyU s AN!GSQ..l, or SIGJIP.
.
The first German experiments in "time scrambling" reqUi~ed ,a long "time-delay" in order to stor~ sufficient
speech :for transposition, and still didnot9~esult in completely enciphered (unintelligible) speeoh. ~
In o:r.der to reduce the a.mount of' time-odelay needed \
to accomplish complex enough t~ansposltions to result
in. unintel11gibil1tY$ Siemens (Berlin) attempted to divide
the speech into three .frequenoy bands and scramble
'
~aeh band separately.
Dr. Liebknecht said as tollows:
'''Desp1 te the large bulk of this equipment (eaoh sta.tion
weighed about 100-150 kilograms) this process did not
deliver completely un~ntell1gible speech. The device was
never manuractured. u 96
Possibllitiesof time-scrambling were brought to the
fore again in late 191~4, when an American Mustang airplane
was shot down and found to include in its equlpmentan
American time-scrambling radio-telephone apparatus (SIGJIP).
According to Lt. Col. Mettig of the Signal Intelligence
Agency or ;the Supreme Command Armed Forces (OKW'jCbi) : 97
$

"The technical experts believed that with
availability of necessary equipment, it would
be' possible to solve this apparatus in 10 minutes.
The traffic vas picked up on a sound tl'ack,
.
photographed and through the regular division
of' the traok it vas possible for an expert to
re!ad the co,nversation. As a result, there was
tb~

)
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a cOliLtroversy over the development of a German
ver's1.on of the Mustang apparatus. Forward units
we~e of the opinion that it was impossible to
carr~' out a.ny tactlcalinterc,eption of such
t~aff'ic since they 'lllQuId require a large quantity
" ""~I
of special equipment. Oonsequently they felt the
Mustamg type could safely be used until a more
practical machine was developed. The decision on
this matter was never taken. rt
.
. Time-·scrambling devices were called "Tiger'atedt fY
devices by German cryptographers (after a Swedish inventor named Tigerstedt).Dr. Fricke" of the Signal 1ntell1gencE~ Agency of the Supreme Command Armed Forces
( OKW 10 hi ) J' offered the folloWing information concerning
the Ameri(~an Mustang device: 98
.
1!lHe had seen an American machine on the Tigersted1G principle takenfro~ a M.ustang. It had a
magnc~tophone band which revolved between nine heads
which scrambled the speech horizontally (i.e. in time).
This type or machine was rejected in Germany because
you llad to wait in between utterances for the machine
to at~t. ' He himself' did not think 750 milliseconds
was ''Tery long to wait» but he supposed 1r a. Germa.n
major was talking to a general, the latter would
find it desirable to cut him o~r abruptly with a
repl;y- .•,
There 1s :no indication in the interrogations that Tigerstadt devices were ever adopted and used by the Germans.

31. IIBtg~Uildip£ Block"proved too di,ff'icult to
.Q.9ntrol·.; '-.., S nce German clphony experiments indioated
that too much time would be required to develop secure
. ciphony appara.tus, plans were developed ror the independent
constructionoi" a machine which could be built quickly
as a' "stop-gap. t1 The first of' these attempts resulted in
the "Building Block" (tlBausteln ll ) , later renamed the IIBig
Building Block" ('lDer Grosse Baustein") arter it was
.
discovere'd that a. second and still simpler device (called
the ULittle Building Block") 'Would be needed.
The "Bi~ Building Block" used the principle of "ring
wobbling.
il
'Ring vobbllnp:"
'.1~S the name g1ven .to a process
..
'.
.
-.
. .
~

.

~
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by whicl:1 the volce frequencies were shifted up and down

the'frequency sca.le. When they were shifted up, the
at the top were electrica.lly taken out of the
spectrum and put back in at the bottom of the scale; when
they we:re shifted down, the frequencies at the bottom were
electril:ally taken out of the spectrum and put back ln at
the top of the scale. The process was called ul'ing,ll
because what went ort' at the top came back around to the
bottom, and vice versa. It was called "wobbling" because
the f.requencies wobbled or shifted, by being modulated on
a "wobble frequency" "carrier." American engineers call
. the pro1cess tire-entrant wobbling."
Obviously such a system needed a 'Wobblel'--an agent
to control the amount of the wobbling of ·the wobble
frequency. In the case of' the nBig Building Block" the
wobbleI' was to have resulted from an autokey. The enciphered voice itself, operating through a time delay
circuit, 100 to 200 milliseconds later, provided the
key for enciphering the following voice.
9
.
We have on record the follOWing epitaph:9
rrequenl~ies

9tThe experiment resulted in such difficulties
in control of the receiving equipment that the
experiment up to the present has led to no conclusions."

•

32. tlLittle Building Block" combined noise sJ!E..er'
imposition and :Crequency inversion.-- The "Little Building
Block il (ltDel' Kleine Baustein,rJ was intended to be a. lowsecurity speech scrambler for'land-line use only.lOO It
was to be secure against the human ear only. It combined
noise superimposition and frequency inversion. Speech
frequen~ies of from 300 cyoles per second to 1,300 cycles
per second were accepted by the filter system. These
were iIllverted alternately by a 1,9 700 cycles per second
carrier' resulting in a frequency band from 1,9400 cyoles
to 400 cycles; and by a 2,700 cycles per second carrier,
res'l;1lt1.ng in a frequency band from 2,400 cycles to 1,9 400
'cycles. The alternations in choice o~ carrier for inversion occurred about three to six times per second,
depending upon the volume level of the speech. Into
whichelrer of the frequency bands the speech was not
InvertEld, noise was superimposed. Thus if 1nverted

991-57
100I-51'; E-9
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speech occurred in the 400-1400 cycle band, noise occu~ed
in the 1400-2400 cycle band; and vice versa.. 'Note that
the noise vas B2! superimposed at the same t~equenclea as
the speech, as in the noies superimposition method descl' lbed
first; therefore; ltcould be eliminated by simply being
e1ectricalli 19nol'eda.t the receiving end, provided, of '
course, the receiver had the appropriate apparatus. The
receiver-then woula proceed to Ite-invert the speech, rende~ing it intelligible.
'

'i

This apparatus vas under test by Dr. Vierling at the
close of the War; but only a s~6±e one-way circuit had
been constructed for the tests.
,Evidently switching
imperfections, bad tllteF networks, and scarcity of electrical parts, p~evented its development. The apparatus vas
not complete when captured, but diagrams are a.va11a1)le. 102

•

33. 'Hopes centered on synthetic speech enCiahered
hI "triple' wo'bbl1~."--Germa.n engineers recognize 8S
early ~@ 1939 thi synthetic speech might prove easier to
encipher thanactua1, speech. Experiments we,re begun which
resulted 1n the development.ot a synthetic speech apparatus
called uAnna" by the Gel'man engineers, and patterned closely
after the Amer1can "Vocoder,",patented by Hoiner Dudler, of Bell
Telephone :Laboratozoles. The German apparatus, "Anna, r divided
aotual speech into e1~t separa.te frequency bands, by means ot
fil tet" net'works., It produced eight carrier frequencies J to
correspond to t~e eight speech bands; and when the energy
level ot any speech band varied.ll the amplitude of the corresponding carrier frequency var1ed1n proportion. These cal''''''
r1el' frequenc1es"plus,tvo more carriers each of, which represented variations in the piteh or the speech fundamental and
whethe~or not the speech 1JaS "voiced" or "Whispered .. " tormed
the set'of ten carriers which was then to be enciphered.
"Triple l/'obbllng" was the method px>oposed for the enci.pherment. By this process the compos!te set 01' carriers
,
(ranging in frequ~ncy from 450 to 2110 cycles per second) was
~a.~sed through a s~le sta.ge of :ring wobbling much a.s in the
'B1gBul1d1ng Block; the output f1tomthis stage of wObbling
101

E-9

102
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wa.s spllt by filters into halves, and each was separately ringvobbledj: these tvo outputs were combined and passed through

a third stage of ring wobbling.

The signal was then passed

through a fixed carrier modulator which restored the
bled signal to a. transmittable frequency range.
ThE~

following are important to note:

scram~

Wobbling was

to have been done three' separate times; wobbling was to have
been controlled by a specially built cipher machine, a.nd
not by !L1'l &\l.tokey system as in the IIBig BUilding Block."
Dr"

L1ebkIiecht sald: 10 3
II

A triple wobbling project 1s still under

wa~r a.t the Feuerstein Laboratory, but it 1s also
vel~Y' complica.ted.
Through this system, con-

densers were to be turned under the influence
of teletype impulses from the SZ-42 enciphering,
de,rlce, and thus the wobbling is to be brought
abc)ut. Until now the results from triple
lrTol)bling have not been very satisfactory
The
spE~ech quality after devobbling 't>Tas very bad."
0

Ex(~ellent descriptions of the ~B~ech £i1ters etcetera nppea.r in the TICOM reports. l
It is ll believed
hy AlliE~d investigators that~' triple wobbllng would
not havn proved satisfactory unless much research could
have been carried out, especially in filter designs.
NeverthE~lessJI Germa.n hopes of successful ciphony
apparently centered on synthetic speech enciphered
by I'triple 'Wobbling."

34.. Conclusions: Germans ~ !!£. usable .Qiphony
maohinen.--Unless new evidence is unearthed the conolusiomr are: Germany ha.d no usable ciphony machines;
and Germany probably would not have had any usable
ciphonymachines even if the war had gone on several
more yenrse

103 _
I 57
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OKM/4 ..
SKL/III
(Navy)

Pel'S ZS
and Cfiot
(Forei~n

Office)

Cryptan- Cr~-ptan
alysis
alysis
CryptoCryptography . graphy ?
Punches and
verifiers
20
30

10*

40

ARMY SECURITY AGENCY

(U.S. UInY)

Na.vy

TOTAL TOTAL General

Jap Army
c.anals. Code
Crypto- Solution
~raphy
only

at
least·
90

109

35

74

2*

13

52

10

42

20

6

2

1

8*

-Sorters, '

7

10

4

30*

5

49

85

27

58

Collators

1

2

o

4"

'I

6

39

13

26

Multipliers

3

l'

o

o

?

1

4

1

3

Interpreters

o

o

o

0*

?

o

7

1

6

Tabulators,
all ,types

7

6

3

2

3*

14

47

10

37

1 comparator
counter.
1 selective

'I

'I

I-I
1-22

1-25

-Special
Eq~_lpmen t

Personnel
Ref..erences

2 tape-

to-eard
readers

15*

tiO

1-146
1-158

I-58
6

1-17

1- 13

*Est1mated
**See Chart No. 2-3, following page 50.

? tape-

to-card
readers

150*

1-20
1-127
1-152

1-

I

German
Non-

Re.pIlOducers

1 __

I'

FORSCHUNGS- 0l(\·1/Ch1
OKL
AMT
and OKH
(Goering's (Supreme (Air)
Resea.rch
Command
Bureau)
and Army)
Cl~ypte.n- CryptanCryptanalysis
'alysis
alysls
Crypto- Cryptography
gra.phy

50*

200

1100

lleard
4 tape-to
operated card readtypeers. 4
writers
presensing
2 preseus-ganglng gang- punches.
punches
Also special attachments'*{t
300,
/j00

1-119

Chart Noo 2-2
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the total of captured I.B.M. equipment belonging to the
German signal intelligence organizations; these vere
captured at Zschepplin; they belonged to the Foreign
Office Crypta,r..alyt;1c Section (pers. Z S). Their wires
'Were all ripped out and plugboards missing. They were
studied hriet'ly by TICOM Team 1 and then destroyed by
dynamite. 109 Therefore; practically all our knowledge
of German use of I.B.M. must come from the TICOM inte~rogatlon reports,&nd' these discuss I.B.M. but
scantily. Nevertheless, scattered remarks indicate
the used to which the I.B.M. machines were put by the
Germans, 'and under what conditions. These teclmical
uses were almost identical with those at Army Security
Agency. The ~portant excerpts from the interrogations
are given below:

e.. Dl' • Bt'ttgisch" of the Signal Intelligence Agency
of the Army High Command (OKH/G. dNA); stated as follows
concerning the use of I.B.M. by his agency:,110
"Some of the bigger I.B.M. machines were
always being provided with special new wirings
for special cryptanalytic purposes, as for nonca.:rI"ying addition and subti'$ction in code work.
Most of' the tasks, however # consisted of the
usual statistics (digraphs, tI'igraphs" "chain'"
stat.istlcs, "co1umn ll statistics, and of' simple
figure calculations, e.g. in work on Ha.gelin
Machines). But, as a rule, no tasks were undertaken which could not have been carried out'~11hand '
by perl'l..aps 100 people in a reasonable time.
I

,

'

b. Evidently Army code problems (usually problems
of findiDS messages in 'depth) were turned directly over
to the I.B.M. sectj.on. An interrogation report stated: ll2
IlA new (Russian) code came in October 1941"
and depths were less thereafter. Bugglsch and
other mathematlc1ans were withdrawn fzaoII1 this
work in November 1941, and he states that. the
problem was handed over largely to the I.B. M.
section. 11

10 9 _
1 1
110 1-67
l11At the Government Code and Cypher School the basis
was 20 to 25 persons.
112 1-58
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c. A complaint by Dr. Buggisch on the way I.B.M.
mishandled some of its more specialized statistics was
recorded in one report as follows: 113
liThe breaking of cipher texts (without crib)
is possible when the pin a.rrangement of the pin
'wheels can be discovered trom-column statistics
,of the cipher text •••• The calculation is carried
<out with an I.B.M. machine provided with special
'wiring. As mis take s were f'requent and the time
:requlred lIas considerable; the construction of
special calculating machines for this purpose \
'was proposed.
I'

(It so happens that I.B.M. 1s not well adapted to solution
the Hagelin machine) a.s the Army Security Agency, U. S.
Army; has itself found out. The number of operations
,requi:l'ed to furnish all necessary statistics· by the
I.B.M. method allows for too many handling errors.)

or

. d. A further reference to the German Army use of
I.B.M. is made with reference to a double transposition
used by the Allies in Italy in February 1945.
Suc~
messages mcluded'times of' origin in their plain text;
vithsuch times of origin first enciphered by digraphs
invol'V.1ng infrequent letters. (These enciphering alphabets ;never changed.) The whole messages vere then
subje,cted to the doubletranspositlon eo. cipherments ..
The t.1mes of origin vere seldom more than half an hour
beforlB the times of sending, so the' Germans had informa.t1on they could "crib into" the c1pher text" once
they :had broken the digl'aphic substitution. These
cr1bs were at least four letters long, and in short
messages could almost always be placed a.ccurately.
Corpo:~al Clemens. Sch\lck or Inspectorate 7/VI (In 7/VI)
stated as follows: llq.
(

itA four letter entry would thus be obtained.
iSuah a comb1n&tlon would be run through all the

possible widths on the I.B.M. machines. The
time. required to break these messages was one
to'f1ve da.ys; depending on the number of men
,and machines available II
0

113 1-137
1141 -80
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e. Some of the I ..B.M. machines the Army had were
eVidently not working too well. The following was
learned from Dr. Fricke, when he discussed the mo.king
up by t,he German. Army of some of its own keys and

tables: 115

-

"Da.ily changing trlgraphlc substitution_
ta.blea vere introduced (by the German ArmY).
Tb~y were made at first by I.B.M ••••. The
SEiction moved to Weimar late in the war, and
tb~re the machines vere so old and out of' repair
that they made too many mistakes in the tables."
ASI

print-ez·.

a :result, Fricke had the tables ha.n.dset by a
This la.ter method proved more efficient.
,

'

Specialist Voegele, discussing the use of I.B.M.by the Signal Intelligence Agency of the Commander 1n
Chief of the Air Forces (Ohi Stelle Ob d L), stated as
f.

follow::1 concerning June 1942 Allied air tratf1.c: 116
liThe breaking of strip tra.ffic was subject
ot
t.he receipt
to four weeks

tC) time lags
two months before
01~ I.B.M. machinery J1 but only two
aj~terwards •"

Acoordlng to another report by him I&B.M. was used in
"brute··forcing, II o~ the discovery or depths by double
rapes t:3 .. 117
g,.

I.B.M. vas used in a "brute force" method a.pplied

to the British Naval Cypher lito find double repeats at
1nterv~1.1s

up to 10" II by the Signal Intelligence Agency
of the Navy High C.ommand (OKM/4 SKL/III)" according to
Oberreg1~rung8rat 'l'ranoW' and Graduate EnffineerSChmalz.118
I.B.M. was also used by them to prOVide a. catalogue ot
dirfer,~noes" repeats.ll and double repeats" II and most
intere:stingly', "reciphering of captured subtractor

groups,. ~~. By this last was meant -that captured addit1ve
was applled=o ~() known high-frequency unenciphered code
groups" to o~t&in a catalogue of likely enciphered code
groups against which messages could be tested--a key
finding technique often used at Army Security Agency ..
1151-20
1161 - 119

1111 -152
118 _
1 146
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h. A Ilbaby brute force'; (index of single hits
between messages known to be from approximately the
same par·t of the a.dditive ta.ble~ was also carried out
by I.B.ltL in connection with British codes.
i. Senior Specia.list Tranow and Graduate Engineer
Schmalz stated as followsi l 19

IlFive per cent of' our I.B.M. ca.pa.city was
de'\lfoted to producing our own cipher cystems.
We constructed reclphering tables, substitution
tables -' and the 31gnal,:Tafeln J e. g., reciprocal
2-1etter tables, 3- and 4-d1g1t figure tables.
ThEI number of cards ne~-ded for each substitution
table was one set, for 2-1etter tables was
26 x 26, and for the 3- and 4-f1gure tables
Waf} 1,000 and 10-,000 respective1y.
II

•

, 36.. Rapid Anal~tic Ma.eh1nes ~ built .2!!. sim~le
and effective l1nes.--Just as in the United Sta.tes,
cryptann.lysts in Germany felt the need in special cases
for morE~ rapid means of searching, comparing, and other-,
wisest~Atistically treating code and cipher texts than
hand and I.B.M. methods could orfer. They developed a
series of teleprinter tape devices, employing photocell
readers" 'Which accomplished these tasks speedily" 1n~
expensivelI, and verypracticf3,lly. §uch machines may
be call49d trapid analytic machinery,,:- The~~ d1.ffered
from r~pid analytic machinery develope~ in the United
States :tn that in general they employed teleprinter
(pa.per) tapes,.rather than celluloid film. However"
it is t:t>ue that the first German film deVice ,.ras in
process of construction; it wa.s a.lmost identical to
our "Tetra-Tester," and had an estimated speed of searoh
of 10,,000 letters per second, as a.gainst the actua.l
speed of the Tetra-Tester of 5,,000 per second.

. In comparing the states of development of German
machinery with American, 1 t might be
said (loosely) that the Germa.n scientists were ayesr
and s. half behind :the Americans. Development of rapid
analytic machinery was done almost entirely by the
Signal Intelligence Agency of the Supreme Command Armed
Forces (OXW/OhiL and this mainly as B. result or security
studies. The special- Cipher Security Section was formed
rapia-~allalytic

119I-l~,6

~------

~----
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\Tithin OKW/Chi in 1940, la.ter being put under control
of Dr. Huettenhai.n. Interrogation or Dr. Huettenhe.1n
revealed: 120
"By 1941 it had become clear tha.t machines
WOllld be necessary for the dual - oftensive and
dej;ensive - task o'f research, but engineers were
not ob~a.1ned until 1942~.when the folloving were
appointed: .Two graduate engineers: ROTSCHEIDT
(fc)rmerly vi th Siemens) and JENSEN (who came
dllC'ectly from school), both telecommunications
experts. (These are now thought to be in the
South); three working engineers, TODT, SCHAEFFER R
anc] KRACHEL (with a Technical High School Training)"
whQ were decidedly subordinate to Rotscheidt and
JeJrlsen; and twenty-five mechanics.
"They dec'lded to use I.B.M... ,~herever possible,
bu't it was found that I.B.M. machinery was not
i;lu.1table for a.ll problems, and auxilia.ry deciphering machines were developed a.s the occasion arose •
Sp '6cial problems were laid betore the engineers"
and they were told 'This is what I want to do,
how would you do it?' The machines whicaresulted
were built in a more generalized way than the
immediate problem demanded so that they could be
of use again. fI
.

•

As a result the folloving special machines were developed:
8.

b.

c.
d.

e.
t.
g.

'.

h.

Digraph "weight" recorder.
polygraphic coincidence counter.
Statistical I'depth increaser. 11
Dlrrerencingcalculator (non-recording).
Differencing calculator (recording).
Likely additive selector.
Simple counting apparatus.
Proposed rep~at finder.

Chart No. 2-3 herewith, compares these ra.pid analytic
machinEls, developed by the 8ig~~1 Intelli~ence Agency of
the Supreme Command Armed Forces (OKW/ChlJ" with those
owned 'by the Army Security Agency.

•

l 20 1-3JL

~~-~--
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37., Ra.})1d ana.liltic machine! developed ~ Armeq
Forces 9rlPtanalysts ~.soribed.--The main features of
the rapld ana.lytic machines developed by the Signa.l
Intelli~~ence Agency of the Supreme Command Armed Forces
( OIr'"/Chl) were as follows: , ,
.
.
a.. Digra;E.h Ii,~eight" recorder. --The lIBlgramm Suchgeraet" It
or "digJ:"apn sea.rch appara.tus, II 'Was a device for making
.
frequency evaluations of digraphs and recording the
evaluat:Lons. .It cost approximately $5,800.00 121 and
was the most expensive rapid analytic machine owned by
the, S1~1B.l Intelligence Agency of the Supreme Command
Armed F(:>I~ces (OKW/Ch1).
•
It was used to solve the Japanese two-letter transposed cc>de (J-l9, or "Fuji") "and the machine would find
a. solut:1on in less than two hours. 11122 It did the work
of twen'ty people ~ according to Dr. Huettenha1n .123 I) The
machine WaS once used tor york on an English meteorological cipher, figure traffic employing a stenCil, when
Huettenhain liaised with the Air Force W~ather Service.
lrhey were a.llowed to use the machine. 11124
.
The digraph "weight" recorder consisted of: tvo
teleprinter tape "rea.ding heads, Il a rela.y-bank interpreter circuit, a plugb~~rd "'Weight", asslgno::r:,; and a
recording pen and drum. ~
Ea,ch head re.a.d its tape photoelectrically" at a
speed of 75 positions per second.

The interpreter. took the two impulses from the
reading heads at any given moment, and translated them
from tliro separate letter impulses into one d,igraph1c
impulsEl" which 1 t sent to the p1.U6board.
The plugboard conta.ined 676 jacks on its left side,
digra.phs; these could be wired at will to
any ja.(~k in anyone of five different sets of ja.cks on
the right side of the plugboa.rd, these sets represent1..'lg
llwe1ghts. 1l Thus on the plugboard, any digra.ph could
represE~nt1ng

l21D_60
,122 _

1 31
, l 23 _
D 6iO
12"4 1 _

31

125 _
1 37
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be ass:tgned any integral weight from 1 to 5 by simply
pluggil1g the digra.ph to the weight; unplugged digraphs
ha.d thE~ value zero. A slcetch or the plugboard' follows:

ABC]~FGHIJKLMNOPQRSTUVWXYZt
I~I
t
, ,

...

C
D

II

fH

I

E
G

lK

4

321

I'

'
I

F

~

5

i

I

I

IL

I:

H
R

t

5
T

I

I

U
V

I,

W

X
Y
Z

'-------------_-.!.

,I
o

In the foregoing sketch) for illustration, the digraph
DE was given the weight 5, the digraph IL the weight 3,
the digrapl1,s PC and OX were each given the weight 1'.
All other digraphs had the weight o.

•

The recording devioe was in effect an undulator.
It oonl3istedof a paper drum revolving at an even rate
under l!i. pen which in turn moved on a spindle across the
drum. As a result the line traced by the pen vas a
cyllnd:t"ical spiral. ,Undulations ocourred in this spiral
howeve:r, vherever a digraph ocourred vith ~ weight other
than O. The heights of the undulations varied direotly .
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with the weights assigned the'corresponding digraphs.
Th1.s device vas sa.id to have ma.de solution of a
single t.ransposition easy. Such solution is a familiar
process to most cryptanalysts, requiring much trial and
error. A message. under study must, in effect,·be broken
into lili:ely columns and these matched aga.inst ea.ch other,
with thel resulting digraphs being examined for their
"goodnefls" to determine whether or not such matches are
probablE~.
If, for instance, the message is broken into
sixteen columns, there a.re 1,307,674 »368.11,000 (fa.ctorial
15) pOtH~ible matches, but .these are attacked of course
by successive steps: that 15, one column is tried against
each of the other fourteen and the most probable combination selected before proceeding further; vith this
pair as a basis, another of the rema1nl1lg thirteen columns
1s selef~ted to add to the left or right of the 1nit1a.l
. pair" and so qn.
. .

.~

It is assumed that the German dlgraphic weight recorder
was used in the f'ollowlng manner to ~olve such singletranspos1tionproblems:
Two duplicate_ teleprinter tapes were punched, corresponding to the message to .be solved" each tape then
being formed into a loop and one loop being made, one
space (or mo~e) longer than the other, so that as they
ztevolved through the tape reading heads they would P slidell
rela.ti1J'e to each other. Digraphlc weights" probably
+ogariyhmic in nature~. were then plugged up on the plugboard amd the machine started. The result would be an
undUlatory graph indicating, digraph by digraph, fer
every possible juxtaposition of the whole message against
itself J, 'the probability of a. "gOOd match" at each point
along lts length. Careful investigation of this gra.ph
would thus show Visually (br. dense areas of tall undula.tions)
those positions "There t:good ma.tches occurred" and the
limits in length of' each such good match--that is, the
length of the columns involved.
I

The German digraph weight recorder va.s therefore .
quite Idifferent f'rom the Army Security Agency's 'electromechan,agrammer," vhich also 'voss' designed specifically to
solve the Ja.panese J-19 code. The American machine ran
a deck of 1.8.00. cards representing the message under
study through an LB.M. tabulator, with a spec1fical,ly
chosen section of the message (representing a definite
col~) \Tired up on the plugboard; digra.phs were weighted
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with tell lo~a.rlthmic proba~ility values (ranging from
o through 9) and totals were printed, rather than
individual weights being recorded separa.tely as in the
German digraphic weight recorder. The Amer1can maohine
took about four minutes per section to calculate
print the results. If the sections of text chosen from
. any given message vere well chosen from a cryptanalytic
viewpo~lt, the American machine proved much faster than
the German machine, because the print br totals was
easier for the cryptanalyst to analyze than. just theindividual values listed by the German machine; but if
the sections of text were not well chosen and no true
columns were included in the choice, then the German
machine ,had the advantage" since it recorded all po·sslble
juxtapositions quickly, and all true matches were included
in the da.ta.

and

The German digraph weight recorder could also be
used tomvantage to locate co1?cidences between messages.
The digraphs aa, bb" cc, ••• ~ zz, could be plugged up to
the value 1 and all other digraphs left unpJ~gged. Then
when two message tapes would be run against each other,
coincidences would be shown by the undulator. Such an
arrangement would be especially valuable in revealing
interrupted repetitions.

b. pol~gra.ph coincidence countar.--The "Saegebock,lI
or "Sal/'buck, was a machine for recording" the frequency
of pol~lgraphs occurring within one message, or fgr counting pol~graphic coincidences between messages. 12
It
was especially useful for work on periodic substitutions.
PolygI'l:~phs could be of any size up to and including
decagI'eLphs. The machine cost approximately $1,200.00. 127
The apparatus consisted of two teleprinter-tape
"reading heads," a "calculator" (not described)" and ten
different "recorders."

•..

Each head read its tape' photoelectrically and had a
speed of 75 positions per second. Each recorder comprised
a pen which recorded dashes on a paper strip 20 inches
wide, making a short dash whenever the recorder received
an impulse from the calculator. The short dashes combined to form dashes of varying lengths. One recorder
was assigned to "count" single letters, another to .
"count" digraphs, another to "count" trlgraphs, and
so on, 'up to ten.
1261 _37 , 1-31. The Germans adopted cover names for many
of these devices, and these names were~pparent1y not selected at random, but like ours, were derived from character,.stics of t.q.e d~vices. The covern~e "Saegebock" was
~~Qba'bly so deri"ed,.
'D-60
' \
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ma.chine worked as follows:, if it 'Was desired to
record the number of polygraphic coincidences occurring within
one message)l two d~pllc'ate tapes corresP911ding to the messa.ge.ll'
1J ere prepared as described above in connection with the digraph weight recorder, the looped tapes then being 'inserted
111 thE~ tvo reading hea.ds and the machine started. During the
first revolution of the 100psJj each recorder would make a short
vert-leal stroke every time a coincidence of the length assigned .
tothnt recorder occurred between· the tapes. Thus, if there
were ten digraphlccoincidences between the,ta.pes during the
first'·revolutlon, then recorder number two made ten sma.ll
strokes, each a.bove the other" so tha.t a l1ne ·ten units high
x'esultedj it' there :were four trigraphic 'coincidences, ,then
recor'del:> ·numbe!' three ma.defour strokes,' and so on.
All the ,recording pens then returned to the zero position H,nd the paper in all the recorders moved along one step
automatica.lly, to be set for the next revolution of the tapes,
i{heretn the tapes v~re of course at a different juxtapo~ltioIL
.
A polyalphabetic substitution of perlad seven being
.
. studIed might ,therefore have given a chQ.rt at single letter
colnc:tdencesat the'different justa.pos1t10ns of the tapes, much
~~he

.....

~,~
\

as follows:

-----~

Hlghe:3t single letter coincidences inthls sa.IIlpleare indi-

cated .at intervals of seven, the causal interval.
'To record the number of polygraphic coincidences between
two different messages, a tape would be punched for each
messa.ge,p and similar procedure followed·,with these two d1fferent r,athe-r than duplicate tapes, as 1n the first. ca.se.
:Drs'. Huettenhain and .Fricke "did not identify the spec1f~c
cryptographic systems the polygraphic coincidence counter 8
wasdeslgned to attack. Dr. Huettenhaln stated, however: 12
128·"

'.

" 1-31
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"The problem

'lrTaS

to determine the periods

in iehort periodic substitutions by findlngthe
dlsta..T'lces between repeats in a mes'sa.ge •..• It

(the counter) could also' be used to find two
enigma messages in depth."
.

The foregoing machine was one of a class called
"Fasen Suchgera.,E3t (Perioden)," or "Phase search apparatus
(periods}.",
.
c. Sta.tistica.l "deE,th-lncreaser."--The "Turmuhr,"
or uTower clock," Was a devIce for testing a sequence
of thirty consecutive cipher letters statistically
against a given "depth" of similar sequences, to determine
whether the former belonged to the given depth. l2 9 It
wa.s used "primarily for work on the U. S. strip cipher,
,
when cX":1,bblng 'tfhich was genera.ll! employed was impossible. "130
It cost approximately $1,000.00. 31
The~ apparatus consisted of a single teleprinter tape
reading head (speed 1 1/2 symbols per second); a storage
meahs, 'by which anyone of f1 ve different scores could be
assigned, on a basis of frequency, to each of the letters
in the 30 separate monoalphabets that resulted from the
30 colUDInS of depth; a distributor that rotated in syn~
chronisll~ with the . tape stepping, and selected which set
ot 30 s<:ores was to be used as ba.sis tor evaluating the
successive cipher letters; and a pen recording device.

Th~~

machine was used somewhat as' follows:

Fi:t'st. several sections of cipher text, believed from
stUdy to be enciphered with the same set of'
strips .~d on the same generatrix~ were superimposed
properly. AS a result, the letters within columns fell
into successive and separate monoalphabets with characteristic frequencies. A new section ot 30 letters of cipher
, text wO'uld have to "match" these alphabets, that is , show
a greater than, random number of coincidences with them,
beforelt could be added to this depth. The machine was
used'to test the goodness of such a match. Weights were
assigned each letter in Jeach of the basic thirty alphabets, depending on the frequencies therein, and these
welghtswere "stored" in the machine. A messa.ge under
study 'W'a,s punched on tape; the tape was :run through the
st~t1st:1cal

129 1_20, 1-37

'It
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machine j, the machine rea.d the cipher text in sequences
of thirty; for each' sequence it a.pplied the proper 'Weights
to each of the letters by choosing the weights from the
thirty ~I.lpha.bets in succession; it recorded the total
weight ror ea.ch sequence by st~okes of the recording pen.
A 'long 1~e5ulta.nt stroke meant a. great tota.l weight; a
sequencE~ giving a long resultant stroke proba.bly therefore belonged to the basic set of superimposed sequences.

br" Huettenhaln and Dr .. Fricke, of the Signal Intelligence N~ency of the Supreme Command Armed Forces (OXW/Chl),
in descJ:-ib1ng the statistical depth-increa.ser sta.ted that'
it had no photoelectric reading head. 132 In view of'the
also-stated speed ofl 1/2 symbols per second, which 1s
reasonable considering the proba.ble slowness of the distributoJ~, a photoelectric head ha.rdly seems likely, and
it is bE3lieved that a.ctually a standard teleprinter reading head 't"'as used • The1t' stated tha.t "provision is made
for 5 d:Lf'ferent scorcs, , which seems rea.sonable, although
a. wr1ttl~n description of the machine found in Dr. Huettenha,1n's lPa.pers indica.ted tha.t 20 scores were possible
llhich sl~ems unreasonable .133 Drs. Huettenhain and Fricke
a.lso stiS.ted:
0

"The cipher text pa.ssages already recognized
as on the sa.me key are stored in the calculating
a.ppa.ratus of the i tower clock f as a. basis on which'
to start; and in such a way that for each of the
substitution alphabets the elements receive different
scores according to the frequency of' the cipher texts •• "
It is believed this storage was done by hand after collection

and examination of the cipher text, rather than mechanically

by a huge and unnecessary bank of relays, as might be inferred from their statement.

The machine was named "Tower clock" because' it ticked
after each set of calculations. Presumably it could be
operated by the cryptanalyst himself.
d. - DifrerenciEf calculator (non-recording) and
'additive tester.--Tls machine, (German name not GOwn)
was a R~ually-operated device designed to a.ssist additive
recover'Y in superenciphere'd code problems, by speeding
thedif'ferenCing @f depths of super-enciphered code groups
132 I _?J7'

133D_60
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and the trial' of llkelJ{ additives thereon. 134 It cost
a.pproxima.tely ~40.00.135 It was identfical in tts function to
the U.S.· He.vy 'CJrnG-CNt~-lOADW ." often· called the fiN. C. R.
differencing ca.lculator." The German version had a capacity
of thirty 5-flgure groups, as against the N.C~R. capacity of
twenty. The German device vas much slower to operate, though
far simpler in construction. 136
The German differencing-calculator consisted arrive small
meta.l rods arranged vertlca.llr. and side by side. Down each rod
were 31 small metal IIrollers~' each roller carrying Don its per.1phery tr~ sequence of figures 0, 1, 2, 3, ... 9. A skeleton
sketch of the machine, with its cover removed, 1s ~hown, on the
rollowing page, just as dravT.n by Dr. Huettenha1n.l~7

•

The top roller of 'each rod was fastened permanently to
its rod~ each of the lower thirty rollers vas rotatable independently on its rod so that it could be set at lo11l1 to any
of its ten possible positions. Each of the five rods revolved
at will" carrying all of its th11"ty-one rollers around with it
S~ultwleously. The apparatus had a lid which when closed ~e
vealed only the one figure a.t the center of each roller. (In
the ake't:ch, if the lid had been closed, the five rollers across
the top would ha.ve indicated the five-figure group "00000," the
next I'O'IIT or five rollers would ha.ve indica.ted the group
1113870," the next row!J II 44651," and so on.)
Dlfrerenc~ng a depth of 5-flgure enciphered code groups
was a simple process with this machine. The f1verods were
locked into position with the top (fixed) row of rollers
reading "00000. ~ Then the .first enciphered code group1n
the depth was set up on the next row of-rollers (marked row
"1" in the sketch)" then the second enciphered code group
was set up on row "2;" the third enciphered code group on
row "3,"· etc., until all the enciphered code groups were
set up., Then the f1va rods were Wllocked.

To subtract the first enciphered code group (appearing in row "1 from all the others, a.ll one nov had to
11

)

l34 r ';'3'r
135D-60

•

l36Ar~y Security Agency constructed a differencing calculator
in 1943 identical ~ principle to the German device. It was a
rough modeland-w&s not perfected because the N.C.R. devices
were made available. It is nOvT in the Army Secur1 ty Agency
museum..
l37 _ '1 .
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do was to rotate each of the fiv~ rods until the rollers
in row "1" read "00000." The numbers appearing in all
the lower rows nott represented "differences. 1I These
differences could now be looked up in "difference tables,"
and the most probable unenclphered palra of code groups
they represented be noted down for trial--an analytic
process familiar to all cryptanalysts. To "try" one of
these l1.kely unenclphered groups with the aid of' the
mach~e, all one had to do was to rotate the five rods
until it appeared in the wmdoW' instead of the enciphered
code group supposed to·be representing it; immediately
all other rows represented the consequences of the assumption, and the very top rov (above the row marked "1")
rept'e sellted the enciphering II add!t1 ve • II
This device could be operated by the cryptanalyst
himself at his mln desk.
e. Differenc1n~ Calculator (recordin~).--ThlS machine
which the Germans probably called the "Dif' erenzen Rechengeraet, II or II,Difference Calculat1Jlg APparatus," wasdes1gned
to compute a urlas of difrerence$ for ar set of enciphered
code gr'oups and to record this flag.l3~ It cons1sted of
two teleprinter tape photoelectric reading heads, a set
of calculating relays, and a recording electric typewriter.
The spEled of the whole machine was limited to 7 symbols a
second by the typewriter speed~wlth time out for carriage
return and line feed. It cost approximately $800.00. 139
This machine 'Worked as'follows: the figure groups
between which differences were to be made were punched onto
8,. tape.
A duplicate of the tape ~.ras made, '\111 th one blank
group :additional. The two tapes were formed into loops
and pl,aced into the reading heads" so that the first group
of the duplicate tape and the second group of the original
tape were ready to' be read at the same time. The machine
was then started. The calCUlating relays computed the
dlffer'ence (modulo 10) between the two groups and the
typewz"iter recorded it; the" two tape;.; then stepped simul-·
taneou.sly~ and the difference between,the second and third
was cc~puted and recorded; then between the third and
fourth; and so on. On the second time around" since the
duplicate tape was one group longer than the or1ginal~
the li()ffset" 'Was a.utomatica.lly changed so tha.t the first
group was now di£ferenced with the third group, the second
with the fourt~, and so on. In this way every group was

1381 _'7
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eventua.lly differenced with all other groups. The I, fla.g"
actuall;y came out as ,s. rectangle (rather than as a triangle).
'l'hat is" the difference between the f'irst group and the
second lias recorded, as also was the difference between
the secl:>nd and the f'irst (a complementary difference).
This gave an opportunity to ignore a.ll 'iminoz" differences
and con:sider only "major" -on~s.
A :second version of this machine was bull t, in which
one tap l9 was left in s trip form and one tape used as a
loop. ' 'rhe strip ta.pe moved through the reading' head for
one group only; this group vas read and stored in the
computo:,;; the loop tape revolved; the computor subtracted
the s to;roedgroup from each group in turn of the revolving
tape; ~hen) the revolving tape made one complete revolution
the strip tape moved up to its second group; this second
group W,9,S stored in the computor and subtracted from ever~'
group o:f' the revolving ta.pe» and so on until each group'
had beein subtracted from every other one.
1". Likely-additive selector.--The I:W1.tzkiste," or
Bralnbox, if was an exceptionally slmEl'e device fl);r removing
additi vie from a. column of- super-enciphered code groups
a.rranged in depth. It could be'used With any four-digit
(or smaller) enciphered code, the frequency of Whose unenciphered code grouPi4Bad been discovered from previous
removal of additives.
Five-digit codes had to rely on
the differencing c~lculators previously described~ The
cost, of the "Witzkiste" is unknotffi" but believed less
I

thari'$50 . 00 ._
S~PPo8e, for example, a four-digit code was under
study, and that the following three unenciphered code
groups 'were known to be high-frequency groups, from the
removal of ,additive ,from previous depths: 0032, 0033"
and 6748. Then if enciphered code group" 0000 appeared
in a new depth, it very likely resulted from additive
0078, 0077, or 4362. Similarly, if enciphered code
group n 0001':1 a.ppeared in the same depth, it very likely
resulted from additive 0079, 0078, or 4363. (Note that
additive 0078 ha.s been indicated twice.) Any other
enciphered code group in the depth would also have a
set of three likely additives associa.ted with it. A
tally of these additives would shoy highest frequency
for the most likely additive for tha.t depth.
tI
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The I'Wltzkiste" was a device for tallying such
likely additives photographically. In essence it consisted of a "lattice-frame," with each cell therein
representing one of the different possible additives
from 0000 to 9999.; a black-enameled glass plate which
fitted under the lattice-frame and was removable; a
light :source behind both; and So camera in front. For
the spl~cifl0 ·oode used in the example in the preceding
paragrl~ph, the glass plate would have had the black'
enamel scratched off at positions 0078, 0077, 4362
(the l:lkely add!tives for "0000 II). . Whenever enciphered
code gJroup 1:0000" a.ppea.red in a depth, the glass plate
would be placed between the la.ttice and the light source"
and thE~ lattice:p~lOtographed. Only additive positions
0078, 0077, and -,+,)62 'Would be photogra.phed because only
in thof~e spo"ts could light appear. In case enciphered
code gJ?OUP "0001" a.ppeared in the depth, the same glass
plate 'iould be placed between the lattice and the light
source~) but moved one position over, and the la.ttice
would be photographed -- on the same piece of film.
Only additive positions 0079, 0078, and 4363 would be
photogJ:"aphed this time. But since 0078 would now have
been photographed twice, it would appear darker when the
film 'fns develop~d. Thus the one gla.ss plate could be
slid around and made to tally likely additive for any
one of the ten-thousand possible enciphered code groups
tha.t mlght be encountered in a. depth; and the additive
'ti'hose position was darkest .. af'ter develo:pment of the
film, was the most probable one; that ls, statistically,
it vas likely to be correct.
The n\ol1tzkiste" vas complicated slightly by the
fact t,hat additive-encipherment a.ddition is non-carrying
(that lS, modulo 10) •. In order to make the same glass
plate ~LIld lattice do .for all enciphered code groups,.·
in Vle\f of the non-ca.rrying addition, the glass plate
had to be. sixteen times as large as it would have been
with normal addition (each additive scra.tch having to
be entelred in 2x2x2x2 different positions instead of
one) and the lattice frame had to be four times as la.rge.
This cam be explained to a mathematician by saying that
to accomplish four-digit addition modulo 10, the latticeframe lriras' spread out double sizeln two dimensions to
el1m1nEl~te carry over, and the scratches on the glass
vere dcmbled in each of tour ways to make the system
re-entI'a.nt. Such a glass plate for one addltlvewould
have lCloked as follows:
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L"'1Stead of
as follows:

"

0

In the two drawings the black spots represent holes
. scratched in the black enamel of the glass plate to
represent just one additive. In actual pra.ctice"
many additives or course would be represented.

With the "W1tzklste" made as above" testing tor
most 11k:elyadd1t1ve vas rapid and simple and as described.
Final photographs could be printed out on print paper.l'
or projected onto· a. screen for study.
go

Simple counting apparatus.--Thls, is best described
or Dr. Huettenhe,1n as f0110ws: 141

in the ow'ords

"B~' means ot s1~p1e counting apparatus it is
poss1ble quiokly to work our stat1stlos s when there
arel not more than 100 different elements.

'''100 counting machines (Post 01'1'10e counters)
are put side by side. The text for which statistics

1411-37
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aI"e to be 'Worked. out 1s punched on a. tape. The
perforated strip is read and the symbol in each
cS.se put on the corresponding counter. The
counters are read off and their position photographically recorded.
"In practice this appa.ratus was used with
success within the scope of the investigations
into the security of our own systems. 1I

COlst was approxlma.tely $600.00. 142
h. Proposed rape,at !lndex:."--This ultra-high-speed
ma.chine; planned and in production but not yet finlshed,p
was ceslgnedto stud~ from 20 to 25 messages for repetitions
of five or more characte~8. Each message could be 500
lettera(or figures) in length. Thus study of approxima.tely 10,000 letters of cipher text could be undertaken
at anyone time.
II

Dr'. Huettenha1n stated as follows: 143

"The 10pOOO letters were recorded one a.fter
8110ther a.s 5-unit alphabetical symbols onto an
ordina.ry film. A dupl~cata was made •. Both strips
'We,re now to pass at high speed in front of a
re'ader working Without inertia [1.e., a. photocell
re,a,derJ. In the event ot: the two strips being
completely identical for at least 5 letters p
this pa.ssage 't,oTould be likewise reg1steredvlthout.
1l1Ler'C1a.
"The strips were to pass before the reading
delvice at a speed of 10 ~ 000 symbola per second.
AClcordingly, not quite three hours would have
bElen required to 'Work through 10:1 000 let ters •
(10,000' x 10$000 = 100,000,,000 comparisons.)

"It was also intended at first to record
rElpeats that occurred thUS" not yet how the
pl:LSsag~s read and exactly 'When' (sic) they were

It
If

•

•

The American rapid ana.lytic machine moat nearly
to the foregoing proposed device; is the
"Tetragraph Tester,l! developed by Eastman Kodak Company
l42 _
D 60
compar~..ble
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for OP-20-G, arid'manufactured for both OP~20-G and
the Arm~r Seeur1ty Agency. This American device uses
film; the speed pa.st the f'llm gate is 5,000 letters
per second; and photocella ("readers wOI'king without
inertia'l) are used.
It is unfortunate that more technical data are not
available" on the German device: Information concerning
drive mechanisms, photocell operation, electronic counters,
provision for accurate registration, and means to prevent
film shlt'inka.ge while drying, all of which a.re of utmost
importwlce in the building of an.y modern photo-electronic
analytif~ machine, would be useful.
Even the dark room
procedu:res to be used would have been of extreme interest.

trmy

"
)8. german
and Foreign office ~erlmente~
with ra~ld analyt c machinerl.--Dr. Buggisch gave an "
1nteres ing comment on the Ill-rated attempt of
Inspectorate7/VI .i~lH/In 7/VI} to build ra.pid "analytic
ma.chinery, to-wit:
"The limited width of the 1.B.M. card was
soon found to be inconvenient, partIcularly in
counting out of repeats for the purpose of
lining~up 2 cipher texts.
The obvious solution
appeared -to" be 'in this case to work with perforated strips and 5-unit alphabet. Orders
were given at the beginning of '43 (?)'ror
the' construction of such a machine. As, however,
Section VI only had a completel~ inadequate
workshop at its disposal, and by that time it
va.s alrea.dy impossible to get any more tools,
et.c., an agreement was made with the Hollerith
[J:.B.MJ firm that a fev rooms, together with
'Workshop machines, tools, etc., in factory
buildings at Lichterfelde Ost should be placed
at the disposal of SectIon VI. An engineer of
tl~ name of Schiessler of the Hollerlthfir.m
was placed ~ charge of this nevl.~ set-up workshop;
he was dressed up as a techn1clan(L1eutenant
. .
grade), and vas given a special section of his
own. He was" in mr:~"op1nion, pretty unsuitable
for solVing the problems set and, anyway, as far
as his specialist knowl~dge was concerned, not
even remotely co~ara~le to the un~er.mentioned
gentlemen of OKW/Chi. The repeat counting machine

144 _
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was ready in the autumn of 143 (or winter
43/44). It 'Worked on a. mechanica.l-electrical

principle, the speed was not very high (I
thj~ a m~~1mum of 40 pairs of letters a
se(~ond), and there 'Was somehow an 1 idling .
peJ:"iod' (Leerlauf) which was very inconvenient.
It is worth noting that, when this apparatus
wau completed, none of the specialist department doing practical cryptanalysis had any use
tOJ:' it" so tha.t the question wa.s justifiably
l'cdaed why such an apparatus had been built, at
all.' I do not think that it was everu.sed for
p~actical tasks.
I

143/44, the 'Workshop
to be engaged on the construction of
v8.lrlous mechanical aids, but they cannot be .
del3cJ;'ibed as cryptanalytic machines. Thus,
rOlrexample, a machine ,~a.s made 1-,hlch auto. ma.tically ~unched on Hollerith cards the
Ru:sslan TIP tra:rric taken on per1"orated strips
with 5-unitalphabet. Plans weIte made, too,\J
in the spr~ of '44 for machines which were
to perform certain calculation tasks such as
ar'Dse during work on Ha!elin Machines; but
those were not cryptana ytic mach~es either;
but special calculating machines. I do not
know Whether work was ever started on the
canstruct10n of these machines -- -the order
was probably issued -- because I went to an
entirely different department in June '44 and
In short~
was &1ven quite, different tasks
Ag NINA ha.d until June r 44 J and in a.ll
probability subsequently; no cryptanalytic
machine which could be used for the practical
solution of any codes or ciphers.
llIn the 't\Tinter of

bel~an

•

0

"Things were different at OKW/Chi. There
was no I.B.M. department there (as 1"ar as I
know), and perhaps for that very rea.son they
felt; more than in Ag NINA; the necessity of 11
developing and constructing special dev1ces •••
Dr'. Buggisch stated la.ter that the machines developed
at the Signal Intelligence Agency of the Supreme Command
Armed }i'orces (OlCW/Chi) were very satisfactory, however.

At the Foreign Office Cryptanalytic Section (Pel's ZS)
the. "Automaton
... II was successfully dev~lope.d for mass
66
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deciphering ot American .striP cipher me8sa.~es. This.
was not properly a rapid analzt1c machine (though it
used a :sta.tistica.l principle) 'but 'Was actually e. rap.1d
deci~he:J:l'1ng machine.
Dr. Rohl'bach", of the FOl'Jeign
oftIce ~tanalytic 8ectlo~ (Pars Z 8) gave, the follOWing
information concern1i1g 1t: 145 .
"AS was to be foreseen at the outset, the
to'tal materia.l (American state Department
messa.ges sent 1rl the strip cipher "0-2'2oould
not be deciphered by hand on account of its
imlnense size. The number of available qualified
't~o:rkers w1thsutfic1ent knOWledge ot English
wa.:s too small tor that. Deciphering •• ethrough
mo'ving the strips by hand required 6 - 7 minutes
on an average, so that the worke •• would have
taken a whole year, prOVided that 4 collaborators
had 'Worked on it 8 hours daily. It vas, therefore",
of' the utmost importance that the &utomatonshould
be available tor the deciphe~ent of the material
at the time when all keys had been worked out.
It is not possible to descDibe the mac~e more
e~pl1cltly within the scope of this report J but
we should 11ke to say br1efly the following
about the method of its working:
"The decipherment ••• consists of two operations:

(:1) arranging the strips Bothat the cipher text
letters are made to lie in a row, (2).selecting

the line containing the t1'Ue reading out of 25
parallel lines. The adjustment of the strips that
move up and dOW'nJ) so that the true reading can be
read horizontally, is accomp~:1shed by the machine
quite automatically, as the cipher text is touohed
by hand on the keyboa.rd of a typewriter, or taken
by means of a. sensing device i'rom the I.B.M. cards
that had already been punched. Finding the true
reading is simplified by the tact that ••• the most
frequent letters in the English language (about
80% of true read:1ng) are printed in a heavy tone,
the others in a light tone. A line consisting ot
15 letters ohosen at random would conta1n6 bold
ones on an average~ while the true reading line
of 15 letters' with 12 bold ones on an average
stands out distinctly ••• The :;0 strips necessary
for the decipherment of a double line are arranged
side by side in tva groups ot 15 each rOl' the line;

•

145 I- 89
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if, the left-hand group is in the first movement,
tru~ right-hand one is in the second movement

and vice versa..

During the time when the clerk

copies the true rea.ding from the indicated line
on the typewriter, the ma.chine prepares automa:tically the adjustment of strips for the next
l~ne and performs it at the touch of a key.
In
th:is way the decipherment of a double line re-"
qu:ires barely half a minute on average. By
mel!UlS of' this machine the total ma. terial could
be deciphered within a. month."

68

DOCID:

3560816

Volume 2
Chapter VII.

German Cryptanalytic Methods

German cryptanalysis was generally against
«di
Bile um g1's.d«
e sys t ems. • • • • • • •
f
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3:/. German cryptanalysis was fene1'811Y against "medium
grade II ~stems~ --Ge~is cryptana yt1c successes were In
Whit lid.
e termed "medium grade II or "medium securi ty"
systemsl. 9 These systems consisted for the most part of'
codes, either enciphered or unenc1phered, the solVing of'
some 01' which required perserverance l intelligence, and

linqu1fSlt1c a.bility I but certainlrr very little of' what might
"higher cryptanalysis. I And in their solution of
these ]~elatlvely easier systems, they developed no important
cryptallalyt1c methods not already used by the Anglo-Americans.

be called

. 4

1 9SeeChart No. 1-2, Vol. 1 ot this report.
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In h1gher

cryptanalysi~b and especially in the field of
machine c1.phers" the recol'd of what Germa.ncrypt..
a.nalystl3 did not accomp11sh 1s a long one. Although they were
success:ful witnthe Ja.panese "Fed" machine, they did not solve
1 ts suc1cassor, the "purple It machine. They did not solve the
United :States gmyConverte~ M-134c (SIGABA)" Converter M-228
(SIGCUM) II - the Teleprinter Cipher System using double·.. tapes
(SIGIBS) nor, of oourse, its successor, the ane-time Tape
System {SIGTOT).s nor the United States Navy eqUivalents thereof, nor the Joint Army-Na.vy-British Combined Cipher I~ch1ne
( OOM) • It they weI'S even aware of' the esd.stence of the AngloAmerican h1ghsecur1ty c1phony system (8IGSALY) 1s very doubtful, as not a single reterenceto it 1$ to be found'in any
TICOM document. They did not solve the B~it1sh Typex machine.
'l'hey ap:p&re~tly did not read traffic sent in the Russian B-211,
nor the French mod1f'ied B-2l1. In their security studies they
certainly.did not develop and probably veI~ not aware of
,Pra.ctical methods of' solving their own plugboard Enigma, or
the~~ tereprinter cipher attaclrmentso
.
It cannot be said that this failing vas necessarily due
to inability or ignorance. Perhaps, Japan being Germany's
ally" Germany felt it was not vcr th while to expend the ~p'ee.t
energyntosssary to solve the difficult Japanese "pu:rple
machine. ~O
150The German cryptanalytic failure in the case of this'maChine
and the tact that this failure probably led higher authority
to conclude that the machine was secure against cryptanalysis
had imm,easurably Cl1sastrous consequences upon the Gemoa.n war
effort. Since the machine vas regaI'ded as secux's, very important, information was constantly being given Japanese representati,vea in Europe without reservation, and this information
vas proimptly forwarded to Tokyo by the Japanese J using the
machine, • Thus, f'I'om approximately February 1941, when the
United States gave the Br1.tish the solut1onto the "pu:rple"
system, until the very end of the war in both hemispheres,
Anglo-~~er1can intelligence had the benefit ot authentic,
a~.cu:rat,e, and t1me1z 1n.f'ormat1on about cond:1t1ons wl'fliIii
German~~a.nd ,the oCl:upied countries" German intentions,
resultsl ot bombing, 'War potential, etc. This fact vas the
central. tact in the reluctance or the American high oommand
to have any public investigation and disclosure or the secret
facts E~d events p:receding' the Japanese attack onPeaxal .
h1gh-gr~3.de

Harbor .,1

.
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Perhaps German inability to read Anglo-Amerlc~ high-grade
sY8t~ms should be credited to our successful cryptographI
rather 'than to their cryptanalytic-Incompetence, for certainly
our sec1l1t'ity studies shOVed these systems to -be secure. Had
these s'tud,1es proved otherwise the 'systems would either have
been modified or disca.rded. But in order to make valid studies
of cryp'tographlc security there must be cryptanalytic competence; l!md had the Germans been competent in this respect they
would hl9.Ve realized the extent and significance of their crypt,o ... ·
graphic insecurlty • Ho""rever Jl this" ,too Jl must be added: as~',::;:;':;", ,.'. .
regard ·the German security studies on the German plugboard "
Enigma, Yh1ch revealed to them no practical method of solVing
it; who can say that either 'British or American cryptanalysts
would :ruave thought of the "bombe il as a. practical answer.. if
Polish loryptanalysts had not invented or deVised the first
crude a]pparatustro~ which the final "bombe" was developed?
Wh4~ther the Germans deserve praise or censure .. the tact
remains that their cIlyptanalyt1c methods had no very bright
h1ghligJrlts. Their c1phony breaking was not advanced. Enciphered te:leprinter messages were solved only by finding "depth& ~
and :pI'04:)essing. them by long known procedures. only the easiest
(comme1'4~1al type) Enigma was solved in actual attempts to solve
enemy t:raftic. Solutions of messages enciphered by Hagelin
machine:sof the M-2Cg type were accomplished only where messages 1ri depth ",ere found as a precondition. Additively superenciphe:red codes were solved the way additive codes usually
are sol'l1ed in America, but the U. S. Army and the U. S. Navy
highly. lspecialized machinery, specifically designed for the
purpose ot expediting the processing of Ja.panese military,
naval l~d air secret communications (all superenciphered .
codes) . had no counterparts in German crypta.rL"ilytic organizations.
Th4~ cryptanalytic hlgb,11ghts, such
as' they are, are discussed· :Lnthe paragraphs to follow, in order to .make them a
matter of record.

.
36 .. Wash1ngton-Londoncommarcia!-rad1otelephone network
conversl!tlons war,e solved DY &DalaSiS of Spectrograms. -- . Conversatlc)Ds over the commercia.l r& lotelephone circuIts between
London ~lnd Washington weremonitor-ed, solved, and recorded by
th~ Ge~nan post Office Research Laboratories in Eindthoven
Holl.and,. and also by the press monitoring group (Gruppe VI)t of
71
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the 81e~al Intelligence Agency of the Supreme Command, Armed
Forces (OKW~Ch1) located~t Ludv1gsfelde, about 25 miles south
of BerJ.1n.
Some of thepart1clpants in theseconversatlons
are WOJ~th noting: Prime lU.nlster Churchill and Anthony Eden
when tlw latter vas in Washington; the Minister of War Transport p ~md his representative; the same M1nisterand the British
Shlpplx~ Mission; the Foreign Office and the British Embassy;
the Dutch government representatives in both cities; the Russian
embassleSi , the United States Embassy and the State Department.
These J~a.diotelephone
circuits were enc1phered by a "frequency
scrambJLing ll prinCiPie according to Mr. K. Vetterlein, of the
Gez'man Post Office. 5~ The speech'rrequencles 450 cycles wide
and thE~ slU&,ll blocks vere rearranged in positions within the
speech frequency spectrum, to give the finally enciphered
speech.,
Slmple frequency scrambling of speech can usually be solved
by e~wn1n1ng the spectrographic records of 'the enciphered speech,
cutting out the "blocks" of f'requenc1esvlth scissors, rearranging them by sight into pro~er order, and pasting them back together. This reveals the 'pattern" or key used. Simpler yet,
if the scrambling pattern has a suff1c1ently long durat1on~ trie
rearraJo.ging can be done electrically, with the ear for a guide.
On the Wash1ngton~London commercial radiotelephone circuit,
scrambling and recombining or 1"requenc1es vas by a pattern that
remained fixed tor 20 seconds, and then changed into anothe~
such p'attern. There vere only
such patterns in all, and
then the Whole. procedure repeated. Thus the grand cycle was
twelve minutes. The German. Post Office,ha.d no appa.rent dif1'iculty 1n solving this system. They built a five-bank rotary
switch With 36 positions, drove it with a synchronous motor
~o as to step every 20 seconds, repeating every 12 minutes, and
controlled this operation accurately over 24 hourper1ods with
a quartz-crystal-controlled oscillator. Once the German engin":"
eel'" wired this switch correctly to match the patterns, they
were able to monitor transmissions 100% ,and receive the spee~
instantaneously in the clea.r" so that they could record the
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speech traffic magnetically on steel tapes. The pattern
cycle' \a'as rearranged by the .An1erican Telephone and Telegraph
Compsn~' (that 16$ the enciphering keys changed) only several
times 'betveen APrl1.1942 and April 1945; atter each change it
took QelI'l1lElJl Post Otr1ce engineers "only a fev hours" to reConstruct the neY patterns and their sequence. 153" Oscillographs,
spectrclgraphs» ma.gnetophone· recorders; and quartz-crystal .
oscll1E~tO!fS toX' time control were a.vailable for this work" but
well tJl~a1ned ears were said to have played the moat important
role in the solution. While ~1s commercial c1phony system
vas known to be insecure by the United states and British
authorjLtle$, and theref'oresecret matters were normally kept
1n othE~Z' channels;, it 1s nevertheless 1mportant to our cryptographeJt"S and eng::Lneers alike to knOll that the Germans did sol va
lt~
Their totel ignorance of even the existence of SIG5ALY
transmIssions has already been mentioned.
-

}'T • Ee.rlyRutu~lan cl;ghonyW8.s -solved by analysis of' '
. s.:eectrl~ams. -~·Rl,}.d!o telephone conve~sQnonabetweenMoscow #
Lening:ra ; Irkutsk, Alma Ats, and Tscheljab1nks, 1nvolv1.ng
Russ1a.:n Army and People's Commisariats, up until 1943» llere en-

e'

c1pher,ed by t''10, s1mple methods whi.ch were sa1.d to be ea.sily
solva.ble by German engineers at..the Army Ordnance,;, Development
and Teating Group, Signal Branch (Wa -Pruel 7) ~ l1cco~1ng to Corporal Karr:'enberg, of theS1Jmft,l Intelligence ..~ency of' the
Army High Command (OKH/G d ~A):1::J4 These two methods ,of Russian enciphering 't~ere:

8.. 'Inversion.. employ~ superimposed modulation of'·
severa.l audio frequencies; and"
. t,~ Distortion, by a.rtificia.l l'a1sing 0'£ amplitudes of
_,speech harmonies.

German scientists were able to solve these t-wo simple
eD,clpb.er1ng m~thods by recording theenci.pherad speech" - mak1ilg
. spectl:"ograms from the recordings# and analYZing them'. Evident-ly thE~ voice engineers could see the results of theinvers1an
and d~Lstortlon, oncareful-1nspect1on" and could readily ldentl.fy th.3 frequencies and methods used f'o.r encipherment. Th.ey
tried it only a few times, acoording to Karrenberg" but yere
succe:3sf'ul at will.· At the bSg1lmlng of 1944$ hovever, the
153 I 88 p 2
154 .
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simple en4~1pher1ng methods were dropped by the Russians I radio
telephone trartic networks themselves vere changed# and no "
further entry was gained by the Germans.
.
'
Dr. Bugglsch, of the S1gn~l Intelligence Agency of the
Supreme Command# Armed Forces '(OXW/Ch1) studied spectrograms
of this later unsolveQMoscow-Madr1d radiophonetratt1c'at the
Army Ordnance # Development and Testing Group. Signal Branch
Laboratories (Va Prual 7) \There he became convinced that RussIan
c1phony then ~volved time scrambling,,: with the lengthot the , "
individual time segments being 10 milliseconds each. and a
synchronizing pulse occurring every .6 second.lSS The nwnber
of. I!pickup heads'! used by the Russians to obtain this time
scramblin.g vas reporte~51n one interrogation to be three 156 arid
"in another to, be tour. 7, German engineers vere unable to learn
any more than this trom the spectrograms. They could ,reconstruct
fragments of speech, they thought. but "the validity of the
"
, solution d1d not satisfy Dr. Huettenhe.1n r s. critical sense. II
when shown to h1tn. l 58 Dr. Huettenhaln, ¥ho consulted with Dr.
Bugg1sch, believed that somefo~ or one-time strip might have
been usedl to key ,the time transpositlonJ! as he could find n9,
~er1od whatever in the encipherments.
I

,
38. Some Anglo-American teleprinter mess&ses vere read.--;'Itow much Anglo-American teleprfiiter trat1'lc was, reid by the
Germ~s 1s not too clear trom the TICOMreports,' but 1t is
doubtful if they ever solved,any teleprinter enciphering machine s thetl1s'elves.
"
..
"a. Dr. HuetteDha1D denied that his agency. ~the S1gI.1&l '
,"
IntellIgence Agency of the Supreme Command Armed Forces (OKW/Chl)
did any 'iork at all on the.United States teleprinter traffic,
although he admitted that the German Army Ordnance, Developme~t
and Test:lng gr~g~#, Signal Branch (lla pruet 7) passed. 1ntercepts_
to his agency.
"
. 1551 73
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b. Dr. Voegele stated that trom.April to October 1944
his agen(~y,. the Signal Intelligence Agency of theComm.a.nder in
Chief of the Air Force (Chi Stelle, Ob d L) intercepted plain,text AmeJ:-ican teleprinter messages which concerned aircraft
movementu between American and Boltth Afltica, but he mentioned
.
1 60 ."
no. other non-Morse.
v
c. Corporal Kar~"enberg stated that his agency,. the Signal
Intellige3neeAgency of the Army High Command' (OKH/G diNA)" had
a sect:i.OJl (GxauppeVI , lteferate 2A) which "undertook prelJmJnary
evaluatlc:>n of British and American W:irelel;Js teleprintet' and
s.utomatll: MOl'se traffic," and another. sactlon(Gruppe VI.., , .
Referate 2 B) which ':picked up the traffic evaluated in B.eferate
2A,Il 161 and that anothers.ectlon (Reterate I B) , charged' with
cryptanalysis ot Russian secret tele:printers also "worked on
British l!LIld United 5tat~8(non-Mol'Se) systems. 11 102 .. ' But-be made
no rere~ences to any actual reconstruction of Amerlcan or British
teleprinter cl'yptogrB.phic apparatus.
d. Russian teleprinter cryptographic apparatus may have
been· sol'ved by Goering' s '~e8earc}f' Bureau in 1943~ according to
Dr. Bugglsch ot the Signal Intelligence Agency of the Army High
Command (OKH/G d ~A) .10"" Dr. Bugglseh lmev no more details.
'.
Traffic -'was supposed to. have stopped soon atter, and themach1ne
evidently went out of use. He reported that the Army did.some
work on- a Russian teleprinter cryptographic machine, read a few
depths, obtained about 1400 letters of pure key, b~twent no
farther. Corporal Karl'enberg,mentloned above, said that Russian
enciphered teleprinter messages" When sent in depth, were ~ead ,.
by anagramming, and the corresponding keying characters recovered,
but the machine itself vas not solved.164 ~usslan teleprinter
links of'which he had any lmovledge vel'e from Moscow to the
Russian armies, and "there were about etght in' all., Read1ng of'
the dept,hs indicated the messages· contained operational and
l'ecorina1.ssance information. Examtilation of the sections of key
obtained fl'om the readings in depth,led Karrenberg to the 90nelusion that the Russian enciphering device vas similar in constructlcln to the German teleprinter cipher attaclunen:t SZ-42 with
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,,·e
a llmotor'" wheel or "~otorllwheels arranged somehow to give,
a cycle of 43. None of his surmises was investigated to ascertalnits validity, it being'!5a1med that the traffic' was too
scanty to ~ffect a solution. ~
,

'e

39. Swiss Eni Q rotor wir s vere solved b cribs;
other Enl~S Yere comprom1sed.--The Swiss d p oma c En gma
"( Iikt. type was' read regularly, probably by the 8if$Ilal Intelligence AgeIlLcy of the supreme Oommand Armed Forces (OKW/Chl),
although Ill'. ~uettenha1n, who revealed this solution, d~d not
state defJ.nltely tha.t it was'his agency which accomplished it.
The Swiss changed their Enigma rotor wirings every three months,
but the changes were not effected on the Berne~Wash1ngton'l1nk
at the t1nle they, were, ade on the Berne-London link. AS a result;
duplicate messages sent by the 5w~ss towas~ton and to London
during the ,periods of changeover provided 'the 'break'; 'necessary'
to learn the new wir1ngs.16b , The Croat enigma, used tor both
diplomatic and military traffic, vas read regularly by Inspectorate 7/VI (Il( 7/VI). This was .110 cred1t to the cryp ta.na.lyst a ,
'
involved, however, as their problem was particularly easy: (l)
they had obtained the rotor wlr1n~s trom Konsk1 and Krueger
(Berlin) who ms,dethe rotors; (2) there vas no end-plate plugg1J'ig
involved A (;) the rotor ,orders vere not ,changed by the Croats;.
, (4) the l;t>ingstellungen" (devices enabling the notches and
'
,
alignment indicator letters 'to be s l1d"-in zselation to the rot.ors).
~emaiIied :rixed; and (5) there were only '100 1n1t.ial rotq~ alignments
used by the Croats each month. 1b7
.
.
An excellent treatise, on Enigma ("K" 'type) solution was
, round in the files of the Foreign OfficeCryptanalytlc Section
(Pel's Z 8). It involved obtaining many messages in, depth"
reading theBe messages by solVing the successive (monoalphabetlc)
columns of superimposed.text, and then a.pplying the resultant
cribs to recQvering the wirings of the rotor3 6 These methods' are'
well-known to Anglo~Amerlcan, cryptanalysts. lbo
I1
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Brltiuh Typexwas the object of study by

Dr.

Bugglsch,

ot the SlgIlal Intelllsence Agency of the Supreme Command,

ArmedForcE~s (OlGl/Chi). He showed British Typextobe en
. Enigma tYPE~ machine, by statistical studyot 19"ooo letters'
at cipher text, but vas unable to go further. l ':1 No German
. cryptana.ly1~ic agency wa.s a.ble to csolve it..
.

40. ~rrarric in Converter M-20 was solved onl b de ths.-"Traffic in- • S. A:i!my Conver er M 9, use
your
e
orces
(including the Air Forces) and the U. S. Navy, vas under. stUdy
mo.. re or lel~s constantly by the S1&Ilal Intelligence Agency of the
Supreme Command Armed Forces (OKW/Chi) by the 8ignal Intelligence
Agency at t.he Ar!t.AY High Command (OXH/G d WA), by the Signal
Inte l11gen~::e Agency ot the Air Force High Command (OKL{Ln abt
.350 and It:3 predecessor Chi Stelle Ob dLL and by the. S1~1, .
Intelligenl~e Agency ot the Navy High Command (OKM74 SKL/III).
Many theortes. were developed for statistical solution of M-209
'messages, 'thOUgh none was successful. Solutions depended entirely UpOll'l reading messages in depth, l'ecoveI7' of key therefrom,' then obtaining absolute sett1ngsJl and 1'ead1D.g the remaining
messa.ges 1Jn the same day's traffic. Items or interest throughout
the T1COM :reports concerning these solutions are as follows:
&.
D:r~, Huettenhain of the Signal Intelligence Agency of
the Supreme Command~ Armed Forces COKW/chi) stated that M-20g
'depthswer,etound by using "Pasensuchgeraet,," a rap1d analytic
machine, probabl~ the IIdigr§Phic we1ght recorder ll described in
.
Chapter VI or this volume. 1tO
b. Dr. Buggisch of the Signal Intelligence Agency of the
.
Army High Command (OKH/G d NA)gave a statistical formula to be
used with I.B.M. machines for aiding in .finding M-209 pin patterns. 171 This cons1sted of writing the' cipher text out I'on
,the width" ot one ot the. wheels, and applying a. form of I!phi"
test to the resulting alphabets. Alphabets having distributions
Which showed the least randomness vere supposed to be indicative
of inactive pins. Dr. Bugg1sch did not state that he was ever
able to make the test work, and it is believed at the Army
Security Agency from long. experience With similar tests that this
,particular' one certainly wo~ld not have Yorked.
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c.

Lt. Muentz.. of ,the Signal Int6,lligence Agency ot the

Navy High Command (OJ)l/4 SEL/III) developed a statistical theory
for solv1ngConverter M-20g as used by the U ~. Navy, based on
. the ·frequlent u.se of
ai7'~ w6rd separator. 17
This never
I!ZI1

worked ODI actual traffic. . Amtsrat Schultze .. or the same
Agency, developed a theory on how to guess plain text frama
statistic:al sf~ijY ot ,the cipher text, but he vas never able to
make it "Iork.
.
" .
.
,

41. B-2ll machines were 801ved in theor onl. -';'Ge1"ln&n ~
successesl viththe rene 'mo
e
ge n and the
Russian EI-211 were pra.ctically non-existent. Dr. Huettenha1n
said a FI)ench (modified) B-2ll vas captured, and believed that
an 8 to 1.0 .letter crib'could solve the wheel settings, pin
s~tt1ngs,and pluggings, it the cipher wheel wirings were known.
A RUS8i~L B-2ll vas also captured and a theoretical 8olut~on
deVised, but since no traffic was received this solution was
never tesfted in practice .175
/

, 42. Add! tlve sUEer-enciphered codes vere solved' in the "
l'usual" \~ .. --No gzaeatnev cryptanalytIc metljOods vere developed"
by GermaIL cryptanalysts to a.ssist 1n solving additive super- , ,
enc1pherE~d codes.
They were solved as such codes usually are:
'bysuperlmposihg 1d~nticallY-keyed texts (by virtue of identical
ind1catol~s and by means of repetitions), removlng the ',addit1v~
trom the depths, and reconstructing, tram the resultant relative
ci?de val\!es,the basic code--unless' the code book is already

known.

a. An exarilple or the foregoing type of solution by the
Germans jLs noted in the case of their cryptanalysis ot the
British liar" Office Cypher, a. 4-f1gure super-enciphered code
"used . between ArmY, Corps, and Dl vls10tl~6Wh1Ch was read during_
thecampa1gn in Nor~h,Atrica in 1940.~1 .'

1721 50
1731 6
1741 141
1751 58
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, b. Another example 1s the Turkish 4-flgure diplomatic
code enciphered by repeating addltives,,117 vh1ch'vasaolved
without regard to 1ndicato~sslmply bysuper1mpo~1ng sections
ot messages at the'period ot the additive (in this case a period
ot 20) thereby obtaining enQugh depth to el1m1nate the additives
and reconstruct the code. 17tl
"
c. The ~rma.n Navy' ssolutions of British nava.l codes '
(including f1BritishNaval CyPher No.3") are perhaps the most
completely described solutions of the foregoing type inTICOM
pUbllcatlons. 1 79 These solutions ~xtended from beror~ 1939 to
the endot the war. Before 20 August 1941$ when the indicator
groups were not super-enciphered, messages were lined up in
depth by indica.tors" and a.dditives were eliminated therefrom by
the use ot "difference tables" or by guessing stereotyped texts.
Some ot the codes themselves were solved by c~tanalytic reconstruction, 'and some were captured. When the Merchant Marine code
indicator systems beCame difficult" in 1942, messages were l1ned
up in depth,by other methods. One such method vas that colloquially called flb'rute torce, II that is" pa'il's ot messages vere
sought wherein at least, tvo code groups in one ,message, separated
by a definite 1nteMal,coinclded with a.1;, least two code groups
in . the o,ther message, separated by the same interval. Such
messages were likely to have been enciphered with the same sections ofaddit1ve, especially if the interval was' not over 10, according to the Germans. However" they' considered "brute rorce"
unrelia'ble and used it as little as possible. Wheneversectlons
of· addit,1ve vere already known", messages't-lere set against these
sections by a technique quite familiar'to the Army Security Ag~ncy.,
,This COIlsisted of applying all of the individual additive groups
of q. knmm section to 15 or 20, of the usually most frequently occurring unenc~phered code groups, and obtaining thereby a set of enciphered code groups most' ,likely to oocur in messages enciphered "11th the known additive section. It two or IJ;lore such
likely Einclphered code gr'oups occurred in a message, at an,
117Arm:y Security Agency trigraph, "TUK"
178 1 10;>
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interval lltlatch1ng the interval between the groups of additive
from whicl1 they were ' derived, then it vas very likely that 'the
rest of the message could be deciphered from that point on in
the sec,ti()n of known additive. The, ordinary cryptanalytic
aids, such a.s difference tables (made by German cl7Ptana1ysts
,'usually fJrom the 300 highest-frequency code groupS) J known and
frequentl~r-used addresses, spelling groups" figure groups, and
place namu~, as well 'as stereotyped texts,' aided them in aligning
messages o.ndellminating add1tJ,ves. By such means, depths of only
two ,were c)ften read-- in fact, if the t\TO mes~age8 vere routine
report8~ '''they were read vithout exoeption. IIl~O .
i
.
When tne British Navy introduced, the "S.S. Frame" in Deoember
1943,l~l German cryptanalysts,ve~$ able to analyze correctly
the new c:ryptogra.pnic system being employed, and were able to
'
read messl3.gessuperenciphered inth1s 'new system tor one month.
, The Ge1'!D8Jrl cryptanalysts were able to ;;Juperimpose a few messages
~ depth, which permdtted them to recover several seQuences of,
additive; they disoovered that parts or one sequenoe ot additive
at times ,overlappedparts of other sequences, albeit out-ot'phase and vary irregularly; by using this knowledge to test· new
assumptlo;ns~ and after much trial and error, they were able to
,recover ~~d reconstruct a complete' set of number tables; they
also'solved the weak December,1943 indicator system, which
relIed only on rando~'cooord1nates to indicate the stenoil
position; and as a.result or these actiVities they obtained a
182
fair·understanding of the'British "S.S. Frame". They oomplained:
I

180 1 ' 93 P 2
l8linone type of StencilSubtractor Frame" a steno.!l of 100 '.
il'regular'ly located apertures, each aperture .4-diglte Wide, is
placed on, a card of randomly chosen numbers, 48 by 68 digits in
size" at anyone 01' 100 settings deter,mined by a specific key,
and the lj·-diglt groups that appear in the aperturesot the stenell provlde additive. Parts of additive obtained at anyone
. sett1ng Clf' the stencil will not properly "overlap II additive obtained at; another adjacent setting, because of the .irregular
spacing ot thestencl~ apertures~ Thus satisfactory depths that
can be, fe)und 1J1 such a system' are obtained only trom identically
keyed meflsages •.
1821 93 I' 25
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"We discovered that we had formerly had on' the long
su'btractor system 1,500 starting points over a. 10 day
pex'iod; whereas we nOY,had 10,000 different starting
polnts on one daily table. 1I
"
'

on 1 January 1944 the British changed their basic codes
a.s well, and soon therea..fter began to 'use "doubly enciphered
indlcatolrs" for the "5. S. FZ'ame"
The Germans, with almost
no deptbs possible, and with the basic code book unknown to
t~em, co~ld no longer re~d the traffic.
SeniorSpeclalist
. Tranow, of the S~l Intelligen~e Agency of the :Navy High
Command (OKM/4 SIL/!II) stated:~~3
0

"'We came to the conclusion that we could'not recover
a s,ystem of this kind w1thin six months". without having
the: basic book. However it was clear to us that 1f ve were
abl.e'to capture, the book" we should then be able to. break
th1.s systam in a very short time. We provided our own
prolo!" tor th1s .,. •• We constructed synthet1cmessages of
'OUl' own. on the pattern of the Br1tish originals.
We 1)e, gan. the first trial with 200 messages a day and broke all
'of them within three weeks.... We then carried out a
sec:ond trial with 100 message,. The staff was. much more
prs.cticed, and succeeded with a smaller number of messages
in a shorter' t1ple ." '
i

So far a.s'is known, however, they did not "capture the book" or
continue, solving the system.
d. The Polish government in London used an additive superenclpheI'edcode fopMll1tary Attache messages, which was read
regula.rly by the, 51~1 Intelligence Agency of 'the Supreme
Command Armed Forces (oKW/chl) until about 1943 when the Poles
changed their methods of obtaining the additives. The Poles had
introduc:ed their version or the British "S.S. Frame, II at the,
5uggest1.on of the Brltj.sh Government;thelr stencils. had troiD
28 to'40 randomly placed apert:ures, rather than 100 &s in the
Britisn version. The German cryptanalysts, having the Polish
code boclk from their previous solutions, were able, with it and
with depths obtained by IoB.M. searches for repeats, to reconstruct sldditlves, discover the i1'l"iegular positions ot the stenj;t
aperture:s, and reconstruct the stencils, and r,ead the messages. ,
183 I 93 p 25. Even with the indicators amply enciphered, much
headway w&smade by German cryptanalysts in recover~ relative
starting points. See D 25.
.
184
.
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43.

Miha'lovic double-trans osit1ons vere solved b
a.vian . au le.;.tFansposlt ons DFaza
Mlhajlov c traffic)vere solved by Corporal Herzfeld or In- spectorate 1/VI (In 7!VI), in trom one to three days.185 In
each message, the same key was used tor the two transposition
matrices, .and the. matrices were usually incompletely tilled.
The width of the transposition matrices we:re assumed bi Cor":'
poralHerzfeld each ~ime"'With some degree or accuracy, based
on his p:revlou8 experience with messages of the same length and
on the a,sme net'llorks. This vas ot course a great advantage,·
since it permitted a. marking .off in the cipher text of the
approx!m&te columns of'·the secondtranspos1t1oh m&trix. The·
words "G:&NERAL DJUt,ZA MIHAJLOVIC" which nea.rly always appeared.
as a s.1g:nature, made an excellent crib because several or the
letters~&Yere 1ntrequent, and because these 'Words cou~d be
written :1n as the final roW's of the .first transposition matrix.
Wlththe dimensions of the ~trices chosen by good guessing,
and with both the comple~e columns of the second transposition,
matrix and the final rovs of the first transpu.sitlon matrix delinea ted 3 the German corporal then tried to match elements or
his cipher text with elements of his cribJand by anagramming
recover :plain texta.n9 the key. The methods used were not
unusual.
'
a.nagramm~.--YugOS

. 44.

,Solutiona of American Strip. ciphers involved

.
successes'against
American strip' cI:P1ic3rs vere obtained by at least three German
agencies. Dr.-Rohrbach, cryptanalyst ot th~ Foreign Orffce
Crypt&"'1&lyt.1c Section (persz S), who el.almed that his group
of six c:ryptanalystssolved
the United states State Department
strip cipher ("0-2 11 ) in 194, wlthoutany previous knowledge
concern1:ng the general system, required11 ovel' a year fol' solution.
The stat,e Departmentstrlp cipher "0-2 which he solved did not
employ· strip el1m1na.tion, but it did make use of the principle
of "split genetoatrlces"--that is, 30 strips lyere chosen out of
a possible 50 strips each day and arJ'.&llged in a channel boaI'd
a.ccording to the daily key, and messages welle then enciphered by
successively setting up 30 letters of plain text across one .
line at the strips, each t~e readtngorr 15 letteFs or resultant
cipher text from the .first halt or another line, chosen at random,
~tatlstical analY~.--Cryptanalytic

1851 69 :p 23; I 52
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and the r'ema1ning 15 letters of cipher-text from the last halt'
of' a third line, ohosen at random. 'Dr. Rohrbaoh's methods of
solution were recorded in a detailed paper written by him at
the request or TICOM 'interrogators,186 and they were s1m1lar
to the statistical methods suggested as a general solution by
United 8ta~es Arrrry cryptanalysts in 19}4. Messages were .
punched on I.B.M. cards, repeats·were found which indicated
that intervals of 15 and 30 were significant, the material vas
sorted' lII,to "families "(Dr. Rohrba.ch defined a "family" as a
collection ot homogeneous cipher. material based on use of the
same gene~atrlx in the enoipheringprocess) and the larger
"fam1lies" were solved, as s1m11ar~y-keyed poly~lphabetic cipher
sequences, by analyzing the material. t1 co l umn by column. II The.
'alphabets recovered permitted reconstruction of many of the
strlps,.and'111th their aid ,the remaining "families" and strips
were solved. Although Dr. Rohrbach indicated in his writing
thathe had had no, preV1.ousknolr11edge of the .general. 818 tem.
'
when he started his solution aotivities in Bovember 1942, it 1s
a fact tbat the Foreign Office Cryptanalytic Section (Pel's Z S)
hadrece,lved photographic copies in 1941 from the 'Si~l. Intelligence Agency or the Supreme Command Armed Forces (OXW/Clu) of aft
set of in,structions for' an earlier American strip cipher ("0_1 )
and "4 series of strip~ by means ot Which a number ot messages
could be declphered."l.H7 Files of the Foreign Office Cryptanalytic Section (Pel's ZS) captured 1n,1945 also contained
photographs of tvo Tables of Numerical Keys tor the same
earlier State Department strip cipher (nO-1"). Th~ advance
knowledge of the general system given,by this compro~se, and
the stereotyped beginnings that Dr. Rohrbach indicated in his
paper were present in state Department traffic ("0-2") (such
as "strictly confidential from Murphy •••• ") together with
the state Department's reuse of each daily key an average'ot 9
times'thl"oughout the year (only 40 di.t"f'erent strip arrangements wer~ prOVided for,65 days traffic) should have made the
solution much easier tor Dr. Rohrbach than he found it.
1861 89
l87DF 15 P 5.
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Dr. Huettenhain of the Si~l Intelligence Agency of the
Supreme Command, .Armed Forces lOKW/Ch1) stated that his agency ,
'Worked c~n American diplomatic strip systems ,and that they vere

~~~~~~~y~st~:i;.!§§k ~~i:n~t~~~~~~~sisb~Is~u;~e:~~a::ough

with thEl record, already mentioned, of compromised strips
being h!~ded over from the Sisna1 Intelligence Agency at the
Supreme Command Armed Forces (OXW/Ch1) to the Foreign Otfice
Orypt.flmLlyt1c Section (·Pers Z 5). The techniques used by Dr.
Huettenlmin are not recorded, but his Agency considered
" Aiierican str.1p ciphers of sufficient import'Gce to build a
special rap1d analytic machine (the "statistical depth-increaser") for fac+1itat1ng statistical solutioDS. 1ts9
AC(:o~d1ng to Dr • Ferdinand, Voegele, Chief Section B, or the
Signal :cntell1gence Agency of the Air Force High Oommand(OKL/LR
abt 350), a strip cipher ot the United states Army Air Force
South A1~1&D.tic Ferry Oommand was solved before 1943. ,He vrot6~

ltwas qUite ev1dentfrom the cipher text that
tm9re vas '& break after each 15 letters •• ~. Acco~1ngly
an analysis was made on the basis of groups of 15 letters
with the assistance of I. B. M. machines. A depth or 80
pa.:ssages of parallel construction vas needed to reconstruct
- thiS 100 strips: 30 of which were valid in any one ,day •• 0.
The s7.stem,was read as long as it was used.
.
lIn 1943 e. new diff1culty presented itself. While 30
st:rips were still valid on anyone day I the encipherer
cO'uld arb! trar11y remove any ff ve of the s trips to encipher
anyone message .••• Af'ter- a.bout six weeks, some of these
messages were a~sa dec1phered. However I at the same time
the volume of this type or traffic began to decline, so
that finally th~ ana.lysis work had to be discontinued."

Techniques employed bi Voegele and his assistants are not. .
known •. Decipherment 'after about six weeks" of same of the later
messages, whenstrlp el1minatlonwas employed, may have been
a.ccomplished by the skilful use of' cribs. It is interesting to
note that soon afte~ strip elWnat10n had been ~troduced,
lithe ana.lysis work had to be discontinued."
188 1 8~· .

1898ee 'Chapter 'VI of this volume.

It will be recalled that,

anotheIt device, the lI au tomat6.n", vas also developed by the
Foreign Office Cryptanalytic Section (P';;rs Z S) tor rapid declpherj~g

of a large backlogot strip traffic.

190 1F 17S'p 15.
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MajC)!" D:r. Rudolph Henze, head or the cryptanalysis group
of the Sj~gnal Intelligence Agency of the Army High Command,
(OKH/Gd NA) reported solution ot an American "strip" cipher
the intelligence of which vas J'mixed milltary and diplomatic ~.1I
and which, tram the description or the system, and its indicators,
was 'actually enciphered by Army cipher dev1ce Type M~94 rather
than by any or the strip cipher dev1ces. l 91
.
,
This vas technically.not a m1stake 1n terminology by Dr.
Henze~slnce the aluminum'disks of the M-94 ~2 be considered,
to be stJ:01ps from a cryptanalytic viewpoint. j,~
A soldier,
WeI'ne~ It" H.' Graupe (rank unknown) reported that he cryptanaljlzed an Alllerlcan "strip" cipher ,(actuallY the M-94) carry1ng ,
Iceland and Carribean area traffic, while he vas presumably in
In8pec'~orat~ 7/VI (In 7/VI) in Berlin. 193 He used 'cribs~ with
'the help of synoptic tables, to' dete~ethe Il s trip ll (disk) ,
orders, and stated that he later believed I. B.M. methods
\Tel'e developed toel1minate impossible keys. According to.
the intelttrogator, Graupe l!lcriew ofvhat ,he called a 3D-strip'
system, lout stated very definitely that it had never been
~olved." . Lt •. Col. Mettig, who vas the commanding officer of
.
InspectQ:rate 7/VI (In 7!VI)- trom November ·1941 through June 19~f3,
statedl~,1t
it was eventually recognized that the, main cipher
procedure used by the' Americans was the strip method whereby 25
variously arranged alphabets were vertically laid out one alongside .the otner. In the workshop of In 7/VI mechanical aids were
construct~d and With the help of the I. ~. M. section and by
noting the addresses and 'signatures, the various alphabets ver.e
I\ecreated •
~,
1\ • •

,II

.

.

191 1 113 .

,

192Dr • Voegele, the Air Force cryptanalyst, considered 'North
Atlantic. Air Force 1(-94 traffic a~ being "strip. 11 See 1-112.
,

.

'

.

193 IF-107. Inspectorate 7/VI was a predecessor of the 81gnal .
Intelligence Agen~~ of the Army High Command (OD/G, dNA) •

1941 78p

10

85

·e

-.-. -,..

,

- - - - ,..-

DOClD: 3560816
J.

German cryptanalysis ot both the strip
the M-94 'apparently developed no exceptional
methods, although it did result lnthe construction of two
special J:'apldcryPtana.lyt1c machines; the II Qtati,st1cal depth" Inm:'easex'" and the II automaton, Il described in pim~te~' VI,.
.
To s·WIUl1ati1ze:

c1phe~ aD~_

- 45. Conclu~lon.';'-German cl'yptanalysisw&s very successful on lClvgrade ·sy~tems$ not onl'Y because t}:).e German crn>tanalysts -''lere sUf'flc1ently skilled to. take wive..ntage of the
presence of low security trarfic, but also because ,of the .
fallu1"e Clnthepart of Anglo-AnierJ.cen commanders to realize
the ,exteIlt to ~hleh the Germans vere able to go in taking advantage of insecure pF&ct1ces. _
.
. QerJltten msd1um-grade c~yptMalysis was extensive Md war th...
t:Thl1e &IJ can be seen from the Cryptanalytic Successes. chart,
I

J)

Chax-t

No~

]."2, Volume 1 of th1s

or unusual

report~

but no outstand1ngly

methods ueredeveloped by
- the Germans in' their medium grade solutions.
.
Ge~~crypt&Dalya1a va~ not out$tandingly Buccesaful
aga.inst systems,of hlgh~3ecul'lty. This may. ha.ve been not only
because. ~!U1g10-Amer1can high-security systems- wexoe actually orhlgh";Becu~.ity.t end vere to some extent. insolvable to Anglo~er1can cry,ptanalysts as well" but also because the German
cr~rpte.na:lysta never became technically pl"o.f1e1ent enough to
under.taka even the solution of the less difficult of the'h1gh~
security s!stema.
di~ferent

c~yptanalytic

. ,

/

,

.'
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Volutne 2

Tab A
Genel'al JCnf'OI'D18. tion and Refer~nces

"

I

Abwehr "" See f9MiJL 1 taI-Y' Inte'l11gence • tr

and

Army Ordna.nce~ D«3velopment
Testing Group, signal Bra.nch
,
(wa Pruet 7). 'This organization developed» engineered and tested Signal C'orps equipment. It also
did some non-morse interception. It is described ,
"
, in VolUmle8 or this pa.per.'
AoE 00., Berlin. "itAllg~m'-·'':n.Elektr1sche Gesellschatt") • Ger;"

, man comm,arcla.l firm which vorkedon speech encipher-

manto

. '

Ail'" Force t'eathe:r Service (Wetterdienst del" Luftwaffe).
.
service '~as' charged with cryptanalysis ot enemy

,

'meteoJ'ologica.l ciphers.
'"
Allge&~91rua Ele~-trlsche Gesellschaft.
GermanComme~cial'firm
Which worked on spee9h encipherment.
Buggisch, StarT 3gt. Dr. Otto. C;r:;ypte.nalyst of' Inspectorate,
, '
, 7 /VI (In, 7/VI).' Expert on German. cryptographic' appara.tus I and on e1phony matt.ers.
.'
.
D-25.
"S.3. Fr>ame Indicator System." A TIeON publication.
. D-51.
"Transla.t1on of Miscellaneous Documents trom Pers
,
Z 8 Archives." A TICOM publIcation.
',
"
'I)-51.
"Notes a;nd Minutes ot_ High~Level Mettingsheld at
OKW/Chi-,- Cl'yptograph10 and Administrative. " A
TICOM p\ilblicat1on.
..
.
.

I'

D-S8.

\

This

'

"Description of Facsim1le Intercept Recorder."

A

. TleOM publication.

.
"
Notes
()n.
Ci.pher
Security
and Minutes of Meet1ngs /,
D-~9.
held at OKW/Chl. n A TICOM publication.
. ,
D-60 .. , "M1seelJ.a.neous 'Paperstrom e. File or RR Dr. Huetten"
.
haln of OKW/Ch1 .. It A TICOM publication .. ,
'.
Deutsche; Teleten un4 Kabel"rerke, ,Berlin. German COiDmerc1e.l
firm whjLch worked on- speech enciphe1"ment.
DF-15.'1!F 20 "~'A .Group" Reports (American Sis~ems).
E-9..
.ItDetal1E~d Feuerstein Technical Project Report Ret.
No'. g L:Lttle Baustein." ATICOM pub11cation.
tfDeta11c~d Feuerste1nTechn1cal Project Report. Ref.
E-10.
NcL3: Art1flcia.1Speechand Encoding." A TICOM
publicajtion.
' ,

I

i

•

I

j
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E-ll~,

"Detailed'Feuerstein Teohnical Project Report, Ref.
No.4: - Three-Fold. Vobbu.lation and Mechanical '
Wobbulator Generatox-s. n A TICOlvI publication.

"Detalled Feuerstein Teohnical Proje¢tRepo~t Ref.
No.6: .5ynchrollousc1pher systemfo:r teletype·writers--GleichlaUf." A TIeON publication.
E-14. .
UDeta11ed Feuerste:t:n Technica.l. Proje~t Report, He".
No.7: " Investigation ot SZ Cipher Machines at,
Feuerstein Laboratory." :A T100N publication.
FA.
. See: Goering t s "Research" Bureau.
"
P::hrik (0. !,·orenz Aktiengesel.lschaf't,p Berlin» Mualhausen,
Thua~. Firmvh1ch worked on speech enc1pherment
and d~veloped teleprinter enciphering devices.
FesB, Dr •••• 0. Member ot Wanderer Co.
),
.
.
Feuerstein Laboratory •• o. Electronic research labora.tory
E-13.

,

owned and managed by: a

Dr..

Oska1" V1er11ng ... This 1s

described in Volume -8 at: this paper..'
.
Fricke, Dl~. Walter, TeclmicJan,' grade of L1eutena.nt~ Head or
Section IIbotthe 5i,gnal Intelli&ence Agency of the
Supreme Command Armed Forces (QKW/CbJ.) ... Speoialized
~'
. in the ,production ot codes a.nd ciphers.
.
Foreign OjE".f1ce I Cryptanalytic Section (Pel's Z 8) and Foreign
"
, Otfice· Cryptographic Section (Pars, Z Chi).. These
made up one Qf the six'principal Germ8.Q cryptolog1c
organizations. These are described in. Volumes 1
.
and 6 ot this paper..
,,'
Fro'Weln, Jt..t. R~ Hans-Joach1J.U. Asslgnedtelll,Porarl1y to the

Signal Security Agency of the Navy HlghCommand
(OKM/4 SI<.L/Il.) in 1944- to make sec'l:J,r1ty studies
"
.
-on the Enigma. He ha(i no previous experience with
this machine and yet developed awo~kable solution.
German Weather Bu~eau(Reichsvetterdienst). This service was
charged with crypta~lys1s of enemy meteorological
ciphers. It 'was pSl't,of the German 'Air Force, and
maintained close 11aisonw1th the S1gnallntel11gence
Agancyot the Commander in Chie,:f o-r the Ail' Force
(Ch1-8telle s Ob d L).
"
Goering's Research Bureau (Re1chslufttahrtmin1ster1um Fo1'schungsamt,sbbrev1ated FA)
This wa.s one of the six
principal German cryptologic org~n1zations~and is
described in Volumes 1 and.1 o£·this paper.
0,
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Heimscl$th ~Rlnke. German ;firm engaged in .manufa.cture
. Enigma rotors and parts.
.'
, .

ot

Hel'zfElld, Corporal H~intz. ~'o.ltge.ng. ' Member of Gruppe 'IV,
,
Signal Intelligence Agency ot Army High Command
(OKH/GdNA); fOl'meptY member ,of British Italian"
and Balkan sections or Inspectorate 7iVI (In7/VI1.
HuettEmha.1n~ Specialist ~. Erich.!'
Principal' cryptanalyst or·
\
the Slgnal.Intelli$SnCe Agency or'the Supr,eme C~nd
Armed Forces (OKW/Ch.i) f~om 1939 t'o end of war.
"Report- of TIeON Reporttng Team No. :;. A TIC OM . ,
1-1.
publica.tion.'
,
- ,
QVlnterrogat1on of Lt. 'D.R. Muentz
the 00 4/III~"
1-6.
A TICOM publication.
'
"Interrogation of SondertuehrerDr. Fricke of the
1-20.
Signal Intelligence ~c'1 of the Supreme command
Armed, Forces (OKW/Chi)!' A TleON publication. '

of

1-31.

I~37 •

1-38,,:

e:

1-45,.

1-47.
I-50.
I-51.

I-52.:
I-53"

I-51' •
1,-58_

"Detailedlnterrogat1ons of Dr. Huettenhaln, Fq1'Il1erly

Head, of Research Section ot OKW/ch1; 18th-21st June'
1945. II . A TICOM publica.tion.·
, '
"T1"Bnslatioll ot Paper Written by Reg. Rat. Dr. Hue,ttenha.inof OlGl/Chi on Special Apparatus Used as ALds

to Cryptanalysis." A TICOM publication" '
"Report on Interrogation ot Lt .. ,Prowe1n ot OXM/4aKL/I1I"
on His Work on the Security of the GerDian Haval Foux-Wheel Enigma. .. " A TICOM publication. .
,
"OKW!Chi Cl'ypta.nal:rt1cResearch on Enigma" Rage:lin.
and Cipher Teleprinter Machines." A TICOK publication..
"PN 51'tuat1on Report." A TrCON pubJ.lea,t1on. ' ,
"PaperWr1tten by Lt. Muentz of OD1/4 8:KL/III on'
, Statistica.l Solution of the M-20~ Hagelin Machine. tt
A TICOM publication.
"
"Interrogation Report on Ufrz. Herzfeld, Heintz
,Worfgang, and TraIlslauion ,ot a. Paper He Wrote ,on ,the
British War Office Code,.n ' A TICOM publica.tion.
".Papers Writ'ten by uttz., Herzi'eldon Mlha110vlc and
Tito Ciphers. If A TICOM .publication. .
,

"Construction ot Schluesselgeraet39."

A TIeOK

publica tion.
'
"
,
"EnciPhertnf Devices Worked on by Dr. Liebknecht at
Wa Pruef 7.
A TIeON,'publication.
.
.
"Inter:roogation'of Dr. Otto Buggisch,of OKw/Chl."
A TICUM publication.
.

,

\

I

'

'\
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, "Answers by Wm., Buggis9h ot OKH/Ch1 to Questions
sent by TIO·OM." A TICOM' publication.

"Paper by Dr. Otto Buggisch

on Typex. It
n~a'per by

or OKH/ln

A TICOM lJubliqatlon.

7/VI andOKW/Chi
"

.

Dr. Otto Buggisch ot OKH!In 7/VI and 'OlGl/Chi
on Cryptanalytic Machines." A TICOM pUbllcatton.
nS ummary ot Cipher Information on Jugoslav Traffic
Provided byUr-rz. Herz'teld (Appendices to TICOM/
I-52)" A TICOM publication.
.
, ,
"First Part of. the Report by Wm .. Bugglsch on S.G.
41. It A TICOM publication.
.
uTranslated Vers1onot Homework done by Wm. Bugglseh."

A TICOM publication.
IOTranslatlons'of Joint Report made by Drs. HU6ttenhaln
a.nd <Fricke on the "Zaehlwerk lt Enigma Machine .. "
A TICOM p u b l i c a t i o n . '
"Interrogation ofOberstlt. Mettij; on the History
and Achievements ,of OKH!AHA/In 7/VI. 1I A WICON
I '

publication.
.
,
"P.O.W. Interrogation Report"'-Obgerr. Clement 5c!'.:.li.-::~
. ,Insp. VII/6 (OKH). 11 ATICOM publication.
.
.
\ "Further Interrogatipn of R.R. DIt. Huettenhain and
3M. Dr Fricke of OKW/Chi." A TICOM publication.
"Report on Interrogation of ME. K. V~tterlein ot,the
0

Re1chspost ~aboratorlum on German Interception of ,
Transatlantic Speech Circuits." A TICOMpublicat1on.
"Report by Prof. Dr. H. Rohrba.ch of PS1-S Z S on ADler·

icall strip C1i->her." A TIeON publica.tion.
I
.
. ltFi~ Interroga.tion o£ the \iQchtmeister otto Bugg1sch
(OKH/In 7 /VIand OKW/Ch1) n A TICOl*l publication.
,
"Deta.iled. Interrogation of Members or OKM/4 SKL!lII
At Flensburg. "A TICOM publicat1on.
"Interrogation, ofOberst1.t. Mettig on the Organisation and Activities of OKW/Chi." A TleON publication.
,.
'\'
"Second Interrogation of Reg. Rat Hermann'Scherschmidt
or Pel's Z S Auswaertiges Amt. on Turkish and Bul*arian Systems. n ATICOM publication.·,
. .'
'Report on Berlin'Targets by Major Heller ot~ G.S.I.(S)
21 A.G. J B.A.O .R." A. TICOM publica.tion.
..'
Itprelim1nary Interrogation of Reg. RB.t~ Dr. 'Ferdinand
Voegele (Chi Stelle"Ob d.L) and Ma.jor Ferdinand .
,'Feichtner (0. C. or LN Regt. }52" Etc.)" A T'ICOM
. publication.
. .
\'
"Interrogation of Major Dr. Rudolph Rentze , Head of '
,G~uppe

IV (Cryptanalysis), General dar Nachrichtenaufklaerung.lt A TICOM p\.lblic~tion.
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tCJoint Reports by Reg." Rat. Dr. Huettenha,ln .a.nd Self •
. Dr. Fricke, Written at C.S.D.I.C. on or ~bout 28th

1-118.

August lS4S."

A TICOM pub11ca.tion.

1-119.' "Further Interrogation of Reg. Ra.t. Voegele and
Ma.jor Fe1.chtJ:)e~::;" on G.A.F •. Slgint." A TleON publl-'
, . cation.
'
'.
"
1':'127.· "Interrogation of Oberstlt. M~ttig of OKW/chl."

A TICOM publication.

,
"Final Report Wr1ttenb1r W'aehtmelsterOtto Bugg1sch
of OKH/Ch1 and OKWIOhi. I. A T100M publ ica t l on.'
,
1-146. "Detailed Interrogation\Of Members of OKM/4/SlCL/III
At Flensburg. U A TIOOM pub11ca.:tilon.,
1-147. UDetailed Interrogation ot Members of O~~/4 SKL!III
At ,Flensburg. It A TIeON publication.
.
.
, '1-149.' "Report by Uffz. Karrenbergand Collea.gues ort,' Alli~d
C~pher Machi~es.n
A TICOM publ ica.t ion·.,
'
,
'r .. 152. "Second Homework and Report on'Furtheza'Interrogatlon
of RR 'Voegele. ~t A TICOM publication.' .. "
I-169:. "Report by Uff'z.Karrenberg on the Band:wurm." A,
TICOM publica.tion..' . .
.,
.
1-173 .. ·"Report by the Karrenperg Party on RusslanW/T. tt
A TICOM yublicatio!io
I"!'190 .. "Extracts trom Report on Interrogation ,of Dr. Bans
Wilhelm Thost
A TICOM :.::ub: icatlori.
IF-10'j(,. t9I.nterroga.tio~,ot .P .O.W. wer~er Graupe by lnterztoga·
-,--_.' torsot Signal Intelligence Div1sion~" ETOUSA.
IF-12~~. "Consolidated Report on Inf'ormat10n Obtained from the
Following: Erdmann, Grubler, Hempel, Karrenberg,
,
,
Schmltz~ and Suschowk."
A publication' of the ftom1-131.

0

"

~_.-- " -

.

Detailed Interrog~tlon Centre, numbel' OSD10;. {UKJ SIR 1117.'
.
IF-+4~~. ttNaval Cipher and wIT, Procedures. Mar-ineschJ ll.:JS~t~~- : ,.... '
d1enst und Marinefunkverfahren. It A British Naval
':
" Intelligence Division publication, number TR/PG!
blnedS~rvices

"

I

'.,

:.
.
17626jNID ' .
.
.
. =XF-17:>. 'Seabourne, report, Volume XIII.. ·"CryptanaJ.ysls
" :.-.
Within the Luftwaffe SI8 .. n , 24 November 1,945.
F-259._ ttR
. adar Most D.eClSive. Waa1)On, W. on Ocean F1gh~ says,
Doenitz. II United Press Article in the Washington
1 £ . _,,':"'_-~...Q.s t- 10 May 1946.
. -=;;~
'. ' ,
.
a:n 7/Vr. 5eelnspectorate 1/VI .. '
'
.,
''lnspeotorate 7 /VI .( OKH/ln 7/VI)~ CentrBJ. Cryptanalytic
Agency of ~he Army High Command for Non-Ru&s~an
./
Traffic' 1942-1943.
JenseIl. Graduate Engineer. Member of "Section 1Vb of the
.
Signal Intell~gence A~enc1 or the Supreme Command
Armed Forces (oKW/Chi) Which dealt-With the development or cl!¥ptanalyticmachinery.
I

--.

.

I

.'

'
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Ka:r~enberl'pCorporal

,

.

,

Erich. ,Crypt'a.naJ.yst of Signal Intel11- ,
g }nce Agency of Army High Command ( OKH/GdNA) .who
studied Baudo~~ traftic.
'
Konskia.nCl Krueger; B3r111'i. FiI'lnwhich manutac.tUl'ed rotors
.
;ro~the Enigma.'
'
Krachel, 6. • • • • Working engineer who came toS1gnal Intel11geuce Agency ot the Supreme ComiDand of the" Armed
Forces {OKWlchi) in 1941 to help Rotscheidt and
. Jensen in research on cipher machines ~
Kunze~ :01"., We~her.
Head. of mathematical cryptographic sub..
section of Pel's Z S.
.
L1ebkne,~ht, Graduate Engineer Dr.' Werner. ,Chief ot sec~ion
IIIh' ot Army Ordnance Davelopment and Testing
,Group, 8ignalB-ra.nch (wa. Pruet ,7). 'Maintained
teohnical liaison with Dr. Huettenh.a.in ot the .
'Signa.l. In.tel11genceA~enc7 -of the Sup:reme Command
Armed Forces (alGI/Chi).
", '
• M-11'.
Five drawings &tthe Lueckenfuellel'W'alze.
M~t1ni.p Lt. Gener,al Hermann.
Ch1ef Si'gna.]. Officer.. German
Air Force.
Menzer, Senior Inspector. Chief- or Sec~lon ·IIc ot Signal
Intelligence Agency of the Supreme Command of the
Armed Forces (OKW/Ch1) 'Which dealt With the deve-.·
lopment and prOduction of special ciphers for. govern'ment depa.rtments , industry, and the Ma1~ R~1ch
'
·Security Oftice ~RSHA)#' developing ot deciphering
ai,ds tor agents •
"
Mettlg" Lt. Col. Head of Inspectora.te
(In7/V'I)-trom
Nov. 1941 to June 19,43; second in command of Signal
Intel11senceAgency'ofthe Supreme C9mmand Armed
'
'"
.
Forces lOKW/Chi) from Dec. 1943 to April 1945.
Ml11tar~r Intel11gence(Abwehr).
Military intelligence and
counter espionage section or the Supreme Command of
the Armed Forces (OKW). Atter 20July19~4, this
section was taken over by RSBA.
"t~)
Muentz, Lt. -••••• Member of the 5i~1 Intel11ge.:n~~.i}:-:tAgency.ot.
,
the Navy High Command (OKM/4SKL/III) ~no Y01."ked
'
. ' , on the Navy Hagelin Machine- o )l-209.. ' .
.
OKH/GdNA. See Signal Intel11genc'e Agency or the Army High
Command.
ORL/LN Abt 35'0. See, S~gna.l Intel11gence Agency of the, Air
__
,Force High C ommand~
"
,
" OKW/Chi.," See Signal Intelligence Agency ottpe' Supreme
Command Armed Forces.
\",'
.
OKM/4 s~L/II' seeSignaJ. Security Agenci.ot the Navy High

7m

I

"

J

-

Coimnand.

OKM-4 SlU./III

See Signal Intelligence Agency of the NaVy
High CoiDmand. ,
': ...

...
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Pers Z Chi. Bee Foreign Office Cryptographic Section.
Pers Z S. See Foreign Office' Cryptanalytic Section.
'.
Pietsch.. Specialist Dr ~ •••.• Head of ma.thematical section
'.
ot Inspec torate 7/VI (In 7/VI).
.
Rohrba.c:h.l Dr. Han~. Group head in Mathematical., and crypt'analytic subsection (Kunze) of Foreign Otfice
Cryptanalytic Section '(PeraZ s) • Also Math ?1'.o- ,
teasor at

RotschE~ldt ..

ot Prague.

Unlver~it1

.

Appointed in 1941 to 31gnal

Graduate Engineer.

IntelllgenceAgency ot the

~upreme

Command ,Armed

Forces (OKW/Chi) tor Research in offensive a.nd
defensive warfare in cipher machines, . Telecommuni-

ca.tion expert.
Relch Security Office.

Relchssicherheitshauptamt, abbre-

viated RSHA •.

ReichsJ~ufttahrtmlnisterlum
~Research~Bureau.

Forschungsamt.

See

Goe~ing' a

see Garman t-leather. Bureau.
Scl1aeiter ••••• Engineer. who cam.e. to 5igrial lntellleence
Agency of the Supreme COmmand Armed P·orces {OKW!
, Chi) in 1941 to help Rotscheidt and Jensen in research oncipher.macbines.
.
.
SchmalJ~ $ Gradua. te Engineer.
Head of Hollerith section of .
Signal lritelligenceAgency ot the,Navy High Command

Re1chsnetterdienst.

(OKM/4 'SXL/~II) •

. ,
.
mglneer ot I.B.M • . Firm·in cnarge of section
.
workshop at E1-rur'~ (section. 4 of Gruppe IV, GdNA)
.
Schuck, Oo~poral Clemens. Cryptanalyst or Inspeeto1"ate 7/VI
.
who vOl'kedon SLIDEX and lti-209. .
.'
Schult.ze J Amtsrat. . Cryptogra.pher of OKM/4 3KL/III. Anexpert
on the Hagelin machine.
.
Security Group ot·the Signal Intelligence Service (OKH/Gen
NatuelIII, Gr4Ppe IV). This, service did security
, studies on German Air Force trat·fic.
Siemens & Halske, Berlin. German commercial firm whiCh
- .
worked on speech encipherment.
Signal intelligence Agency of the Air'Porce High Command
(OKL!J,.,N Abt350). This was one or the six prin, clpal German cryptologic oZ'ganizations. This

Schueslsler.

agency 1s described in Volume 5 of this paper.
Signa.l Intelligence Agency of the Army High. Command (ODI
.' GQNA)" This was one of the six principal German
~

cryptologic organizations.
Volume 4 of this paper.
,
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"

It is described .1n .
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Signal

Intelll~enca

Agency of the Supreme Command Armed Fo~ces
(-OlUi/Chi). This made up one of the six principal '
German cryptologilt ol"ganlzatlons. It is'descza1bed '
in Volume 3 ot this paper.

,

Signal Securlty Agency o? the Navy High Command (OKM/4 SKL/II)
, '
and Signal Intelligence Agency of the Navy High Command( OKM/4 8:KL/III). These made up one of the six
,
principal German arypr,ologlc ,organizations.
.
,·Sueddeutsche ApparateFabr1ken; Berlin. German Commercial
, firm which worked on speech enc1pherment.
Stein, Lit. Dr. Head ot the section of Gruppe IV of OKW/Chi
which concerned itself with secur1'ty inves'tigations
tor ~ev procedures .and all investigations on inventions. , .~'
T- 372 •
' "The Enigma by Dr. Rudolf Kochendoe:rtfer, trOD!
Seientific Writings of ~ore1gn Offlc~ Cryptanalytic
Section 8' Dec. 1941. n A captured ,German document
in possession of TICOM.
T-1282.' 'A set of' 'mlscellaneousForeign OITiee papers" in
, possession of' TICOM.
'
" Telef"onbau U. Normalzei t Co. i Frs.nkfurt am Main.' Firm which
bUilt test models of Cipher Device 39.
\ Te~etunk:en, Berlin. Germanccmmercial f'1rm which vorked on .
_
\'
.'
speech enc1ph~rment~ ,
"
'
.
•
\ Todt~ ••• Engineer who came to OKW'/Chi in 1941' to help
,
Rotscheidt and' Jensen in research on cipher machines •
. - 'Trs.now J Specialist . ~ ••• Head of English Cryptographic sec'.
,tton in O~l\Ji-4 SKL!IIIo
',
'
'-. Vetterle:in,M.r. K. SupeI"i1sed the monitozting service in '
0

Holland tor trans-Atlantio monitoring of. telephone
conversa.tr1ons. ' .

Vierling, Dr. Oska.r.

.

Specialize9- in communications equipment

research. Was ownera.nd chief' engineer of) the'
Feuerstein Laboratory.
Voegelejl Specialist Dr. Ferdinand. Chief of Section E of the ,
, Signal Intelligence Agency of the Commander 1n Chief
>

ot ~he Air Force (Chi-Stelle Ob d L) and principal
cI':y"pta.nalyst in tb.e German Air Force.
'Wa Pruet' 1. See Army Ordnance, Development a.ndTest1ng Group,

Signal ' B r a n c h . '
" .
Th1s t1rmwa.s to have manufactured Cipher Dev1ce39
large scale production.
Wetterdlenst der Luftwaffe. See Air Force W~ather ~Itv1ce~

, Wanderez' Co.
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COMPAR'ISDN Dr RAPID ANALYTIC MACHINERY - DKW/cHI ,AND 10..5.10..

lOP SEtAE i

356 0 ~lN~()KW/CHI)

ID

MACHINER~'

RAPID ANALYTIC

PURPOSE

NAME

( "B I GRA""UCHGE '-

~ET")

!

POLYGRAPHIC COINCI. --DENCE ,COW.TER
( "SAEGEBOCK ")

I

PUNCH I NG TELETYPEWRITER TAPES.
(0 I GRAPH I C WE I GHTS
ALREADY PLUGGED ON
PLLIGBOARD.)
,

SL I () I NG WHOLE MESSAGE AGio. I NS'T
ITSELr: LISTING THE WEIGHTS
Or THE RESULTANT OIGRAPHS.
(ESPECIALLY DESIGNED TO SOLVE
JAPANESE TRANSPOSI T ION "JAE."
Sli 0 I NG MESSAGE AGio. I NST ANOTHER TO RECORD LOCAT IONS or
COINCIDENCES.

PUNCHING TELETYPE"WRITER TAPES •

SEPARATE COUNTING or "101'10",GRAPHS,.. TRIGRAPHS,_.Er,., uP, __
TO DECAGRAPHS, COINCIDENT BETWEEN MESSAGES, OR REPEATING
WITH I 1'1 A MESSAGE: AND A RECORDING or THE SEPARATE TOTALS THEREDr.

RE~UI

AC~UI

RE~UIRED

.DIGRAPHIC WEIGHT
. REFORDER

"'MAKm'Ai5Y

PURPOSE

NAME

DATE
RED

SPEED

MAKEREADY

i

AMERICAN (10..5.10..) RAPID ANAL YT I C MACH I NERY

I

7~

193f"

LETTERSER SECOND
USING TAI£S
or ANY
LENGTH.

SLIDING PART Dr MESSAGE AGio. I NST
WHOLE, LISTING TOTALS or
WEIGHTS or RESULTANT DIGRAPHS.
(ESPECIALLY DESIGNED TO SOLVE
JAE. )

PULLING I.B.M.
CARDS SY HAND:
WI RING PLUGBOARD
rOR EACH TEST.
(DIGRAPHIC
WE I GHTS AL,RE ADY
PUNCHED IN CARlA)

2 POSITIONS
TESTED PER
SECOND,USING CARD
DECK or ANY
LENGTH.

HAWKINS'RESISTOP
BOARD AND COUNTER.

RECORD I NG TOTAL or COINCIDENCES
BETWEEN MESSAGES OR or REPEATS
WITH,IN A MESSAGE.
(NO SEPARAi{ POLYGRAPHic COUNT; T
'

PUNCHING TELETYPEWR I TER TAPES.

7 LETTERS
TESTED PER
SECOND, US, .I.NG TAPE.. _.
' 'or ANY
LENGTH.

JOOS' TYPEWR ITER

RECORDING TOTAL Dr COINCIDENCES
BETWEEN MESSAGES OR or REPEATS
WITHIN A MESSAGE.
(NO SEPARATE POLYGRAPH I C COUNT.)

PUNCHING TELETYPE'WR I TER TAPES.

.7

ELECTROMECHANAGRAMMER
'
(ATTACHMENT TO I.BoM.
TABULATOR. )

19 4 2

7~E~Em~0

SPEED

RED

USING TAftS,
or ANY
LENGTH.

1940
(NOW OBSOLETE)

LETTERS
TESTED PER
SECOND, USING TAPE
or ANY
LENGTH.

I------~--------+------t-.-INDEX or COINCIDENCE
MACH I NE

INDICATING (BUT NOT EVALUATING
OR RECORDING) TOTAL or COINCIDENCES BETWEEN MESSAGES, OR or
REPEATS WITHIN A MESSAGE.
(ACTUAL COUNT MUST BE DONE BY
EYE ArTER HIGH VALUED POINTS
ARE rOUND.)

PUNCH I NG TELETYPEWR ITER TAPES;
PHOTOGRAPH I NG AND
DEVELOPING PLATES.

RECORD I NG SEPARIo.TE TOTALS rOp.
ANY 5 PATTERNS UP TO TEN LET-

PUNCH I NG
TAPES.

1--------+70-"1"1. COMPARATOR

TERS

INS TANTANEOUS OVER
SPAN or
600 LETTERS
ONLY.

--------__t_

I N LENGTH I

3¢¢

7¢-MM.

:::;~ -rl~4:

EXAMINED
PER SECOND
USING TAPES
or ANY
LENGTH.

CO I NC I DING

BETWEEN MESSAGES OR REPEAT I NG
WITHIN A MESSAGE.
(A "PATTERN" "'lAY B(, FOR EXAMPLE, A
DIGRAPH-SPACE-TRIGRAPH. )

!

---l----~I_-_t-+---------'----STATISTICAL OEPTHINCREASER.
( "TURMUHR")

SIMPLE COUNTING
APPARATUS

RAPIO TESTING or MESS~GES TO
SEE I r ANY or THE I R PARTS BE'
LONG TO A GI VEN OEPTH or
STR I P-SYS TEM G£NER ATR ICES.
(ESRECI ALLY OESIGNED TO SOLVE
~MERICAN STRIP SYSTEM.)

PUNCHING TELETYPEWR I TER TAPE.
(SINGLE LETTER
WEI GHTS ALREADY
PLUGGED ON PLUGBOARD. )

1 LETTER

COUNTING OCCURRENCES or rlGURE D I GRAPHS WI, TH I 1'1 A MESSAGE OR SET OF. MESSAGES.
CLASSES OrOIGRAPHS.)

PUNCHING TELETYPEWR I TER TAPE.
(NECESSARY TO
COpy orr OR PHOTO-

7

(I¢Xl¢

01

.

PER SECOND
USING TAPE
or ANY
LENGTH.

(NONE COMPARABLE; WOULD PROBABLY ADAPT REGULAR I.B.M. PROCEDURES.)

DIGRAPHS
PER SECONO
USING TAPE
or ~NY

1943'

rrm~~:N~o~:;;go:_ :~6~~~N~E~~E~~~~:~~~-;~;_-- ~~~;'~~:~;~;::.'~-- R;;~:T:~~U_
ING

ING TRIAL AOOITIVES TO A
OEPTH or ENCIPHERED CODE
GROUPS: D I rrERENC I NG A

19

43'

(PROBABLY 5 MINU-'
TES.)

DIGRAPHIC rRECUENCY
COUNTER OR "rREAK"
(BEING'SUleT.,!
, .~" .~~ •.

>o(~2

CALCULATOR

PUNCHING TELETYPEWRITER TAPES.

rLAGG I NG 0 I rrERENCES IN A
DEPTH or ENC I PHERED CODE
GROUPS.
NO LIMIT TO OEPTH.

41
19 3

7

NUMBERS
RER SECOND
US I NG TAPE
or ANY
LENGTH.

I

TAPE;.-----r(ES:;;MATE~,'i
7 0 I GRAPHS i
I PER SECOND),

~r,r," ,,::\ <";r:~~·~l;~·~:-=
I

ALLY.
(ABOUT
1 MINUTE.)

!
'I

g~p~~c~j~T~~g ~gD~0Gcig~~~s.

..J.....

1946

T

'W\:;

ING TRIAL AODITIVES TO A
OEPTH or ENCIPHERED CODE
GROUPS: D I rrERENC I NG A DEPTH

!

_ _ _ _ _ _ _ _ _~3¢-G-RO_U_PS_.-------4_---------+----_i--,-+--

PUNCHING

c: !S5".i 8P .e2i9',:!~)!"!.:c:

':1:,,;:~,g~:, V,;,,- 'i':;;::;';,~f:i:r,:~ ~;:f,

I
1,1

g~6~~s ~r 6~~~~Ht7~~ T~gD~o

01 rrERENC I NG CALCULATOR, RECORD I NG

COUNTING OCCURRENCES or LETTER'
OR r I GURE D I GRAPHS WI TH I 1'1 A
MESSAGE 01' SET or MESSAGES.

.. ,~

-'-_'-

J_ ~

(NONE COMPARABLE; WOULD USE REGULAR I.B.M. PROCEDURES, PROBABLY WITH PRE-SENSING GANG PUNCH.)

!
I

i
~

LIKELY AOOITIVE
SELECTOR

RECORDING SCORES SHOWING STAT 1ST I CAL LI KEL I HOOD or EACH
POSSIBLE ADDITIVE, 'Ir APPLIED
TO A GIVEN DEPTH or ENC I PHERED
CODE GROUPS.
PRACTICAL LIMI TS or DEPTH, 5 TO 20.
(ADAPTABLE TO NON-NORMAL
AR I THMETI C I r surrl C I ENTLY
LARGE DECK or SPECIAL PLATES
HAS. BEEN PREPARED.)

( "wITZKISTE")

(NO MAKEREADY AS
USED PREMAOE
PHOTOGR APH I C
PLATE. )
(PHOTOGRAPH I NG
or ANSWER RE·
CUI.pED. )

ABOUT 1 TO
5 MINeTES
PER AVERAGE DEPTH.

LIKELY ADOITIVE SELECTOR.
(PROPOSED
AND TESTED BUT
NEVER USED.)

RECORD I NG TALL I ES SHOWING STATISTICAL LIKELIHOOD or EACH
POSSIBLE ADOITIVE, Ir APPLIED
TO A GIVEN OEPTH or ENCIPHERED CODE GROUPS.
PRACT 1CAL lIMI TS or DEPTH, 5 TO 20.
(ADAPTABLE TO NON-NORMAL
ARrTHMETIC Ir surrlCIENTLY
LARGE OECK or SPECI AL CARDS
OR PHOTOGR APH I C PL ATES HAS
BEEN PREPARED.)

KEY r I NOEl'.
( ATT ACHMEN T TO
1.8."1. TABULATOR.)

RECORD I NG MOST L I KEL Y ADO IT I VES 10.1'10 RESULTANT UNENC 1PHERED CODE GROUPS, WHEN
TEST I NG DEPTHS or UP TO 20
ENC I PHEREO CODE GROUPS.
(ADAPTABLE ECUALL Y WELL TO
NORMAL OR NON-NORMAL ARI THMETIC. )

PUNCHING or I.B.M.
CARDS rOR GROUPS
IN DEPTH.
(PLUGBOAROS ALREADY
WI REO rOR SCORES
INVOLVED. )

3 MINUTES
PER DEPTH
or 20.

19 4 3 1

SLI DE RUN MACH I NE •
(A TT ACHMENT TO
I.B.M. MACHINE.)

DETERMINING AN ENCIPHERED CODE
MESSAGE'S ENC I PHERMENT-STARTlNG-PO I NT INA BOOK or KN~
ADDITIVES.
THIS IS OONE BY
TESTI NG 8 CONSECUT I VE ENC 1PHERED CODE GROUPS AGio. I NST A
DECK OF ADD I T I V( "CARDS II, AND
SCOR I NG TR I AL DEC' PHERMENTS.
(AOAPTABLE EQUALLY WELL TO
NORMAL OR NON-NORMAL AR I THMETIC. )

PUNCH I NG or CIPHER
(PLUGCARDS.
BOARD ALREAOY
WI RED; CARD OECK
or ADD' TI VES ~LREADY PUNCHED.)

25 COMPLETE
TESTS PER
SECOND.

19 4 3

IICAMEL"
( ATTACHMENT TO
I.B.M. MACHINE)

PERMI TS 0 I SCOVERY or MESSAGES
( IN CERTA IN JAPANESE ARMY
COOE SYSTEMS) L I KEL Y TO CONTAIN CERTAIN SPEClrlED CLASSES
or PLAIN TEXT.

PUNCHING I.B.M.
CARDS rOR MESSAGES.

3 OR 4 MESSAGES TESTED
PER MINUTE

(NO MAKEREADY AS
USED PREMADE
PUNCHED CARDS
OR PHOTOGRAPH I C
PLATE. )
(PHOTOGRAPH I NG
or ANSWER RECUIRED.)

ABOUT 1 TO
~ MINUTES
ER AVERAGE DEPTH.

,

(NONE COMPARABLE; GERMAN NAVY ADAPTED REGULAR I.B.M. PROCEDURES TO ACCOMPLISH (1-146).)

(NONE COMPARABLE; PROBLEM DID NOT ARISE.)

TESTED
IN
19 4 3

.-

.

---------'----------'-----------+--+-------1-------,--1-,----~,----'

"",,_=~'=&~~

EXAC:rLYc-",COMP-ARABLE.;,_A(;.WALLY~USED

(NONE•.
"POLYGRAPH I C COl NC IDENCE COUNTER n,
"REPEAT rINDER.")

~~--,-t_.l:.~~IiA~~~~~--T_TO

",REGULA.R I--.B.M•. PROCED.URES,.QR ,C,OU.LO.ADOP.T
"DIGRAPHIC WE I GHT RECORDER "; OR PROPOSED' .' .

,~~~~~~~rYc ~~~~~~ET,~~~ ~g~p~~~s-NO=:; --" P~~~~o~:~~s,~~~

I
" . - -- - ' . ' ( ' ''''8~M:-MACH1NEr~---;"·<B-EMEN'MESSAGE:S.·~ (-REPEATS
I
MORE TH~N 18 GROUPS APART.)

I

'

I
REPEAT FINDER
(WAS BEING BUILT)

SEARCHING MASS or MESSAGES rOR
REPEATS or 5 LETTERS OR MORE
BETWEEN THEM.

PUNCH I NG TELETYPEWRI TER TARES;
PHOTOGRAPH I NG 10.1'10
DEVELOP I NG r I LMS.

10,000 PER
SECONO USING ANY
LENGTH rILM.

WAS
STI LL
TO BE
DEL I V
ERED.

TETRA-TESTER

rlNDING REPEATS or ANY GIVEN
TYPE PATTERN, BETWEEN MESSAGES.

AGES AND' EXPANDING DECK TO ONE
CARD PER CIPHER
GROUP.

1
. ""'~'-"'~-~--"<. .

PUNCHING' TELETYPEWRITER TAPES;
PHOTOGRAPH I NG AND
DEVELOPING rILMS.
(PHOTOGRAPH I NG or
ANSWERS RECU I REO.)

5,00¢ POSITIONS PER
SECOND USING rlLM
or ANY
LENGTH.

PUNCH I NG TELETY PE-

5,~~¢ POSI-

----..I------!---+--+------+---------+-----~-4ESPECIALLY ADAPTED TO BREAKING
5 PER I DO I C WHEELS or GERMAN
TELETYPE ENCIPHERING DEVICES,
FROM A GIVEN MESSAGE.

(NONE COMPARABLE.)

DRAGON

(NONE COMPARABLE.)

SINGLE rR AME
DUO-BUSTER
~TTACHMENT

SCI' I TCHER

CHART NO.

lOP SECRET

Z-3

WR ITER TAPES;
PHOTOGRAPH I NG AND
DEVELOPING rILMS.

1944

---J----

TIDNS PER
SECOND USING r I LM
or ANY
. LENGTH.

~

I

'

"'I'

ESREC I ALL Y AOAPTED TO SETT I NG
A CRIB AGAINST PARJIALLY
SOLVEO GERMAN TELETYPE ENC 1PHERED MESSAGE, SO AS TO A 10
FINAL SOLUTION.

PUNCHING TELETYPEWR ITER TAPES.

5 "1 I NUTES
PER MESS~GE PER
CRIB, USING TAPE
or ANY
LENGTH.

ESPEC I ALLY OES I GNED TO SOLVE
END PLATE STECKER, WHEEL
ORDER ANO WHEEL SETTINGS, or
A GERMAN ARMY EN I GMA, FROM A
GI VEN CIPHER MESSAGE 10.1'10
CRIB.

PLUGG I NG UP PLUGBOARO.

4f6

PLUGGING UP PLUGBOARD.

25 PER
SECOND
( ITSUPERIt
STILL TO
COME WI LL
HAVE SPEED
or 1,00¢
TO 10,0¢0
PER SECOND.)

PER
SECONO

ESPEC I ALL Y DES I GNED TO SOLVE
WHEEL SETTINGS WHEN STECKER
~ND ~EEL ORDER ARE KNOWW.
ESPEC I ALL Y OES I GNED TO SOLVE
ENO PLATE STECKER, WHEEL
ORDEP, WHEEL SETTINGS, ANO
REVERSING WHEEL WIRING, or
A GERMAN AR"lY EN I GM~, rROM
A GI VEN CIPHER MESS~GE 10.1'10
CRIB.

