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EISTORICAL NOTE

TEE HISTORY OF AEE& STRIP-CIPEER DEVICES, the original
draft of vhich was prerared in Hethods Erancﬁ, Security Divi-
sion, AS-83, is the second of & Bevies of ASA Prcject His-
tories, the fiprst volums of which, entitled TEE EISTORY OF
CIFAX. was 1ssued in 1947.

The doeunents referred to in the fcootnotes cf the presesnt
veluze under File AS-80 are loceted in the iﬂfornatinn anc
Rezcords Secticn, AS-80A.

Fumercus references have been gpads in the text of thls
nistosy to lir. William P, Priedmsn., This is due, aot only
to the position lir. Friedman 22ld in the Wer Depariment Plans
ané Traininz Divisicn as Cnief, Codes apd Cipher Compilation
Section of the Signal Intelligence Service, but £lso to the
significant contributicns ke rmads ip ths fizld urder discus-

sicn.

HISTRIAN, AS-13
15 Hovember 1¢48
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TAE HEISTORY OF AZIY ETRIP CIPEEERE DEVICIS

Szrip clpher afs:&ms, both prior tec end during Worlid
Wzx» II, played sn imccortant rsle in clsesified communica-
Licns, Belcre and st the very bsginning of the war =
grz=2t Zegl of ﬂﬁliance wea placsé upon strip 325;3 be-

csus2 e Armed Forccs had nct yet acsorpliished extensive

dfsttitution of cipher machines, Althouzh strip eipher

of
=iy A e - 1 o 3 & H, = i -3
pEgalreq Job well., lior wers thar cusmodes vhen just afte
Y 3 & & i e PSR 1 - - e T —. R S - .
LIt LAZIrEnIng of World War II, eithes mezhinss come inco

2T IEIAL USE 25 Las orimsry mosnz of w2crsi communicetisr,
32257 cipnsr sysisms rsmeined bremendousiz impozteat Inp
iy = I R —_ e TS e -

w2 ezsesy {1} for use &z a "stapd-t;" syatem iz the
|YSLT 58 cipher maching syszism should for asy -esson
* i & - - o -
Decins lnopsratlive; {2) rfor use in clzssified esmmunfisz-

L e - = = el - 4 -y - e i
o e LR L —d-:-l-d. ﬂvu -.':1'..."—!-;......3'--.-. h.— 'Ll" ._""-.;3 53.1311-!.: g |3,
LAXTTHRE I. 4553,_4:“*GH
this histery reccrds the developmsat of Army strirp

cipher Zevices z2nd of the eylindriasl ciphs> éevice fron
o For an exsandsed discussicn of th: use snd imgootsnas
%2 8iriz clpher systems, ses CRszter VIDI, Fages Gu-TL,
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I .___Introduction = 2
vhich they evolved. Army strip cipher devices are channeled,

flat boards, the channels of which hold sllding a;phabet
strips. The cylindrical ﬁe¢i¢e, vhich came into existence
meny years before the flat form, 1s composzed of a central
shaft on which ia mounted & number of revolving disks con--
taining alphabets on their peripheries. The cryptographic
principles of the two types of devices aré identical, since

each provides encipherment by ﬁenna of a number of different,
sliding, mixed alphabets. In order that the reader mey
have a better understanding of the discussion which follows,
it 13 necessary to present here & brilef descriptlon of

encipherment by mears of each of these basie types of

gavices.

The alphabet diasks of the cylindrical type can be rs-
" moved from the ceatral shaft and replaced in any given
prearranged orﬁur.z After the disks are mounted on the

ghaft in the order asgreed upon, the plain text of the

me=sage to be enciphered 1s aligned across the device in
a horizontal line by revolving the disks one by one. Tae
cizher text 1s chosen aﬁ random from the hariznﬁtal lines
of letters resulting from this plain-text alignment.

Succeeding lines of plain taxt are enciphered in the same

2. For pictures of a disk-type device, see the photo-
graphs of Cipher Device, type M-O4, Tabs 7 and 8.

012
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ann=2r until the entire message hes been converted 1nto

t

cipher text. Decipherment is performed by a reversal of
the procedurs, thatlia, the cipher text is aligned across
the device and the resulting plain text can be found by ex-
amining the other horizontel lines of letters thus formed,
only cne of which will "read",

Flat Army strip cipher devices have their mixed alpha-
betz on paper strips inserted 1ﬁ channels instead of on
disks mounted on atshaft.3 The difference bstwesn the two
types ls purely mechanicel, since ordirmery sliding strips
bearing repeated alphsbeis preduce the same resulis as
eingle alphabets nmounted upon wheels. For an sxemple of
e flat strip device, ccnteining chanrmels, see photegreph
of Cipher DE?iGE; type HM-1%C-A, Teb 2€. In generzl, to
encigher a message using tas flat type, the letters of tke
plain text are aligned in a vertical column at the edge
cf the device. Another vertical columm, vhich results fron
the plain-text alignment, is chosen to serve as the cipher
text. BSuccesding linses of plain text are enciphered in
the same marner untll the entlre message has been convertsc
into clpher text. Decipherment 1s performed by & reversal

of the prdﬁadure.

Xa See Tzba 9 and 26.

013




= I. Introduction 4

The cryptographic strength of the disk or strip clipher

1ics in tho variable factors which it provides, namely,

enc)pherment by & number of different, sliding, mixed 2lpha-
bei;s and & possibility of 25 different letters for each
lotter of plain text. The cryptogrephic weekmess of the

strip or disk cipher is the constancy of the interval (p. T5]
betwveen the letters of any onc plain-text alignment end the
letters of ite cipher text generatrix (p. 75); it is this
inherent characteristic which serves as. the wedge for all
cryptanalytic recovery of this type of system. All security
irprovements of the device itself eand of nethods of using

o : it heve been designed to prevent cryptenalytic establlsh-
ment of this constant factor.

The first device of either type stanﬁardizéd by the
Army was the cylindrical Cipher Device H-94 (Tzbs T, 8)
which was indevendently invented by four different persons
over & period of years. It was officially adopted in 1921
and used until 164%, when it was declared obsclete.

The first flat strip cipher device which wes stapdard-
jzed for use by the Army was Cipher Device H-138 (Tabs 22,
25), officdelly adopted cn 9 July 193%. This date announced
the official recognition of the flat form ¢f the =irip
cdevice as valuable to cryvtograpnic cormmunications. However,

evern before 1921, the year in vwhich Cipher Device M-94

p

T T ————



g I. Introduction 5

wvas adopted, a flat strip cipher device in elementary form
kad been conceived by Parker Hitt (Tabs 3, 4). Many other
development models were huiltlby the Armed Services before
the finsl Army form was adopted in 1934. The discussion,
vhich follows, of these intervening models is simple -if

the centrel issues in their development is kept in mind: All

Army experimentation with different mechaniczl forms of the
cipher devices was directed toward the goal of providing

&n easy method of changing the alphabets used. Cipher De-
vice M-94 did not provide this feature since 1ts alphasbets

T

could be replaced only by marnufacturing new disks. Planning
and building a device which would eesily allow this fmpaor-
tant feature and still work smoothly prcved to be no iittle

problem. The round Cinhsr Device H—l}&lfrahs 9, 10) and

the Havy-developed Cipher Device H-137 (Taks 12, 13) were

both unsuccessful attempts. Cipher Device M-138-T1,
M-138-T2.. M-138-T3, and M-138-T4 (Tabs 14 through 19) were
models constructed, with certain differences, for the specifie
purpose of deciding which was mechanically more practicsl

for allcving ths-changa of alpghsbeta. Finally, & Hevy
development, based on the Army-evolved Cipher Device M-138-T%,
was adnpté& as standard, but this did not work properly vhen
put into ssrvice. Therefore, nswy experimentation began which
resulted in the excellsnt Cipher Device H-138-& (Tabs 25, 25),

| 015

SRt




g'th
vl

i

C Q<5 ~ R =18 -2 ~SA

X Introduction 6

gnd its ipitisl procurement in the late 1950'3._ The conly
:ryptographic change which this new device offered was the
addition of 5 channels, making Cipher Device M-138-A a
30-channel device instead of s 25-channel device as was
Cipher Device ﬁ-ljﬂ. .

Since Cipker Device M-138-A worked so well, 1t may -
seem strange that the Army should use three other models
&uring-ubrld War II. There 13 ﬁnly one reason for the use
cf the otbher three models. Cilnher Device M-138-A was made
of scarce aluminum., It was necessary therefore to find a
substitute materiel to finish prccursment of the number
required by the Army's using forces. Heo sultable substi-
tute material was ever found In splis of the fact that iwo
other models vere put into service. A vooden device of
Eonduras mzhogany, czlled Ciphsr Device M-138-A [SIGWOWD)
(Tab 27) was used by the Army but provad unsatisfactory
because of warping in certain climstes. The plastic CSF 8E5
{Tabs 29, 30), purchased in quantity from tne Navy, was also
tried but was unsatisfsctory for the s=ame reason. When
aluminum finally became available in September 1943, alumirum
Cipher Device CSP 845's (Tebs 31, 32) wers ordered from thae
Kavy because ﬁhié course wvas, at the time, more expedient
than renegotisting with the manufacturer for sluminum

Cipher Device M-138-A's. The development, preccurement, and

=5 nWak 5 il i} vk




T Introduction T

speclal prnbleﬁa concerning each of these devices 1s pres-
ented in det2il under appropriate headings on pages 8 through
68; distributlion 2nd use of strip cipher systems is discussed
en peges 69 througk T4; and security j.mprnvamsnt‘a, which cre
extensive, are discussed on peges 75 through 10%.
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CHADTER II. CIFHER DEVICE H-9%

A, Genersl
The Cipher Device H-C4 opecrates on what 1s known as
the revolving wheel principie. This iIs cone of meny of the
various ways in vhich polyalrhsbets may be used in cryp-
tography. In this case & pumdber of different alphabets

2re used one after the other in a definite tequence, each

m
=t
v
o
o
i
cr
0

bl
—

L3

ryDting one letter of plain text. If there
are more letters cf text tkhen therc are alphabevs the ssze

saguezce of the e2lphebets 13 repeated until all the letters

=]

f the pizin text hove been ercrypted. If the cipher te:

is divyided into leangthes egusl to the number of elfbabets

vsed, 1%t will be found that within eech of these sets thora
is 2iweys the same interval between the plein and cipher

components.

The insecurlity of the system lies in the use of known
&lpkebets which permits conesiructicn of Synoptic Teblez. B
usz of these tables, and & knovn or suspected word or Words

ir the text, the order of ervengement of the elphsbets can

-

7

be fornd. With th: sequencs cf alphapets recovered, m2:stjes

can then be dscrypted easily. [See Chapter IX/

Severzl deviczes usineg the revoiving wheel prireiris

were conceivad independently uy differant psrsons &t various

8
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II. Civher Device M-04 s

periods. Four inventors ere on record, namely, Thomas
Jeiferson: Commandant Btienne Bazeries of the French Army;
Captain Parker Hitt, USA; &nd Major Generzl (then Ma jor)
Josepk 0. Haubcrgne, Usﬂ.l Thomas Jefferson's vork was unimown
to the other three men. Captain Hitt and General Mauborgne
may possibly have known of Commsndant Bazeries' work, though
it is believed they vwere not awvere of his 1nyeutinn; General
Hauborgne did Xxmow of Gapﬁain.ﬁitt's invention--cr at least

of the 2lphsbets he used.

B. Inverntlon by Thomss Jefferson

The £irst inventor, Thomes Jeffarson. ccnceived a device
which he celled the "Jheel Cypher" and which very closely
resembled the twentizth century Army Cipher Device, tyze il-Gh
The Gipher Device M-S4%, hovever, was lovented and mapu-
Ffactured without knowledge of the e;iatenaa of Jefferson's

cuneeptien.l

1. Wm. F. Friedman, who in 1922 wes Signsl Ccrps Cryotanalyst
arnd is nov Director of Communications Research, Army
Security Agency, states: "...whep, in 1922, my friend
Frofessor John Manly brought me & photostatic copy of the
forecoing, in Jefferscn's own handuriting, with a:il the
corrections Jefferson rede 25 he was deseribing his Zaven-
tion, I was much sitartied. For herc vas another beauiiful
example of the adsge in cryotography that 'there is nothing
new uncer the Sun'.? Friedmen, William F., "Edgar Allan .
Pos, Cryptogrepher,” Signal Corps Bulletin, 98, (Oct.-Dec.,
1957), reprinted in Articlss cn Cryptography and
Coyptinalysis, preparsd under the direction of the Chief
Signal Officer, 1542,

—STCRET—
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€y I1. Cipher Davice M-Q4 10

Tc shovy the amazing similaritiy, Jefferson's ow¥n description
is quoted below:2

.Turn a cylinder cof vhite wocd of about 2 in.diam.
and 6 or 8 in. long. Bore through it's center a hols
sufficient to receive en iron spindle or axis of 1/3
or 1/t in diam. Divide the periphery into 26 equal
parts (for the 26 letiers of the alphstet) and with &
aharp point dravw parallal linmes through sll pointe of
division from one spdi to the cther of the cyliander and
trece those lipes with inle to make them plein. . Thean
cut the eylinder crosswise into pieces of about 1/6
of an inch thick. They will resemble bseckgemmon men
with plame sides. HNuzber each onsz of them as thsyr are
cut cff, on on= side, that they mey be arrangesbie in
any order you please, On the periphsry of eszh 2nd
betveen the black lines put all the letters of tke
alphsbet, not in their established crder, but Jumblad
End without order so that no teo shzll be sglike, necw |
string thex in their nuzmerical order on an ircm axis,
one end of which bhas a8 head and the other a nut ar2

i screv, the use cf which ls to hold them firm in any

— §lvan positicr w¥hen you choose it. They ares nsw ready
for use, your corrsspohdsnt having e similiar cylinder
similarly arranged.

Suppose I have to cypher (these words) this phrase
'Your faver of the 22¢ is received.' 3
tura the 1st wheel till the letier y. presenstz 1tself

turn thes 2d and place 1t', o. by the sid=z of
the y. of the 1lst
turn the 3d =nd plsce it?, u. by the =ide of
was 0. cf the 23
turn the 4th and place 1t', ». oy the zise of
. the u. of tae 3d
turn the 5th and place 1it!, £.b7 the side of
the r. of the 4tn

turn the 6th and plece 1it', &. by the =ice of
: the f.of the 5th

o A photostatic copy of the description in Thomas Jellfer-
son's ovn handwriting iz given in Tab 1. Tha orizinzl
is in the Librzry of Congress, Jelffsrson Papers, Vol.

= 232, Item 41575. A reprint of the photostat is als=o
[ contaired in the articlie referred to 1o foolncts 1.
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Cipher Device M-94 11

and so on till I heve got all the words of the phrase
arrsnged in on= line. Fix them with the screw. Xou
will observe that the cylinder then presents 25. other
lines, not in any regular series, but jumbled and o
without corder or meaning. Copy any cne of them in

the letter to your correspondent. When he recelves

1t, he takes his cylinder and arranges the wheels

so as to present the same jumbled letters in the csame
order in (a) one line. He then fixes them with his
screv and examines the other 25. lines end finds cne
of them presenting him these words 'Your fevor of

the 224 is received.' which he writes down. As the -~
other will be jumbled and have no meaning he cannct
mistake the true one intended. So proceed with every
other portion of your letter....

C. Inovention by Etienne Bazerles

In 1891, Commarndant Etierne Bezeries, a noted French

cipher expert, indepsndently invented the same type of devlice.

His

ova descripticn of tﬁs_da?ice is qunted:h
The apparatus consists of the following parts:

1. A eylindrical body, termirnated 2t cne extremity
by a disk permsnently fixed tc the cylinder and bearing
en indicator in the shape of & forked finger; at the
other extremity by 2 milled disk, which screws onto
the cylinder. '

2. Twenty alphabets, each of twenty-flve letters
(Latin Seript) in the form of rings which encircle tne
cylinder, the sequence cf each alphabet being differsne
from that in all the other alphasbets. Each ocne bears
a number oo one side.

~ "A Multiplex Alphabet System," Seversl Machine Ciphers

and Methods for their Solution, Public&tion Ro. 20,
Rivercank Laboratories, lIgIE], Ps 5T

This description, found in pages 25C-261 of Bazeries book

Les Chiffres Secrets Deveiles, Paris, 1901, was tsken
Trom Eiverbant Laborstories Publicatlon No.20 (1918).
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Cinher Device li-94 12

3. A stop-pin, the head of which can be secreved
into the fixed disk, and the stem of which, partially
sunk into & groove running longitudinall’;” on ths
cylinder, fits into notches on the inper side of tae
zlphabet-rings, vhich notchss corresponc Iin dosition
with the latiers on the cuter sids. .

Ths EKey.--Thls 1s secured from the order in which the
glpghabet rings sre plecsd cn tha cylinder. This order
is deriveé frcm 2 vord vhich is repested until there
1s & total of twenty letters. To trensceribe this word
intc numbers, & figure 1 is vritien bensath:z the latier
wnich comes first in th= pormsl slphabet; if it is
repeeted the second tize it becooss number 2, a thlrd
time, number 3, etc. Thsn the istter which ccmes nsxt
in the nozmal alphabet iz numbsied in seguence, etc.,
until 211 the letiers have baezx numbared.

- 1 * = = & @& & i

Settinz the agperstus eccording to the key, what
iz, arranginz the varicus elphabst rinzs in aciordaics
with the succession of numbers given by tals numerical
key, the succsssive rinzs ars so edgjusted 1o relatlicl
to eech cfher as to snell out Iz the ling Icilceisd Ly
the ferked fingsr ths irst tventy lsttars of the rlein
text. The successiva rings srs {ixed cne siter txs
other duriagz the prozess of pushiag ths stcz-pin fooward
and thus through esc: Ting es it comses intc pesitlchm.
The cipher line is ame single line italcen from amcng
the other horizontal lirnes. This opersftion is rspeatad
for the next twenty letiers ané so on until the sntirs

- message has been enciphered. The process of dezinher-

rent 1s sizply the rsverss of ths precess cof emclghizis=snt.
The firast series of twenly clipher letters besinz brougatb
on the line oppesite the indicazter, the succssaive
horizontal lines are inspected end ths lize zenteining
the plein text will be found immedistely bscause 13

will be the cnly one which presenis &n assscblage of
letters forming intellizible weords.

= & = o< - *+ -2 =

The eylindrical cryptograph inaugurates a ney
method in eryptogrsphy. The principle is the follovwing:
the sfmltenesous emplojrment of a mulilplicity of sipha-
tetc for the encipherment of one snd the s=m3 dispetich.
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1T, Cipher Device M-94 13

T

The &pparatus does not need to be kept in conceslment,
since it does not betray the =ecret, on condition cf
course that it be taken apart. The operation of it
is simple and repid and the indeciphersbility absolute.
There 1s nothing kept secret except the key-word."
It "may be assumed----with a high degree of probability that
Bazeries had no knovledge of Jefferson's crlinﬂar.'5ﬂnwaver,
the French inventor edded to Jefferson's method the later-
edcpted Army procedure for arranging the disks according to

& numerical sequence derived from a key word.

D. Invention Ez Parker Hitt

The next lnventor wes Captein Parker Hitt, now Colonel,
United Stat&slhrmr, retired, then Captain of the 139th
= Infantry. In 1913, Captein Fitt was sn instructor at the

Army Signal School, FPt. lesvenworth, Xansss. Although the
course in cryptogrephy vas very elementary, "toe necessity
for enciphering redio messages was stressed. . The only

equipment for this purpose wes the old Signel Corps Cipher
Disk."® During the field exerclses of the spring of 1613,
scme of the students solved enciphered "enemy" radio mes-

sages almost as soon as they werse intercepted. This ezsy

solution by the students caused Captain Hitt to ponder the

5. Ibid., p. 183.

6. Ltr from Parker Hitt, to Wm. F. Friedman; 9 Aug 47;
AS-80A File: "Cipher Device M-O4."
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possibility of a "safer, simpler system for field use.“s Dupr-
ing.uh& summer of 19135 he ﬁnnceived a device which he himself
described es rnllnws:6 {Tné description should be read in

connection with the sketch he r.‘lreu‘ to supplement his explana-

B A T . T = k| e —
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tian. Tab 2)
During the summer of 1913 I figured out omse 1ike this...

a, Ten cipher disks, esch vith a regular alphabet
and &n-individusl mixed siphabet, the alphabets appearing
' on the rim;’ -The déisks had a central hole and wEre
- numbered so that they could be placed on a-central
spindle in-any agreed order. - sy = iiE miw
-~ +p. The central spindle had a reading strip,fixed,
through the windows of which the plain text alphabets
of the ten disks could be read. A movable reading
strip pivoted at each end of the spindle had windows
to resd the mixed alphabets only. The position of the
movable strip was variable and ves shewn by &n indicator
on one end of the spindle. - .

“e. To use, each of the ten cipher disks vas to be
set according to & key, (A to 8, A to I, A to G, ete. )
and then they were placed on the spindle in an egreed
crder and the movable resding strip was set at en agreed
1ine pumber. - The plain text belng set in the windows of
the mixed strip, the cipher to be sent was read in the
windows of the movable strip. For receiving, the procesas
was reversed. - 4 : \ : > h

To make his ides a reality, Captein Eitt had some cylinders
of applewood turned and then hed a hole bored through the
centers. Next he cut the eylinders into disks and glued typed
paper strips on their peripherles. It can readily be seen

%
that although the sbove described device, with its ten plain

glphesbets, ten clpher alphaﬁeq;, and two reading strips with

......
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windovs, pesembled Cipher Device H-94, 1% was far from an
e-mel replicc. The Iest step of esccomplishment, bovever,

scupred secidenislly, Perker Kitt described the fipal

Ly
=

a = = o & Lra
evolution of his idea for the cylimiricel device as foliows:!

Cae day drring the summer of 191% I vent inbc the
1ab shop to worlt...&nd piclksd up a rsd on which I bed
stvang ton mixed 2lpbaset dlsks for sclz keeping the day
before. By pure ezcideat, one line of the first tvo
dislks spalied TH and the ldss cexe tc me to éiscaxc the
plain tent disks eod the reading strips ond %o sel
plaln text or zoy lines of the mixed elnhaDet dlzlzs
and tc send any oshsr lins as the clpher messsge. Thils
would i=mvolve cnly £ &grsement between correspondents
&3 to the order in which the mixed alphs=bet disks were
plzced on the spincle....

Ee pever constructed a workines medel of his final ccomespiicn
of thz dlsk device tus, &ccording to Hitt's ovn werds, "the
1da2 of the flat form using deuble length paver stips wes

e perfectly naturel evclutien..,.“a S4ince he preferred the
flat form (Tabs 3,%) ke atanconsd his idee of the disk

devige is furiker

u

G=vice. The evolution of hls fict =v:zl

described or pa2ge 28.

E. ZIrmvecticz by ¥ajor J. 0. Hzubcrone

e —

Phe inventor whose disl cizh+r device wos adopted by
the Wer Depertment wes lajor Gezsral (then Hajor) 4. O.
Hauborgne, Chief, Engincering end Rescarch Division, Office 2

7. Ibdd.
8. Iuid.

6

[ 5% ]

Lo 1 S v




ﬁgﬁsz

dmpEnEHphBMEEFKNUAROAZEMREMNEPRHOP
Ao M aARbAOMEMEEHOR
drHNBHEEIERAabMrOMOAEHAEZMOP
mEHORIEEEUn MahEHsonoAkMHEHEMED
.AEI.U..WHHRETIZJKQ?BGDFGLE?HI
QB END MO MEKORHOARUARHOR
s bd Mo MaEnerksEAaRODno-HoP
AuHEZMaELdOEHabNRAEREkoOOAOP
AEHOSMAE M O MR MEHEENGOOARD
dmHoDAEMEMPHMOSMOHERMOEBMNOARMD
AEZJEL?EREEEHPHILGDFGBEIEU
EEZJKQTKRETHHFHYLHDFGEGIQU
AdEHRMOEKMNNHMEREHIEMOROAOR

dpHOPOFKERMEBENRAEMAEMNADARKD
diRnhoLAMRERNEREMEMAMHOD
diahiLoPARUNORENEHEERMEMAEHOD
adEHMREeEHMEONoAnHEEREREMAZMOP
capHoRAG s HNOnNoARBEREREAOMAZSRED
WEHO DO bSO A RO RS R S R
dEEARMORROMEMEHACEMNRKHHAMODP
! dREAHNEARONOMENHAERMaRMIHOD
ﬁEIBEEHRFGBGDHELEPKEJEQVUU

-THE BEITT ALFEABETS

duHoMHdEENonNOARMAEMAENRKMOEMKD .

adrHoOPBCENENOAROAESMEMSKOEMEN

AMHOMOEKNREIEEOMAEMEON0OAKMD
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4 Qivher Device H-Oh 16

-
-1

of the Chisef Signel 0fficer, aftervards Chisf Sigmsl Cilicer.
Scmetlzao betwe&n;Septaﬁber 1916 end Aupust 1917 while Il jor
Meuberpne was Assistent Commandant of tkhe Sigral Schesl et
Fort Leavenwortih, Ecnses, he examined the Hitt Elphahﬂtsg
{Sec Fig. 2 opwosite pege 15) and deecidsé thet, beceusc the

l=t

[

ors Were not thoroughly scrembled, the mssstzes produced
serz too easily dseciphered. This decislon instigated his
¢etzrmirstion to meke & Z25-4isk devizec--"eech éizk to haue
cn 1t 26 letters af the alphabet, non-repetitive oz &3y disk

end &s far &5 possible so &rranged that the fevest pumcer

cf pepetltions of peirs cof lstisrs....wculd cccr=. "0 the

e el:2zbets which Mejor Mauborzne producsd (Sse Fiz. 3 anm
cnzosite pege) vere thc cnes ada;tsé.*l Leogsordizg to Eis

cwn deseription he comzosed them a5 follcws:lC

c. The cizher systam inventsd by Parlter Hitt, Irnsludins the
Eitt alphabets, vas reforred to by Riverberpi isboreienriss

as ths Star Cipker. "4 [ultiplox Alphebet Sys
Publicztion Fo. 20, Riverbenk labsrstorizs (1¢

1C. Lir to ¥m. F. Prisdmen from J. O. Meuborgne; 16 dug
A3-30A File: Cipker Device M-94.

4
¥ -

)

11. Cipher Davics M-S4 bezrs the br2nd of tke Lriy, the
disk (ths orc designeted as K-17, on which - follous
A) heving its letters sr-ranged co as to spell ARCY (F 05
U. S. Another disl, the ¥ disk {the cne ceszizn=tsd 23
¥-28L, cn which Y foliows A}, has 1ts letters arrang:zd
so as to spell out the word FRIDAY. 5See Figuse 3.

...... 028
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5 el Cipher Device K-94 17

. « « I made a teble of pairs from which I scratchsd
out peirs alrezdy used &s I proceeded until I had used
them 211 up. Due consideration bad to be given to the
fact that the 25th letter for a particular disc had to
tie on as 2 pair with the "A" or initial letter of each
disec. Naturally there would be no pairs of similaer 1st-

ters, AA, BB or others.

My table looked like this sample:

AR BA CA DA EA PFA GA BHA IA JA EA I4 ete.
AC BC CB IB EB FE GB EHB IB JB EB 1B etc.
AD BD CD DC EBC PC GC EBEC IC JC KEC IL etc.
AE BEE CE IR ED FD GD HD ID JD ED LD etc.
AF BP CF DF EF FE (G HE IE JE E LE etc.
AG BG CG DG IG FG CGF HF IF JF EF IF etc,
= * * * * +* - * E 3 * * k-3 ete.
* * = : 4 * & * * & * k2 - ete,
AZ BZ (CZ DZ B2 FPZ Q2 HEZ IZ J2 EKZ 1IZ ete.

¥hen I had finished the laboricus taslk cf msking the peirs
a1l fit with the least resetitions, I found that I had 1o
use the three pairs DE YA and UB twice instead of only
once, o my first asa:%nment of a rame to the cipher wes
the neme of the pairs 'DEYATB" . . .
#e jor Maubocrgne had two copies of his cipher device constructed
in eerly 1917 by H. S. E. Dusenbury in the shop of the Arny
Sign=l School at Fort Leavenvorth, Eanses. These two devices
were 1dentical except that one was made of red fiber and the
cther of berd rubber. In early 1518, by vhich time e jor
Mauborgne was in charge of the Enginsering and Resserch Divi-
sisn, Office of the Chlef Sign2l Officer, he had & seriss of
messages enciphered with his own alphebets. The begirnings
of these 25 messages were sent, on 2% April 1918, to beth
the Riverbanl laboratories, Geneva, Illinois &nd to the Cipher

Burcau (MI-8) for cryptanslysis. They vere pever solved.
030
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Beczuse of the high reslistence o solution shown in this test,la

lia jor Hauborgne's device and his speciel alphabets: (opposite

p. 16) beceme the Army Cipher Device, type 1-94 (Tebs 7, 8).
Some 20 years later, in 1041 after General Maubcrgne had retir-
ed, when the clesr text of the messages used for the test came
to light, the reason for the failure became apparent. This
cleer text was English but the words emplcyed were so seldom
used and so little known &5 to be unreccgnizable. Photostatlic
copies of both the-plain end cipher text of the beginnings of
the 25 messages sent to Riverbank and to HI-8, are shown in Tab
5.

F. Approval as Standerd; Procurement

Three years elapsed arter the test messages Were ssnt te
MI-6 and to Riverbank Laboratories and before the disk Cevice
was approved by the Signal Corps Tschnical Ccmnmittee. At
meeting No. 813 of the Signel Corps Technical Committes,

12, This test consisted ol the beginnings of 25 mességes, gach
25 letters long. After quite & bit of werk had been dons
and no results had been obteired, & reguest was pace by
Rivertank Laboratories for & word of clear text vhich ac-
tuelly occurrsd in one of the messages. The worcs ARE TO0U
were given, end these were trisd in every possibie pcsi-
tion. When the results were ezemined, no ftrther clear
text, nor eny likely combipations of letters which seemed
plsusible as perts of vords, were noted.

1%, All infeormaticn on Signal Corps Technlcal Cormittee reet-
ings was obtained from the f1les of minutes of SCIC meet-
ings, Engineering and Tecknical Service, 0C31g0, The
Pentagon.

031
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v o Cipher Device M-G4 19

22 March 1921, & list of all signal equipment sppearing

in various War Depsrtment circulars of basic allowance wsas
approved as standard; the list included Cipher Device M-9%
(Tabs 7, 8). This seame 1iat.wa: epproved by the Secretary

of Wer on 16 April 1921-lF

At meeting No. 121i held cn
15 June 1921, Sﬁeciricatian No. ?2—2615 (Tab 6) for Cipher
Device M-94 was approved by members of the Technical
Committee end concurred in by repressentatives of the
using services present. |

The initial order for Cipher Device M-94 in quantity
was placed with the Doehler Die Casting Cocmpany, Court, i

Rinth, and Huntington 3trests, Brooklyn, Hewv York,

REEETE
e

12, The 1list of signal equipment here mentioned was compilec
in Bccordance with a directive of the Secretary of
War., Definite channels for standardization wers evi-
dently not clearly defined in 1920. However, a decisive
beginning was made as evidenced by the following: Tae
Secretary of War directive (to AG, from Ass't Chief of
Staff, 17 May 1920) stated, "There is some confusion
in the minds of the using service as to exact standard
or approved models, and it is desired to establish
standards in sll articles prescribed in basic tables
for issue tc the Army." A directive to effact this
action was sent by the AG not only to the 0CSig0 but
also to other services. 0C3ig0 prepared thes list of
Signal Equipment (which ineluded Cipher Device M-94)
2s directed and sent it to The Adjutant General for
approvel of ‘the Secretary of War. The Secretary of
War directed 0C3ig0 to first cobtain the approval of
the Signel Corps Technical Committee. This approval
wvas obtained et SCTC meeting Ko. 8. Natiocmal Archives
File 311.5.

15. For Specification 72-25-A, see footnote 17 p.

1B ]
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IX. . Cipher Device M-C4 20

in 1921.15 This company was selected from several which
submitted blds and samples for the menufacture of the
slumipum device. Actusl design of the device vas con-
tributed b; Major L.M. Evens, Electrical Enginearing Lab-
oretory, Research and Develcopment Division, end representatives
of the Doehler Compary.

on 21 Merch 1528 an additionsl ordar Ior Cipzer Devics

H-gﬂl? was placsd with the Reevs Elzatricsl Comp

3

érumklgn, New York. The specific increase in distribution
responsible for this order 1s unimown. The Resve Elac-
tricsl Compeny supplizsc 345 cipher devices under Order

o. W-457-20-726, 100 cf which wers furnished for Joasd
Guard uss with specisl diaés 1n'&acc:ﬁance with COriar Ho.
2151-Ny-29. The contractor also suppilisd 538 of the

ecipher devices under Ordsp W-227-sc-22, all of wiich werse

16. The mesger informaticn on procursmsni givea hsre wes
gleansd from ipneiden=al refsrecce to Ciphsr Device E-Gh
in files of letters ccncerninz rejscisd 2x=iéeur cip=ar
systeas filed 1in tns Tetionel Archives. A small EmCunG
of edditionsl ipfcrzetion on procurszent was Tounc In
file 461 (#M-24) Cipher Device Ho. 1, 1921 thru (Ghs.1945),
¥D Records Br., 216 ¥. Lee 5., Als=endriz, Va.

17. Specification used for this ccntract was Spec. o.T72-26-4,°
spproved at SCTC meeting FHo. 65 held 1 Mar 2€. From
files of SCTC Meeting Kinutes, Enzineering and Pgchnical
Services, 0C3ig0, The Fentagoz. :

oo 033
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foryarded to Signal Depot, New Cumberland, Pannsylvania.ls

Just hov many of the Cipher Device M-84 wvers manufac-
tured by the two companies is unkmown. Hovever, on 5 Hay
ig2l, a 1atter1g signed by Major J. 0. M=uborgne, Research
aud-Develﬁpmﬁnt Division, 0CSig0, stated that 5,000 vere
desired. Although 5,000 was the number desirsd, 2 mezorandum="
sent two months later, on 19 July 1921, requested thst only
2,000 be secured.  The discrepancy in thess {igures was
due to an unexpected rise in price czused by & necessity
for placing the contract with the Doehler Company imstead

of with the loweszt biﬁdar.il

18. Ltr from Kew York General Depct, s3ud Prinsr, Senicr
Inspector, S.8. & L., to Capt. G. L. Thompsen, 3C Apr 3C,
Pile 461 (M-OL) Cipher Device No. 1, 1921 thru (0Obs.134%),
WD Records Br., 219 X. Lee 8t., Alszandria, Vs.

19. Litr from Maj. J. 0. Mauborgme, Electrical and Signal
Engineering Sec., Resserch and Devslopment Div., 0Csig0,
to Col. Hanson B. Black, Purchese Sec., Supply Div.,
0CSig0, S5 May 21. Fils: same &3 above.

20. Ltr from Msj. Alfred E. Larabee, Research and Development
Div., 0CS1ig0, to Supply Div., 0CSig0, 19 Jul 21. File:
same 25 abgve. -

21. The lowest bidder was the Veeder Manufecturing Cc. in
Hartford, Conn., which failed to agree on the "eight
hour eclauze” of the contreci, thus preventing plecsmeat
of the contract with that company. Ltr from Maj. J.0.
Meuborgne, Electrical apd Signal Engireering Sec., Re-
search apd Develooment Div., CC8ig0, to Col. Hanson B.
Black, Purchsse Sec., Supply Div., 0CSig0, 5 Hey 21.
File: same as above.
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: 7 B Cipher Device M-G4 22

The figures quoted above (consisting of the 2,000
ordered from the Doehler Company in 1921 and ths 1,09&
ordered from the Reeve Company inalgﬂﬂ) give s totel pro-
curement of 3,094 devices. Eventually these procurement
figures were lncreased until almost lﬂ,DﬂGEE Cipher Device
M-O4's were procured. HNo record has been discoversd which
tells how and vhen these additionsl devices were procureﬁ.

G. Use

Cipher Device M-54 was used extensively between World
War I end World War II. In Pebruary 1322 en instructional
vazphlet entitled "Instructions for Using Cipher Device

i M-QL" wes published by tne 0fTfice of the Chisf Signel
Officer. It stated that "the cylinirical cipher dsvice
?ili be issued to all message centsrs. 1Its primary use,
nowever, iz by message centers within the Infentry Teciment
and . supporting troops.” In 1927 there was sn almost

similtencous issusnce of Cipher Device M-gL (¥avy title:

22. Mr. Friedmsn verified the procurement figures giver in
the guotatlon below: "The s&bove was completed ir
Sept 41 for ¢432 and we have no record of eny more
"of these dsvices as being on order.” Routing and
Work Sheet, Sub: Cipher Device ¥-94, Action 1, to
Lt. M. M. Kilgo, Statistical Sec., Frocurement Div.,
14 Feb 42, PFile: s=ame as above.
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CSP 488) by the War and Favy Department for joint communi-
cations. It was widely distributed; the simultenecus ef -
‘fective date for its jolnt use being 1 September 1927. Key-
vords cculd be arranged by agresment betwsen interested pertles.
Fovever, & universal emergency keyword, which was changed
only 1nr:equently, could be used in the abssnce of any
previous egreemsnt. In December 1925 and Jenuery 1930, mill-
baryeﬁ and na?alEh ettaches wers added to the holder lict
for Cipher Device M-94 and for the uvnivers&l emsrgsncy
keyvord. Approximately nipns years lsisr; In September 1939,
units of the Coss:t Guard vere added to the Army and kevy

Commends holding the unlversal emsrgency lreywcrs for Clircher

- Device M-64.25
Plans for discontinuinz use of Cipher Device ¥-g& pegzn
with the service tests ccnducted cz Comverter M-209. These
aervice tests resulted 1n a recommezdation "by SIS im Febru-
ary 1941 to the Sigmel Corps Technical Committes thet coa-
2%, Circular ltr Fo. 440 from Me]. ¥W. H. Simpzon, Ezecutive
0fficer, G-2, to All Militapry Attachss, Suo: Signsl Corps
Cipher Device T. M-34, 3 Dec 29; AS-80A File: Ciziso
Device M-04.
o%  Ltr from Chief of Favel operations to All Favel Attaches,
sub: Sscret Communicatlon Between Faval and Hilitery
ttaches, 1k Jan 30; File: same as ebove. i
25. €SP 493, "Imstruction for Using Cylindrical Cipher Device,"
Caenge Fo. 13, 1 Sept 39; File: same &s abocve,
g
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II. Cipher Device M-94 ' 24

" sidepation be given to the adoption of the H-209 as stand-

aré equipment for issue as replacement for Cilpher Device
}-S4% on the basis of issue recommended by the boards of the
several branches."20 |

In the spring of 1942 Sccurity Section persomnnel, Sip-
nal Security Agency, learned that Cipher Device M-94 was
being used by the Perrying Command for messzges carrying the
date and time of érfivals ard departures of troop ships.
Representotive traffic was obtained end read cryptenalytically
vithout ﬁifficultg.ET This success in reading the messages
"sas reported to the Air Force on 28 iorca 1942, calling

- gttention to the easc with which keys could be reccasiructsd

vhen messsges vWere carclessly handled, thus permitting the
»eading of all messages intercepted in the same key." On

L April 1942 & memorancum from Signal Security Divislon rec-
cumended:

.. that the use of Cipher Device H-94% by both freight
end troop transports be discontizued 2% cnce due to ]
lack of eryptographic sscurity of the systenm involved.
It has been found possible to rscover toe key of the
éevice using & very few messages. It ia felt that
using this insecure system is vorse than using no sysiea
at 2ll as it gives the correspondents & false sense ci

26. THistorical Survey of Strip Cipher Systems,” Strivs, I,
p. 2; filed in Iiteral Systems Subsection, Anslysis Sec-
tion, AS-83.

27. 1Ibid., "It was previously knowvn that the assembly of
éis:s could be determined by means of synoptic tzblcs,
given a single message in which a vord wes lmown.”

L)
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'Eeﬁurity. »

In the latter part of 1942 Converter H-209 was issued
to scveral units to replace the H-94 end thereafter %o other
units as fast az M-209's beccme asvailablc. The issue of
Civher Decvice M-89% to troop units or To Posts, Camps, and
Stations was discontinued 16 April 1943. The M-9% was used
by some units of the Air Force after 1t hed becn superssded
by Converter M-209, and by Ground Forces in Horth Africe
through 1543. There werc not enough Converter EH-209's &t
that time to supply ell units. On 13 July 194> Sigmel Secu-
rit& Division sent the follo¥ing letter to the Comm=ncing
General, Army Lir Forcs, Technizel Services Divisicm, Wash-
ington, D. C.: -

"It is reguested thet the use of Cipher Device -4
be discontinued by Air Force Units. The device is no
longer considered to efforc any sryptogrephic sscuritly.
Tt is considered a hindrance rether then &n &id to com-
runicatlions since it tends to give the griginator of
the message a falsc sense of security.=®
On 3 lMay 1943, at Heeting Ho. 251,29 the Signal Corss

Technical Commitiee cpproved the recozmendation of the Sub-
sormlttec on Reclassification to reclassify Cisher Device

11-04 from Standard to Limited Stendard. During the discus-

28. Ioid. p &.
29, All informetion on SCIC mcetings containcd in this para-
greph was obtained from the files of minutes of SCTC

mectinga, E&T Services, 005ig0, The Pentagon.
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-lon et the meeting Colonel E.J. Ha2gee, Chairman, explaincd

that 2 gradual replacement of Cipher Devicce -0t by Cenverter
i1-200 was enticipsted snd that Cipher Device M-2% would be

1-20%'s

withdoewn from service &5 scon es encugh Converter I
wape available. On 9 August 1843, &t Heeilng Ho. 275, Cithes
Tevice M-Ch was declared cbsolete’C by the Signal Corps Tech-

nical Committese. There were con band a2t thet time sufficisns

-y

Converter 1i-20C's to complete the rsplecenent.

E. Cozneclusions

]

Tt is very "easy for us to conderm old devizes in th
11=nt of later lmcvledge, end the H-O& locks childishly

cimole to us now, bud iet ncbody underestimais The geco

surpose that 1t &id sexve et & pericd vhen scmething feiuel

iz jor Mauborgne's faith in the security of the cevice was

- 1.

»c Goubt higher than werronted. Hevertheless 1T tne test

5. Ths recommendatiom for ihis actlon came to ths &SIC
from Signal Securilty Branch through Eguipment Ccorciza-

tion Branch e&npd finallt through the 3CTC Subcommities oo
Reclassificetion. .

%1. The idems arxd guotations in this raroegrarh ars fzem
informal notes cn the aistery of Cliphsy Devics k-I=
vritten by Wum. F. Friedman on 11 Ssp 47. . Frliedinan
hecame Siensl Corps Crpptapelyst cn 1 Jan 21 and is
now (1847) Cirestor of Communications Research,ARA.
The Playfair wes &t one time the officicl cipher of
the Britisa Arcy. Tae "infovemnl notes’ referred to

Ciznspy Device Ii-CH,

are fllecd in AS-GCA, File:

039




1T. Cipher Device M-O4 27

messages seat to Riverbank Laboratories and MI-8 had been
solved and his deuiée re jected, it probably would have been
"necessery to struggle along for ancther dozen cr more years
with nothing better than the old Army Disk’® and the Playfair
Cipher." [ajor Meuborgne's "known practicel experience in .
cryptanalysis and his official position &t the time in the
Office of the Chief Signal Officer lent weight to his state-
ments as to the security of, need for, and desirability of
such a device."? Since the relatively small funds rsquired
to rroduce the devices vwere availabie, it wvas loglcal fcor

the Signal Corps Technicel Commitiee to give 1ts approval.
Its adoption fecilitated cryptographilc cperations anc
started the trend towards the use of ciphers instead of
codes.

32. The only Cipher Device !mown to American Expedition=ry
Force 1n 1917.

3%, Inforzal notes on the history of Cipher Device H-S% by
Fr. Wm. F. Friedman, 11 Sep &T.

C«+0
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"CHAPTER IITI. PARK¥ER HITT!'S FLAT STRIP CIFEER DEVICE

The first strip cipher device, employling fixed or inverl-
able seguences, vas concelved end constructed in 1915 by
Perker Hitt, then 2 Czptain in the Infantry, later & Colcnel
in the Signal Corps. This fl=t device vas an outgrovth of

the idea for & cylindrical device®

which he conceived in 1913
(p.13-15). This device wes never used for military communica-
tion, but it is of historical significance in the raet thct

it wes the first {12t cdeviesz cemploying the ceryztegrenhic
principle crigirelly inventcd by Thomos vefferscn. He T
strip device wes edorted for Army commmli~ugicz umiil 1532

wien Cipher Device 1-133 was aporoved

bad been vsed fer cryptanslytic purpes

1)
]
iy
[&]
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té that.

Captein Hitt built the flat model at the School of
Musketry, Fort Sill, Oklahom= (Teb 3, &). Ee ané Mrs, Hitt
ugad it for many years for their personel gonficentis]l gor-

rescom ence.© The model toci: the form of 2 set of jumtoncsad

1. In the fall of 16435, vhile checlking over clé chests
paratory to moving, Col. Hit{ found his criginel uc
the flat strip éevice axnd, on § Sep 43, tocx pleturs
1t for the record. Infermetion frem Lir from rForler
To: lir. Friedmen, 2 Aug 7. A3-8CA, Cirher Deovice d-llo-A.

2. Ibid.
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JII. Parker Hitt's Flat Strip Ciphcr Device 29

sliding strips of vood? becaring the Hitt alphabet (Figuere 2,
p.15) on strips of paper.

Captain Hitt's device was once subni;tﬂd to the Yaxr
Depertment and rejected. In 1917 and 1918 when Mrs. Eltt
was in charge of code &nd cipher work of the Southcrn Depart-
pent, Militery Intellligence Divisiorn, Sar Antonlc, Tezes, the
courier mails to Mexico City vere rcbbed on severel occeslons,
pecessitating thet nev enciphering sheets be furniched %o all
border stetions. During the winter of 1917-138 irs. Eitt made
a trip to Washington, taking alopg kzer husbend's flal sirip
cipher device. ©She showsd the medel o Captzin Herbert O.

— Yerdley, whe wes then in charge of the Ccde and Cipher Scection

of Militapry Intelligence Division, &nd asksd hls permizsion
to use it between San Antonio a2nd Mexico City wheres the
wobberies hed made code bock communicztion urmsale. Terdlsy
refused this permissicn, giving the rcason thet 2 nsw caotie
book with en "unbrezalkable" enciphering sycism was abcut to
be distributed; he &lso statsd that therc wes Do ged fom

En emsrgency sysiem.

%, Friedman, William F., "Edgar Allan Poe, Corptographer,”
Sienal Corps Bulletin, §3, (Cct-Dec, 1957), reprinted
in A-ticles on Crypsorrapny and Cryptenelysis, prcparsd .
unﬁeg the dircction of the Chicf Sigasl 0fficcr, 185%;
D. 121,
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CUAPTER IV. DEVELOPMENT MODELS M-136 AED M-~137

A. General

Iate in 19353 plans were devised for an lxmproved Army
cipher device using the basic principle of Cipher Device
H-S4, The improvement dezired was & means of substitubing
at vill a completely nev set of random alphabets. Attempts
to provide thils edded security feature resulted in three
nev typss of devices, nemely, Cipner Device H-135, H-13T,
end H-138. The first two devices, which are discussed in
this chapter, ere of historical importence only. The thixd,
Cigher Device H-138, has & development of its ovn vaich is
discussed in.ﬁHﬂPTEB V. |

B. Cioher Device H-135

Cipher Device M-136 is & cylindrical device composed
of aluminum alphebet dislts mounted on a bakslite shaft and
supported by & metal base (Tab §). Peper alrhebet sizips
are fastened on fhs peripheries of the disls by mesrs ci
wire springs (Tab 11). Cipher Device KM-130 wes never used
and po instruectlcons for 1t were ever written. IZowever, 1t
may be assumed that enciphering & message would be performed
1n7 2 menner similar to encivhering by meana eof Cipher Levice
M-24,

30
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IV Development Hodels H-136 and ¥M-137 31

Mp, Williem F, Friedman furnished the design and drawing
from which the disk-type experimental model, Cipher Device
1-136, ves made. At the request of War Plans and Training
Divisicn, the nomenclaturs Cipher Device type M-136 wes assign-
ed to this experimental device by Supply Divisicn, 0fficc of
the Chief Signel Officer, om 15 Jure 1933. The Hetlonel Zlce-
tric Surply Gam;ény, 15330 MNev York fAvernue, N. W., Washington,

D, C. submitted & bid of 58%.00 for the comstructicn ef orne
v

i
13

such devisel from the drewinss furnished by . Friodzen. When

1+t wes delivcred for inspectlon, iir. Friedoen considered the

device vnsatisfactory becouse of the impraciicazlilisy cf
e mounting the1stri;5 prorerly end because the 4ewiac it261f

wuas huikr and heré to unse. .
An sttempt to 2lign plain text om the devize roved
was extremely difficult to run the removadle rod (Pabs 9, 10)
through the small holes in the disks without kmooling ine
letters cut of elignment. It was elsc impessibls to tes the
gensratrices underneath the Gisks Dsc2use they were hidlen by

the metal base.

C. Cilpher Device iH-13T7

Cipher Device H-13T7 is mechenieally the nost compliiosted

of the strip devices. It consiste of & beard surgortec at

e, x, Purchase Ordzz Nc. SC-102335, 7 5T35C; Precuresmont
Authoritsy Re., SC 3L13-P-13-1381-A-541-2.

(T
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7 Development Mcdels M-1356 encd M-1357 o

g 459 apzic by an aluminum frame. Paper alphabct sirlps meove
up and dovn the surface of the board by means ¢f pulley vhecls,
& lever, ard ccmplicated coil springs which hold thne strips
together undernesth the board (Tabs 12, 13).

The short-lived Cipher ﬁuvice H-13T7, conceived in its
special form by Lisutenant Smellow, Code and Signel Section,
Navy Department, was developsd exclusively within the Favy
and ves used by them for zbout three years.® I=te in 1933
25 of these devices vere presented by ths Navy to Wer Plans
and Traiaing Divisicn, Office cf the Chie? Sigmel Cificer.
Tt.was considered for Army uvse very brisfliy and then cnly
for jeint communicaticns in the eveni thet the [avy Lzrs
it in service ét shore staticns.3 The Arny noasnclisture
(11-137) recuestsd by Wer Plens and Training Divisicn, w&s
sessigned by the Nomenclature Section, Cffice of the Chief

N

Signal 0fficer, cn 17 August 1937." [Dine days later, on

26 Avgust 1953, the nomenclature assigmment for Cipher Devies

2. Informetion in this paragreph &nd the next, urless
othervlise desigmated, was received by telephone from
Mr, Friedman on 2C Jen 47.

3. Hemo. for Mej. 5. B. Akin from Wm. F. Friedmn, 26 Jan
34, AS-8CA File: Cipher Device M-137.

4. Inforreticn on nomencleturs assignment for Cipher Device
-137 was provided by Nomenclature Sectlon, CCSigl, The .
Pentagon.
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Develonznent Models M-156 ené H-137

<!

K-1%2 wes made; the ncmenclature reguest designited the n&w
device as "a ncdificati&n of Cipher Davice IHM-137. n3
Witk the exception of about twe devices, the Havy gilt
of 25 Ciphsr Device li-137T's wyere retprned. Ther proved wisst-
. isfactory in nevel service bscause cf the mechanical irper-
fection of ths coil syring arrangesezi. The ccil springs wers
designed to pérform the dral funciion of helding tie ends of
the slphebet strips together end of raturning tas alpzabes
stripas to their originsl pesition. Tze srrings becanme sn-
tangled in the ber ettachmsnt vhon thes lever wes coswaled,

Alsc, the deviecs wes Cully, unwieldy, h2rc to maapulasy, sub-

. ape fate AT =

..... ject to expsnsion and ccxitrmificn Witk ths Weaehir,; =

pazer strips ware diffieull To profuss asnt ©o athech TooIsrLiT,

5. HMemo. to Surply Division from K2j. S, B. Akin, 25 fu I3.
1st Ind., To: WPET Div., From: Euppl;ﬁr Div.. CCS'*"‘ 26 -
Aug 35.. AS-BCi File: <{ipher Dsvice -1365.




CEAPTER V. CIPHER DEVICE H-138

A. Cenersl
Cipher Device M-138 was the first flat sirip device
standardized and adopted for use.l Before standardization
and procurement were effected, however, five experimental
models were considered. The first four models were part
of ﬁ defipite autharizeﬁ Army plan to perfect a model for
procduction. The ﬁwn devices, M-133-T1 and H-178-T2, vere
constructed under the direction of the Chief Signmel 0fficex,
and the third, H-138-T3, was obtzinad from the Hevy. These
tﬁree models wers tested sirmltanscusly by the Sigral Cosoe
e Board for their recomrmendations on adaption.1 The beoard's
cénalusions resulted in thé construction of 2 fourth model,
Cipher Device M-138-T4, which was &n improved version of
the T2 model. With the intention to procure the T% model,
Cipher Device H-138 wes officislly odopted as ctandaré in
August 1934, However, before procurement vas effected, tas
Ravy, using the T4 model as & guide, built a £17%h mod=l
vhich was believed to havs & more satisfactory chemnel consiruct-
ion. This fifth model was procured es Cipher Device K-135
(Teb 22, 23). .

1. For patent issue, see p.56.

34
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B. Civher Device l-138-T1

The first experimental model of Cipher Device [-138,
cventually referred to as Cipher Dsvice H-lﬁBJTl,E consisted
of & heavy aluminum bcard with 25 channels milled intc its
surface and enclgs;ﬂ in a hinged wooden bcx with a leather
handle (Tabs 1%, 15, 16j. The formal rsquest for the new
device was initiated by War Plans and Training Division on
1 September 1933.3 and the construction vas dore by Signal
Section of the Nsw York Gencral Depot in Brooklyn. Plans
for construction of meodel 1 were formulated by the Signal
Intellizence Section, War Plans and Training Division;
howevor, details of mBnufaciure vere adjusied in sccordance
vith izprovements whichk thé actusl building of tine mocel
seened to r=lre more fsasible. The finished precuct was

shipped cn 4 November 1932 by the Brocklyn Dspet to the office

2. "For purposes of ldentificaticn, it is recuested that
Register No. 1, Cipher Device, Type M-13E, lodel 3, S5.C.,
U.S. Army . . . be in future referred to &s "Ciphe> Device,
type M-138-T3 . . . It is regucsted that liodel Fo. 1 of
Cirher Device, tyge M-153 be in future known 2s "Cipher
Device, type K-138-T1" and the Hodel 2 be Imovn ac the
"cipher Device M-138-T2" . . . It is reguested the Cipher
Device, type M-138, vhich you are bullding based on
the military characteristics as set up by the oigaal
Corps Boerd, be known as "Cipher Device, type 1i-158-74."
Ltr from Hej. Hugh Hitchell tc 0IC, Signsl Corps Lobora-
Tories, Ft. lonmouth, W. J., ¥ oy 54; A5-OUa File:

ipher Device }1-138.

il
-

licmoe from li2j. 8.B. Alzin to Supply Divisicn, 1 Sep 33.
AS-80A File: Cipher Device MM-133.
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Ei v. Cipher Device l-138 ) 36

of the Chief Signal Officer® epprozimately two months after
the original request for the model was placed. The totel
cost of building the sample was $£67.13.

C. Cipher Device M-133-T2

Abcut thfee weelks after the first model of Cipher Device
1-138 was received from the Brooklyn Depot, War Plans and
Training Division placed an order for the conatruction of 2
second experimentel model developed within the Division.

This orderd with the Americen Instrument Ccmpany, 774 Girard
Street W. W., Washington, D. C., on 28 Hovembsr 1533, resulted
in a cost of $65.00 for the construction of ome device, even-
= tuslly known as Cipher Device l-138-22. The American Instru-
ment Company bullt it in accordance with verbal instructions
from Mr. William F. Friedmz=n of War Plans and Trai o Divi-
sion. Of the thres M-133 models® considered by the Signal
Corps Boerd, Cipner Device i-138-T2 was the one recomendsd
as most suiﬁable. The changes sugg=sted by the Boarc for

improvement of the recommended Cipher Device H-138-T2 were

_ L, TLtr from Signal Section, New York General Depct, Brooklym,
7.¥Y., to The Chief Signal Officer, % Nov Z3. AS-COA
File: Ciphor Device i-138.

5. Purchase Order Fo. SC 103407, Procurement Autherity
8¢ 4318-P-13-1381-A-541-4, 26 Kov 33.

6. Consideration by the Signel Corps Boerd of the thres
Cipner Device M-138 models 1= fully explained on pr.30-30.

R "
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sctually rede on the only model. Cipher Device M-138-T2
literally became Cipher Deviae_ﬁ-lﬁB-Tﬂ; thersfore, no photo-
graphﬁlnf Cipher Device -138-T2 are evailable without the
charges which moke it Cipher Device M-138-Th. A brief descrip-
tion of the T4 model is given on p.40; a detailed listing |
of ch=nges made in Cipher Device 1-138-T2, is shown en 2.141;
and a detalled description of Ciphsr Device M-138-TL4 is a

paert of Teb 109.

D. Cipher Device H-13%8-T3

The third experimental model of Clpher Daviﬁe 1i-138,
eventually referired to as Cipher Device F-13E-T3, coasistz of
e rectangular metsl plate completely covered in red leather.
The channels &re ccmposed 6: red leether pocksts stitched
on the left half of the cperating svrface; the right half of
the coperating surface contalins gold guide lipes end nunmbers
(Tab 18). |

Cipher Device M-138-T3 w&s & Favy development, sdopted
as standerd by the Wavy in early 1534 or late 1335. Nr.
Friedmen wes of the opinion that the Havy-developed strip
cipher device should be compered with the Arcy develomment
before §ttempting a decision as to the exact form to be
standardized by the Wer Department. Therefore, at his sugges-

tion, the Favy Depertment was reguested to epprove the sele
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of two samples of their devicc.T The Navy approved this sale
to be mads &1rsc£13 to the Wer Department by the Government
Printing Office, which egency, in February 193%, wes manu-
facturing thése strip devices for the Navy Department.s The
requisition for thettuu sample devices specified that the
Mavy lettering on the outside of the flap be omitted and Ver
Department lettering substituted.

E. Cipher Device M-135-T1 H-138-72, H-133-T3
ected by the Signai Corps Board

Tn Merch znd April 19354 Cipher Device H-138-T1, ii-138-T2,

sré M-158-T3 were simultznecusly tested by the Signal Corps
Boerd; this test tecame Siznal Corps Board Casec flo. 153 (7sb
20). As stated to the SizAcl Corps Beerd in the letten?

presenting the case, the inténded use of the device was &s

7. ¥.D. requisition Ho. L1745: Request for 2 ccpies of red
leather Navy strip device. The requisiticn is manticned
in a itr to the Public Printer, from Lt. (jg) F.S5.L.
Goodwin, U. S. Wavy, 15 Feb 3. AS-80A File: Cipher
Device H-138. c

§. These strip devices were manufactured for the Favy Dept.
hg the Covermment Printing Office on G.P.O. Jacikat Tlo.
16255. Ltr to the Public Printer from Lt. (ig), E.8.L.
Goodwin, U.S. Favy, 15 Feb 3k. AS-30A File: Cipher
Device H-138.

§. Report on Signal Corps Boerd Case Fo. 193, 20 Apr 34,
Ltr from s j. G.L. Van Deusen, Executive 0C3ig0, to

Prosident, Sigeal Corps Board, Ft. Mepmouth, H.d., 7
Mor 34. Tab 20.
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Y. Cipher Device M-138 39

follows:

It is proposed to adopt this as a cryptographic
device in tactical units down to and including divis-
ion messapge centers, as an euxlliary means of secret
commmnicaticn between holders of Army Fleld Code.

This letter also stated that the following polnts vere speci-
fically presented for study and determination by the Boerc:

2. Speed of operetion of Models 1, 2 and J es ccmpared
with Cipher Deviee, type H-94 in:

Elg Sctting up the device to & new key
2) Cryptogravhing and decryptogrephing

b. Speed of cperation of Model 2 &s compered with
Model 3 1in:

il} Setting up the strips toc a nev key
2) Cryptogrephing end decryptographing

"Reletive susceptibility to errcrs in the cazs of
llodels 1 and 2 compared with Hodel 3.

!
1l
o
.

d. Relative ruggecness end durability of Hodels 1, 2
and 3 under field conditions.

e. Relative easc in storage and transportation and

~resistance to damege in handling of llodels 1, =,
and 5.

In meking the test the Eigghl Cnrﬁs Board celisborated wiih

Major William F, Friedman, Signal Reserve, Wer Dezaptment

Cryptanalyst, and with 1st Lieutenant Hark Rhoeds, Signsl

Corps. The studies outlined in the dircctive letisr (seec

a through e ebove) were conducted by a group comsisting of

one roncormiscioned offizer and four men, who vere assizred
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for this duty, under the supervisiocn of 1st Lieutenant Hark
Rhoads (Tab 20). This test resulted in the folloving recon-
mendations by the Signsl Corps Board:

The board recommends that:

1. The Signal Corps Laboratories, Fort lommouth,
Nev Jersey, be directed to develop, &s part of Froject
No. 86, & model similar to that of model 2 and incor-
pora the ideas in sccordance with those contained
in the COECLUSIONS of this report..l

2. HModels 1, 2 end 3 together with all descrip-
tive matter and alvhabets, be turned over to the
Signal Corps Laboratories for use in meking up the
model referred to above.

F. Civher Device M-138-Th

The fourth model of Cipher Deviece H-138, eventuslly
referred to as Cipher Device H-138-T%, is &n 2lteratizn and
im-rovement of Cipher Device M-138-T2. It consists ci a
thin aluminum boerd cn which are mounted 25 alumimum channelc
(Tab 19). The channels, vwhich are mounted on the board
rather then milled into the surface, had thin edges that
"sounld poesibly be bent by dropping & heavy object on them.”
This objection wes overruled by the bellef thal Yeven so they

‘could be pried up with a kmife or screw driver.” (Tab 20) .

As recommended by the Signal Corps Beard, Signel Corps
laboratories fashioned Cipher Device -138-Th by adding

10. For CONCLUSIONS to Signal Corps Board Caas 195, ses
Tab 20.
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Y. Cipher Device M-138 oy

the following changes to Cipher Device M-138-T2:

a. A felt baclking.

b. A f£iller strip of materiel having the same thicz-
ness a3 the meterial used in the gulces for the
alphabet.

c. A straight edge slide, arnd

d. A strip of aluminim carrying numhera to facilitate
the settinz of th= slide.

jo@

Sanding of the upper metal surfaces.

f. A protsctive carrying cese with zipzer festener on
the side.

The Signsl Corps laboratcriss completed the T4 modsl ebout
1 June 1034 and turned it over to the same grour that m2cs
the testz in ccnmectisn vitk Signsl Corps Bosrd Csss Fo. 193.
Iievtenant Haplk Rhoade, officer in charge cof thke Gesi Zroup,
reported to the Signsl Corps Boaprd faversils results of the
test of the T4 m:dal.ll Consequently on 7 Juns 1554 ths
Signal Corps Beard, reporting this matier as 8ign=1 Sosrd
Case No. 193, (Tab 21), issued the following ccnclusions ernd
recommencations:
CCUCLUSICHS :
The Board concludss:
a. That the operatioa of the ﬁsqica has besn ccn-

siderably improved the changes that have been intro-
duced in thz mocdel T

e I

11. Deteils of the report mede by Lt. Hcrk Rheads, are glve
in Signal Corps Board Case Ho. 199 (Tab 21).
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b. That the present model, including its carrying
case, is more rugged and durable than any of th2 models
tested in connection with Case Wo. 193.

2. That the alphebet strips be slightly tapered on
the 1left end to facillitates resetting.

RECCQIIENDATIONS:

The Ecard recormends:

a. Thet & cipkher device similer tc the modsl type
 M-158-T4 be adopted 2t standard for the uses specified
in the above directive.

t. That in future production of this equiprment the
carrying cese be olive dreb in cclor and bave the zIipper
fasteners on the end rather thsn on the siﬁa.

¢. That the alphabet strips be slightly tapsred on
the left end to facilitate resettlns.

On 9 July 1iS34, a2t lieeting Ho. 116, 12 the Signal Corps aica;:ﬂal jes e

Committee recommanded th&t.cipher Device H-132 be adczted a3
to type and clessified zs standard. This acticn was taken
2s a resul:t of Signal Corps Board Cese Fo. 159. The SCIC
mirutes state that the device was intendad "for use caly by
Signal Corps troops in division heedquarters and higher
wnits.®™ On 21 August 1934 thisqrecnnmﬂnﬁatian was placed

in sffect.l? By order of tae Secretary of War, Ciphsr Device

12. HMinuvtes of SCTC Ileeting No. 116; filed, Engineering and
Technical Ebrqices, CCSig0, The Pentagon.

15. Ltr toc TAG {thru Ass't Sec'y of Wer) signé: For the CSC

by Lt. Col. Davson Olmstead, Executive Officer, 6 Auz 3k.
Sub: Adoption of Cither Device, tyze H-120. nE-uvj rFile;

05&
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11-158 was classified as an adopted type, standard item of
equipment. It was declared & non-essential item and the
'Sig=sl Corps vwes cherged with procurement and issue. The
basis of issue was for use “ﬁnly by Signel Corps troops in
Givision heedquarters and higher echelcns.”

Cigher Device M-138.
1. It is recommended that the above-mentioned ltem of
equipment which is intended for use only by Signal Corps
trocps in division hezdquarters and higher echelons, be
adopted as to type ard classified es stapdard.
2, In compliance with parsgraph 12, AR 850-25, the fol-
lowi information is furnished:
*Eilg Cipher Device, type M-138.
2) This item replaces Cipher Device, type M-94, in
. division and highsr headguarters and 1s & more secure
cisher device then the M-G4.
(3) Recormend the Signal Corps be cherged with the
ocurenent and 1ssue of thls 1tam.
?E} Recommend this item be classified &s non-essen-
tial. .
(5) Reguest indication of procurement clearsnce
hereon.
(6) This action was recommended by the SCIC in its
meeting No. 116 on 9 Jul 4.
(7) This item possesses all the required military
characteristics.
(8) Ho other item of equipment reguires standard-
ization or modification to effect the issue of this
itenm.
9) This item is for immedlate procurement &nd isazue.
10) The procurement problem will not be affected.
11) Estimated cost per item is $25.00.
1st Ind. To: A.G. By direction of the Ass't Sec'y of Wer
sgnd Lt. Col. Jobn Mather, Ord. Dept., T Aug 34. 2nd Ind,
To: The Chief Signal Officer, by order of the Sec'y of
War, sgnd Robert L. Coliins, A.G., 21 Aug 34%. The sec-
ond indorsement contains the informetion to which the
text refers.
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G. Havy-developed Hodel of Cipher Device M-138

When the above action was completed, the T4 model of
Cipher Device -138 was the cne intended for production. In
the meantime, however, the Favy Department, using the Th model
es & haéiﬁ, developed a slightly different model vhich vas
considered more practical. Therefore, Specifications No.
71-716 (26 Sept. 1534) and No. T1-T16A (2% Fov. 193%) (Tab 28),
both of wvhich refsrred to the T4 model, were cancelled in
Decexber 1934 in order to procure, insteed, the Navy-developed
strirz board.

Briefly, the adopted Cipher Device M-138 consists cf an

= aluminum boerd on vhich are mounted zerizontally, 26 slender
eylindricel reds (Tabs 22, 23}. The spaces between the rods

crm 25 chennels in which peper elphabet strips may be slid.
Every fifth cylindrical rod is dark; effectively dividing the

board iﬁﬁn groups of five chﬁnnals each, %When the d=vice is

laid flat, it rests on four a=zll rubber legs. It will also

stand at zbout 2 45° angle by mesrs of & metel rod support.

H. Procurement of Cipher Device K-138
14

On 7 Jenuary 1935 a purchase order~ was piaced with

the Burecau of Engineers, Kavy, for 30 of the Favy-developed

1L, Purchese Order lo. SC-103555, R. Ho. 20:6 Autherity:
() SC-5367-F-1-3059-A-545-56, T Jaa 35. AS-d0A File:
) Cipher DE?i"E H-13C.
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. V. Cipher Deviece M-138 45

strip boards. Under authnriﬁy of this purchase order the
strip ‘boards were manufactured for the Chief Signal Officer
et & cost of $15 per device for a total of $450. The Adju-
tant Germsral's approval for publication of 200 copies of instruc
tions for use of Cipher Davice [1-138 was given 22 March 19§5.15
The 30 devices of the initial order vere rgéaiveﬂ 1 April
193516 and on 1 July 1935 systems using them replaced Hilitary
Intelligence Code Wo. 10 in its capacity as & s=ail eods,lT
that 1s, the new cipher system replzced the old ccde as a means

of intercomrmunication between (1) the Wer Depertment arcd the

Cormanding General cf a Corps Area or Departaent 2nd (2) the
13

_______ Commanding Generals of Corps Areas &nd Departmeats.

15. L&r To: A.G. from Lt. Col. Dawson Olmstesd, Executive
Officer, 0CSig0, 14 Mer 35. Sub: Printing of Instructions
for Cipher Devize M-138. 1st Ind., from AGO, WD, T<:

The Chief Signsl Officer, 22 Mar 35. AS-BCA File: Cirher
Device M-135. -

16. Memc from M=j. S. B. Akin, to Supply Division, 22 Apr 35.
AS-80A Pile: Cipher Devize 1-138.

17. Ltr from Lt. Cel. Davson Olmstead, Acting CSig0, To: Com-
panding Generals of all Corps Areas anc Dedartrments,
25 Apr 35. Sub: Cipher Device Type 11-138. AS-8CA Pil=:
Cipher Device H-138.

18. On 11 Jul 34, the Sec'y of Wer had epproved the recco-
mendation of the CSig0 tc issue Cipher Device H-133 with
secret alphabets and keys to the Comzanding Gensrcls of
Corps Areas and Dersriments for current peace=-ticme use
in encipkering cecret message.
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V. Cipher Device M-1%8 46
Within the next few moaths 120 additionsl Clpher Device

M-138's vere ordered, bring the total number to 150. The
Price for the 120 adﬂiticnﬁl'deviuea waa‘thﬂ same as for the
original 30; nzmely $15.00 ezch, or &n additional total of
$1,800.00. '

These 120_davices vere ordered in fwo groupe; the first
gruuplg of 60 on 20 Avgust 1935 and the se:nnﬂ?Q on 26 Rov-
ember 1255. The first group of €60 wers ordered for distribu-
ticn®T to Army units for Cless B communication with the Navy.
Class B communication designated & network of reserve systens
held in cese of a nmational emergency and not to be used until
placed in effect concurrently py the War ard Havy Departments,
After ths ordsr for 60 Oipher Device H-138's was placed %o
take care of Class B communications, 1t was decided that 60
vere not enough to replace the Army-Navy Cipher No. 1 then
serving for Class B communications. Therefore, more were

needed and part of the second order for 60 devices wes to be

19. Purchese Order Fo. SC-103607, R. No. 3717, Authority:
SC-6363-P-1-3053-A-545-56, 20 Aug 35.

20. Purchase Order No. SC-103622, R. No. 3T1T, Authority:
SC-6368-P-1-3059-A-545-56, 26 Hov 35.

21. R&I from WPET, sgnd Friedmen, to SIS, 20 Nov 35. All

info. about intended distributicn of the 120 qsvigcs iE
from this memo. AS-80A Fils: Cipher Devics H-130.
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V. Cipher Device M-138 N kT
used qor this purpose. In addition, some were wanted as |
fesarve in case uf-mubilization, some for training purposes,
and some for actual service as needed.,

Delivery of the 120 cipher devices was made by the Navy
Yard to New York General Depot in May 1936,°2 and distribution
was effected between June and October. '

Successful operstion of Cipher Device 1-138 was short,
for difficulties were experienced in iis cperation. An aecount

of the difficulties is given in Chapter VI.

I. Rotary Alphsbet Strip Cutier

Production of Cipher Device }-138 creeted the nsed for
a-racila method of preoduction of the alphabet strips since
they were to be changed from time fo time. Durlng the psricd
in which the first 150 devices were being produced, the strips
were cut from semi-cardboerd sheets at the Government Frinting
Cffice. Thg cutting prccedure required one hundred sspsrate
cuts per sheets, resulting in & very expensive process. There-
fore, the immediate need for developing a faster and cheepes
methed of cuttiﬁg was apperent. In June 1956 an ideec had
alfeady been conceived for & rotary cutter of circulzr Imivss

capable of cutting 25 of the seml-cardboard strips in one

22, Mems from Maj. Eenry L.P. Eing, To: Supply Division,
10 oun 36. AS-80A File: Cipher Device i-138.
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revolution of the knives. Thq_iden ves conceived by William
F. Friedman and uﬁﬂér his direction a model vas constructed
for the Office of the ﬁhiaf Signal Officer at the machine
shop of the Government Printing 0ffice. On 15 June 1936
Sigrel Corps Ieborateriss wsre directed by the 0ffice of the
ﬁhier Signal'0£f1cer to prepare specification for manufacture
of the cutter in acocordance with instructions given by Me.
Friedmen. These specificaticns (Taﬁ ol waré vanted in
order to have drawings of the device avallable in case addi-

ticpnal cutters were necessary.
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CHAPTER VI. CIPHER DEVICE M-138-A

A. Proposal for Modification of Cipher Device M-138

Almost irmediate difficulty wes experlenced 1o using
 Cipher Device M-138, end in November 1936 plans were made
for its modificzation. Although work vas started uﬁ its
successor, Cipher Device M-138-A, Giphér Device M-138 was
not irmmediately abandoned. ,
The difficulty experienced by operators with Clpher
Device M-133 was a binding action in the channels of the
device which made it hard to slide the alphabet stripé. These
3 channels were formed by mounting 26 cylinﬁrical rods upon the
"""" metal base vhereas the 30 channels of Cipher Device K-138-A
vere nilled into the base. The sides of the M-lj&-ﬂ channals
vere undercut, both to retain the peper strips end to permit
free movement. A similar modification was made in the Coast
Guard and Treasury Department devices manufactured by Price

Brothers of Frederick, Haryland.

B. Original Procurement and Revision of Specifications

Definite steps to obtain cost estimates on procurement
of the modified device were begun on 24 November 1936 when

the Office of the Chief Signel 0fficer reguested the Signal

Corpa Lzboratories to eétinate the cost of the nev device,

052
—SEaReil

=il S T S e = —_—
Bl S A T T e E - 3

e - e



VI. ' Cipher Device M-138-A : 50

when purchased in lots of 200, as compared with the cost of
the old device. Instead of meking their own estimate, Signal

Corps laboratories sent requests for cost estlimates o several

' manufaaturersl who tcol several months to reply. Tophams,

Incorporeted which offersd the lowest bid at the rate of §11.00
per deﬁice, did not asnﬁ its reply until 6 February 1957. The
estirates verified the practicelity of procufing the nev de-
vice; therefore, the Signal Corps Laborstories proceeded vith
revision of the specifications. Specification No. T1-T16,
deted 3 Januery 1935, which covered Cipher Devicé M-138, became
Specification No. T1-T16-B, dated T April 1538, for Cipher
Device M-138-A2 (Tab 28). As work progressed during 1537 on
revision of the Specification to inccrporate ths new-type
channel, additional modifications were recommended to Signal
Corps laboratories by Signal Intelligence Section of Research
and Development Division, Office of the Chief Signal Officer.

The additiocnel recommencations vere &3 follows!:

1. The two menufacturers which submdtted bids were the Dicke
Toole Co. of Downers Grove, Il1l., and Tophams, Inc., Jrd
and Bye Sts, N.E., Washington D. C. Tophams, Inc. gave the
1owest cost estimate. Using the extrusicn process, Tophtms,
Inc. quoted an epprozimete cost of $11.00 each in lots of
200.

2. Specifications covering CD M-138-A: Specificaticn Fo.
71-7T16-8, .T Apr 38; Specification No. T1-T16-B, 17 Apr 38,
Apandment To. 1; Annex Issue Ho. T to Speclficztion lio.
T1-716, 25 Oct %0,
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. . It is desirved that the following modifications
be made in the design of the M-138:

2. The stop bars at the right end left of the de-
vice to be inereesed in width to epprroximately 1/ inch
so that the space between the stop bars shall De eguly-
2lent to the space occupied by 53 letters, as ic the
sexple alphebet inclosed.

b. Consider for the purpose of what follovs thot
the visible part of the device will be 55 columns wide
and that these columns will be counted from left to
rizht. Above the lst znd 535rd columms should epzsar
the caption "CLEAR TEXT"; zbove the 27th eolumn shguld
aprecr in red tue cepiion "DO EOT COFY." Each even®
purbered eolumn, except 1, 27, and 53, sheould have at top
end bottom & black wvsrsical line. These marks are for
the purpose of assisting the cryptogrepher in aligning
ths guide ruls.

¢. The T-squars errangement ncw proposed Dy your
Laberetories for the gulde rule is more complicated
thep necessary. It is desired that a slids> running
in a groove at the tcp and a similar groovs at the bot-
tcm be substituted instead of the arrangemsnt proposec
by your Lebcratories. This slider to be ¥ inch vide on
the face of the device and 1-f inches wide at. ths slots.
Thus when the slider is in its extmeme left (or right)
position the space bstvsen the stop bar and the neadx efge
of the slider sh2ll be 3/8 inch. When "CLEAR TEIT" Is
set up in this space the same "CLEAR TEXT" shell also
eppezr in the 27th colwm heeded "DO EOT COZY."

Detailed drewings to be used as part of the Specificeticns
vere made and revised by Signal Cerps Laberatories during 1907
and the nomenclature, Cipher Device. type %-138-12, vas assiza-

2a. Apperently en error. Deocument not aveailsble for chscking.
3. GClessification of Cipher Devies H-138-A a3 pitandard vas

considered the scee action a3 clessificetion of Ciphsr
Device M-138 as siandard. (pp. E1-43).
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G V1. ' Cipher Device M-138-A 22

ed by the Fomeneclature Section, 0ffice of the Chilel S8igmal
0fficer, at the request of Research and Development Division,
0ffice of the Chief Signal Office= on 8 Juns 1937. Hovever,
procurermsnt ¥2s not sericuslr-coﬁzidered because funds had not
been specifically allotted for the purpase.# 1958 was evident-
1y the year-fqr servicé.testing and original procursment of ihe
new device. All details_cn how the origins] devices ¥ere
procured and on service testing are missicg; but it is lmowm
thet 224 vere distributed to bolders on 9 September 1959 {Tab

38).

C. Frocurement of Additionsl Civher Device M-138-2

e Production of Cipher Device M-138-A in scme quantliy begen
in the fall of 19#&5 when 555 devices were orderad from the
Widin Metal Goeds cunpany,ﬁ Garvood, Hew Jersey, for $B,250.?
(Order Bo. 1070-Ily-41, deted 27 September 1940,)5 The requsut

9 Feb 37, 10 Feb 37.
OA Fils: Cipher Device M-138-A.

5. Memo SIS for Supply, 3 Jul 40. This memo i3 the purchece
request for 550 devices. Same f£ile &s footaocie 5.

6. HMemo SIS for Supply, 6 Jan %1. This memo staies that
550 #-158-A's had been ordered from the Widin lMstal CGoods
Co. File: same &= apove.

. 7. Hemo Col. 8. B. Akin for Ezecutive 0ffice, 0034g0, 24
Jun 4%0. Rsquest for arproval of funds which ineluded
the $8,250 for 550 M-138-A. A note in pencil agnd by
Col. A. B. Akin stsates thet Cen. J. 0. Houborgne epproved
the request cn 1 Jul 40. File: szoe as gbave.

8. RE&Y from SIS to Surply. 9 Jul 41; File: saze as soove.

4. R&H, from R&D Div., to WPET Div.
As-B
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for epproval of funds for the 550 devices stated that the
funds wculd be used to provide Cipker Device H-138-A "for
issue to posts arnd stations not already having them, posts
and stations astablishea during the present emergency, &nd the
F¥ational Euarﬂ.hivisinns."g Iater, the order was increassd by
60 bringlnz the total requested to 610. On 6 January 1941
Signal Inteliigence Service requested Supply Division to
ineresse the arﬂe; again, this time by 120 devices for the
Tollcwing raaaona:lu

(a) The increase in the contomploted size of the Army
over the previous estimates,

(b} The times required for the procuremsnt of these
devices (eppreoximetely 6 months).

(c) 2 threatened shortage of 2luminum from vhich these
devices are made. -

The Sigral Intelligence Service remarked irn every memorsandum
that the devices vere urgently needsd. The urgency vas un-
doubtedly. caused by plans for expansion of the Army &s ev-
idenced by the first Selective Service, prefacing World ¥ar IT,
in October 1S40. Delivery on these urﬁer§ was begun sbout
June 1941.

Q. Al]l detells on bidding and on why the Widin Hetal Gogds
Co. was se=lected as the menufacturer are missing.

10. Memo SIS for Supply, 6 Jan #1. A5-80A File: Cigher
Device M-132-4 .
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By request, the mepufacturer delivered the nsvw Cipher
Device lN-138-A's as they were completed. For this resson, it
vas only greduelly discovered that zlmost all of the E50 de-
vices of the original order were delivered in a dﬁféctive con-

- dition and had to be returned to the manufactursr for repair,
At first, it woas hoped that the devices could be made usable
by loecal repair without return to the Widin Company but this
proved impcssible. The defect was caused by use of 2 damsped
die which produced ac improzsrly milled third ﬁhasnel.le The
die was damaged in production. The correspondance does not

-actually state the follcwing but implies thet although Widia

ot

-y

letal Geceds Compeny procéuced the Cipher Devics H-138-A. the
; Alurirum Company of Americs furniszhed the demagsd die-¢ ac

~ell as the aluminum. Othsy minor defects in the form of bursms =2

11, Ltr Capt. Charles D. Cushm=an, Coatrecting Qfificer to
Widin Métal Goods Co., CGarwcod, H.J., 15 Sep 41, Com-
pere vith 1tr tc The Chief Sipgnsl Officer from laj.
Robert Walsh, U4 Oct 41. File: same as foosinote 1C.

12, Hemo Wesley Hermenson, J»., R. Eng.. no date, Lstter-
heed N.Y.5.C. Procuremext District, Eraokign, RY. for
Fr. KEyne. "The pert of Cipher Device H-13Z-i, woinah

wacs defective, is maée by tha extrusleon process. The

¢ie used to malke the 1ot covering the 550 cizher deovices
on Order 10T70-ly-4l ves dameged during producticz. The
attention of the Aluminum Ceo. of Americe, in whose
possession the die reme2ins, has been called to thls
defect. The Aluminur Co., will repair the die and the
insresse of 60 cipher devices cn Crder 1070-Hy-41 will
be free from this defect....” TFile: seme as zbove.

15. SIS, R Action 3 to S&L, T Sep 41, ile: seme as abcve.
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in the various channels were also discovered. Even small

burrs hindered the movement of the alphabet strips but they

could be readily removed by using en ordinsry pocket knife.l?
In the fall of 1041 an =dditiopal orderl® for 518 Cipher

Device M-153-A's was placed. This order was marked due 4
April 1942 but has not been confirmed as completed.
PROCURZEENT OF CIFEER DEVICE H-133-A

Ehigmentrcnmyletud:

On hend, 9 SeD 30...ccnssnsssnape 228
~Rec'd on Order 1GTG-H{-41
DP 41-155 (27 Sep IO 2

1-27-42 Increase in Order 1ﬂ?ﬁ—ﬂv- 41
DP Ill_aagh-ti‘l‘liiil‘llilI'i'iIl GD
2 3-3-42 Rac!é on Order 3338-Ty-kl
- ' chase reguest for this order:
l Jan Prl -E 0w n & 5w & liv'!'illiiilaﬂ
G54
Due:
E-L-42 (not con- Ordsr 6011-Hy-41
firmed es DPs 41-3258 and #41-3202.......518
completed) N
Total prceured 1,472

D. Cancelled Ordsr for 4,875 Cipner Device H-138-4

Mess producticn of Cipher Device M-138-A was about to
begin in eerly 1942 with an order of #,8?315 at $16.00 each

14, Order No., 6011-Tly-41, DPs 41-%288 and 44.-;.-202 (Eot con-
firmed as completed).

15. Order for 4,577 Cipher Device H-138-A's, DP L2-M-B17, |
Funds Resume S8A-2-5-30, FY 42-43, $TT,953 00, 30 liop 42,
(CANCEIIED). AS5-80A File: Cipher Davice IN-1358-A.
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= VI. Cipher Device H-138-4 56
for $77,958.00 (30 March 1942) vhen difficulty in the form of

gshortege of aluminum was encountered. The crder for the dsvices
vas stopped in the Philadelphia Signal Corps Procurement Dis-
trict. The procurement office received only two bids, one of

which was from the Widin Hetal Goods Compeny. Thelr bid was
eccompanied by & lettsr which stated that the War Production
Boerd had disallowed their request for a2llccation of aluminum.
In view of the fect that production of %,873 devices would have
required eporoximately 11 tons of aluminum, menufacture of the
devices from this metal was impossible.l®é Therefore, the
Signel Intelligence Service tock action to cancel DP 42-1-817,
_______ vhich was thes corder for ths 4,875 aluminum Cipher Device
8-138-A.17 The replacement -of Cither Device H-138-4's by sub-
stitute cdevices iz discussed in CHAFTER VII, "Overccmicg the

Aluminum Shortage.”

E. Pstent
The basic U. S. Patent {(ilo. £,395,063) covering strip
cipher devices with variable alphebets sliding within grooves
or channels was grented to Iir. Williem F. Friedmen., The applica-
ticn;a for the petent was filed omn 15 Octoksr 19§9-- The first

16. Cept. 8. H. Frenklin, R&J Action 1 to SIS (liajor Cook).
Prccé SPSRP-9-i, 1 Apr 42. AS-B0A File: Cipher Device
15-158-4.

*17. Ibid. Acticn 3.

13, TInforraticn concerning 2ztion of Patent No. 2,395,865 was
Tt fur-ished in writing by Henry B. Steuffer, Chiel, Patents
o Section, AS-70, 20 Jan 47. File: Seme as ebove.
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Patent Office action, 9 Kovember 1939, rejected all claims.
_The rejection, notwithstanding & large number of United States
and foreign patents cited by the Patent Office Examiner, was
"weak, and, in view cf a respnnsé, T Hey 1940, which amended
the application in relatively minor particulars, the applica-
1on vas allowed 18 Jume 1940 with 19 claims.... The patent
vas not, hovever, permitted issue in 1940 besause of security
consideraticns, but instead was retained in tike Patent 0ffice
in secret status until 5 Horch 1946.... The invention end the
application were assigned to the Government while the applica-
tion was on fila,'but reessigned to the in?éntor when the
patent was issued, and %he Covernmeat now retalns merely &
nopexclusive license to manufscture 2nd use the device ¥wlthout

payment of ragaltr.“lg

19. Ibid.
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CEAPTER VII. OVERCOMING THE ALUMINUM SHORTACE

A. Cipher Device CSP 845 (Plastic)
The Ravy devices, used to substitute for the unobtain-

able aluminum Cipher Device }M-138-A, were known as CSP 845
(Plastiz) (Tabs 29, 30). On 22 October 1942 a purchese
requastl for 5,000 Cipher Device CSP 845's (Plastic) was sent
by Signzl Security Brarch to Purchasing Brench of Procurement
Division. The ectusl purchase order? for the 5,000 devices,
dated 9 December 1942, desiznated the tctal cost as $45,000.

| Substitution of Cipher Device CSP 845 for Cipher Device
M-138-A did not result, however, in the first purchase of the
Fevy devices by the Army. . The first purchase request3 made
on 22 Jenuvery 1942 (from SIS to Procurement Division) was for
1,200 devices to be pr;curad from the Bureau of Ships, U. S.
Mevy, &% & cost of $8.50 each. These devices wafe to be used
fer the dual purpose of joint commurication with the Navy

1. S8B R&W Action 1 Kaj. Earle F. Cock to Purch. Br.,
Proc. Div., ucs¢§ﬂ Thru: Sched. 2r., 22 Oct Lz,
AS-80A File: CSP 8i5.

2. Purchase Order for 5,000 CSP 845s; cost $45,000, Order
flo. 456-0C51g0-43; Procurement Authority: SC-3247-P-
120-09-A-0605-23; 9 Dec 42. PFile: Seme as abovs.

e Purckase Request, to Procurement from Lt. Col. 2. W.

Minclkler, SIS, 22 Jen 42. Purchese Ordsr No. 152-0C3ig0-
L2, Procurement Authority of esitimsted $10,200; SC 801 P
5-50-A-0505-12, G Feb #2. File: Same a3 above.
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and to augment the supply of Cipher Device H-138-A.

5. Unsetisfectory Service of Plastic CSP 845

i In 1942 erd 1943 the placement of Army troops all cver
the world brought about wide distributiorn of the plastic
Cipher Device CSP 8%5. However, the plastic strip beerds
did not prove satisfactory, particularly in tropical climates
where the hot, moist weather produced warping of the board.
Gcmplﬂintshcnnﬁerﬁing the unworkability of CSP 845 (plestic)
tepan toc appear in April and Hay 1945 and contirued into

19##.4 Although steps were taken &t once Tor replecement of

4. Txemples of compleints conecerning CSP 845 (Plastic):

g. Complaint from Hg. Ares Service Coomand, Alr Taslk
Force, Office of the Commanding Officer, Sgnd. Ccl. R.L.
Wood, Commanding; To the CS0 thru Hg., Trinidad Sector
ag% Base Cormend, Port of Spain, Trinidad, B. W. L.,y
1943,
1. HNHumercus reports from Alr Bese Hesdguariers
“under this command have been received to the effect
that the plastic type code board CSP 845 has proven
very unsatisfectory for eryptogrephic work.
2, Strips used in the board ars very quizkly worn
and torn so that they are unserviceable. The cellu-
1loid strips lest & little longer than the parer ones,
but tkey too ere scon dameged to the extent that
encoding and decoding is difficult. Eoerds bave
been tried with end without the bell bearing. Re-
sults are the sape; namely, the code strips bacome
unusable in & very short time.
' . 3, It is recommended that subject boards be rerlac-
ed with standard type boards and that no additicnal
poerds of the mev type be procured.

b. Tri? Renort Sgnd. Lt. Col. Barle F. Cool. Hezs to
Chief, 'C" Branch, SSA; Subject: Observaticns on
o Cryptographic Corrmunicctions--Southwest Paclliic frea,
e South Pacific Ares, Hawailan Dept.
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the unserviceable plastic devices, dlistribution of the re-
placements was necessarily gradual.

_ To make the necessary replacsments, occasioned by the
unsatisfactory service of plastic CSP 845, and at the sEme
time overccme the problem of aluminum shortage, considerable
redistribution of strip boards became neceszary. The fol-
loving plan vas effected: All metal boards (both H-138-4

and CSP 845) were recalled frcﬁ.hnlﬁers in the continental
United States (19 July 1S43) and sent overseas to holders

vho wers having the most serious troubls with plastiic dsvices.

In tropical climates, the worth of the plastlc devices wa:s

+« « « Considersble use is made of strip sysienms,
particularly in the Scuthwest Pacifiec Area. The
chief difficulty arises ¥with the plastic CSP 84s.
At no place in the Pecific Aree 1s the operation
of this device satisfactory. Atltsmpta have been
made to improve the opsration by oiling the device
and vaxing the strips. Humidity 1s such, however,
that the friction between the strlips and the plastic
deviece does not permit satisfactory operation. A
satisfactory substitute rust be found for this
plastic device . . . i

¢. TFrom the Cormunication Security Officer, 6th Service
Cormrand, Chicago, Illinois.
1. It is requested that two (2) sdditiomal cipher
devices, other than plastic CSP 845, be sent to the
Signel Officer, Camp Ellis, Illinois,
2. At present he has one tl} plastic CS2 845 . . .,
Although the ball beerings have been removed, iU
still ceuses great difficulty in the operation of
the strips.
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negligiblc. The mctal boards roturned by helders in the con-
tinental United States were replaced by & nevly-designed vooden
board with the Army title: Cipher Device M-138-A (Wood), Short
‘title: SIGYWO0. It was always called - even in Gi‘ficial dozu-~
ments - by its short titie to provide eesy distinction from

its metal counterpart.

C. SIGHOHO

The wooden SIGIGI0, made of Honduras mohegeny. had &
gimple development. Its inceptlon, about January 1943, was
instigated by the shortage of zluminum. The originel Inten-
ticn was to replace both the plastic snd aluminum Cipher
Devize CSP 845 -in the continental United States zné to ra-
lezse the replaced devices far field use. Sinee the plastie
devices were unserviceable, the SIE/0UOs replacesd cnly cetel
devices in the continentzl United States, and relecssed thece
metal boards for replacement of plastic devices in treplcel

ETels OVeI'SEES.

Fifty devices were purchased for experlmental]l purposes
just prior to Hovember 1942 and were tested at the Arlington
Bell Message Center where they gave satisfectory service.
Therefore, on 28 Hovember 1942, approval of the purchase of

2,000 wooden devices for §14,000 was reguected by Code Con-
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pilation Bestinn.E The devices were constructed by H. W. Heslop
& Bros. (Lumber Company located at 72% Q 8t., S. ¥W., Washington,
D. C.) from specification drawings® conceived within the Signal
Security Branch. ¥Vhen placed in service, &s described above,

SIGYOWO also proved unsatisfactory in the fleld because cf fric-

tion of the paper strips on the wood and varping of the board.

D. OCipher Device CSP 845 (Metal)

Fortunately, in September 1943, aluminum agein became
available so that it was possible to order 8,000 metal CSP 8BS
cdevices from tae Nevy Departmﬂnt.T Te contrect was for 8,000
devices at $80,000, delivery to begin not leter than 15 Tecember

oo 1%43, et the rate of 1,000 per mnnth.a Delivery cn theze

5. Memo Lt.Col. Barle F. Cook, Chier, Code Compilation Section,
to Col. F. W. Bullock, 0IC, SIS: 23 Hov. 42; Sub: Cipher
Boards; AS-804 File: Cipher Dewice CSP-845.

6. Contract W-gu6-SC-2L; Order 1573-SC-43; 23 Feb 43, E. W.
Eeslop & Bros.

7. Memo Lt. Col. Eepneth Eukn for Chief, Security Division, 6
Dec 43, Sub: Disposition of CSP 845 (Plastic) SIGIGWO,
M-158 end 11-138-A, AS-30A File: Cipher Device CSP &845.

8. Purchase Reguest Wo. 54-682 & Amend. A, To: Pniladelgphia
Procurement Distriet, for 8,000 CSP 845s (Aluminuz), Pro-
cursment Authority given on purchase request: P 120-09
SSA U42-4%, 13 Sep 45. A notation on this purchase request
gives the informaticn that this equipment was to bs pro-
cured by Interdepertmental Prccurement throuszh the Ravy
Dept. In accordance, procurement was affected through
Interdepertmental Order No. Phila-682-A-4% from Fhiladelphis
Precurement District to U. S. Navy - Burezu of Ships, 1
Oct 43. Procurement Authority given on Order Phila-502-
A-LL i 3-3765 P 120-09 A 212/%0605.
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e VII. Overcoming the Alumimum Shortage

devices wes completed 13 October 1944.7

This ci‘dar made 1t possible not only to replace all
SIGYOWOs and all plestic CSP 8451s but, for the sake of uni-
formity, to recall Giﬁher Device M-138-A, which vere entirely
serviceable.

The Signal Security Agency declared the following devices
obsolete: CSP 845 (plastic), SIGWOWO, M-138, and H-138-A. A
letter implementing this acticﬁ vas sent to ﬁnlders on 20 Dec~
.ember 191;1;.9

E. Summery of Frocurement Problems

Surmarily, the 2luminum shortage made & compliceted prot-
lem of procurement sad distribution of strip beards. Eriefly,
the story is that the aluminum strip board, Cipher Device
M-1358-A, proved most satisfactory in service but shoriege of
the metal forced plans to éiscover another satisfactery meterial.
Two mter-ials vere tried. An attempt to use wood resulted in
a strip board called SIGHOWO, which was macde of Honduras mahog-
any. An attempt to use plastic resulted in the purchase of
5,000 strip boerds, called CSF 845, from the Havy. Both Loards

proved unsatisfactory in service. However, ingenious redistribu-

9. Ltr No 532, SPSIC-2 sgnd. by Maj. Russel E. Horton, SSEB
and for the Chief Signal Officer by liaj. Gen. Frank E,
Stoner, Chief, Arry Ccmmunications Service, 20 Dec L,
AS-B0A File: Cipher Device OSP 845.

- 076
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YII. Overcoming the Aluminum Shortage 64

ticn plans bridged the gap untll aluminum egain could be ob-
tained. The redistribution worked out as follows:

(1) All met2l boards were recalled from holders in
continental United States (19 July 1943).

(2) Hetel boards of (1) ebove were distributed to
oversees holders. (Fall of 1943 to early 1G45.)
(Holders in tropicel areas bad to be serviced with
petal beards before other holders because hot,
molst elimetes caused the most serious dlfficulty
with plastic.)

(3) Plastic boerds were recelled from overseas @s rapld-
1y as the released metal boards of (1) 2bove made
r; la?emant possible. (From surwer 1943 to ezrly
1945.

(4) Holdsrs in continental United Statss were given
Wooden boards, SIGHCWO, to replsce the metal soards
whizh they released for the purpose cf cverssas
shipmens. (Shipped July 19435.)

1

In September 1943 aluminum dgain becams avallable and s£llowed
en opder from the Navy of §,000 alumimm Cipher Deviee OSP 84S5.
The ccmpletion of delivery of the §,000 mstal devices in October
1944 permitted complete distribution of tke metal strip boerd,
CcSP 845, with recall of, and declaration as obsolete, of all
other strip devices. Ths approzimate mumber of &ll devices
procured between Januery 1935 and September 1243 1is given in
Tab %3. A chronological cutline of the procuremsnt of Strip

Cipher Devices composes Tab b1

F. Storage and Disposal of Obsolete Strip Boarcs

A11 the Cipher Device 1H-138's and M-138-A's and SIGWGIOs

oT7
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vere returned to the Sigpal Security Agenﬂy.lﬂ The Cipher
Device M-138-A's verﬁ stored there for emergency issue. Five
Giphar.ﬂevice 11-138's were retained by Signal Security Agency
for historical purposes eand the rema2inder salvaged for their
metal content. Signal Security Agency obtained SIGWCHOs for
salvaae_ﬁr the Hcnduvras mzhogany of which they vers constructed.
211 dameged Cipher Device CSP 845's (Plastic) were collected
and destroved in the Theater. A1l undameged Cipher Device
CSP 845's (Plastic) were returned to the Nevy for subsequent
distribution to the British Admiralty. This action was fc
implement the Havy progrem of supplying ilne British Admirelty
with Cipher Device CSP 845's (Plastic) for "distrlbutlcn to
all British services. -1

G. Status gg_Regisgig and Security Clessification
and Transfer o: nesconsibliity for Sicrege &=c
Issue of Surip Cipher Devices

The status cf registry and security classificaticn of
the various strip boards vas so changeable thet problsms arose

concerning eccourtability of the devices. Cipher Device ¥-138

10. All information in this paragraph, unless cthervise
designated, is from Hemo, Lt. Col. K. Xuhn for Chisfl,
Security Division, 6 Dec 44%. Sub: Dispesition of CEP
845 (Plastic), SICWOWO, HM-138, ard M-138-A. AS-ECA
File: Cipher Device CSP 845.

11. L&r Director of Haval Commmnications to €SO, Atta. Cel.
¥ . Preston Corderman, Chief, Sigmal Securitiy Brarch, 30
Nov B4. Sub: Sirip Cipher Devices (Flastic), request
for. AS-80A File: Cirpher Device C3P 845.
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was 1ssued as & CORFIDENTIAL, reglstered device with the short
title, EIéﬂﬂv. However, Cipher Device M-138-A was 1ssued _
without being either registered or classified. Consequently,
on 3 March 1941, the classification of Cipher Device K-138
vas cancelled. The reason for cancellation of the clessifica-
tion was given in the request to The Adjutant General as
follovs: FAuthoritj is requested to cancel the confidential
classification of -the Cipher Device M-138 since the Cipher
Device lN-138-A, & similar device, is unclassified.“lg This
change of status caused mo dilfficully.

Ancther change of classification status was required
when Cipher Device CSP 845 was issued. Since this sams device
vas issued by ﬁhe Nevy &s CONFIDENTIAL and registered, il wes,
for the sake of conformity, also issued by the irmy as COIFI-
TENTIAL &nd registered. The confusion occurred whem, on 21
September 1943, the Director of Faval Communications effected,

by memorapdum, csncellation of the clessificatica of C2% 845,

.thereby requiring no accountability for the Navy strip beerd.

When Army holders became aware of the Navy memorandum, many

of them essumed that it applied to.&ll Cipher Device (32 O45's

12. TLitr to AG from Clyde L. Eastmen, Acting CSO. Sub: Can-
cellation of Classificetion of M-138. 1st Ind. to C30
frem E}m, A£GO, 4 Har 41. AS-80A File: Cipher Devics
I"I-l,_: “E-i 4
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and cecsed sccounting for the Army-issued devices. The prob-
lem grev more complicated throughout 1944 because Overseas
Waval Issuing Offices issued unclassified, unregistered Cipher
Device CSP 845's to Army units upcn regquest. The result was
that Army unlts held some devices for which they must account
as classified and registered, and others for which no eccount-
ing vas required. The natural remedy was, of course, agein
to provide conformity with the Rﬁvg by removing clessification
and registry from the Army devices. This vas done (Gov 1044),
but in order not to crezte a8 nev precblem by applying this
remedy, a special exemption from rouilne property acccuntability
;T of the nevwly unclassified items had to be obtalned ai ihe same
time. Removal of classificetion and régistrr mede the strip

devices equal to ordinary items of Dropertiy, thereby remcvings

responsibility for storage and issue from the Sigpel Becurity

Agency. Since the Signal Security Agsney hapdled associated
cryptographic materiel such as elphabet strips end key lists,
it was highly unéesireble that responsibility for storage and
izsue of the devices themselves be removed from the Agency.
Therefore, the following acuthority was requested by Signal
Security Agsncy on 16 November 1944 (Tab 35) and approved by
commend of Lt. General Scmervell, Commonding General, Army

Service Forces:
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1. It is requested thet authority be obtained
from the Cozmanding General, Army Service Forces to .
exempt the CSP 845 and all other strip cipher devices
from property accountability upon removal of the pres-
ent classification and registry, and that the Signal
Securlity Agency be charged with storege and issue of
the devices if this suthorlty be obtalned.

Channels of authority and other deteils concerning "Re-
moval of Classification end Reglstry and Exemptlon from Prop-
erty Accountability," are Eiven-in photostats of the sctual

correspondence (Tab 35).

0E1




CHAPTER VIII. DISTRIBUTION OF STRIP SYSTENS

A, General
By the fall of 13939, when approximately 375 strip cipher
devices.had been prozured, Cipher Dsvice i1-158 and E-136-A
were distributed through &ll levels of ccrmend from the War
Depertment down to and including posts, forts, depots, and
arseﬁnls (Pab 36). However, ﬁaacetims requirencnt kaept heolé-
erz of ¥ar Department cystems at less then 300. Ey tac

£a11 of 19%C, plans for expansion of the Army ilnsreascd re-

guirements (pp. 52-53) and 550 devices vere ordered; nowvever,

a delivery of thaese devices was nct bsgun uwntil Jurne 138 oniy
five months Eefcre the aticck on Pearl Herbor. Early 1542
found the Sigrmel Corps frenticalily ettempting te get aluminun
for procurement of almect 5,000 strip devices (p. 56).

'Althcugh strip devices had the disescvantage of belng
slovw to operate, they offered severzl advantages over high-
grade machine systems, in thet they were less expensive 30
procure, easlier to distribute because of their smz=ll slize,
and provided less materialarnr compromise in case ol capiure.
Therefore, pra;tia&llg every Army establishment suthorized
to hold eryptographic material held strip céevices, unless they
vere nobile or front-line unlts recognizably unable to cperais

strip beerds. Although this wide distribution (Tab 3G) of

L
iy
s 65
= — o
—— e - o g . — - - —_ T -
- S L L s L e IR L m—--' NS S -'\_._'= .'.‘_'.-“-'? i..:"‘.:“-'m



VAT
Tmnarry

VIII. Distribution of Strip Systems 70

strip devices 1s not 2n {rherent proof of how frequently
they vere used, it does indicate that the contribuilon of
strip systems to cryptographlc communication is most signif-
icent.

Strip systems were used primarily in two ways during
World Waer II: (1) 2s stand-by systems in case the norzel
means of commmunication, which was usuelly & machine systen,
beczma inoperative for any raﬁacn; (2) as a normel means
of communication between holders suthorized end those not auth-
orized a high-grade mechine system &s vell as & mezns of com-
munication emong holders not autherized a high-grede m2chine

system.

B. Strip Systems as Stand-By Hearns of Communicaiicn

By the fsll of 1043 when the orderly plaa of ths_crypsc-
net began tc have its effect upcn the voyieldy growih of
classified cosmunicatlions, practically every norz=l systenl
y=s provided with & separaie stend-by strip syetem according
to the original cryptcnet plan 28 gutliped in Cryptogrezhic
Gcmaunicaﬁians, (short title: SIGWHY). After the cryptenet
plan had bsen in use for about & yéar ard & half, it vas

discovered that meny of the stand-by and emergency sysiems were

1. TFor ezplanation of the terms "normsl, stend-by, eand
ernergency” see Cryptegrephic Cormanications, 1543
(short title: SIGIEY).
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so seldon used &s to malke their issuance & waste of production
effort. Tharefure; ﬁbout siz months before the end of World
War II, the flexible cryptonet plen vas adopted and & new
policy fer issulng stend-by systems was placed in effect. For
both Wworld-wide snd theater cryptonets the mev pollcy becanme
thot of alloving the same system, which was usuelly e strip
system, to stand by for two or more normal systems or even to
alléw one nnrméitsystem to stand by for another normsl systen.
In some cryptenets, 1t was possible to discontinue stend-by
strip systems altogether. The pollcy Vas thorcughly depend-
_ent upon proven trends in traffic loed, possiblility cof break-
S dovn, nuober of systems held, etc. Excmples of the new trend
of eliminating ravely used systems or malking them do double
duty are given in the next parcgraph end in Tab 37. .

In Cryptonet 33, the special Security Representatlves
Cryptonet, six strip stand-by systems were issued at first.
later, in eerly 1945, ell stand-bys were discontinued anc
"35" pecame an "ABA only” net. The pet was iszsued vithout
stand-bys with the understanding that Security Representetives
would always be located at headquarters holding othsr bkigh-
grade systems which could be used as stand-bys in cace Het 33
beceme inoperative. In Februery 1545 the stand-by strip

systems in Cryptonets 12 and 13 vere discontinued sincc the

08L




can be found in Cryptonets 21, 22, 23, and 27 (T2b 38).

vVIII. Distributicn of Strin Systems T2

distribution scheme by that time precluded the necessity for
individual stand-by systems in thess cryptonets. In several

of the cryptonets the pattern for iséuing stand-bys became

that of alloving e norm=l strip system provided for non-holders
of SIGABA, or some other high-grade mechine, to do double duty
by acting, at the samsftime, es 8 stand-by systea for a nornm=zl

SICABA or high-grade m;chine_sfstem.e Ezamples of this trend

C. Strip Systems &8s Hormdl lHeans of Communicaticao

St»ip systems, both during World War II, ané alsc &t the

pressat time, 2re & very imrortant means of communicetion

2. Lt> XNo 549, SPSIC-2, To: All Holders of Cxyptonet 12
and 15. Sgnd For the CS0 by Mej. Gen. Frank E. Stoner,
Chie?, Army Commmications Service and Lt. Col. K. Eubn,
§S8, 12 Feb 45, Sub: Discontinuznce of Destructicm of
Standé-by Alphabet Strlp Systems in Cryptonet 12 apd 13,

1. In accordzance with the Chief Signzl Officar's
program of eliminating cryptographic systems which
ere rarely used 2ad for which a necessity no longer
exists, the stand-by alphebet strip systems In
eryptonets 12 end 15 &re being discortiinued. The.
distribution schez=s of these o cryritcmets now
precludes the necessity for individusl stand-ty
syatens.

2. Under the cryztonet plan, e&ll helders of Crypto-
net 12 hold Cryptcret 13, and £ll holders of Orypic-
net 13 also hold Cryptonets 14 and 15. If for any
reeson, & normel system ir Crypiconet 12 becooss
inoperetive, the normal system in Cryptonet 15 c2n
be ussd. Similerly, if the pormel system in Cryptic-
net 135 is iropsrzative, thc nermal szystems in Crypto-
neta 145 and 15 c&n bs used.
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VIII. Distribution of Strip Systems : 7%

especiclly for holders not authorized to use SIGABA or some
other high-grade cipher mechine., For example, the generzl
world-vide eryptonet had & strip system as the normal means
of communication. This strip system, No. 1501, ves held by
almost all Army orgenizations zuthorized to hold strip sys-
tems (Tab 37). The widely distributed System 1501 permits
almost any Army organization to cammuﬁic&te with any other
but 1ts security_is pmutactei.by the fact that it 1s used
only for unusuwal sitvaticns. That 1s, if a nesd for hebitu=l
commnication betveen placeé holding in common only System
1501 is enticipated or discovered, a Cryptonet 1s organized
or a system issued to teke care of such trafflc.

Ancther widsly-held norm=l strip system was Systen To.

999, which was not technicelly in a Cryptonet. It became

- effective on 1 August 1945 to furnish 2 world-wide replace-

ment for the War Departmsnt Telegreph Code, 1542, (SIGARH).
It vas designed for the RESTRICTED treffic of Army establish-
ments which used Cryptcnets 15 and 17 for CORFIDENTIAL end
SECHET messapges. System Ho. 999 was discontinued on 1
Jenuary 1947.

During‘ﬁnrlﬂ.ﬂér II, in the Military Attache Fet, strip
systems vere used by the attaches both for ncrmal communiecs-
tion with each other and for corrmunication with the Var

Departrment radio station (WAR) at Fort Hyer, Virginie. The
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"Tab 32 is an outline of the cryptonct sirip sysieme, I
: muanh 01 adﬂ.ng to the Eenzr*‘_pg cert gr the su“j

=g 1E“FE=Irtﬁb T cr str*u systems issued iHCerﬂL it of the
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YIIE; Nt v Eistxu.nutltﬂ of Strip Sysiems . Th

exception’ to uhis wes Trhe Hilltery Attauhe. Lundnn, 1ho held
SIGABA and usaﬁ it. for communication vith;LAE. pq 1 ey 145

ons—tima systamsiluguuﬂlv cno-time psdz} vere Jrcvinad each
- ,-"h.

LiTitarg Attacta as isu1at1nn systems for ctm:uniﬂatiﬁn vita
WAR, Althnugh‘strin systems were approzim;taly a; vi_e;g
held after thﬂ intrnduﬂt on of one-time iEﬂl&tiD1 syatens,
they vere mugh 153; fregusntly used since hilitary ﬁtt&cncs
have & Eragt_&balzmure pormunicaticn with the Wer Derariment
than with gach'ﬁfher. i -
Genarsli zat nh about strip systzaos is diff::ﬁlﬁ since
it is nﬂﬂewsary at timss to mention speciflc srﬁiﬁzﬂ. I Tex

havs been mﬂnh*s"eﬂ in the L2zt abeve. Teo go Into gressed

detail ccncerning the remcinder wcould pz2ie ths
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toc larse. The alternstives ere te avold msntizz of sracific

systems or to write an 23&iticmal Tolume The

i |'I

fore, &
comproriss has been atiexpied in Tab 33 ﬂr EXD :d;ng”thc
subject, although not tc its 1limits. While the materiel in
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intenﬁeﬁ cot as & dstailed stedyr uf each aysten but-aa 2
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STRENGTH TEAKIESS
mzo variable lactors: Canstant factor:
1. 25 mixad alphabets (1 2 3...25) In left-hand example: 10 let-
2. Choice of 25 diiferent lsttsrs ters between L and O in toe
as ciphar-taxt letter for eash ist alphabet, 10 lstters be-
plaine-text latiar, (in first tveen E ard Y in the 2¢ alpha-
alphebet, L could have besen an- 4, 10 letters betwean T
uiphar&dhy!‘,or‘byﬂ,orhyu, znd I in the 3rd =lphabeb ...
or by J, or by M...ete, instsad 10 latters between T cnc G
c.t"u;qrnu:!.nt.hummpln.} in the 25th alphebet. In

right-hand example; the lins
ghown was enciphered on the
same geceratrix, producing
a constancy cf the interval
10. There are 10 letiers
betwsen T and K, in tha 1st
zlshebes, 10 lattzra between
% and Y in the 2¢ alphsbel,
10 letters bsimeen N and J
in the 3rd alphzbat...l0
letters between P and L in
the 25th alphabat.
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CHAPTER IX. SECURITY OF STRIP CIFHER SYSTEES

A. General
The cryptographic strength of the disk or strip cipher
is based upon the variable factors which 1t provides, nemsly:
(1) Encipherment by at lesst 25 different mixed
zlphebets (sse exampls on opposlie page:
Fig. 4).
(2) A chcice of 25 different letters for each
. plain-text lstter (see sxample on opposits
peze; Fig. &).
The eryptographic veakness of the =trip or dislk cipher

is the conatancy of the intarvall between the letters of 2ay

one plain-text eligoment and the letiers cf its cipher-text
- sazaratriz.z The dznger of unsuthorized reeding arises vhen
more than one plain-text line of letters 1= ensinhered o2

the sare gansratrix.3 (S2e exemple on cpposite page; Fig. &).

i. Irtervel - In this case, number of letters iz each
alphabet between the clain-text letisr &ac its cigher-
text eguivelent. Sse example on oprposite pazs; Fig. 4.

5. (Generatrixz - Becsuse of the interdspendence of & plalin-
text line of letters and its cipher text, such lines of
plain znd cipher text have come to De movn s gelere-
trices, in other words, one results from the cther or 1s
geperated by the oihner.

3, That is, when, in the alphabets used to encipher. more
trhan one plain-text line of letters is enciphersc by lei-
ters which eare the sems number of leticrs from the plain-
text letters. Sec exsemple on oppssite page; Fiz. &.
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X, - Security of Strip Cipher Systems - 76
If enough linés enciphered on the sams generatrix are deter-

nined, not only can the message be read, but the alphabets
used to encipher can be reconstructed. Therefors, all security
improvements of the diﬁk and strip cipher vere designed elther
to prevent or disguise the appearance of this constant factor.
Opinions concerning vhat was necessary to prevent or disguilse
this factor chenged through the years. In general, the
security requirements became mbre rigid.

Beaﬁritr improvemsnts made in the use of disk and strip
Eiphar systems ez; echiefly concerned with the following
elements:

R a. Reerrangenent, replacement, &od supersession of
b alphabet =trips.

b. Selection of genersiriz.
C. Hﬂaﬁaga length limitatlioxn.
d. Chamnel elimipetion.

e. Split gemerairix.

p Ckengze from fixed to varisble nunter of channels
eliminated.

E. Change frem chennsl eliminetlon to strip elirzine-
tion.

Fach of these elements is discussed in detail 1o the
paragraphs which immediately follew, begipning with ths earll-
est yeers of usé (by the Army) of the strip cipher principles

" of encipherment. In eddition, the sesurity chanzes eppearing
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in thas succaszive editiomes of the ccaparatively recsnt
sicpal geries &rs outlined in chert form in Tad 39. Thes docu-
perts of thls seriles bear the short titles, SIGUER, SIGUER-Z,
SICTHER-5, cnd SIGTER-Y. Ths eariiest wes SIGER. =ffeztive
Aoril 1942; the sseond wes SICTER-2, effective Apeil 1G4 {2

third was SICUER-3, effective Harch 1545: aad the fourta wis

i

SICTIR-4, effective July 194%5. For list of eeriler editieas

of cnermablons imsiructlons, ses Teb 42,

B. Rearrengement. Fsplecement, and fupsrsesi-on
oz AITanoet Sorits

Mme sc2urity recouirsmant, which was izotreduasd &% tho

Szirlanisg ané psintoinod through the Fsars, ¥23 >ariod

= arcnpgament of ths siphichet disks or strizs. Cho fregeenty
witih whish they vere reassaxzbied &i€ mot remein %oe sove.

Duning the period whar Cirhsr Devles H-5+ wags effsetlsz, s

alokabes disks vere rearrsnced ozly Infrsquentlr.” &0 lanst

+. Infpequant change of the alphabes disks Cosay not mfilisoais
gs “r—:a:‘.t & lgck of insight into ths cecuxiiy ilistev ins

of Cipner Devies ¥-94 es a brief baoclwerd ;iimce nlig:l
ﬁu:-‘ar.:rt. First, the device was intsriasd ::::.é:: forr fiall
use &l aecc_d-“ , eeriy instructionald meleriil {[I125
contains the fcocllovinz inlormeuion on sac..ul i=zina-
Zgrs &ad rearrongcment of alrhadets:

"5z, EECJ.—.;“‘I FOR EEY AW PROS En"u FIR CEENGESS
THERETH. - a. lisssages eryptcs;:'apnau by tha s&xzs s5€7TICN0E
of pliphkebet disks can rempin semz-a ggainst soluiisy Oy
8 wﬂlT-crgs.uizeﬂ acd efficlent eusoy SryZiiIAlyeil S0
tior. for cnly a relectively short tire. It is —sE5LDLe
t2 stata &xa::t'u hev long. beceuss scluiion cgpescc jon
£ numoerT of ‘F‘E"‘l""_{. factors: @ eonuervetlivs estinshe
veuld piace the minimum &% € hours, the waiiaum v & 2 3
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iX. Security of Strip Cipher Systems 78

by 1639, after Clpher Device M-158 had been edopted, dally
reerrzngenant of the disks became the rule.
Perhaps the most momesntous of all security improvements
' was that which introduced changeable paper glphsnet stripa
instead of unchangeable &luminum alphebet dlsks -- most
momentous becsuse it resulted in complete redesizn of ﬁha
-form of the device. To actualize this chenge, Cipher Device
M-94 was supersedsd uryptngrapﬁinallx by Cipher Device §-138.°
After ebility tc replace ths siphabst sirips was edded
the ebility to reserrenge them. The freguency ¥ith which thef
vere replzced end rearrangad had an evolution of its ovn. When

ths rirst instructicns for uss of Cipher Device ¥~-138 wers

Floaa®

b published in 1935, 25 alphabst strips were iscusd in a2 sel
with eeck system. Twenty-five vas, of courss, the exzact

nurber of strips required to fill the 25 chanasls of the

days. For this resszca It is mscessary tc change the se-
qusnce from time to tize, and th method of determining
or indicsting the nev sequence must be agresad upcn 1o
sdvance &nd thoroughly undersioced by 2ll wnd are To use
the instrument.

b. The sequence in which the aiphebet disks are
essembled uporn the shaft constitutes the key In this
¢ipher system. When 2 change in key i= to take place,
exactly wvhet the new key will bs and the exact moment
that 1t is to supersede the old key will bes determined
by the proper comméndsr and will be published ia signsl

operation instructions. (For exampls, ses page 272.)"
AS_B04 File: Cither Device H-94.
5, Cipher Device M-94 was later repleced Dby Converter k-209.

GGk, 932




within the set nf 50 or 100, ¢ the 25 sitrips to be useld, Dro-

1%. Securlir of Stzip Cizher Systems 79

I

cdevice. Thene 25 strips were rﬂar; ged from time to tims end,

=

ess frequently, vere replaced by e new set of satirely 4if-
ferent al;habets} By 1639 & n=w policy of issuing 50 ox» 100
alph&het";triﬁa:4h a aat waz sdopted. Sincﬂ cn13-25 strlios

vere used in the device at cne t;ma, psriodic ra-seleuniun,

vided more securitf thén rearrangling the sexe 25 strips. From
1939 until middle 1342, thse sene alphebet set of 50 or 100
strips wes frocuentiy in effsct for six menths.

Durlpz the eix poaths in whick ex alphahet set wvas sflec-
sive, the strips were resrrangsd deily, 25 of the 100 pzing
aslecscd =nd used. (Fsriod: middle 1939 - middle 1342; Eov-
evor, only Eﬂtdiffereat ar;e:gements cf the elrbsbet otrlips
were trovided for the entirs six-menth psriod, making it im~
pozsible to &vold using exzactly the same s¢rrangznent of tas
strips nﬂ EE?ErEl difTeren: dzys. The msthed of selectica
was as feollows: BEach cifher key list contalmed two tables.
Cne tzbiz comsisted of 5C sepially nusmbered munmsriczl ss-
cusness, ezch contzining 25 random nusbars. 3&83h numsricil
gegueace ihdicated'ghiuh 2= sgtrips of ths set vers to be
placad im the 25 chennels of the device on & certain day a=d
in what crder. (The alpkabst strips were seriallr nutbersd
end ehch.nu mber in the nuomsricel sequsne? rsfﬂ;raﬁ-tn & mza-

bened slphzhst sirip) VWhish numeriesl sszushos Was msed o




SaUPLA KiY TADLE (1939 - 1942)

DALY KEY TaBLE

otes The key number for a given cate is that nunber which is at
_ the intersection of the column in which the month is lozated
end the row in which the day is located. sxample: for april
3, the Key lio. 13 4k. '

ay ef - Lonth £
‘onth  dJan. Fsb, Lar., apr. Lay Juse %
1 10 38 LB 5l 1 137 & =~  dor {urther az-
2 L9 1. 23 50 12 29 . B planaticn of
3 2z 39 50 L 29 20 f . usinp this table,
i 11 12 2L 7 ‘9 16 27 ¢ sez= opposile
5 a L 9 8 2 2 2 4 §  paze.
o 1 13 11 40 5C 3 3% 3
7 533 32 L 42 35 45 7 ;
8 1 12 10 K9 37 b 16§
9 32 E 27 38 9 3¢ 8 \
U 13 S < | 36 15 2 5 ¢ —
L 2 L 2% 25 A s W = 0T =
12 2, 5 1 6 k 7 g
15 Lo 28 B .3 22 e 21 .
14 50 2 L9 26 L5 L8 31 .
15 gl 25 25 2 19 1 9 E:
15 5 29 13 22 B 33 20 "\,
17 3 L 34 25 5 21 18 %
18 W2 35 7 b5 20 & B C
19 a6 33 2 32 3 1c 31 P
2 6 Lo 3% 3 K & X pe
.21 37 3 | b 35 1 36 4 5
22 13 1 16 19 2 I bk P
23 3 57 39 50 L2 5 13
24 11 16 3 33 15 26 52
25 37 32 36 ig Lo 32 L i
26 La LS 10 23 9 5 N
2 12 I 18- &9 12 "3 2
28 4 15 1 &3 2 353 50 -/
29 1 15 L5 &7 14 i8 —
G 33 LE ! 13 L3 33 -
31 15 17 19 % -
0S4 :
|
PRI S 5 ;




=, Ssounity of Strip Cipher Ssntenms 80

vhich dsy vés dstermirad L7 means of e second table. 4 sam-
ple of this second table Is givea on the oppesite psge; i
was used by finding in the %eft-hand column tha dey of the
ronth on whish the message was to be sent and next determin-
inz, in the proper month celumm, the key numbenr coerresponding
tc that data. The kev nuzber thus found indizatec The Duzer-

1eal cezuence to be used in arranging the alphacet sirizs 1n

ths cewvice. TFor .exanpls, sccording to the szadis tetle cn

ths crposite pege (Fiz. 5.. on the 1st day of Jamuary, the

=i=th of Jenuany, and zlac oo £ Fsebruarz, 10 February, Py

strips wore used in ths ssuae identicel crdsr. ISliminsiicz sl
the possibility of such repsiition bsgen about fugust 1042
{aithoughr it was net elizminaizad exclusively thassaeiftsr, wits

the intpoduction o ley Llste vhich contalined a dififersnt

I

umerical zeguencs, i.s., 3 Qilfapans srpenzoncni of th
glphabet =trips, for ezch Az7. After iptroduction of this

trpe teble, iis form rszsinoed substartially the szame thocugh-

o=t the ysars. An emsmzls of such & tobls appulrs crrocslie
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. Sesurity of Strip Cizhsx» Systems 211

Si= month sucerssssicn of seis of alphabet sirips began'
to be crimoded ehoui January 1942 when & querierly and bi-
conthly supersessicn schedule wes introduced. MNonthly super-

session bsgen for some systens in about October 1942. There

wes no particular date on which quarterly and bi-monthly supsr-
asssiﬁn of elphabet s2ts:, or on wihich monthly supersession
replaced quarterly and bi-monihly éupersazsiﬁn. The trend
was a gradual one, moving stesﬁilg tovard decrsesing the
length of time an alphabet sei remained sffective. BE7 Aungust
1943, the situstion concerning supsrsessioan of alphabel ssis
bhaceme zsatile, with monthly supersassion of alphabet scis
end daily rearrangement of strips within the sst.

Although there vas n> dsfinite dete on vhich monihls
supersession of alrhabei sétﬁ end é=ily numeriecl seguences
vere intr»oduced in all st>ip esystems, there 1= e sigpificant
date -- August 1942 -- when the ahangelwaa made 1n many
systems. The many chaages 2t this time were tius direct
result of & securitiy atuﬁge of Syztem 56 mede by the thsn
recently organized Strip Cipher Cry-tamalyiie Uzit, Crrpie-
grephic Security Eeatioﬁ, "C" Branch, Sign2l Sscurity fgeney.

Although the time element has here besn used &s the

6. For descriptica of this atuﬁy, zge P.91 aad foctnote
15.
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element of comparison, the real element of comparison, as
regards securlty, should be the gmnunt of traffic passed in

a system during & given period of time. Katurzlly, the amount
of traffic greatly declined after the war's end. Therefore,
the length of tiﬁﬁ a system rem2ined in effect could be
\1engthane&.aucnrﬁingly without detriment to security. Con-
sequently, after the wvar, samn_strip systems Were returned to

e quarterly supersession basis.

C. Selecticn of Generatrix

It was recognized from the beginning that encipherment
on the scme generatrix Ehould be held fa & minimmm,., Eovever,
a rule for completely eliminating the pessibility of using
the same generstrix twice in the same message ¥es not intro-
duced until July 1943. Instructicnms teo the operator on
cholce of generatrix differed widely through the years. (A11
of the rules quoted &re directsd to the operator and apply
to enciphﬂrﬁEnt of a2 single message.)

"Instructions for Using the Cipher Device H-94," pub-
lished in Februvary 1522, state:

You must meke no rscord of any kind 2s to which

1ine above or below_the plain text you take for the
cipher equivalents.

7. This rule undervent & startling reversal in 194z, Sec
quotation on p. 83 from instructions for the yeer.
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i IX. Security of Strip Cinher Systems

Contiruation of the rules on selection of genmerairix

from the 1922 officizl instructions is &s follows:

Avoid taXing for the cipher lines elther of the
lines immediately above or below the intelligible plain-
text line of letters and try to distribute the lines of
eci-her letters that you do take in a very irregular
mapner among all the possible horizontal lines 2t dif-
ferent distences from the plain-text lines. Hever make
a practice of "favoring," i.e., frequently choosing, 2
particular line above or belovw the rlain text.

The document, "Instructions for Cipher Device Tyve
1i-158" (SICJOBR), published in April 1935; the two documents
"rnetructions for Cipher Device M-138 end M-138-A" (BIGLOD,
published in April 1939, and SIGZCR, published in April 1¢40);
and "Instructions fer Using Strip Cipher Devices® (SICGUER),

i ‘ publizhsé In April 1942, 2ll gave the same rule on operzter's

choice of generatrix:

5 Care must be ezercised to see that the ecoluzns eof

| cipher fext cbosen are teken in &n irrepuler geaner, 2t
-Eié?ereﬁi'ﬂistancaa“??bm.the Dilein-text cciumms. HOcvever,
deliberate etlempt should mot be mede to prevent ite
Selection of colt—ns the same (istance irch UL pidilh-

Te=t column in enciphering & LcLg messcfs. Lever make 2

ractice Eg_“?hvargﬁg,“ %¢ 8., eauantig choosing & -
EE;EIcuIar column to the right or 1sit of the pil&in-text
“goLlummn,. 2

thermore, it is to be € sized that the
selection of tThe columns must never docorcines o6 an
System or pettern, leest of all according &C mu—erical
order.

From "Instructions for Using Strip Ciphber Devices” (SIGUER-
-2), effective in July 1943:
. . . A note should be mede of the irtervel sezarati-

irg the plain-text column end the selected pensratriz.
Generaztrices selected may be marled with 2 pencil cr the

| | D89
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s IX. Security of Strip Cipher Systems 8k

top of the device and erased later. Generatrices oc-
ecurrine at the same interval from the plain-text column
¥ill not be selected more tben one time in enciphering

Z message. Intervals of zero and of tweniy-5IX must
never be selected . . .

e » o CARE MUST BE EXERCISED TO SEE THAT THE GERERA-
TRICES TAKEN FOR CIPFEER TEXT ARE SELECTED IN AN IRREG-
ULAR MANNMER AND AT DIFFERENT DISTANCES FRCM THE FIAIN-
TEXT COLUMNS. IT IS TO BE EIIPEASIZED THAT THE SELECTICH
OF CENERATRICES MOUST NEVER BE ACCCORDIRG TO ALY SYSTEH
OR PATTERN, LEAST OF ALL ACCORDIRG TO NUIERICAL ORDER.

From "Instructions for Using Strip Clpher Devices”
(SIGUER-3), effective in ilarch 1945; and from "Instructions
for Using The Strip Cipher Device" (SIGUHR-%4), effective in
July 1046:

Alvays select generatrix numbers ir &n irregular
marner. Ths selecticn of gemeretriz numbers must never
be made eccording tc eny system or pattern, leest of all
according to numerieal order. Hever selact the same

generctrix number twice in emciphering & mssssge or mes-
‘sage part.

D. Hessape Lenpth Limitation

On 1 July 1943 the first instructions on limitetion cf
length of messages were promulgated by means of the new pub-
lication, SIGUER-2. The rule placed the length limitation®

8. [IMessege length limitation. - If the cryptographed text
of & message will exceed 2 certaln number of groups (100
according to SIGUER-2; 125 according to SIGUHR-4) divide

the plain-text into two or more epproximetely equal lengths
so thet no part will exceed the designated number of
groups. The two parts are then bandled as sepsrete mes-
seges. :




Eae IX. Security of Strip Cipher Systems 85

of messages &t 100 5-letter groups. On 1 July 19%6 the new
instruction document, SIGUHR-4, extended the length limita-
tion of messages to 125 S5-letter groups.

E. Channel Elimination

The introduction of the nevw Eu-cbnnnal Cipher Device
H-138-A vas guickly followed by the edoptlon of & very im-
portant security improvement, namely, chennel eliminatien.
Hext to ﬁeplacament and recsrrangerment of alpbabets, channel
eliminstion is the most significent addition to cryptographic
gsecurity. Chennel eliminstion made 1T more difficult to

recognize the use of the seams generatrices in different mes-
== sapes by brealZng up repet;tinns in tkhe cipher text.

‘ hfﬁar the introduction of alphebst strip ciphers, the
conception of channel elimination, in some form, seemed &
paturel inspiretion to cryptographically inverntive minds;
therefore the idee was known from the earliest days of strip
ciphers. However, the irmy, fearing to confuse its own opere-
tors as well as the enemy, hesitated to adopt ckannel elimina-
+tion because of 1ts rathsr compliceted nature. When the Favy
adopted it, the Army interestedly watched to determine its
precticability. In middle 1959 it wes introduced in a 1limited

number of Army strip ﬂfstams.g From then on it was graduzlly

9. See pp. ¢6-89 for dstall.
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IX, Sacurity of Strip Cicher Systems £3

intreduced into sn incressing number of systems untll July
1843 st which time 1t became the requirement for &ll systems
=+ (Tab ui_:n) Lrma i :

T pﬁ;apql_ql;ginatinn vaa accomplished as fnlluws:lﬂ After
' 30 '.é.:}'ph%bet at;iips hed been arreanged in Cipher Device K-138-A.

'acﬁérﬁing to thg numeri;al neéuenca given in the key liat,

_fi?e Ehﬁnnél; vere elim;nataﬁ from use. In elininsting the

five ﬁhannal:, the coperator Eithdrew the st>ips from the

chosnals and re-inserted thsm enly part of ths way in the sz=me

10. A procedurs wihich procuced ths seme sffect as chscnel
eliminetion could be uscd by helders of the 25-¢hizzel
_ Cipaer Davice M-13&. The procedure was ac f=llor-: (It
] is guoted dirsctly from "Imstructions for Using Sirid
o Cipher Devices, "SICGUER. April 1342.) .
- - (1) Haviag founé iz the curreal Cipher Esoy
list the numsrical key for the date of uhe us2Cags,
write down this ksy on & sheet of pader.

(2) Select at rendcz 5 different letiers of
the eiphabet, for exempls, LEWEA. This groun ve-
comes thz message izndicstor ené must be shovn es
the s=cond &3¢ next to last group of the crypiogren.

(3) Refer to the chamnel-elimimation talble
in the Cipher Key Idet end in the line correspond-
ing to the date of the messsge find She mmiberc
easigred to the letters of the seleciad macsegs
indiceto~. For examrple, assume the values corres-
ponding to the msssgge irndicator ILIWEA are found
tobe 5 -7 - 26 - 6 - 17, respsctively.

- (%) EBow turn to the numerical koy alreadr
written dovn, end counting from left vo right cross
out the 5tn, Tth, 29th, 6th, and 17th numbsrs of
the key. The remaining sesquence of 25 numoers
gives the ordsr and identity of ihe aiphabzst sirips
to bz inserted in the cevice.

* (5) The suhasquent opereticms in ensipherme=s
%111 be £s in the cese of Cipher Devige H-133-4.
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CUAMIEL SLINIATION HUNBsts (Sample Tablo)
day of Day of
Yonth A B CD EFGUN I JKELEDOODPIASTUY N XY Z Yonth
1 04 27 08 30 0% 14 0L 12 07 17 26 G2 20 29 15 24 03 12 )8 06 19 28 09 23 2o 22 1
2 23 19 27 29 22 15 02 21 0k 16 20 05 17 G7 18 02 U3 U6 10 13 U9 14 20 24 12 26 2
3 09 24 50 01 29 15 20 O 23 27 16 11 13 05 26 12 O2 O 22 14 16 25 21 U6 19 28 b
h 15 11 23 04 24 20 30 21 29 22 25 01 17 07 27 O 13 OY 02 14, 18 12 10 Up 26 U5 LS
5 13 09 05 20 23 26 17 16 )4 07 12 27 21 2¢ 02 11 01 25 Gb 50 O4 19 03 08 15 10 i
6 12 03 19 02 14 Lo 11 23 21 13 22 25 04 28 15 07 08 20 L5 OL 30 27 24 26 16 09 6
" 28 1) 03 19 09 OL U8 13 02 17 20 15 29 26 2, 16 05 27 12 21 U6 22 25 Uh 25 10 7
z 2, 20 11 28 02 05 07 19 O 09 17 14 22 13 29 26 21 U6 23 18 25 0L 08 27 30 03 B -
9 97 10 19 11 22 15 18 26 02 03 24 05 30 09 13 26 17 08 25 04 Go 07 12 28 16 25 9
10 11 30 06 12 06 18 25 22 1 21 05 24 10 28 02 16 07 0y 26 09 29 0L 13 20 23 15 10
11 19 15 0 08 29 0L 18 11 13 27 O 26 22 07 16 05 25 17 23 03 28 20 02 10 21 24 11
12 30 24 07 13 21 05 26 22 16 10 27 02 09 15 19 11 20 25 O4 01 29 W25 1208 030 12
13 16 25 14 23 UL O 12 19 22 28 05 10 09 15 20 13 07 02 29 01 21 50 11 17 U3 1 13
1h 26 01 13 25 2L U7 22 14 23 29 24 05 19 27 10 06 16 28 04 12 17 03 20 11 06 18 14
15 02 )1 25 21 08 0 2 05 04 \2 U6 14 18 UY VY 28 U1 29 13 U3 26 22 1715 2316 15
16 07 16 03 19 O 02 10, 01 22 14 20 30 25 17 24 15 06 18 10 20 07 26 12 27 23 29 16
1/ 15 01 50 L6 29 O 2L 12 18 U3 07 10 05 26 22 11 25 27 23 17 U2 Ok 26 24, 20 1, 17
18 73 14 20 Of4 16 25 29 11 06 02 27 15 0L 22 05 19 10 12 07 03 50 15 17 08 18 26 - 18
L) 5 09 20 06 14 15 25 19 03 07 12 29 LL 17 21 05 23 24 11 L4 10 27 26 2215 30~ 19
20 12 02 11 26 21 30 17 20 28 Ol 29 25 18 23 10 19 U7 03 16 27 09 05 22 0B 15 06 20
21 EGcrwcﬁ%Ec:?uuE.EFEEEHEHEEEE?E& 21
22 Eucwcumm:?EEEEEmmEEEFEEESS%EGHE 22
23 15 07 30 03 24 17 06 21 05 22 12 16 20 09 18 04 28 11 13 23 26 02 27 08 29 01 23
24 % 15 22 11 16 20 05 21 01 12 13 06 )7 28 03 10 27 02 23 26 09 O4 18 07 25 29 24
25 25 20 07 01 21 11 05 16 29 22 13 09 L8 J0 15 23 04 27 30 2, 12 19 03 1, 20 25
26 Oh 17 27 16 23 14 11 30 12 08 15 03 )0 26 06 24, 07 25 29 05 20 13 02 19 20 22 26
27 2L 17 14 03 11 02 15 29 11 01 05 2 16 24 O, 30 20 25 22 07 20 13 06 26 09 12 27
°d. 20 18 24, 20 30 11 22 15 26 06 08 0 27 23 Ly 02 17 21 09 19 12 29 07 04 13 6 28
29 52 13 06 11 20 G# 15 12 05 25 1t 26 23 03 01 16 28 09 29 10 17 1L 30 Ok 24 0z 29
30 17 03 20 14 02 204 10 UF D5 24 39 2% 22 U 0F 08 306 04 B0 10 L5 28 06 29 22 18 B
31 03 22 1P 05 24 30 D4 01 25 19 14 02 23 08 17 2o 28 11 10 16 20 06 15 27 12 21 31
A B e D aerOoONIdELE DYy XY VAR TR
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1X. Securliy of Sirip Cipher Systcms

chcorels but with the reverss sides exposed to view. Tae
specific five chonmels elimineted varied from message to mes-
seze on the sane dey. The msthod of selscting walch five
cherrels were elifinated bafcre enciphariﬁg esch pescage uas
2s follows: The operator sslscted 2t randem, S 3iffsrent
letiers of ths aipbahe‘: for ezample, PLTi0. Fext, h2 rs-
ferred to ths chnﬁnal elimizgtion t2ble provided im thes kay
1ist. (See Chennel Elimination Tabls, Fig 7, oz cpposite

paga.) Iz the line ecrrsstonding to the dete ¢f the mess23s.

Using the tabls on the opposits poge, and the date 10, ths
letiers FLANO gave the numbsre 15, Z0. 28, 25. 2%. Theze
auszbers indicated that the.1fth, 30¢h, 28th, 2F%h, and 24th
chonpels were 2o% to bz usas. The nrsbers in ths chamual
elixizsticn tebls bhad ne raferanse vhebever $o the idsntilyizg
nuwsbers ¢n the sizips thenselvaes. ﬁfage vithéraying ths
five strips. the operatocr sncivhersé ﬁhe mossaf? by alizning
the plein-text letters, 25 at 2 timu. on the rs=zining 27
at»ips end then cheesing & eipuer-text ganezratriz.

Before 19359 ezaiphézme:t b7 peans of strir syatexs vas
parformzd with no "interauptor" schems of eneighsrmsﬂﬁ. Tyen-

ty-five strips vere arrenged in the device, the plalp-iszt

letters vere eligned et the side, and the cipher-te=t gszeorc-

]
et
[%]
I -
K
il
r-ﬂ
>4
i

t=ix of 25 letiers vas choasn. In July 1229 ckanm

pekhipr




ix. Sccurity of Stris Cipher Systems 83

ticn vas intrcduced into two systems, nozely, the general
CORFPIDENTIAL System 26, vhich was distributed through all
levels of command and the general SECRET System 6, 2lso dis- '
tributed through 21l levels of command. From that time on,
channel eliminaticn was intreduceé into other systems &s conm-
sicered necessary. Ia Januery 1642 a pev policy was adopted.
Explanation of the new policy will be deferred focr &
paragraph in favuf of parenthetical remariks concerning the
lepgth of time chgnnel eliminaticn tablaé-remﬂined in effect.
The sample channel elimination teble (Fig. 7, oppesite 3. 87}
sheys that & different sequence of channel elimicaticr numbers
is given each day. However, only onc channel elimin~tlcn
table was included in & key 1list, meaning that Irom 2bous Ju’y
193¢ until early 19#2,11 during which period siz-monthk super-
segslion nf-kag 1ists wos the generel rule, the scme channcl
elimination table was in effect. When, from about Janusry
1cl2 through August 1542, three month supersessicn of key liste
vas the general rule, the seme channel elinmination table was

in effect for three months. Beginning abeut August 1542

11. GCenerzal statements concerning length of effectirc pericds
of key lists can be only approxlmate because, during the
early years 1839 through middle 1942, there was overlap-
ping use of different lengths of effeative pericds for key
1ists of daifferent systems. In this case the length of
the cifective pericds of ey lists of Systen 6 hz2s been
usel.

105
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monthly. cheonel elimination tables were lesued with the moathly

key lists.

F. 8Split CGeneratrix

Beginning ia Janmuary 1942 channel elimination becaze the
requirenent in the en#iphsrmant of £1]1 SECEET messages. For
CONFIDENTIAL messagesl? & new methed, Imown informally through
the years £s "split Eenerairlz,"13 was adopted. After 30
glphsbet stzips hﬁﬁ besn e=renged Ia tﬁa ésvice acecrding te

the numsrical sequence given in ths ksy list, ths opsxctior

12. With the insvcdueition of "split gemeretrix” for COLTFIDEI-
TTIAT, remesges, Systen 55 superseded Systex 26 as the
generel CONFPIDENTIAL system. Channel elimination had
beer used witih COZFIDELTIAL System 26 but was repisecsd
for CCHFIDESTIAL commmzicstions by "split gsaereiriz” of
CONFICENTIAL System 55. System 6, with chaanel eilmins-
tion, remainsd the goneral strip system for SETRET
messages.

13. When the 25-chanmel Cipher Devics K~138 ves used, the
proceduze for "split gcneraitriz” vas as foilows: (Tae
quotation is from "Irstruction for Using Strip Ciphae
Devices" (SIGUER), Ap»il 1942:

. . « Tne following procedure ls reccirasnded
for emnlovment by holders of Cipher Device 1i-138
vhenever 30 charncls for slidins stripa ars requir-
ed: Insert the first 25 strips in zeecordance wiih
the numerical key and lay the lsst 5 strlps in key
order balov the dsvice cn the desk or table top.
Set up ths messegs sccoxding to the imstrucilons
for the ¥-138-A davice and the current Cirher Eey
List for the perticuler system. Extreme care puat
be exercised in the alignment of the last 5 strlps.
Any mokeshift, such as slits in the sh2et of papsr,
may be employed to keep tkem in order. Operating

procedure is the seme as iz the case of Cipher

Davice M-138-A,
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2ligned 30 letters uf'plain-tezt against the left-hand stod
ber. A cipher genersirix was selected at randem and the first
15 letters (from the top balf of the device) were recordec in
5-1ettep groups. lNext, znothar generatriz was selectéd at
pandom and the last 15 letters (from the bottom balf of tke
devize) were recorded in 5-letter groups. The recordzd let-
ters were the first 30 letters of the cipher-text preper. In

nc cese were gll 30 letters evex taken from the szme colu=n.

Charnel elimination for SECEET mecsages anc "split genere-
tr1x" for CCIFIDENTIAL messsges rem2ined the requirenent fron
Jeruery 1942 throucgh July 1843. After the ietter dete, charnel

eliminstion becaine the regquirement, in gensral, for bota

STCRET'and CONFIDENTIAL msssages; hovever the "gpllit gensra’riz”
wes retained in some COEFICENZIAL systems. At the time of I%s
acoption the belief thet the "split generatrix” procedure acded
security to the gensral method of using strip cipher systems,
wc.s based on early sxpurimentﬁlﬂ whish showed thet vith genera-
trices of 30 letters sﬁ;tistical t=zstas conld b2 applied to
icentify generatrices that vere 1dentical., With reductlon of

+1,e pumber of letters per gsmerairix, vhich was zecomplished

14. Information concerning the "eerly experiments” hers men-
tioned wes given by Mr. Frisdmsn in apsuer to the guestion:
™hat was the purpose of introdueing "split geperatrix?"  Ee
Questionzire conteining this quesiicn wes sent to k.

. Friecmen on 1& Oztoter 1247.
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by the "split generatrixz" procedure, this statistical maiching

ves no longer as succeasful. However, the number of genera-

 trices vas dnuhleﬁ thercby, so vhat was gained in one direc-

tion was lost in the other. The split into two generatrices

of 15 letters each was practical beczuses of the ¥ay in which
the strip bnafd was constructed in *"0 equel halvez., In eerly
1943 the ineffectiveness of the "split peneratr:x" &s & sscu-
rity measure was conclusivelry prﬁved by & securlty study of
Srstem 56, made by the Strip Cipher Gr:ptanalyt:n Unii, Coypte-
graphiec Section, "C" Branch. This study of System 55, co=z-
ducted during pert of the summer end fall of 1942 apd extend-
irg into eariy 1943, tock the form of three cryptanslgtic

tests,15 the final ons of which was successful enough to var-

15. Ths three 1942 eryptaczlytic tests of Systen 56 zre summa-
rized as follovs:
a. First test -- No. T132.1 (Tab %1)
: (1) Given: lMesssges in complete intercept form,
No other information.
(2) Conclusions: With proper HSEEE, the syatez hed
a high cdegree of sscurity since fireffic in the
system was uvnlikely to be he avy ercugh to give
sufficlent depth in acy one generztrixz tc alliow
rapld scluticn.
b. Second test -- No. T132.2 (Teb 1)
(1) Given: 180 lines of bona fide traffiec. 3 plein-
text lines of the 180 cipher-text lines.
(2) Conelusion: The remaining 177 1lines vere not
resd in the 6 weeks spent attempting to obtain
- & solution.
¢. Third test -- No. T132.3 (T=b k1)
(1) Given: Variocus apounts of plain-text Zor 180
lines of clpher text.
(2) Concluszions: The problem was successfully

1C8
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eiimination was considered very sscure. The system had been
tested and retested by the Strip Cipher Cryptamalytic Unit
vith only negative results. Xovever, in April 1944, the
‘Strip Cipher Cryptanalytic Unif made such significant dis-
coveries that it recommended discontinuing use of strip cipher
systems unless some w2y coculd be found to substantially im-
prove their security. The cryptenaiytic test vhich brought
sbout this vecommendation was as follews: Vorling with bena
fiée traffic 21l enciphered on the same day, the Strip Cipher
Cryotanslytic Unit solved the indicator systen by & previously
uwnused mzthmd.lﬂa Solving the ipdicator sysiem meani that by
uowiins with only the indicators (the 5 ls3ters chosen &t ran-
dom by tas operatcr). the cryptanazlyst determinmed the pumbers
easizmed to these letters in the channel eliminaticn tabls for
the doy. The extent of the test was that ihe messeges were
rezd &nd both the thirty alphabets used &nd the channel elimiza-
tia:.tahla fcr the dsy were reconsiructed.

On 19 Mey 1834 e conference was held betveen represcnta-

162, The cryptapzlysis was the vork of liss lexins Devore.
The technique uscd -- 2s vell as many clbers eaployed
previously -- was originazl ané resulied fren Independ-
ent research and originnl thiniing.

I:izs Devore's work haed more influence then any cther
factor in contributing to the shift fron strip sys-
te=z to machine systenms.
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“tives of the - Signal Becurity Agenay and rapraaentatiuas of the
| FRavy to d_scuss str*p cipher agstema Ths Eignﬁl Eecurity
.fhgcnny TEP‘EaEDu&tifE et thﬂ Guﬂferenca auggesued unﬂsrtuding
2 joint stud$17 vhich included 2 camparisnn of the security
?inharanu 1n thk Army 1ndioatur awatam.. As a reaﬁlt uf ‘the
‘j stucy, on 2 Eaptemher 1934 army instrﬁctinns were prnmulgﬁteﬁla
" ‘changing the Army method of channel elimination to's variatinn

.of chﬂnnelé elimipsted wes adopted. The ?ariﬁﬁicnvﬂas'prn&uaeﬂ

. 17. As pert of the seme study, (2) SSA obtained traffic-lcad

=18 Gha:ga Ko. 2 (2 Sep k) to "Instructions for Using Strip

= L S
|

Iz : Security of Strip Civher Systems : "Gl

of tha'nﬁﬁyimsthaﬂ. The Eavy ﬁ?ucedura for varying tae number

by two factors: the presence of blanks in the'tablelof strip
elimipéfiﬁﬁfnumhg;s apd the fepétition'pr numbers ;eéulting
frem the uée of five Eun;eeu:ive lines of the tablal The Favy
method ¥2s not adngte& complately &t this time sinca tﬁe Army
mathcd uf elim_nauing atr TS hg channel nunaﬂr insuazd of strip
nuage* was mainta.n#d. The Army preferred elim;;a;*cn by

Hbannal numher becausa it rxroftted continuad use of 50 or mers
- i©

strips 'ilz:. a sa2t. > -
" The new mhihnd.af channgl elintnation, which permitted a
variable mmber of chenrels sliminated, was acccmplished =6

datd on a1l systems used. by both the WD and the Theaters;
“(b) & subccmmittee was appointed tc attempt to dsvise a
new 1nd1catc; systen. .

Cipher Devices," (SIGUER-2).
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CITAHINT, SLIGTHATION WUMBIRS (3ampla Tuble)
Day of Day ol
Henth AR CDEFOCHIJIEKETLYEUNO?DIP 3 R3TUVYV Y XY Z Honth
1 i 1 30 29 E w 618 . 27 92, 17 23 1
2 Y 13 &z, saa 7 20 2619 528 1, 23 2
3 26 3 3 AT 25 516192720 23 122 7 9 18 2a 15 3
h 15 13 19 18 20 T21 211 1, 25 12 22 29 A
5 19 27 20 10 21 mmumm 292, 525 212 b 626171115 728 30 ‘9 5
) 21 G2, 515 ZF W 1 iﬁtw.ﬂl — 4820 ¥l H«w._rw.l [
7 3 10 23 11 2 19 25 1 2, 20 oAk . T
i 15181728 127 13 311 26 23 29 m 22 21 11222 B
9 216 26272915 4 5142325 6201012203018 1211711 7 3 9 2 - 9
10 1. 22 2/ 11 10 3019 6 2 L 25 5 M 10
il 61,29 § 917 L 1B 23 21 . 20 22 2 2 28 T T
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follovws:

First, the operator selescted &% rendom Ilva differant .
1etters of Lhe alphabsts. Sscond, he then referred to the
curcert channel elimination table (See the sample table, Fig.
¢, on ths cppﬂsita.page}.lg Third, he then found Iin the line
corresponding to the date of the message, the nvamber which was
in the coluzmn designated by the first letter of the 5-letter .
grovp chosen by the coperator. INext, 4n the lin2 immadictely
s2lov Eha current ceie lina, the operotor found the number
eppesring under the seccnd l2tter ol tae 5-1ett=r group chosea.

etc. until a pumber for eeck lestier of the S5-lelter group

ued been found in successive lines of tos channal gli=minstion

table. The instructions®d contszined the fcilowing preceu-

ck

lon:

Dc pot ettempt 5o change &n indicator which elin-
imstes fewer than five chonnels to cne whizh will eliz-
inate five channels. Tae variztion in ths numbsr cof
chennels eliminatsd inerenses the security of the oys-
tem.

An exzample of the prccediure for varying ths pumbsr of

=t
el
L]

Trere were 55 sequsnces in this table instsad of the >1
sequances of the rreviously used table (opposite p. 87).
The last four lines of the new-type table were reguiled
bacause five successive lines of the table were used to
datermine which chanrels were to be eliminited; on the
thirty-first of the menth, for instence, lines 31 ‘to 35
were used. ..

50. "Instructions.for Using Strip Cigher Deviczs,” (SICTIR-3)
effeciive 1 Harch 1S45. '
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site page 95 to be the table of channel eliminstion numbers

‘regerded the mmber 27, as indicated here. In line 32, the

x. Security of Strip Cipher Systems 96
chennels eliminated follows:

Assume ILBEGN to be the 5-letter group chosen by the operat-
or, 29 August tn1b= the date of the message, and the table oppo-

currently in use. Line 29 (corresponding to the date of the
message) shovs a blank under L, indicating to the operator that
no channel would bhave been eliminated by the first Ietteé of
the 5-letter group. In line 30 (the line lmmediately below
the date lina}fthc numbaf 27 appears below B, the second let-
ter of the 5-letter group; therefore the coperator would have
eliminated the 2Tth channéi. In line 31, the number 27 appears
below E, the third letter of the 5-letter group. Since the .

£7th channel had already been eliminated, the operator dis-

number 22 appesers below G, the fourth letter of the 5-letter’
group; therefore, the operatcr eliminsted the twenty-second
channel. In line 33, the number 10 appears below N, the fifth
letter of the indicator; therefore the operator eliminated the
10th chennel. The numbers derived from the sample 5-letter
group chosen by the operator consisted of the three oumbers --
27, 22, and 10. Therefore, cnly three chamnnels -- the 2Tth,
2ond, end 10th -- were eliminated.

H. Change from Channel Elimination to Strip Eliminnticn

The method of channel elimimetion described In the pera-
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craph abeve prevalled until 1 July 1946 vhen instructions
requiring elimipetlon bty strip number instead of channéi LuMm-
ber ware prcnulgateﬂ.al The differsnce 1s simply that the
five numbers, from the elimination table, desigmated by the
5-letter cperatnr-éhnaen group, refer to the strip numbers

| aﬁd.EDT to the channel rtmbers. For example, 1f the five
numbers dssigrated by the 5-letter operator-chosen group are
found to be 27, 27, 20, 22, --22 these nnmﬁara refer to strip .
number 27, strip mmber 20, and strlp number 22 instead of
channel number 27, channel number 20, end channel nucber 22.
This ﬁaw factor brings about raveEsei'Earningz on this point.

Tha document "Instructions oz Usipg Strip Cipher Devices”

(SIGUER-3), effective 1 larch 1945, conmtzins the italicized
directive in reference to th2 chanmel eli=izctlon sziie of
the cipher key list:

The mmbers in the seguerces refer te the channels

of the device 2nd o L&ve no reference VRALevED to the
strip numpers.

"Instructions for Using The Strip Cipher Device” (SICURR-%),
effective 1 July 19&6, contains the rsverse directive:

) The numbers in the seguencs refer to ths strip
nurtbers on shc righnt of Gthe 81paa natet strirs.

21, The reasons for these changes ére given on pp.9S-104.

22. As before, the repetition of a number and the &ppear-
ance of & blenk mcezns that only three sirips arez to be
eliminated,

114
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Tuo other chances which cams ebout at the same tims,
1 July 1946, ere sipnificant. The firet, Hhieb is direstly
contingent upon the change from channel eliminstion to strip
elimination, is that 50 or 100 Etrips in a set could no longer
be the number of strips issved. The new pollcy wWes té issue,
with each system, 30 strips of one cclor for erncipherment cf
SECAET messages and 30 of another color for messages of lower
clzssificatton.2? The other change concerned the 5 lettsrs,
chesan at randon by the operator, which designcied 5 numbers
in the elimination teble. All dirsctives on tkis polint in
the instruciiomel materlal Issuad prior to SIGTER -4, effective
1 July 1646, require that the operator choose, &% raadem. 5
different leiters. "Instructions for Using The Strip Gipher

Device" (SIGUER-%), 1 July 1945, psrmitted repetitlon of

22, The following is a quotstion frem paragreph 2a, Ilemo for
the Chiaf, ASA; From Ass't., Chief of Steff, G-2,3C Cct 545:
. . . Bach strip cipher system should consist of
necessary keying deta and a set of 60 strips; 30 strips
to be one colcr end employed in the encipkerment of
secret messages; >0 to be of another color. The Havy
should use the latter set of strips for confidential
end restricted troffic, the Army fer confidentizl ries-
sapes only (the Army will continue to use its world-
wide strip cipher system for restrictcd treffic, this
system to consist of 2 set of 30 strips).
The world-vide strip cipher systen for Army RESTRICT-
D traffic was Systen 999, which was discontinued 1 Jan
47, After this date the new policy wes the sanme as the
Favyr's, nemely, the second group of strips w=s used for
COIFIDENTIAL and RESTRICIED messages.
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letiers in the S-letter opzrator-chosen grcups. The new rule
is quoted as fﬂllqwﬁ: : !
1, . . Select at randon any five lstters of the
elpbzbet. Repetitions of individusl letiers are per-
missible if they occur by chance . . .
The above descrlbed changes concerning or contingent upon
strip eliminetion, which became effective 1 July 1946, reechsd
consurmaticn 2s pert of & trsmendouns project instigeted E? the
- Joint Communications Board. At its meetingz on 20 June 19L5
the Joint Cormunieations Bezrd sppointed en AD J0C committee
on Sccurity of Comrurications. It was cowrposed of Army and
flavy representatives of ths Joint Sezurity and Jolnt Hethods

ané Procedures Cexmittess. The main purpese of This AD HOC

cemalstea was to
urdartelze 2 survey toc detarmine whethar the bsslic
ﬂﬂc,;_pa goverzing classified commmications, gndé-specl-
1e fules, re*u_eui ns, msthods, P”ﬂﬂﬁﬂu:Ea, and prac-
; tiaes previde the highest degree of commundealjions secu-
rity compatible with operztionsl ~cquirements .2t
This survey vas limited to T. S. Army, U. 5. Fary, end T.5.
Joint Cecrmmunications, but izcluded conslderatioz of those
azsrects of combined communications which might be involved
in the survey of U. S. intra-service and U. 5. Joint com-
municetions. The report of this survey was to be submitted

+o the Joint Communicztions Beard os socn as practicable.

2k, Quotzd from the JCE Dirsctive to the AD HOJ Cormithee
on Security of Communicatloas. '

e e I e T
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s .-. low & question is raised: Vhy did the Joirt Communica-
tions Bozrd consider. it necessary to undertake such a precject

&t this perticular time? The answer is found iz the fact that

upon the return, about Februery 1045, of Rear Aémiral J. R.
Iledman and Captain J. Y. Wenger of the Navy from & world trip
énd the revurn cf Major Clapp of the Army fronm en inspection
tour of tke ﬂurcpﬁgn Theater, all thres officersz reportec:
divergencies in comrunicaticn practliees which led fo confusion
end ¢elsy. The findings of these thves gfficars vere raport-
ed to the Joint Security Scmrittse which, in turn, racomzended
that the Joint Communiceticas Bezrd coroint &a LD HOC ecormittes
to conduct 2 survey of the szcurity of Allied Com—unicetions.
e The appointment of the AD HOC Committse on Security of Cox-
munications, éiscussed in the parapreph immediaztely abcve:
ves the direct result of this recommendation. AT the first
ueeting of the AD EOC Committee on Security ol Comaunications,
the manbers declded thk2t ths committes would conduet éhs ekove
survey by meeéns of five subcormitiess or "verking" ‘comrmittees.
The working cormittess were az follows: (1) Committee to
survey Call Signs end Delivery Groups, (2) Ccxmitise tc supver
Codes and Ciphers, (3) Cemmittes to survey Frequencies end
Circuits, (%) Committee to survey Procedures in Messeape Hsad
ings, (5) Cormittee to survey Gartzin Specific Aspects of

Security. The five cormlttees ere listed here to show tae
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#

range of the project underteken and, thus, the relation of the
new pcii&y concerning strip civhers to the whole project of
resolvipg divergencies in Army and Nevy cozmunication practices.

The committee which was directly recpcnsible for the
changes concerning strip cipher systems was the "working” com-
mittes on Codes end Cithers. The report® of this committes
formed a part ef the total report of the AD HCC Committee L0
the Joint Cozmmunications Board; the part of the report which
is particularly pertinent follows: -

It can bs demonstrated thet @ contirving potential
sovrce of insecuriiy cf codea end ciphers is the fact
thet while the Army end Ilavy emplcy, in many cases, the

‘same besic systems (e.s., strip ciphsr, EEE-SIE&EAi,
there are differences in ssrvice rule as to the methods
of use of the systems. It might be ccnsicared axzicmatice
that where two methods exist for the employment of 2

cryptographic aild, one mest provids & bhighker degres cf
security then enother. This is pocbably true with tae

25. Tae report on the "workinz" cormittee on Ccdes and Ciphers
vnich formed & pert of the total repe»t of the AD HOC -
Cormittee on Securlty of Commnications conteined the fol-
loving remarks vhich directly concernad strip cipiper sys-
tems:

€. The strip cipher ksa provided an accertzble

degree of security when atrip {cthannel) eliminntion
is erployed. In view of ilis securiiy limitations,
however, it 1s not suitabtle for continued use 2= 2
primery general purpose cryctographic system, al-

~ though it has definite advantages &s & stand-by sys-
tem -in view of its simplicity and ease of stowage.

. In considering cryptographic systems for
future adoptions those systems which by their inhsr-
ent cherccteristics facilitate the fitting of coribs
(e.g., flat strip cipher, enigrma-type cipher) skould
be avoided.
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exception that in some cases serviee requirements may
tend to balance cut such inequalities of security.

* Where differences do exist, it h2s been found necessary
to adopt the procedure of one or the other of the ser-
vices for Joint systems, each service continuing to
employ its own procedures for intra-service use. Suzh o
situation is detrimental toc security in thet crypto-
graphic personnel must learn two sets of »ules and meth-
ods, and mey inadvertently employ (and have dcne so)
intra-service rules to Jecint systems. -

Through chennels the ebove serles of events resulted in the
follovwing G-2 directive which effected the new regulations
for striﬁ cipher éfstens: i _
| VAR DIPARTIENT
VAR DEPARTIELT GENERAL STAFF

HILTTARY IDTEILIGENCE TIVISION, G-2
WASEIICTIE 25, D.C.

s ; IEE30SATDUH FOR TS CHITF, RUE SECTRITY AGENCY:
SIHETH o Joint Policy anﬁ Procedures Goveraing the Tze of

Strip Cipher Eystenms

l. The Jolnt Cermmmicetions Board his considzred
the difference in Arcy ond Navy preczduras Fegarding the
use of strip cipher systems, end the effsss upsn tae
securlty of Army, Nevy, and Joint Communizetions.

2. The Joint Communicetions Board hzs cdopted the
following long-renge palicy ccncerning th2 use of strin
cipher systenms:

2. Wherever and wheacver possible strip ciphor
systems should be removed from regulzir use,

: b. Strip cipher systems should, in every case
possible, bs relezated to the position of back-up,
" or emergency, systems.

¢. The Army and the Nlavy shouli talks pecessary .
steps toc develop a cryptographic devize o rerlece
strip cipher systems 2= regular systens in those

| - | 119
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instances where cipher machines already developed
eannot be used. .

3. The Joint Communications Board has adopted the
following procedures concerning the use of strip cipher
systems in cases vhere such systems must still be used.
These procedures should become effective as soon as pro-
duction methods can be chapged and necessary amsndments
to existing instructicnal documents can be promilgated.’

a. Each strip cipher system should comnsist of
pnecessary keying data and a set of 60 sirips; 30
strips to be one color and emplcyed in the encipher-
ment of secret messages; 30 to be another coler.

The Navy should use the latter set of strips for
confidential and restricted traffie, the Army for
confidential messages only (the Army will continue
to use its world-wide strlip cipher system for
restricted traffic, this system to consist cof a
set of 30 strips).

b, All eliminstion of strips should be "strip”
= elimination, wherein the numbers of tas elimination
w table will desigrate the numbsrs of the sirips to

be eliminated 2nd not the chennels from which the

atrips are to be eliminated.

¢. The permitted length of & cryptogrerhic
part should be 125 groups.

#

4. It is desired tbat the above policy be edopied
for intra-Army use and aprropriate instructions issued
pertaining to the use of strip cipher systems.

FOR: CLAYTON BISSEL
¥a jor General, GSC
Asst Chief of Stasf G-2
/s/ R. C. JACOBSON
Colonel, GSC
Actg Deputy
Only the security studies vwhich affected major changes
in use of alphabet strip systems are menticned 1n the text of

this history; hovever, the Strip Cipher Cryptanzlytic Unis has
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compiled a detalled report of all its security studies. A

detaila& 1list of these studies 1s given in Tab 41. The secu-
rity studles listed in Tab 41 appesr in two volumes, entitled
"STRIPS, Volume Ii end "STRIPS, Volume II". These volumes are

_dqailahle in Analysis Section, HMethods Branch, Security Divis-

" ion, Army Security Agency.

There 1s also arailaﬁle nov from TICOM studlies informa-
tion on German and Japanese cryptanalysis on Aroy and State
Department strip systems. The most successful work was
achieved by the Cryptanslytic Section (Pers ZS) of the Germen
Foreign Office, which resed our diplomatic strip traffic until
sometime in 19&#. During this period the State Derertmeant
vas using thg.“aplit generatrix" procsdura.zs After chennel
elinination vas adopted, Cerman cryrtanalytlic success appears
to have ceased. From &8ll avzilable informetion, Japenese
success on our diplometic treffic appears tc have been con=-
fined to physlical compromise only. In the Army systems
Germran cryptanalysis appears to heve been successfiul only
on the treffic enciphered with Cipher Devlice H-g#.ET

26. See pp. 89-92.
ET- Eaﬁ chﬂptﬂr -II-' PP- 22“‘251
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CHAPTER X. UNADOPTED PROPOSALS FOR MODIFICATION OF
CIPHER DEVICE M-9%4, M-133, M-138-A

Mr. William F. Frieﬁmnn proposed, through the years, sev-
eral unadopted modifications for increasing the sscuriﬁty of
the strip device for which he holds the patent. He also pro-
posed an mn;.dupteﬂ modification of Cipher Device H-9%.

The proposal for modifying Cipher Device M-O4 (offered
in July 1929} cnnfemplated a 'aha.nge from 25 disks to 25 slid-
ing strips; these strips, instead of being flat, were to be
square prisms of bress, wood, bakelite or some similer material.
Tach side or face of the prism was to bear a mixed alphebet,

e all alphabets to be different, thus meking the 25 prisms equiv-

----- "alent to & set of 10C aingia-alphﬁbet utripa. A mmmerical
sequence derived from & key word was to be used to arrange the
prisms. The "side up” on each prism was to be indicated by &
aubaidiafy indicetor develcoped from the same key word or by
some othes suitable methu@.  More detalls concerning this pro-
posal are given in the Security Reports on Strips, Vel. I,
Report Ho. 7121.1, Security Division, Methods Branch, Analy-
sis Section, Literal Systems Subsection.

In early 1936 Mr. Friedman disclosed a proposal vhich he
developed for & medification of Cipher Device H;EE. This
modification was to take the form of & sectionzl device, the
sections of which could be rearranged. [Ir. Friedman told

= | 105
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(s X. Unadopted Proposals 106
Lieutenant J. W. Wenger of the Navy, in Mr. Frank B. Rowlett's

presence, about his 1ldea for modification. Mr. Friedman's
report of his disclosure to Lieutenant Wenger and the comments
vhich followed &re quoted:

Mareh 9, 1936
FEHORANDUM OF CIFEER DEVICE TYPE M-138

This morning I disclosed to Lieutenant Wenger, Code and
S3ignal Section, Navy Department, my 1dea for a modification
of the Strip Cipher Device &s follows:

Arrange the device to consist of serially numbered sec-
tlons of five channels each. To set up the numeriecal key for
the dey arrange the sections in serial order from 1 to 5 and
insert the individual alphabets in the successive channels irn
accordance vith the deily numerical key. Each message would
begin with an indicator which would indicate arbitrarily the
orcder in which the secticn vere to be assembled. This would
afford 120 different sectional arrengements.,

We ccrmented upon this sckheme with Er. Rowlett being pres-
ent. During the course of the discussion the question came
up &s to weakness intrcduced by the faet that the sections
vere aluays of the same number of alpbebets, in this case,
five. During the course of the discussion I brought up the
oatter of the Tressury Department Device with its 30 alphabets,
and noted that ome of the objections to 1t was thet vhile we
hed found 1t extremely difficult to metch lines containing 25
letters by means of statistics based upon colncldences, it
might be that with 30 letters, which gives 205 more text, the
matching of lines to determine which vere in the seme genera-
trix might be ruch easzler. I then went on to say thet vith
an errengement such a3 I proposed that if the scctions were
Interchangesble this objection to & 30-a2lphabet deviee would
be eliminoted and frem that point on I sugcested that one
might have six sections of which only five vould be selected
according to the indicator. Continuing I seld that I had
glven some thought to & device in which cne couid esaily vary
the number of alphabets iln ecch section, but that I had not
arrived at & practicable sclution mechanically.




el T

X. ' Unadopted Proposals 107

sections themselyves of unsqual widths. Then I said, for ex-
ample, supposing that Section 1 had 3 alphabels, Section 2,

8 alphabets, Section 3, 4 alphabets, Section 4, 1 elphabet and

Section 5, 9 alphabets, totaling 25 alphabets, the message

indicator would indicate the arrangement of these sectlons for

each message so that each message would have 25 alphabets but
arranged in different sections. I then said something about
the packing of the secticns in transporting of the different
vidths of the sections. lMr., Rowlett pointed out that if one
had six sectiéns varying in widths from % to 9 alphabets,
this would afford a total of 39 alphabets avallable of which
an individual message would use 30 to 35 alphabets depending
upon the indicator. At the same time this would combine the
adventeges of the 30 2lphabet arrangement which affords T20
different arrangements of six sectlons.

Lieutenant Wenger said that he would give the proposal
some thought and would talk it over with his associates. He
atated that it seemed to him to bave good possibilities.

/s/ William F. Friedman

I was present at the above-mentioned conversation and, to my

¥nowledge, the statements made in this memorancum are correct.

Frank B. Rovwlett
In 1943 2 proposal was made to modify the printing of
the alphabet strips in order to decrease the length of cipher
text by enciphering figures without spelling them out. The

originator of this proposal is not known. The appsarance end

operation of the proposed modification was to be as follows:

A. Appearance !

1 - Bach strip to be printed with the same space
allowed for letters as on the usual alphabet
strip, but vith the letters printed in black
ocoupying only the upper half of the strip.

2 - The lower half of ezch strip to contaln the
following items printed in red cor another
contrasting color, in vertical alignment with

ey .
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the letters and in rendom order:

a - digits 0 thro g

¢ - dash (--

d - slant (/

e - first and second parentheses ( ( ); () ).

£ - comma (,)

g - symbol to represent the "figures-letters
shift"

h - symbol to represent "repeat”

B. Operation. The strips are operated &s in the usual
manner with the following exceptlons:

1 - The "figures-letters shift,” enciphered in the
normal menner, is inserted when a shift from,
letters to figures or from figures to letters
iz made.

2 = Each group of figures with accnmpauxing punct-
vation is repeated with the "repeat” symbol
inserted between repetitions. Example: Hay’
10, 1543, prepared for enciphering, would
reed 83 follovs:

Tigures figures
MAY letters 10 repeat 10, 1543 letters
shift shift

3 - Punctuation marks are used only with figures
and are not used in punctuation of sentences.

Thiﬁ proposed modification vas tested by the Analysis Sectlon,
Methods Branch, Security Division, for practicality. The
conclusions were that the disa&vantagn; of the proposed revi-
sion so far outweigﬁed the slight advantages of shorter mes-
seges that 1t was considered imprecticael for military use.

In early 1044 Mr. Friedman sponsored a proposal for
revision of Cipher Device H-ljaaﬂ. This revision was to con=-
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sist of a grille which could be leid over the channels of

SIGWUWO, thus providing & method of taking every cipher-text
letter from & different generatrix. ©Several types of grilles

; were constructed and various methods for using them devised.
Details on the grille modification ere filed in AS-80A File:
Attachment for Cipher Device M-138-A.

& 126




CEAPTER XI. ISSUE OF STRIP SYSTEMS TO HOLDERS
i QUTSIDE THE URITED STATES ARMY

The Army Security Agency has never had authority to lssue
eryptosystems outside the U, S. Army. This responsibility
rests with the Director of Inteliiganna. However, the Army
Security AganFﬁ has had some share in this funstinﬁ;- Usually _
the need or request for issuing cryptnmatérial came firat to
the attention of the Army Security Agency either through the
Signal Corps, the Chief Signal 0fficer, or from ASA personnai
in the field. The Agency would then, in each specific case,
present pertinent background materiasl and other information to
the Director of Intelligence and reccmmend wvhat acticn should

el be taken. Then, 1f authorization was approved, the Agsncy
prepared end distributed the proper crypiomaterial. (Tab 42).

A. U. S. Government Fon-Military Organizations
_ Many U. S. Govermment non-militery orgenizetions found it
necessary during World War II to make use of cryptographic sys-
tems in order to safeguard classified informsticn. When rsgular

commercial lines of commnication were used, the eryptosyataems

vere provided either by the Army Security Agemcy® or by ths

1. In each case issusnce was authorized by the D/I. See ltr
11 Nov 42 from TAG to C81g0 (File AG 400 (11-6-%2) 03-3-B)
in which the statement is made that 1ssue of cryptcmaterial
"to any agency of the Federal Govermment, including tae
War Department, will be cleared through the Spseial Branch,
A S Military Intelligence Serviece.” (See Dist & Acct for
e Cryptomaterial, Central Files, AS-80.).

110
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Office of Naval Communications. The particular type of crypto-
system made evailable to U. S. Govermmsnt non-military organiza-
tions depended upon (1) the cqmmuﬁiaatiun facilities to be used,
(2) the amount of traffic involved, (3) classification of the
information tra::tmittad, (%) pumber of hnldm involved, and

(5) the nvailabilitr of the oryptomaterisl. Strip systems vere
issued whenever possible because. (1) they vere easy to use,

(2) they required 1ittle storage space, (3) they fequired no
maintenance by military personnel, (4) the security thsy pro-
vided was adequate, and (5) the material required vas readlly

available.

At the end of the war mnﬁ: of these U. 3. Goverrment non-
militery egencles were dlssolved because there was no further

e Among the U. 8. Government non-military organizations
(see Tab 43) supplied with strip systems by the Army Security
Agency were the following:

Civil Aeronautics Administration.
Department of the Interior, Division of
Territorial and Island Possessions.
Federal Communications Commission.
Forelgn Liguidation GaEni:uiﬁn.

The Manhattan Project.

0ffice of Scientific Research and Develorment.
0ffice of Streteglc Services.

0ffice of War Information.

Panama Canal 0ffics. '

Rubber Develomment Corporation.

State Department.

2, During the wvar the Manhattan Project was a military orzani-
AR o zation - aftervards it became & civilian organization.
128
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- demand for their services. However, other non-military agencies
" from time to time still reguired cryptomaterial and strip sys-

tems, among other items, vere issued to these agencles

“aom

-

B, Fmiﬂ Govermments
When systems vere issued for the use of the armed forces
~ of other govermments, strip systems were, as & rule, the type

auppliad.3 All réquaata but ons"

from foreign govermments in
World War II for cryptosystems came from our own Army perscnnel
who had to maintain secure commmmications with persamnel or
units of a furei@ coun%ry in & specific communication situa-
_— tion. ( See Tab 44), | '

In World Var II special anthorization was obtainsd for
issusnce of Army strip systems to Army units of the foreign
countries listed below.

' Erazil: "Instructions for Using Strip Cipher Devices”
(SIGUER) vas translated and alphabet strips wers prepared and
i1ssued to the Brazilian Expediticnary Porces.J -

3. For other cryptosystems supplied to Foreign Govermments
see Volume VI, Command, Coordination, and Lialson.

4. Costa Rica p. 113.

5. This information is comtained in a report entitled "The
U. 3. Cryptographic Contribution of Other Countries,"”
Folder: Cryptographic Systems Held by Foreign Govern-
ments,”™ in files of AS-80A. Fo further documentation can
be fourd at present, and this reference cannot be confirmed.
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' Canzds: On 1% Jamuery 1944 the Director of Intelligence

: uent tn the Bhief Signal uf‘fi::e:- m approval for the issuance

-uf "Instructiona for Uuing Etr!.p G.t;ﬂzer Devices” {smm-z] >
ta *:ha Gmadian huidera of atrip urstm 1725 and 1 7#5 6

- In earl:r 19#3 uauanca of “Inutruntim for Uaing the

strip Gipher Device” [MG‘[H-#}T vas mede by 7524 Alr Porce
Base Unit (122& AACS Loren Liaison Unit) to Royel Cansdian Alr
Furéa Lﬁi'i:a at Edmonton, Alberta; Fort Nelsca and Davson Creel,
British Columbia; Gimli, Manitoba; and Hamlin, Sasskatchevan.
These RCAF units, along with certain USAP units, vere engaged
in a joint project requiring the trensmission of classified

- messages.

Costa Hiu' On '211- April 19#1; the United Ebatea Military
Hiasiun to Gnutl. Rice, while making extensive recommendations.
far t.hs raurgnni.latian uf the Costa Rican Army along modern
lines, asked G-E for pemisaicn to provide certain elementary
eryptosystens for use in the renrgunized ‘Costa Ricm Army. 8
It was belisved unﬂeuira.ble at this time to fu:pniah information

6. Ful::er "cpyptographlc Systems Eeld by Forelgz Gwevn—
ments.

7. For method of use prescribed in EIEUBR-# see Tab 29.

8. See Tab 45. .a. discussion of policy as to why France and
Ttaly could be issued strip systems while Costa Rica
could not mey be found in Voluine VI, Command, Coordination,
‘and Liaison.
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-c.ancerning current U. S. Army systems to Costa Rica., However,
since Cipher Device M-04 was obsolete’ and information con-
_ cerning the device had been disseminated for years in Fii 24-5,
Eign.ai Commmicetions, it wvas decided "no threet to security
would a;risé as & result of per.'widing the Costa Rican Govern-
" ment with informetion and imstructicnal material on the M-g4."
A copy of Fi 24-5, Signal Commumication, was forwvarded to the
Chief of the U. S. Military Mission to Costa Rica.l®.
Frence: On 28 Angust 1943 a message arrived from AFHQ
ennouncing the possibility of an early asslgnment ui‘ a French
Corps, comsisting of two infantry divislons, to the TUnited
i States Army Command in AFEQ and requesiing that proper approval
------ be obtained and cmtué.rnphic materisl be preparsd end for-
varded for arrival et AFHQ before October 5. On 3 September
1943 the Army Security Agency sent an explamatory letter to
the Director of Intelligence requesting authorization to issue

strip and Converter M-209 systems to the Fremch. This authoriza-
tion ves granted on % September 1943, and in accordance with it
two editions of strip System 497 (SIGHGS) were produced on 6
September 1943. A French translation of the document "Instruc-
tions for Using Strip Cipher Devices" (SIGUHR-2) was also '

9. See chapter 1I, p. 25.

10. The device 1%sslf was not furnished, but the Fi contalnsd
a description of the device and explained 1ts operation.
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'latar revised upwards to 2,533 copies. No mention 1s mede In

11. I.0.M. 258, 25 Apr 35, Information 2nd Records Section,

prdvidé_d_ (see 'J_!i.h 46).

The French were ggain supplied with a strip system in
early 1945. Between 12 and 18 December 1944 seventeen editions
of E:ratm 465 {BIEAHG} vere produced. The system became ar-'
fect.iﬂ on 1 May 19#511 and was discontinned in Decenbe@ of
the same year.

| Great Britain; The Combined Cipher Machime (COM), ves
developed and used by the U. S. Army, the U. 3. Havy, and the
British Services., In line with the normsl poliey of providing
aafaguards'agniﬁst interruption of communications through com-
vramises, the CCM wes provided with a stand-Dby swstem]'} of

strips.

The records are cnnfnsﬁg in respect to the exact mmber
of strips and strip boards issued by the United States to the
United Kingdom. The Minutes of the Combined Communicatlons
Board show an early estimate vas made by the British of their
requirements and they thought thet 1,860 copies of the alpha-
bet strip would suffice for thelr needs. FThis estimate was

Securlty ‘Diﬂ.s ion.

12. I.0.HM. 360, 18 Dec 45, Information and Records Sectlom,
Sscurity Divisicn.

15. See chapier VIII, p. TO.
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the estimate of the number of strip boards that would be
1k '

required. )
The Minutes of the Combined Commmunications Board (CCB)

" dated 15 November 1944 state the British reported that only

. 700 of the 1,600 gipharldavicag requested had been delivered
t0 the United Kingdom. However, one of thé members of the CCB
declared he had checked the distriﬁutiun account records and
that 860 of tﬁe devices had been delivered to tke United Eing-
dom over a long périﬁd of time. Thia diaparity of figures 1s
made more cunfuning by the fact that the CCB Minutes of some
four months earlier (17 May 1644) state "a tetal of 1,150
1rEswices_7'h£ﬂ-hsan sent to the United Eindgom up to that
time." Later, on 10 Januery 1945, the minutes show that aa
additional 2,165 CSP B45 (Plastic) devices vere sext to the
Admiralty.l> |

14, Ltr 25 May 43, British Joint Staff Mission to 0CS1g0,
end Mimmtes of CCB, 28 Jul 43. Folder CCBP 0124, 0125,
0126, AS-82 files. The breekdovn of the distribution
of strips asked for by the British on 28 Jul 43 vas as

follovs:
Royal Navy 1,000
Army ﬁSO
Royal Alr Porce 00
Dept Natl Def - Canada 20
Reg Pub Sect - Aust 50
RAAF Representative 50
Aust M1i Mission 50
Aust Legation 3

British CCB 10
y 21533

15. See Chapter VII, p. 65.
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.|
o
1

Italy: On 4 November 1943, spproximately three veeks
after Italy joined the United Wations as en ally, the Director
of Intelligence granted nut:‘r:mriza.tian ta the Signal Security
Agency to produnce snd issue to AFEQ the fuilwing eryptographic

' paterial for distribution to units of the Italien Army a=d Aflr
Forces fighting under the U. S. Fifth Army: (1) the iastruc-
tions for operating strip systems, (2) either the strip ecipher
Aevice CSP 845 or SIGWOWO, and (3) special alphabet strips ard

TER
E

ik

ey lists. AFHQ, which originated the request, translated

SIGUAR-2"° into Itellan while awaiting approval for issuance
of the msterial. Approval vas given 4 Hovember 1943 and the
material issued to Italisn Avery Units.?? (See Tab &T). 3

18, Ibid.

19. S2IGUHR-2 regqulred chemmel elimipation but dié not pro-
vide the later adopted and more secure instructions
- for varying the nu=ber of channsls elimirsatsd. Whether
- or not the Itelian units used strip systems after the nov
' method was adopted in September 1944 is unlmown.

20. Cornfirmation from Curtis Wernl wvho was in the Fnectiun
(of 849th Signal Intelligence Service, AFEQ) vhich issued
the materlal.

———isr e L
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rzhilipg_ina Army: Acecess of properly auvthorized peracmmel
of the Philippins Army to Cipher Devices CSP 845 and M-138-4
and assoclated hlphﬂhet strips and key lists was authorized in
Pebruary 1945. However, personnel of the Pnilippine Ar—y could

use the &eviceﬁ or have access only to those assoclated ksy
lists aﬁd docurents which pertained to CrypLOErEDTiC STSUCES
:paqifin&llr'dasigpﬂted for use within the Fhilipoine Army oF
betveen elements of the Fhilipplrne Army and the Unlied States
Army or Havy.

In accordance with this antherization, severzl strip
eystems ¥vere locelly issued to the Philippine Army for opsra-

= tiomal uae.El -(8ee Tab 18).

USSR: Sevenc? different cryotosystems were authorized
for joint uvse bstween the TUnicn of Soviet Socialist Republics
and the United States. Thess were: i

1. Strip.
2. H-209.
3. One-Time Pad.
4. Subtractor Tobleg for Meteorologiczl Sysiems.
5. Ground/Air Westhsr. / ALACO /
6. Authentieaticn Systems.
7- Double Trensposition.
O0f the above systems there werse only two occasions when

strips vere involved, The first was System 204 (SIGDBI), which

21. Lir EQ SWPA, 28 Feb 45, file CCBP Folder. Verbal con=-
firmastion of this fact from Thomas R. Chittenden, 17
Jun 48, Mr. Chittenden remembers that when he was in
the Philippines such m=terial vas ectually issued.

—- EE- B’EE Tﬂh‘ #94
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vas given to the Russians in 1943.°° The basic document
"Instructlions for Using the Strip Cipher D&vicea"TEIGHER!,
after certain deletions, namely, the section on charmel elim-
2% fme instructional
document &t that time > required chammel elimination for SECRET

ination, was transisted into Russian.

messagss Il;ru.t- the more securs method of varying the oumber of
eliminated charmmels had nct been edopted. For CONFIDENTIAL
messages the "Split generatrixz” wes used. 26

Although suthorization from G-2 for lssuance of Strip

.25. BSse Tab 39.

8

Record cards in AS-82 for System 204 show the followiaz:
"DBI Fos 101 thru 1056
DBEI-5 Hos 101 thru 104, 105 and 107
Tranaferred to Russians by General Bradley.
from sccountability on 26 Jan #4."

Removed

24, A memo from lir. Friedman on this subject ccntzains the
fecllowing »emarks:
"My recollection is very clear that vec had at least
cne meeting here with a Russian Army Captain wko was
to arrange for cormunicetions relative to Gemsxel
Deane's mission -- their journey from U, S. to loscow
via Far East. I sat in thet meeting, eerly in 1942
(ve were st1ll in the Munitions Bulldins, I think)
vith Earla Cook ard we showed the Russian a device,
also hov tec use 1t, ste. The ipstructicns vers to
be translated into Russian.”
kr. Verncn E, Cooley, (then 1st Lt. S. C., 0IC of tke Cade
Compilation Unit in 1942) says he also remerherz the 2IGUHR
translation., The section on chanmel elimiraiion hod been
included by accident and enly at the last moment wes this
fect noticed. It was then necessary to work overtize {yp-
ing new stenclls and deletling all reference to channel
elimination.

25. ©See Tab 39.
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System En# to the Russians must have 'been uacu.red, na rannrd

~ of this approval can be found &t this tize (Decenber 19%8).
' There 15 rennrﬁ of a.uthur.tza*iﬂn for a different arstﬁl, for
on 26 .‘Ia.nna.:-y 1944 the Director of Intelligesnce approved the
: .1s3ue; when nacaﬂsarr, of strip systems m:ﬂ siz other typss

of ajratana to the Rnsa:l.an Azmed Fnrce:s.ET The list of systens
aporoved at this time was draym. up by the Signal Security Agency
for the Chief 8ignal Officer in complispce with a directive
from the Joint Communications Board dat::ad 30 December 1943.

The second sirip system prepared fnr Russizn use wes never
issued. In response to & reguest from ths S8ignsl Intelligencs

Division, United Stetes Foress, European Theater, Strip material-

was gsent to USFET in September 1935 for the purpose of joint
commmication between Russian and American units In the Allied
occcupation zones of Burope. The "Instructions for Using Steip
Cipher Devices" (SIGUHR-3) was translated into Fussien znd
given the short title SIGHEDT-1. Stencils I‘m.-lnse gas master
copy in the producticn of monthly key lists were slso mede up.
The only change in context between t.ba tvo dmanta vas dele-
tion of referemce to the wooden strip board SIGWOWO, and the
}-158-A aluminmum board, and changing "devices" wherever it

" eppeared in SIGUER-3 to "device."™ SIGUHER-3 contained the new

27. Sce Tab 49.
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Al.

method of chanmel elimiration. The system was sent to
European Theater Headquarters on 18 September 1945. Hore than
'a year later, on 16 October 1946, the Army Security Agency sent
e message to USFET to inquire &s to the status of t.he_ Russien
strip meterinl, On 26 October 1936 an ansver was received
stating that the system had never been distributed to the

A

Russions, The Theater vas then directed by the Army Security
- Agency to destroy the ma.terial.zg The reason vhy the system

w2s not used is unimown., At the time the materizl was belng

prepared for Russian use an interesilng lstter, dated 18
August 1945, wes written by the Assistant Direcicr of Communi-
catlons Reseerch’® to the Chicf, Army Security Lzency, (see
Tab 50) vhich indicates that the policy-makers of the Agency

were not in unmplet'a accord in regard to the quesiion of pro-
viding our Allies with our ovm cryptosystems for joint use. '
This is shown in the following quotation from the letter:

. e o The furnighing of such systems / the ref-

- erence 1s to the strip material being prepered &i thsot
time for Russisn unitg 7 seems to be in lins with wrevi-
ous policy of tbe French and other Allles with
U. 8. systens for joinmt use. I kave always guestioned
this policy and would prefer to see the others furnish
their systems to us after first meking the necessary
security changes. In the present case I think 1t es-
peclally undeairable to furnish a U. 3. systenm.

28.
29 .

Sse Chepter IX, p. 94.
Destruction repors received at ASA 30 Jan k7.
Mark Rhoads, Captain USR (Retired).
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©. " ciphering ress~ges transnitted by telegraphic code. The periphery of

_ il 7 letter to be brought to the desired position. - "hen the ‘required cono-
-, - binntion of letters is formed, the discs

kY

27y Speeification.

At S T.h-i-‘;"-;i;ec‘-i.ficntim'tiés_cri‘ﬁéil & d.evioe consisting of & mmber =
. “of dises yith ports for asserbling,’ to be used in encirhering end de- .-

- £

i are

‘“ench'@isc shall be Terked with every letter.of the =lphabet and when - - -
" asserbled the discs rmy be turned in either direction pernmitting any

can be secured to retain that

=

- eombination. I

e W

it sl v

T — o — —— a—

_;n.’_l_‘.j;p; bE : N

[N ge e .llpnr't.s, e.xca;'at't:!mra otheﬁd.sa specified, shal} bte nade
of on sluninmm alloy of the best quality for the purpose. The rorkman-
ship shz1l be of the highest grade throughout. :

' The folla.ing drawing forms a_pn-rt of this specificetion.
Detsils skotm on the drowing end not referred to in the specification,
~nd vice versa, should be considered as in both. 2evised dr~ivings are

inciccted by a suffix nurber. Zach succeeding revision is indicated by
a hicher order of nurber. . .~ ' 2 e

- ; (5’) “Cii;hﬂr 'D_eviee,"fype,l‘.-%,'.l.'. « + « o 50306B1.
4. Description. .

' All parts shill be of dicensiocns shom on drowing, section
3(z). The discs shull be die castings of best quzlitr, free fro=
rouzh edges =nd defects. One side of the disec sholl be providgd '-.-'i.tl} ;
t- enty-siz (26) gear teeth equelly spaced ond the stud for meshing vith
‘the ge~r of adjoining discs shall be loccted opposite o point midray

_ beteen the letler £ and ths letter above it. The rod and thuck ;mt.

s!‘_t:.l]_“:ae accurately rachined end _threada_d.’ . el
P s e

- The periphery of each disc shall be stamped with everv letter
of the zlphabet, equzlly spaced, the height and style of letters to be
as shom on drai-ing, section 3(a). The discs shall be gerielly numbered
from one (1) to twentv-five (25) inclusive and also lettered comsecutive-

- il

1y fren "3" to "2, the marking to be located as shovn on dra—ing, section

; s - 152
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;aection 3(3)-5 A11 letters_nnd'figu}as shall be atnmped in o‘t .mntal !
-ond filled with black’ _encmel “of best quality that will not chip o _peal.
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o e s ahown en drawtng, eebinn S(a), shall 55 fcllowed :
cloaaly; the usual variatian allowable in shfp practice being permdtted. .7 .
The variation in di mensions_of the spaces between gear teeth and the thicke
ness of the stud which’ maahzs with the gears, shall be guch that’ when the
idisca are assezbled with their adjoining sides in oontact, ‘there will be
-i only sufficient rotary movement to permit a fixed point on the eironnrerenco

of an end disk to pass over an arc not more than seven-thirty-seconds (7-32) -
" of 2n inch long vhen ths diao nt the opvoaite end of tha eipher dcvice is '
- stationary Gl £ P Tg i Sl T R - £

-

S wi

ok} e by, Identification Cods Harkiqﬁ ;_kj?;’j  ;3;~A;f¥‘




‘Ciphar Device

e ’t'-t

3 ‘1stters shall bc arranged as shown on the draving and ﬁ.u"
bl.. ag en.*nel."“ e =

s <7 A mtarial,?unlesa ‘otherwise specified, aha'.ll be inspeotod
'bafore shiprent is made, end the contractor shall notify the inspecting :
officer named 1_:: t.hs order 1n sufﬁ.cient tine to avoid a.ny delay .’m tha

- ' The oipher dwiee shall e wrappad i.n tissua papar nnd plu.ced.
o in paper boxes containing six units, then packed in the usual ocommercial
ranner to withstand shipment to any part of the United States. If exir
or special packing is required for any umusucl or foreign shipment, the
contractor will be made the proper allowance to cover this work. - The
contractor will be held responsible for e.ny damage in tra.nsit or hnndling
result:.ng from feulty pncking. £

' : The bo:ea shall be properly staneiled, ahcring tho Sg_gnal‘Corpa _
ordar number, and the narcs and number of articles t.harein. _ n nddition to e
t.he deatin..tiun and other shipping instructions. Z

3 P

e b : Unless other;ise spec:.fied, gwermnent bill of lnding wi.ll ba
e furni.ahad cwering tha shinmt. e 3 g




DETALLED DESCRIPEICY OF CINHER DLVICE k=94

Fhobuprepn Oppesito

1 - Alphaobet disk 5 ~ Central shaft
2 -~ Gulde ride dick 6 ~ "Mhanb oerew
3 «~ Nams plato dlsk 7 = Enuried koob
4 =~ Guide rule

Ciphur Davico M-94 & on eluminua derice cowposed of 27 ramovable disks (dlametor: 1 7/8 in.)
mounted on & slendor eentral shait (lenpgihs L) in.). At the left end of the central shaft (5) is
o knurled kanob (7) which provents the disks from eliding off. One inch of ths central shaft (&) ie
threaded at the right end. & thumb zcrew (6) on thls threaded ond of the ghaft holds the 27 dlaks
tightly together &nd keeps them in pluce, To Iemove the disks Crom ths chaft, remove the thunb
acrew and the disks will easily slide off, -

The 27 removable disks consiot of lie gulcde-rule diak (2), 25 alphabet disk (1), and ono
namsplate disk (3). Tho guids-rule dlek conbuins ono plain £lat mufece and & cupped surfuce, On
tho cupped surface is a tiny raised projection which engages one ol the notehey on the adjacent
disk and locks (Tab 8). A hole through the centor-of the diek is just large enough %o ollow 3v to
ulip easily on and off tho ccenbral shafb. Abbachad to the blank rim of tho gulda~rule disk is 3
3} in. oxtension, called tho guide rule (). ‘the guide-rule can be rotated on the shaft o as to
bring the guide rule under any one of bha 26 horizontal lines of lottors formed by the alignaonk
of the lebtters of the alphabet disks. The guids rule conbains four notches along the Lop edge for
the purpose of dividing a horisontal 1ine of letters into 5.latter groups. (Ihis description ia
continued in Tab 8.) - : _
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DETAILED DaASCRIPTION OF CIMIE DIVIC. ¥-94 (Cont.)

Photograph Opposite

1 -~ alphabet disk 6 ~ Thumb screw

2 = Guide rule disk : T - Knwrled knob

3 ~ Hameplate disk 8 -« Pain flat surface of

4 - Guide rule : alphabet disk

5 = Central shaft 9 - Cupped surface of ;

dlphabet disk

The 25 alphabot disks each have upon their rim a cempletely random alphabet, On one side of
each alphabet disk are 26 notches (8); one of theae notchws enpeges the tiny ralsed projection on
the cupped surfaco (9) of the disk Just to tho left. Vhen the disks are locked in this manner,
they ara so poaltioned that 26 horizontal lines of lettoers appoar on the outside of the device.
Besides the tiny raised projection, the cupped surfuce (9) of each alphabet disk contains a letter
and @ number. The disks are numbered from 1-25 and lettered from B-Z, ; e

To prepare the covica for oncipherment, thae disks must be placed on the shaft in a prearranged
order. The means actually used f'or determining this order was & numerical sequence of 23 numbers
derived from a key word or key u:wpao.w After the alphabet diska have heen placed on the shaft in
accordance with tho prearrenged numerical sequence, tho devico 15 ready for alipning the first 25
letters of plain toxt. By ravolving the alphabet disks upon the shaft one by one, the first 25
lotters of the massapo must be brought. all upon the swvme horizontal line. Ae a letter on each now
disk is alignaed, the disk may be locked with thu one adjacent at its left. The puide rule may be
placed under the line of Jotters being aligned. 3vhen all 25 lebters have been aligned, the cipher-
text line 1s chosen at random from any one of the other 25 horizontal lines. To aid in copying the
cipher text, the gulde-rule disk may be disengaped and placed undarneath the ciphor-text. The cipher
text is copled in groups of 5 letters, The notchés on the pguide rule will indicate the divisicn of
the 1line of lattors into groups of five. All successive lines of 25 letters are encipheved in the
some manner. Decipherment 1s performed by aligning one line of cipher text at a time and findinpg
the only readsable lins (the plain toxt) among Lha other 25 horizontal lines of lotters,

1. The derivation of a numerical sequence is explainsd on a puge following this photogreph.

m. fh
4
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DERIVATION OF A NUWZERICAL Si ULiCE

T¥o derive z numerdical seguence from a ksy word or key phrase, proceed as
follows: tribe a series of nuzbers (in this casz, 1~25 because thers arc 25
glprobet disks) and write the letters of the key vord or key phrase beneath
the numbars, repeating ths beginning of the phrase if necsssary. An exampie,
using thz key phrase, UIITE2 STaTsS OF AZiICA, is shown below:

10-11-12-13-1L-15=-1
N

1 il T=18-19-20-21-22-23-24=25
U H 1.7 3 b & 2 a" 28 S0 F e

16-1

i 3 1 I C A U W I

ow proceed to place numbers under the letters in accordance with their
rclative positions in the ordinary alphabeb, that is, “a", il present, is
siven the number l arnd further cceurrences of "Alt; if preseno, are given the

numbers 2, 3, ets., "B", if present, is given the next number, and so on,
e led = e o

workizg from lelt to right, until every letter has been sssigned a number,
If thz work is correctly completed, every letter will have a number bzneatl

it anc tha oraata

zatast number will be the lzet nunber in the series writian
"""'“J'e 1:4_. “f‘ "‘sak- lﬂbtaa "ill. dOEu ’lC.; p

3 wear if the key word or pirase, uthen
Lhs finst letter of the alphebet that doce eppear is 91?eﬂ the number 1.

The szmz is true as the work prcceeds, Tien the next letter of the alphabet
deces nob appeer in bhe key, assign the next grsatest nuzber te the s
lztier of the alpiechet which dogs aphear in the ksr. Conbinuing the exempjle,

1
the £inal resuli will be as {cllows:

c2 <3 B =5 b =T =8 =9 ~10-11-12-13-14~15-15-17-18-1G-20-21-22-253=2/,~25

S g S T S 30 PF aFE S22 1 C & g X T
2521le10m20-8 =5 =18a21lal «22-7 ~19-18-9 <2 =13-2 -17-11-l =3 «25=13~12~2

-
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DETATLED DESCHIPTION OF CIPHIR DEVICE 11136

Photograph Opposito
5 ~ Thumb scraw disk

1 - Central Shaft
2 - lletal bage 6 - Removable rod
3 - Bonch-mark disk 7 - Dakelite plug
Iy - Alphabet disk

The numbers 1, 2, etc. listed here and appearing parenthetically within the text below, rofer

to the nurbers in the photographs.
Cipher Device I'~136, which is appr
2 7/6 in,) mounted on 2 large hollow cent

oximately 9 inches long, consisto of 27 aluminum disle (diamstor:
ral shaft (diameters 1 3/k in.) of bakelite. The central
ohaft (1) is ottached to a metal aido piace 2t the left end. Tho device is supported by a metal bage
(2) made by a curve and an extension of the left side plece. The 27 disks, one "bench-mark" disk (3),
wmpH::pwawawurﬁrupsnc:a thumb-scréa disk (5),are located on tho central shaft from left toc right

in the order named. ‘hen mounted, the dlsks are held in place by tho thumb screw at the top of the
and the long thin removeblo rod (6) which

left side piece, the thuab screw on the thumb screw disk,
1s curved on ons end, ilion the dovice is assembled, the curved end of the rod protrudes from the
right end, At the ripht ond of tho hollow bakelite shalt lo a bakelite plug (7) which is removablej

this foature allows the bakelito usamewova:mcazupno:wsnsaﬂo _
To romove the dicks [rom the dovice, the romovable rod must be pulled out and d#ownxawpﬂmvwcm
romoved, The thumb screw in the thumb ecrew disk on the extreme right must be loosened. The loosen~
ing of thls acrew makes the central hole ol tho thumb screw disk (5) larger and allows the disk %o
glip off the shaft. All other dicke ore constructed to alip off without adjustmonte

The "bonch-mark" disk (3) s located ak the extrems loft betwaen tho lefb aide pioce and the
hwwmazww:mdaﬁawmx.a:c mmzanzowaamaxu=pfcamwpmnon its periphery aid in allenment of the lettors

on the alphabet disks. (This description is eontinuad in 'ab 10.)
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DISTATLEY DLGCRIPTLOHN OF CXIMLE DAVICE 14136 (Conl.)

Photogreph Oppositu

L&

Alphabet, olrip
- Viroe spring

- 51it

- ddped adge

t

Smooth. adjo

Hollow

faised porition containing holes
~ Black lino

.

uwro
C‘O-—QC‘\-T'I
2

sach alphabot strip (L) contalns a comploto serambled alphabet, The lotters are spaced exactly
the same distunze apart to permit horizontel aligmment of Jotters whan the disks are mounted on the
central shalft. Directly abovs the alphabot is a black line which divides the alphabet from the rum-
ber on the strip., (The strips are numborod fron 1-253) aAbove tho nueher is aboub 2 3/l inches of
blank strip. DBelow the alpuabet is a black line (8) which divides the alphobot from the baginning
of a repstition of it. The rapetition ia torn off about 2 3/h inches bolow the black line aso that
only {ive or gix letters of the repetition appear on the otrip. The apace (In whlch ons complete
random alphabet is printed) Letweon the black lines is U 4/l inches o3 is tho circumference of the
smooth edge of the alphabet disk on which the strip is mounted. Tho strip is 13/k inch wide which
is also the widith of smooth odge of the alphabet disk,

‘hen a strip is to be mounted on the smooth edge of an alphabet disk, it is firet folded on Lhe
black linos above and Lelow the complete randem slphabet, It is then fitbed, at the folds, into the
tiny slit (3) in the smooth odge of the disk so that the part of the strip containing the random
alphabet will fit around the outside of tho disk (5). The ends of the strip which fit through the
tiny slit curl around into the little hollow (6) between the narrow smooth edge and the ralsed portion
of bthe disk containing tho Lorder of smull holes. The strips are held snugiy in place by a wire
spring (2) which fits into the little hollow and presses Lhe onds of the strlps tightly against the
sides, Tho number of the strip corresponds to Lhe number of ths disk on which it is mounted.

“hen all strips are mounted and tha disks placed on the shaft in key-numbor order, tho disks
23n oe 1entead in placo as follows: Place the and of tho rod throush the hole in the thumb-scrow
disk, then = it tliroush ce-=3sponding holes of all 26 other disks. (8o that the lwles wlll ba
properly positioned for running tii +24 through them, the letters on the alphabet disks must be
positioned so that they form horfzontal 2iass of lotters.) Tighten the thwab scrow on tho gsecurity
disk. ~ deplace the pluz in the moubi: of the central shaflt.
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USTALLSD DLSCRIFTION OF CIPimt DSVICS 2-137

Phetograph Opposite

1 - iAluminum plate 7 = Vooden gulde rule
2 - Pullay whaels 8 - letal slide

3 =~ Aluminum frame , 9 - Cylindrical rod

Iy - ‘lubber legs 10 -~ Turning rod

5 =~ lever 11 ~ Arm and spring

6 - Bar

Cipher Devico 1’137 consista of an aluminum plate (1) (11" x 10}") above and below which are
attached 25 pulley wheaols (2). The aluminwn plate is supported at a 45° angle by an aluainum frame
(3). The device is designed in this manner so that 25 alphabet strips can e stretchad across the
plate end over the pully wheels; the ends of each strip are clamped togother wndornuath the aluminum
plate by means of individual colil epringe. The device reste on four small rubber legs (4).

A lever (5) attuched to the base of the aluminua frame, and oxtending above and across the
aluminum plate, operates a bar (6) underneath the mdtal plate. This lever and attached bar perform
the function of roturning the alphabet strips to their orisinal positions afier enciphering cuch line
of letters. A movablo wooden gulde rule (7) with reading slot extends horizontally across the aluninum
plate. It is attachod to tho udges of the aluminun plate by means of a metal slide (8). The metal
slide, .held in pluce on: the one vide Ly a spring ¢lip, allows the roading gulde to Lo moved all tho .

‘'way up and down the alwalnum plate. To facilitate changing tho alphabet strips, the reading m:pna

can be removed from the device by sliding it off tha top of the aluminum plate.

lio instructions are available on usc of Cipher Device :i-137., Heither are tho alphabet meaﬁvm
uvailable, fHowever, the arrangement of the reading gulde [or horizontal reading shows .that the lotters
of tho mixed alphabats wore prinbed vorticully. Tho method of operatlon is Lo align 25 letiers of
plain text horizontally across the device, probably within the reading gulde, by pushing the strips
individually. The cipher~text line would .then bae chose¢n at random und the reading guide moved to
enclose it as an aid to copying.

The coll springs, (unobtainable for photographing) which hold the ends of Lhe alphebot strips
together buncath the device, require the complicated lever (5) and bar (6) arrangement. At the

start of encipherment, all the coll springs are brought to the lower end of the alumlnum plate by
pulling the lever down. Deseription continued in Tab 13,
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DETALL:D DESCRIPTION OF CIPHER DiVICH 1=138-T3 (Cont.)
Photograph Opposite

1 - Pockets i 4 « Holder strip
2 - Cardboard strips I, = Gold lines

»hen the flaps are folded back and placed underneath the device the operating surface is exposed

and the device is in operating position. : : :

The red leathor material, which covers both front and back of the operating surface, conceals a
thin metal plate (15" x 14%") which forms a strong foundation. The top surface of leather, which forms
the operating surface, contains, on the left side, 25 olendor leather pockets @) (7" x 7 1/6"). They
are formed by stitches of. hoavy black thread on both sides of each pocket. These 25 pockets hold card-
board strips (2) each printed with a random-mixed alphabet and a repatition of it.

On each strip, the random alphabet and its repotition are scparated in the center of the strip
by a heavy black line. At the right end of each strip is the number of the strip in the series; the
strips are numbered from 1-25. On the right end of thoe first three strips is the following informations
On strip number one is the number of the alphabet set; on strip number 2 is the name of the device; on
strip number 3 is the register number of the alphabet set. :

Near the right edge of the operating surface, a red leather holder strip (3) (width: 3/8") is
attached to the operating surface in a vertical position. The right ends of the alphabet strips slide
under this leather holder strip. Between each horizontal alphabet strip, the vertical holder strip 1s
stitched to the leather surface. This stitching aids in holding the alphabet strips in a straight :
horizontal line. The left edge of the leather holder strip provides a guide for aligning plain text
when enciphering and ciphor text when deciphering. . . :

Twenty~five thin gold lines (4) (length: 10 1/8"), positioned at a distance of % in. from each
other, extend from near the top (within c\pm in.) of the operating surface to near the bottom (within
9/16 in.). These gold lines are numbered, right to left, from 1-25.

The method of operation was, in general, to align 25 plain-text letters in a column and choose
at random a cipher~toxt column from among the remaining 25 peneratrices. Thls operation was repeated
as many times as necessary to completa encipherment. . Apparently, the intontion was to aliga the plain
text at the loft of the leathor-holder strip in such a position that tho first gold line blsected the
letter just to the left of the plain-text letter. Such positioning insured that each of the 25 letters
loft of the plain-toxt letter on each strip was bisectud by one of the 25 gold lines. Any number above

or below lines could then be chosen at rundom and the column of letters designated by the number chosen
would constitute the cipher generatrix. To decipher, the procedurc was reversed, that is, the cipher
text lettors were aligned at the left of the Jeather-holder strip and the plain text found among the -
colwnns numbered in gold from 1-25. : : . : ‘ :
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DAMATLED DESCRIPTION OF CIPILLt DAVICE L-128-TL

mrcwcnﬁsw:_Cﬁ:ouwﬁo

1 - Alphabetn atrip in channel 3 =~ llumbering strip
2 -~ Spoace, stained bleck, 4 ~ Cuide rule
between overy five channols 5 ~ SLop screvio

Ciphar Device 1-)38-T4 consiote of a thin aluminum board (14 7/8" x 12)%) on which are mounted
horizontally, 25 alwninua chomnels (14 1/8" x 5/16"), These channels hold papaer atrips containlng
random-~mized alphabots (1). ‘lhe aluminum board curves upwerd ;: inch at top and bottom. Tho back of

_ the board is padded with & picce of green folt. .

| The chennels of the T4 model are different from the later usaed models in that the channels are
construcled separately and mounted on the boerd rather than millod into the surface, The edpes of
tho channels are curved up 1/16 of an inch over the channel surfuce. Thla curvature of both odgas
of each channel forms two tiny grooves just high enough to permit tho edgos of the paper alphabot
strips to fit inte them and to slide froely. : . _ : ;

Hetweon evory five chiannols is a spaco (2) 3/16 inchos wide, which is stained black. These dark
spaces effectively divide the hoard into groups of fivo channels cach, thoreby aiding the eyc in alipgn-

| ing and copying a coluwmn of letters. :

Two aluminwa numboring strips (3) are attached to the board by means of screws, one just above
tho 25 channols and one Just below, The numerical sequencu 1-26 is twice engraved on each of these
aluminun strips. These numbars are the same distance apart as the letiers cn the alphabet strips, thus
providiny a means of nwabering columns of latters vertically aliened on the board.

An aluainum puide rule (4) is attached by screws to two short. narrow aluminum slide pleces. Each
of these shiort alwaeinum pieces (one af the top and ene at tho bottcm of the board) slide in & groove
,formad by the space botween the numbering strip and the upward curving edge of the board. This arrange-
ment enables the operator to positioa the slide besids any column of lethers, Four stop screws (5),
one at each end of cuch numburing strip, form a stop for the gulde rile.* ;

o mar -

Jo The method of opwrabion is explained on the page fellowing this photopréph.
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¥STHOD OF OFilaTION

To crcipher a messaze, first push the guide rule to the left as
far zs thoe stop screws will permit. Then align the plain-text lettiers
in o colwan just to tho left of the guide rule; this will bring the
letters to a position just bensath the number 1 of the numbering stri

Pe
- Chooge at random any numbsr {row 2-26 on the nusbering strips, and place
the right edgs of the guide rule adjacent to the number sclected. (Use
only thwe first series of numbers lccatad at the loft of the numbsrins
strip; some of the columnc indicatsd by the sccond series of numbzrs

will be incomplaste.) Cars must be exercised pmever to chocse columt 1
in the center of the board; tidc column is ih

e A o )
218 Paliil=ulilu Feneratllii.

The coluan chosen at rondonm by positioning the guide ruls, as described
abeve, is the ciphor-text column; copy 1t in five-letter groups. Then
ropaut the above procedure as many times as necessary in order to ¢ome
plate encipherment of the msssage.

To decipher a message reverse the procedurs, thul is, aligzn the
cipher-text lstters beneath the number 1 and fiad the resuliant plain-
toxt columa aweng the numbers 2-26. - -

It is also possibls to encipher by aligning ihe plain-taxi lettzrs
(from the lefi-hand alghabet on the strips) under the nunder 1 in the
center of the board and then choosing the cipher-text column 2t randcm
from amecng the cclumns to the right of the plain-text alignment. This
method has the advantage of throwing the repested plain-text column 5o
far to the right that the stcp screws maks it impecssible o placs the
guide adjacent to it. This feature gives this sccond method the advan-

tage of guarding against possibility of inadvertently copying fhe repsat-
ed plain-text coluan.,

18
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THE SIGRAL CORPS BOARD
FORT KONMOUTH, NEW JEJSEY

REPORT ON
SIGNAL CORPS BOARD CASE 1. 123
CIPHER DEVICE, TYPE M-128
File 0CSig0 413.6 (M- 1;8)

~

DIRZCTIVE: 3
"WAR DEPARTMERT
Qffice of the “1£f Signsl Cificer
Wzzningtcn
CCS130 %13.6 ’M 138) Merch |, 1634

Subject: Cipher Davice, ty>s K-138.
Po: Frosident, Sigmal Corps Boari, Fort Mepzouth, ..

. Signal Corps Board Cssz No. 193.

1. There are being sent you this date by express
three different models of a proposed pew cipher device Lo vhizhk
the type number M-133 has been tentatively easigasdé by the
Chiel Sigral Officer. The cryptegraphics principlce of thege
devices is essentlelly ildenticrgl with that of Cipher Davice,
type H-94, exzcept that they emnloy pepzr sirips bﬂecwnb =aziT
ch=“geab¢e alphabets which are to be slid horizcmpia!ly inm
channelis, in cryptog Lanhing o» dec>yptogrephing messeges. 1%
*3 desired that you service test these maaels snd suwit rec:
mrendations for the consideraftion of thz Chisf Signal Offic::
as tc vhich modsl is deemed mecst praciiceble for militory ui:

‘.:l L U o

2. It is proposed to adopt this as & cryptographit
cevice in tactical units dovn to and includinz division .zess.
&ge ceniters, as an auxilisry means of secret cormunication

betwveen holders of Army Fleld Ccde I7 successful, it may
erventrelly replsce Army Field Ceode a?“ﬂgethu_.

Be ests to estebiish the degree of cr“ﬂtor“ap“_c
sacunity el'f'o rd d by such & davice ﬂ“?u been made. ‘Taey reve

CoPYX
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Signal Corps Board Mg " SECRET
Case No. 193 Page 2

demonstrated that the changeable alphabets of this type of
device afford.a ver¥ —uch higher degree of cryptographic
security than .do the unchangeable alphabets of Cipher Device,
type M~94. A single fairly long message cryptographed by
means of the latter device, the alphabets of which are pre-
sumably known to a-potential ernemy, can be solved in from
three to forty-eight hours, and a set of messages all in the
same key can be solved in less than twelve hours under favor-
able c¢onditions. However, in the case of Cipher Device, type
M-128, tests have indicated that, given a staff of six
competent cryptenalysts, working on trsffic totaling 3,C00
five-letter groups all in the same key {ssquence of alphabets)
solution cannot be reached in less than oae week's concantrated
effort. Consequently, if the change im key is made sufficiently
often so that not more than thls number of groups is enciphered
in any one key, a set of alphabets may be employed with safely
for a considersble number of days or until the alphabets have

. been compromised by capture or other means.

4, a. Models 1 and 2 are preciicelly identical,

" both using 21Phebet strips cut out from sheets of heavy bond

paper similer to sample enclosed herewith, lsbeled Exhidit 1.
These sheecs could be printed In the fiéid, and issued to
holders, who could-cut them into strips by & razor blade or
sharp knife. The cuts must, however, ts extremely accurate
and for this reason it may be necessary to develop & cutter
which will sutomaticelly cut the strips epart, as per Exhibit 2.
This matter is being investigated by the Chief Signal Jfficer
and at present no difficulties are foreseen in this dirsciion.
Should an automatic cutter be deemed recessary, the cutting
could be done at the printing plant, & in Exhibit 2, so that
the strips would remain together in the shest untlil actually

-ready for insertion in the device.

b. Tentative instructions for the use of models
1 and 2 sccompany this letter snd are merked Exhibit 3. 5S5liding
strips have already been imserted in the channels, and set up
to the same key.

. ¢. Model 3 is identical with & model recently
adopted as standard by the Navy. This model uses alphabet strips
of cardboard in channels made in a leather holder. Acccmpanying
this letter is a copy of the instructions (Exhibit %) and a set
of strips (Exhibit 5¥ as lssued by the Navy Department for use
vith their device. These instructioms and slphatets are now Iin
ectual servicz in the Navy and it 1s direscted that all pre-
cautions be exercised in their handling, to prevent their loss
or compromise. They must be returned as scon as this service
test is completed.

'llll'l.l!ﬂ!!--;
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Signal Corps Board ' SECRET
Case No. 193. - : Page 3

. The strips of the Navy mcdel ere partially
cut by & specisl machine at the Government Printing Office;
a sharp knife or razor blade will separate them. :

e. A factor to be considered is the comparative
costs of replscement alphabets in the case of model 'l or 2
as against model 3. The paper stock for Exhibit- 1 is much
cheaper than that for Exhibit 5; the cuiling of the former is
possible as a single operation at very slight cost per sheet by
means of a set of rotary-disk knives keyed to ones shaft; ihe
cutting of the latter is a much more costly operation since the
whole sheef rust be advanoed 25 times, omnce for each strip, and
this is a slow, hand-feeding operation. -

5. The following points esre specifically presented
for your study and determination: ; ' .

8. Speed of operaticn of Models 1, 2 and 3 as
ccmpared with Cipher Device, type M-S% inm:

ilﬁ Setting up the device to a new key
2} Cryptographing and decryptographing

jo

Speed of operation of Hodel 2 as compared
with Model 3 in: ' '

. slg Setting up the strips tc a new key
2) Cryptographing and decryptegrephing

¢. Relative susceptibility tc errors in the
case of Models 1 aor 2 compared with Model
3-

d. Relative ruggedness and durability of Models
1, 2, and 3 under field conditiocns. ‘

e.- Relative ease in storage and transportetion
and resistance to damage in harpdliing of
Models 1, 2, and 3.

‘6. Memorandum receipt ¢covering these mcdels and
accompanylng exhibits is enclosed. It 1s prequested that upon
receipt of this material this receipt be cozpleted and returned
without delay.

7. It 1s requested that this service test znd raport

R E—
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theﬁeon be aubmitteci to-the Chief Siénal 0fficer by April 15,
1934, , ; : ‘
By order of the Acting Chief Signal Officer:
Enclosures: i /s/ G. L. Van Deusen,
Exhibits 1-5 incl. Major, Signal Corps
Memo Receipt covering above. - Executive." .
R
pe COPY




PROBLENM PRESENTED: ?

_ fleld conditions. ) :
FACTS BEARING ON THE qASE:

' cipherment, and the setting up of key words. Comparisons were

Regerding peragraph 5 a (1) of the directlve letter, setting

COPY e -

Signal Corps Board | ‘ g " SECRET
Case No. 193. :

To determine which of the models 1, 2 and 3 aubmittedl
for test i1s the most satisfactory replacement for the Cipher
Device M-94, and meets the needs of the military service under-

The board collaborated with Msjor William FP. Friedman,
Signal Corps Reserve, War Department Cryptanalyst, and 1st
Lieut. Mark Rhoads, Sign=al Corps, &nd thelr ideas and opinlons
were considered. The tests outlined in paragreph 5 8, b, and
¢, of the directive letter were made by a group of one :
moncommissioned officer and four men wvho were assigned for this
duty, under the direction of 1lst Lieut. Marik Rhoads, 3ignal
Corps. Each man was assigned a different device each day,
time was taken for the start and finish of encipherment, de-

mede by individuals, that is, the results of each man’s work

on 2ll four devices were used for direct comparison. Thils was
done in order to eliminate the personsl element of naturel ‘
speed or abllity, or the lack of 1t. Specific resuits were as
follows: -

up device to nevw key:

M-O4 can be set up elmcst 3 times as fast as Model 1
’ M-94 can be set up twice as fast as Model 2

M-94 can be set up slightly less than twice as fast

as Model 3

: The reason for this loss of time is due to the diffi-
culty of starting the. strips into the channels.

Regarding paragreph 5 a (2), cryptographing and decryptographing:
Models 1, 2 ahd 3 are about equal in speed of operatlion,

and are about 1/3 faster than the M-94, both in cryptographing

and decryptographing. No éspecial difficulty was experienced

due to the necessity of reading vertical columns of letters in

models 1, E and 3 as against reading horizontal linesd lettgers

in the M-94, . s '

‘Regarding peragraph 5 b (1), setting up the sirips to a new key:
Model 3 is slightly faster (about 1/8)than Model 2.

() CoPY
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: . aragraph 5 b (2), cryptographing and decrypto-
Réggrding grapgingz Spegd)ar operation almost exactly
~ ‘equal between models 2 and 3.

o ’ . ' ° ity to errors in
Regarding paragraph 5 ¢, relative susceptibill
tﬁg casegof models 1 or,e compared with model 3:

' Practically m difference. :

th reference to paragraph 5 d and e, relative ruggedness
gédhdgrahility of gode%s 1, 2 and 3 under field conditions,
the following peints have been noticed:
' Models 1 and 2 ares more rugged than model 35; in
fact model 1 1s too rugged and carries unnecessary weight.
The strips used with model 3 (Navy) are brittle and liable
to be bent when being returned "to battery". The sewing on
the pockets and gulde strips of Model 3 is liable to rot out
with excessive mcisture which might also cause general warp-
ing of the entire device. The Navy instructions for model 3
call for the use of 8 blunt-edged paper cutter ftoc enlarge the
openings of the guide strips so as to permit free motion of
the sliding strips. This is imprectical from the Army stand-
o point. In practical usage the pointed end of a pencii would
= replace the sbove instrument and the slightest carelessness
would result in ripping out the stitches.
_ The channels .of model 2 are less rugged then those _
of model 1, and could possibily be bent down by dropping a
heavy object on them so &s to prevent the free passage of the
strips, but even so they could be pried up with a knife or
screvdriver. ¢ oy
The board believes that the part of the device con-
taining the block and channels of model 2 is satisfactory
except for the following:
The right end of the channels should be modified %o
facilitate putting the strips into the channels.
¢ channel block should contain, as part of it, a
device consisting of a slide and marker for the purpose of
reading the vertical colums of letters, thereby eliminating
the ruler which, as 8 loose piece of equipment, 1s likely to .
be lost or its setting disturbed. -

CONCLUSIONS:

That the channel block and channeia‘of‘a type similsr
to model 2, protected by a folding cover of waterproof- webbing,

N or some durable fabric other than lesther, similar to the cover
* of model 3 (Navy), be adopted.

L EEietaheieie
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That the cover be arranged s& that it can be securely
feastened. %
T Tnat the paper on which the alphabets are printed be
light enough to permit of ez2sy sliding imto the channels, be
of light green color with letters in black, and be without
glaze.
Th*t ‘'all metal parts of the channel block and channela
be of dull finish.
RLCOMMEHDATIONSG
The board recommends that:
: 1. The Signal Corps Laboratories, Fort ¥onmouth,
.New Jersey, be directed to develop, as part of Project No. 86,
-a model similar to that of model 2 end incorporating the ideas
in accordance with those contained in the CONCLUSIONS of this
report, ; :
- 2. HModels 1, 2 erd 3, together with 8ll descriptive
= mstter end aliphabets, be turned cver to the Signal Corps Lebore-
tories for use in making up the model refesrred to above.
CONCURRENCES :
I concur in the above report.
WM. R BLAIR, /S/A S. COVAN,
Major, Signal Corps, Colonel, Signa; Corps,
0C, Signal Corps Laboratories, President.
Hember.
/s/ 0. S. ALBRIGEHT,
/s/ FRED G. MILIER,. Lt. Colonel, Si°1a1 Corps|
Captain, Signal Corps, Asst., Comﬂt., The Signel |
Member and Secretary. School, Member.
/s/ B. C. INGLES
Major, Signal Corps, . |
CO, 51st Signal Battﬂlion
Member
£ Concurred in but not
}:J signed due to absence-
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TEE SIGNAL CORPS BOARD
FORT MONMOUTH, NEW JERSEY.

| June 7, 1§34

’ REPORT ON
‘- SIGNAL CORPS BOARD CASE NO. 199
_ CIPHER DEVICE, TYFE M-138-Tk
File 0CS5ig0 413.6 (M-138-T4) -

DIRECTIVE:

- "WAR DEPARTMENT -
0ffice of the Chief Signsl 0fficer - 8

0CSigd 413.6 {M-138-T4) Washington / May 14, 1934

Subject: 'Cipher Devioe, type M-138-T4

To: - President, Signal Corps Board, Fort Monmouth, N. J.

Siznal Corps Boarq_Caae No. 199

1. Reference is made to Signal Corps Board Case FNo. 193.
Ther~ will be turned over to you within the next ten or fifteen
days a sinzle exemplar of Cipher Device, type M-138-T4. This
model will have been developed by the Signal Corps Laberstories
in egccrdence with recommendation Ne. 1 of your repcrt on Case
No. 193. ' -

2. It is proposed to adopt Type M-138-Th as a cryptographing
device 1n tactical units down to and including division message
centers, as an auxXiliary mesns of secret communication between
holders of Army Field Code. It 1s desired that you consider and
test this model with this point in mind. : ;

3. The following points are, in addition, specifically
presented for your study and determinstion.

a. Relatlive ruggedness and dursbility of type M-138-Th
&s compired with the models studied in connection
with Case No. 193.

b. Relative ease 1in storage and trensportation &ad re-

Sistance to damage in handling M-138-T4 as compared
with the same points with regard to the models
studled in connection with Case No. 193.
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- 4. It is requested that this service test and report there-
~ on be submitted to the Chief Signal Officer by June 15, 193%.

By order of the Chief Signal Officer:

(8) G. L. Van Deuszcz
' G. L. Van Duesen, (sic)
Major, Signal Corps, :
Executive."

ASSIGRMENT:

To consider and test model of Cipher Device, tfpe
M"’l}s "Tq' -

RECORD AFMD PROCEDURE:

_ . . The model of Cipher Device, type M-138-T4, turned over
to the Board by the Signal Corps Laboratories, consisted of the

o - base of model type M-138-T2, the sides of which had been cut down
smooth, and to which hsd been-added: \ :
. A felt backing, ; '
.. A filler strip of material having the same

thickness as the material used in the guides

for the alphabet, : '
. A straight edge slide, and
. A strip of aluminum carrying numbers to

facllitate the setting of the slide.

oiP

Inio,

In addition to this, -the upper metal surfsces were sanded in order

. to avoid light reflection and meke the use of the device easier on
the eyes of the operator. It is understood that the Aluminum
Company of America makes a material having a smooth dead surface
vhich might possibly be better than the somewhat roughened sanded
surface of the model. Samples of this material have been re-
quested by the Signal Corps laboratories but have not yet been
recelved. L o T ol s . ;

-

A protective carrying case for the device was provided.
It was explained by a Laboretories' representative that this case
‘was gray in color rather than olive drab as desired by the Board,

P
CLoPY
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because the compeny maki the case had no olive drab matarial
in stock. This material isistocked by.the roll, and the
Laboratories deemed it advisable to have the single model
made of the gray material rather than go to the expense of
providing a roll o the olive dreb msteriasl. Olive drad
material may be specified when the device goes into produc- -
tion. It was further explained by the laboratories that '
‘thru error the manufacturer of this case placed the zipper
fasteners on the side rather than on the end of. the case as
they had been instructed to do., The tonstruction of the
device is such that it slides into the case endwise better =
than sidewlse. The model was saccepted with the fasteners

on the side because of the lack of time to have a nev model
constructed. When the device goes into production it will

be a simple matter to speoify the zipper fasteners on the

end instead of 'on the side as in the present model.

In order to further facilitate resetting the strips, one
strip (No. 17) was slightly tepered on the left end. This
taper was formed by removing the corners from the left end of
the strip.. The materlal removed from each corner was approxi-

e mately 1/16" ‘wide by 3/16" long. This slight taper, together
vith the filler strip listed 'in "b" above, speeds up the re-
setting of the strips mauerialﬁy.

This model was turned over for test to the same group that
made the tests in connectinmn with Signal Corps Board Case Fo.
195. 1In his report of service test of this model, Lieut.
Rhoada, offiaer in charge of test group, repoets:

a. The time required to cryptograph and decryptograph
was appreciably reduced. The best time on any of the previocus
models was an average of 2 minutes per line, whereas the time
on this model averaged 1.7 minutes per line.

'b. As to the matter of errors, in the previous models
from Two to seven errors were made in twenty lines of texn,
whereas in the present madel no errors vere made.

. c. The changing from the bax-like arrangement opening with
hinges to the present one of providing a carrying case is in my
oplnion much more satisfactory from the viewpolnt of both port-
abllity and operation. The case would be improved by putting
the zipper fasteners on the end rather than on the side.

= o CoPY
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CONCLBSIONS‘
- The Board concludea‘_f

' " a. That the operation of the device has been consid-
erably improved by the changes that have been introduced in the
model T ; : .

> b. . That the present model including its carrying
case, is more rugged and durable than any of the models tested
in connection with Case No. 193.

C. That the model T4 can be more conveniently stored
and transported than any of the previous models, and that the
carrying case with this model forms a better protection for
the device than vas provided by any of the protective means
supplied with models .testsd in connection with Case No. 193.

RECOMMENDATIONS:

The Board recommends:

a. That a cipher device simtlar to the model type
M-138-T4 Be adopted &s standard for the uses specified in the
abave directive. _

b. That in future production of this equipment the

carrylng case be olive drab in color and have the zipper fas-
teners on the end rether than on the. side.

c. That the alphabet strips be slightly tapered on
the left end to facilitate resetting.

CONCURRENCES:

I concur in the above report.

- /s/ B. C. iHGLES,

- /s/ A. S. COWAN,-

Major, Signal Corps .
CO, Blst Signal Battaltion
Membar.

/s/
/s/ WM. R, BLAIR,
; Major, Signal Corps
0C, Signal Corps Laboratories,
Member and Acting Secretary

R
COPY

Colonel Signal Corps,
Pre:idept o

0. S. ALBRIGHT,
Lt. Colonel, Signal Corps
Asat.Comdt., The Signal
School, Member.
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DETAILED DESCRIPTION OF CIPHLR DAVICE 1A-138

o~ m
Photograph Opposite o I
; - w
). - Cylindrical rod divisions |, - fectangular metal strip _ e
between channels 5 = Guide rule :
2 - Dark oylindrical rod division 6 - ilod on which guide rule slides . .
(One between every 5 channels) 7 = tubber leg _ _
3 - Channel 8 - Lietal rod support . S
Cipher Device 14138 consists of an aluninum board (16" ‘x 11") on which are mounted, horizontally, )

26 glender cylindricul roda (1) The rods are 5/8" apart and extend from one side of the board to

the other. Ths spacos babween the rode form 25 channols (3) in which paper alphabet strips may be
glid. REvery fifth cylindrical rod (2) is dark; this foature effoctively divides the board into groups
of five channels euach, theraby aiding the eye in aligning and copying a 1ine of letters.

Along the edges of the channols on each side of the board is a rectangular metal strip (4) which
roste on top of tho ecylindrical rods, thus forming a slot for inserting and sliding the alphabet strips.
The base of the rectangular metal strip is grooved at the pointe whore it fits over the cylindrical
rodn oo bhat although the rods are 1/8" in diasmeter, the alot batween the roctangular strip and the
Loard is only 1/16" high.

The cylindrical rods are fastened to the alwainum board by means of rivets. Four rivets hold :
_each rod; two that go through the metal strip at the ends of the channels as well as through the rod
and board, and two that go through the rod and hoard.

The upwurd curving of euch cylindrical rod forms a tiny groove, at tha base of each channel, into
which the edges of the paper alphabet strip fits. This groove is just high onough to permit ono

alphabot strip to fii into 1t.
A puide rule (5) which slidos slong o rod (6) at the bottom of the board, aids in copying a

column of lettbers. _
vhen the device is lald flat, it rests on four emall rubber legs (7). It will also stand at about

a 1,59 angle by means of a metal rod support (£). The rod support 1a attached to the bass of the board

by a small rectangular block; a groove in the puse of the block grasps the rod; a screw, which penetra-

tes the block and the board, holds the block and thus the rod o tho board. The rod may be turned in

the groove so that it will oithor lie flat against the board or extond to support the board at an

engle, The long saction of the curved rod support is coverad by rubber tubing to protact the surface : \JJ_

on which it resto.
" yhe mothod of opsration is given 1ln Tab 23
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PATIOD OF QPEAATION OF CIPHsR DEVICH M-138 w i

Photograph Opposite

(Detailed description of the device is given in Tab 22)

1 ~ Channel. with alphabet strip L, - Guide rulo
2 « Cylindrical rod 5 = llectangular metal strip %

X 1
¢ 3 - Dark cylindrical rod 6 - Rod on which guide rule slides \aﬁ

Tho method of operation is to align tha plain-text letters, 25 at 2 time, in column adjacent,
to the metal strip at the lalft end of the channels, (Sec plain-toxt alipnment). The ciphsr-text
lottere are choson by sliding tho guido rule at random and placing it adjacont to any other full
column of leotters (except tho ropeatoed plain-text column), The cipher-text letters are then ccpiod
and the operation repsated until the entire message has been enciphered. Decipherment is performed
by revarsing the procedura, that is, by aligning the cipher-toxt Jotters adjacent to the left strip
and finding tho plain text by means of the pgulde rule. _
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. IWTAILSD DESCRIPTION OF CIPHG DAVICH M-138-A

Photograph Opposite

1 - Channel . ‘ 5 = Guids rule Sies, o
- 2 = 8ide border 6 - Flat metal portion containing
3 = Doubla division betwesn every inscriptions _
+ five channols 7 - Vertical RED "Do not copy" line
h - Groove in which guide rulo slides 8 - Illlngo for closing board

Ciphor Device 1~136-A conolsts of a hinged aluminum board (14 5/8" a.pm_HH\Hmzv into which are
milled thirty pgrooved channels (1). Theas channels are designed to hold changeable paper strips
containing random-mized alphabats, The chameled board is surrounded by a metal border. The two

side borders (2) rest upon the edges of the channels, thus forming thirty slots through which paper
alphabet strips pass when sliding in tha channels,: The top border contains the following inscription:

SIGHAL CORPS U. S5, AANY =~ CIPHER DZVICE '-138-A, The lower border has engraved upon it tho name of
the manufacturing company, which was ‘din Vetal Goodr  the ovder number, and the date. At the
bottom of the channeled board, between vue lower metal border and the channels, is a groove, (L)
5/8" wide. In this groove is a small ractangular metal bicek to which is attached a hinged guide
rule (5). The sliding of this bloeck in the groovs allows the operator to position tho guido rula
at will. The guldo rule is removable, ¢ , , -
On a flat meotal portion ahove the channels are threo inscriptions: At the extreme left and °
extreme right 1s written “Clear Text"; in tha center is written "Do not copy". A vertical red line
(7), broken because it appears on the horizontal metal divisions between the channels, runs dovn
the center of the board directly under the "Jo not copy" imseription. . Just beneath the throe
inscriptions 1s a serdes of dots and short vertical lines, so positioned that when a column of
letters on the alphabet strips is alipgned under either "clear text" inscription, a lino or a dot
will be direetly ubove a column of letters on tho alphabet strips. MNoar the bottom of the board,
the division botwoen the last channul and tho groove containing the gulde-rule block shows a similar
sories of lines and dots, _ :

The board is made in ezm oyual seotions and is hinged (8) directly in the center to enable the
operator to close the board. _ i

1. The method of operation is explained on the puge following this photograph.
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a.lign the first 25 letters of olain ozt under either-short line == °
 above which is written "clear text”.” Choose a cipher~texti column =

 ald tho operator in avoiding it. Repeat the above precedence. as . . - '_

.....( e e L o Tt LR bt A

s 'usmon OF orfmrzo;'r

'mu method ni' operation is as follcws: To e..::iphsr &me..aage, =

at rendom by sliding the guide rule a.nn:l placing it adjacent to any e
other full column of letters except the cns inscribed MDc not copy®. 1. % -
The red line which emphasized this column [rom top to botbtom will™ ~~

many times as necessary to complately encisher the messags, prcvided
the mecsage does not exceed the length liza.‘.ta.t.ion {aae page 79 )
ch case it will be divided inta parts =
7o decigher, align the ciphsr~-text letters in a colura beneath
either one of the "clear text® ins"“ipt.ians end ﬁ.nd the pla.in-te:ct.
column. : P . s
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DETATLED DESCRIPTION OF CILIEL DUﬁHuL i-158-8 (C00D), (Short title: SI16W070)

Fhotoaraph Oppouite

1 ~ Channel " 5 « Guide rule

2 - Alphabet strip , 6 - Groove in which guide rule slidas
3 - Horizontal divisions betwoen channels 7 -~ “ooden strip (Guide-rule stop)

L = "idoer dilvision betvieen chonnnla ab 8 « Nmbaring strip :

centor of board

Cipher Dovice 11-138-A (lood) has alwayn been called by its short titley SIGU0.0, even in official
instructional documents. SIMI0Y0 is a flat woodan board (13" x 15"), the operating surfacs of which
35 vquipped with thirty grooved channels (1). Thoso channels era designed to hold changeable papor
strins c¢ontzining random-mixed alphabets, The horizonta). divielons(3) betweon the channels are a
Jittle less than 3/18"% wide, with the exceplion of the middle division (4) which is 9/16" wide,

At tho bottom of the channelod board is a groove (6) i in, wide. In thls groove ias a amall
roctangular wooden block to which a wooden guide rule (5) is attached with small naills. The aliding
of this block in the groove allows the operator to posibion the gulde rule at any place boneath two
stips of wood (7), L in. wide, which ars nailed to the board in a vertical position and which act
as stops for the pulde rulev. The thirty channels are numbered on the woodun strip at the laft.

The space betweon the wooden strips is such that when the ruide rule is pushed to the extremec
left and the letters on the alphabot strips are aligned in a vertleal column, 27 columns of letters
are visiole between tha puide rale and the right veoden strip., At the top of the board i1s a series
of numbaras (8) from 1-25, pruceded and followed by the letter "X", Those numbers are so positioned
thet whon alphabet strips are inscrted in the chaunels and ¢ column of letters is alipgned under
either "j{", the resuitant 25 columns of lotters are correctly numbared.l

~— e A

L. Th2 mebhod of eperation is explained on the page folltwing this photograph.
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KETHOD OF OPEZRATIQH

The method of cperaticn 15 as follows: To enciphor, firel push =

-. . the guida ruls to the extrexs left, Then align, in turn, the plain-text -
lstters of the message in a column under either "X", whichever iz nearer
to the lstter being aligned on the particular strip concernped, Stari-
ing with the first strip, place the eraser of a lead pencll on the strip
directly over the letter to be alignsd and push the strip to the left ;
until the pencil is stopped by the guide rule er to the right until :
stopped by the right wocden strip. Conbinue this procodure until a coa=

- plete column of letters has been alignsd. Cheesa a cipher-taxi columm
at randem by sliding the guide rule and placing it adjacent to any ciie
of the numbers, 1-25, at the top of the beard; this 1s the stags of
encipherment pictured on ths previces page. Kotue the plain~text align-
ment under both "X'a”.. ' e
Copy in 5-lstier groups, tha cipher-text cclumn thus seclected,

- " Repeat the above procedurs as many timss as nscessary o ecmpistely
= _ encipher the message, providsd the message doss ncl exceod tis length

imit (see pago 79), in which-case it will be divided into paris. 19
decipher, align the cipher-tent lstters in a celumn benaath elther "X"
and find the plain-text colimn bensath ons of ths nunbers frez 1-25.

e 203
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DETALILED DESCRIFYION OF CIPHxG D=VIC. CoP 845 (ALLLTHUE)

T
i
Photograph Oppooite N
- m:;T:aH 6 ~ Bumbering strip
m « Alphabet, ebrip 7 « liinso allowing beard to fold
5 - llorigontal divivlons bstween channels 8 - lllnzad guide rule
w - mwzzysca stripa 9 « Slendor cylindrical rod
5 = Hmall motal sgrare 10 ~ Groovo in which gulde rule slldas
Giphor Dovice CSP €45 1s a hinged aluminum board (14" x )2") into which are milled thirty prooved =

chamels (1) (5/16% wida), Thogoe chanhels are designed to hold changeablo papsr strips (2) containing
randem mixoed alphobets. The norlzontal divisions (3) botwsen the charmyly are 1/8" wida.

it the bettom of the channaled board 1s a groove (10), 3/8" wide. 1In this groove ja a small. metal
alide to which a guide rule (8) is rivetod. Two aluminum strips (4), 1" wide, ars attached to the
board in a vertical position approximately 2 in. from the edges of tha board. The aluminun strips
arae atbached o tha beard by rivets at about every fifth division betwueon the channels. Ths left .
aluminum sirip acts as o stop for the guide rule,  Howevaer, Lhe guide rule 1o proevented from eveor
touchine the right aluminua strip by a sinall metal ruuare (5) which js riveted in the groove ai the
hotbton of the board. If tho guide rule is pushed to the extreme right end is thus stopped by thin
=211 matal sguare, one column of jetters aligned on the alphebet strips is visible to the right of
the guido rule. i :

The spaco betveen tho alvminum strips is such that, whon the guide rule 1is pushed to the extreme
1eft and the letters on the alphabef, strips are alipned in a vortical column, 27 columns of letters
are vieiblo batueen the yuide rule and the right aluminum strip. Ab the top of the board is a serles
of numbers from 1 to 25, precedeod and followed by tha lstter "X". Thess nwnbsrg aro 292 positione
Lhat when alehzbet strips aro jnsorted in the channels and a column of letiers is aligned under either
nxn, oo raoulbant 25 columno of Jobbtors are correctly numberod. In tront of the number soriea (6)
at the tnp of the beard 1s the desigmation "CSP 845", (hen the board vias first lsswed, it was classi~
fied CONFIDENTIAL and was so marked, lovovaer, thio inseription was dslated when the classification
was pemeved fren the board in foyenber 19ih o) (See page 6L)

The channalaed board s mede in two sactions connoeted by hinges (7). These hinges aro located
in tho caenter of and ave part of the alweinvia strips. The guide rule (8) is also hinged, thus allow-
tiha aperator to fold Lhe voard, A slender cylindrical rod (9) cynsses tha space batwaen the two
alu m sbrips ab a poinb Just sbove the channels, This small rod i attached by means of serawi. .\JJ
The purpeso of this small rod 19 to keop the top half of the guide rule close to the board when tho
Lop halt of b2 honrd io heing opened er closod,

s mabiiod of apecsbion dy Sthanbicnd Lo thak ol hs plastic dovieo {Tah 20).
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_“fice of the Chief Signsl Officer ~ Action1 “*

- JHRU - | ® T P - ; ey gt e oyt e ,:,r~ f| i 2

Chief, Army Communications Service Al Room 4E 250, The Pentagon |°

TO . [ i, oot wimm) ¥ T Cleia |
Chief Signal Officer A v " Room 3E 200, The Pentagon

Subject: Removal ‘of Classification and Registry and Exemption‘#oﬁ"?rope’ﬂy vt

Jock: Accountability of Cipher Device CSP and Similar Devices " i: *
FllsNe. . - . 5 ~ PR T = fock ] = PPES T i ._x-_::-: '.)...—_""‘-"' Lo 3

v 3

SPSIC 461 Codes - Chittenden

st s et 05 AT UM OO . . g g 0k 2 o8 S
i |Si@ Secﬁrrit']:-'Bﬁﬁ&h."‘:",'-'--;A' F e

(Yervica. division. or or
“ 1. Tt is requested that authority be obtained from the Commanding Genmeral, : .
" Army Service Forces to exempt the CSP 845 and all other strip cipher devices from "
property accountability upon removal of the present classification and-registry, -
- and that the Signal Security Agency be charged with the storage and issue of the -
devices if this authority is obtained. - STl WEEUAR ff,"(

5 . i 2 B ..'.- i A : R ..."f !_. St 10
_ 2. At the present time the CSP 845, a Navy device purch;dod by the Army, and
" other 'similar Signal Corps devices (SIGWOWO and SIGOUDJ ) are confidential, regis-
tered cryptographic devices and are stored, issued, and accounted for by the Signal
Security Agency in accordance with the provisions of AR 380-5, : They are issued by -
the Signal Security Agency only to authorized holders of United States Army erypto-
_ graphic systems, Obsolescent devices, M-138 and U-138-1, are classed as items oL & .
property and are being withdrawn from use as rapidly as possible in order to - 7
.standardize the strip cipher devices in use in the field. - . S "R
S e s R . P : S L~ oL i e Mg M A e SRR N | ©
-3, A serious accounting problem has been encountered due to the removal of
the classification and registry from the CSP 845 by the Navy Department and thelr
handling it as an unclassified item for which no accountability is required, This
action was effected by a memorandum, 21 September 1943, issued by the Director of
Naval Communications, which is quoted as followss - - - e oy i

£

G ealer
.-

. ¥ o 2 " . SR = . T i S ?.',l .‘ & L T "‘".:“-.'. d
%" wcSp 845, Strip Cipher Device, is no longer a classified device. Oblit-- '
erate the word "CONFIDENTIAL® and the register pumber from all coples, and remove

 from routine accountability., This deyice will continue, however, to bear the short
title CSP 845 and to be issued through the Reginft,sred’ Publications Section,”™ . ~ . .~

ot . - e v : .- 3 A e s A T el o U

4, . Many Army holdirs of crypté#raphi& material became aware of this nemo- T
randum,” assumed that it applied to all CSP 845%s, and ceased accounting for all
1-“ theil' po’se"ion. h - 3 =_.. P o3k 2 ~ r et ";._‘f_.‘ 1'.’ - -;_ s —’._h._ T -

3 - - ‘\ o 4

- =i . o e ! e = B 3 g s
: P S T pRs L

5. The problem grows more complex daily because Overseas Naval Issuing .. .
Offices will and do issue unclassified, unregistersd CSP 845's to Army units upon .
request, This results in the Army units' holding some devices for which they . .
must account as registered, classified devices and some for which no such account- -:
ing is required. - The resulting confusion is causing unnecessary correspondence :
and waste of time, g o Bage gt et x| Rerle e il TS L 20T

- I

W. D., &. G. O. Form No. 0103 i ) Tl ¥ OIS SIS LTS
March 27, 1803 :. . ) - &

24=7094¢

—— e e —

RS S S S — - e




- 6. The need for ngi.stry “and clnsification of strip ciplwr devieol issued
¥ - the Chief Signal Officer no longer exists. However, it is essential that they
t.atinue to be stored and issued by the Signal Security Agency, ‘which also stores
and issues the other i.ntegrsl cryptographic materials necessary for operating the
- system, . It is &lso necessary that the devices be issued through cryptographie ok »

prp— B it T T T o ber R i -

' c.ha.nnela, which diffor grea.tly from property channels.

B 30

o s 7. "osp 845, SIGI’OWO, and SIG-OUDJ aro not now itm ‘of Tables of 'Orgmixation _
,a.nd Equipment and are exempt, by the provisions of paragraph 38d,-AR 380-5, % e
15 March 1944, from property accountability under the general provinim»q;_ ok
AR 35-6520, - Since this exemption would cease upon ‘removal of classification aud
~. registry, it is necessary, inm order that storage and issué “of ‘these devices be -
" continued by the Signal Security Agency, to secure their ‘re~exemption from proﬁhrty
_accountability, Exemption of the obsolescent devices, M-138 and l{-138-l., from prop-
- erty. acewntability in d.aairod 'I;o aﬁord uni.form handling of all strip ci.yhor A

d.‘ic.‘. v __ . ""'"_“_ \.- . = i L S L '. il

5L 8 ‘.mo raqueated examption uy 'be accomplishad under ths $
o pmgrnph 3¢, AR 35-6520, quotod belou B En ot g 55

L) Commanding Ganeral, Sarvicas or Supply, “may authorize chiefs of ="~
- lupply to exempt from property accountability designated items of supply in doaig-
“nated units, agencies, or organizations, ¥ith the approval of the Gonand.ing

General, Services of Supply, chiefs of supply will issuse mtmotionn which ars .

: conaistent 'i.th keeping an adoquate racord of mch duignatod 1tm of uupplr.

.,- C 9. Upon rmonl of clusificat:lon and rogistry and oxanption fron gonoral ¥y

proportg sccountability, the devices will continme 40 be ‘actountable to the ‘Chief

Signal Officer, in a manner similar to that prescribed for 'ngisto;:gd, _eIusified i
cm*osmphio m‘l;aris.ls, a8 described in Inclosnro_l ' s "‘-'*"S’Jﬁ:‘z«“-m -

Sw EnE, s SRR TR R B

bt \ 10. : L mmorandun for the cmnding Gonarnl, Arny Service l‘cr-.'e!. _1upimt-
i.n.g thi! roqueat, 1a fomrded for !1gnatu.ro. el Rk e R N

ik (s iigoe, SasSisaes S Rirg S Bt ---:—::-'. 'f'ro—ston Coed m o~ S
—— - .-\,.',’. :3-_'. -.:. ..;:_r‘,a_"_‘-_.. ) -‘:_‘ _'_:f_- :-'-T'. .__,;._;..:.I.-. " - o 2 colon.l’ s’ E ] _'..‘__ o AT

¢ 0ol Sy o E o , e e g ! m‘r’ Sipdgo“i:-ity Bra.nlch

Vst Sy L5 [ SPSIBSL, Code 8129, ) Ext 211 - .7 .

2 Ino‘.l.a. R e s 1508 “4-'»'..'."-":.._'- 55 -;--,g,.&“»”’* o s seban iy

and SIGWDJ

- Inmel 1. " Copy of pr0posed lctter tlo all holdora o£ GSP 845, SIGIUIU, -
" Incl 2. Memo for GG, ASF," file as above, subj "!xenption of Cipher Device csP 845
Mg and Simila.r Dnicoa trom Property Accounta.hnity, Iith’-‘*l Inel=: e

b

.......




ARMY SERVICE FORCtS

OFFICE OF THE CHIEF SIGNAL OFFICER
Wi WASHINGTON 2s.o.c.

--------

q.-'. -

r No. 531

t..r?' 3
- by -
J"a
P

cxt

J'Sthact. Removnl of Clasaification and Registry und Sub"eluent:'.'
Respansibllity for Cipher Devices CSP 845, SIGROWO, and
" SIGOUDJ i

1.—

3 All holders af the Subject Cipher Devices VRS FE

1. Clnssificatzon s registry of eipher devices CSP 845, SIGAOWD,
and SIGOUDJ have been removed. They will continue to bear their present
respective short titles, but the word CONFIDENTIAL and the register number

should be obliterated fron all copies. -

2. Accountability will continus to the Chief Signkl Officer,
thrpubh cryptograpnic chnnnels, as prescribed below.

o, 4 -

Acccunting will be similar to that prescribed for registered,
classizied cryptographic materials, except that report by register number
will not be made. Only the total numbsr of these devices, indicated by
short title, will be shown on reports of possession, trensfer, or destric-
tim- = ¥

™

Yu b. ND Form Jg, HD Form *ia, or WDSC Form 86 will be used for -
reports on thase devices. _ ~tn ¥ :

--—Lbﬁg' ¢ . —

-'.- -“.,

Danaged or unserviceabl cev;ces, which cannot be repaired,
Iill be returned to the Chiaf algnal Officer for salvage.

3. All holders are responsible for the care and safekeeping of
thcse devices and for their ulitimata return to the Chief Signal Officer
when they are no longer required

_For_ the _Ch:.uf Si{,rml Oflicur:

s xige v .o . Franx E. Stoner
o Kajor General, U. S. Army
Chief, Army Comnunications Service

S. P. Collins ,
Colonel, Signal Corps
Acting Chief, Signal Security Branch

222




: - R HEADQUARTERS ARMY SERVICE FORCES = .~ % :

I - e '_':_' — . OFFICE OF THE CHIEF SIGNAL OFFICER o
e "0, .S o ., WASHINGTON 25,0.C. - I

. SPSIG 461 | codes j... Red S e B N = ... SPSIC=2

:* _- 13 hove:nber 19&&-

1'. &

 3*; Axfantion: Director of Supply "_‘ T Lj"i'-

Bubjoct: Eznmption of 01phcr Device CSP 345 and Sinilnr
-Aji‘V? Duvicus frun Property Accountability -

TFSE RS T 1. It 13 raquastod thai ‘authorit ty be granted, under the provisions -
$F T T of paragraph 3¢, AR 35-6520, to exempt Cipher Device CSP 845 and all
g " other strip cipher devices from property accountability, and that the

Fa . & Signal Sacurzty Agency be charged with the storaga and issue of these

devzcas. :

% 2. Exampt:.on from property a.ccountability of Cipher Device CSP 845
and all other strip cipher devices (SIGWOWO, SIGOUDJ, u-138, and K-138-4)
18 neceauary for the following reasons:

o a. At the present time CSP 845, SIGWOWO, and SIGOUDJ are con-
fidential, registered components of several cryptographic systems and are
_ atored, inauad, and accounted for by tho Signal Security Agency,

g b. The Signal Socurzty Agancy proposes to remove classification
: and registry from these devices, since the United States Navy has already
w ! done so, Upon removal of classification and regisiry, the existing ex-
’ emption from properiy accountability under tke general provisions of
4R 35-6520, as cited in paragraph 38d, AR 380-5, 15 Marck 1944, will cease.

¢. Obsolescent devices, k=138 and k-138-4, are presently classed
ae items of properiy. FHowever, they are being withdrawn from use as
rapidly as possible in order to standardize the =trip cipher devices used
- in the field. Their exemption from property accountability is desired to
afford uniform kandling of ell suck davices.

; d. It is oaoential thai these devicen continue to be storad and
1soued by the Signal Security Agency, which aleo stores and issues the
other integral eryptogrophic materizls necessary for operating the systems.
It is alco necessary that they be issued through cryptographic channels,
which differ greatly from property channels.




. 553:‘ Upéhnéxemption ff&g‘génarnl prope
devicos will, in complisnce with the requirements of paragraph
ba accounted ror in the mgnner proscribad in tha accowpanyin :

rty nccountability. thgse -
AR 35—6‘20'

o5 s g ?lagor General, U. S. Army,.
S A_sistant Chief Signal O’ficer.

Tt

1 Incl.
Copy of proposed 1ettor to all
holders of CSP 845, SIGWONO,
and BIGOUDJ ; T

SPODI 475.7
Serial To. 364:0

Eeadanarterﬁ. ey Service “orces. L shington 25. DE G
To' " The Chief Sitnal Of ficer: :; .. ~--=.

s

1., Request contained in nhrasrenh one (1) of baéic commnni-
cation is nnroved - . : g8 RS R

) By command of Liautenant Genersl samm

/ : F. A. HEILEMAN,

j - . Brigsdier Ceneral, G.S. c.._-

1 Ircl: i . Director of Su
nfe - : Wyt 4 i

Lt. Colon~l, T30

Lre -u\__.e. R
nistribution DiV
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BASOR CHANGES 1IN THES USE OF
STRIF CIFUER DEVICES
ge 3llustreted by changer afisetinz securiiy which
appeared in the following insiructional documsnis
concerning strip cipher devicss:
*Zanstrectiona for Using Strip Cipghsr Davices®
(short titie: SIGUER), April, 1942, Cbsolcte.
rIngtructicns for Using Strip Clphor Devieex!
(shert tdtle: SIZUR-2), April, iS43. CObsolste.
nInstructions for Uslang Strip Cigher Dovices®
{short titls: SICHIR-3), Karch. 1245, Obzolete.
rInstructlans for Ucing the Strip Ciphor Device®
(short tille: SIGUR.L), July, 1046,
. “‘.n E' T
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TEN-

CHROHOLOGY OF CHANGES RELATING TO CHANHEL ELTTNATION

AND SPLIT GEIERATRIX

Befcre 1939 - Use of 25 strips with @0 intcrruptor scheme of encipher-
ment.

Jay 1939 - Introductien of channal elimination iate only Sysiems 2
ard 6. Gredual introducticn of chanasl eliminadlion dnio

b & == 7, =y yavr T}
cther oystems uatil Jamuory 1042,

Jan. 1942 ~ Intrecducticn ef Far

nlit gemorebrix? for COITIDENTIAL
messages and chaanel ¢

ol
=2
1imination for SECRET messaglsS.

July 1943 - After this daote chamnel sliminatich =38 esed for all
maseages classificd SECRET and most messages classilied
CONFIDENTIAL. Only & {ew COIFIDENTIAL systems werc agch
provided with channel elinmination tables and, therafcrs,
rotained "split generatrix! precedurs.

104, - Intreduchbion of verieble mumbss eof channels eliminated
in each message. (Split gencrebrix prosedurs completely
eliminsted by this time.)

w
&

Ir!
o
.

. =2 — B Bt A b - S, W e
Julr 1840 - Intreduchion of eliminaticn by strip numier anstais ©

chennal nurher.
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REFERENCE FILES

OFFICE OF THE CHIAF SIGUAL OFFICIR .
Faginoering and Technical Services, The Paatagen.
lZnutes of Signal Corps Tecbnical Corxritiee Vestings

Filss of Nomanclature Secticn, The Pentagon

“;AR DEPARTLEZNT, RECORDS BRANCH (219 N. Lee St., Alcxandria, Ya.)
File: 461 (8-95) Cipher Devics No. 1, 1921- {cbs. 1945)

NATICHAL AZCHIVES
tar Dspartmsnt Code and Cipher Sectish
®ije: 311.5 Cedes

AT SICURITY AGENDY LIBRART _ _
Articlos on Crypbtosraphv and Cryphanslysis, “Edgar Alira Poe,
Cryptographes", iliiem F. Preidpon, %2,

Several Machina Cinhers and Mebhods 7o theiz Solutien,
Ra Hulbiplex ilpnabes Systom', Puslicaticn Eo, 20, Riverbank
laboretories, (1518).

CPFICE OF CHIKF COMUIICATIONS RISEAXCH SECTICH (£50AS-14)
File: Cipher Device L-138 and L-i3&~a

SECURITT DIVISION (CSCas-80)
Lotheds Branch, analysis Section, Libsrel Systexs Subsechblen.
Strips, Volums I arc II '

¥aserial Branch, Asglstercd Puiiicatlicac Sectlcn,
Item Cards, re Distributien of Strip Sysiens

sd-inistrative Sectica, Informntion zzd Lecords Subsecticon,
* File: Ciphor Device E-9L.
Fila: Ciphsr Ds?ice L~133.
Fils: Ciphezr Device L=13C-i.
Filo: dJipher Devics CSP 845,
Fila:; Crypuicncts.
Filz: Intercifics Hemoranduz.
File:s Sysbeas.
Fle: Trip Reporic.
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- e % ) [T

S..EUP.IT'I REPCRTS™
(F:Lled in C GJ...\-BB, Anz2lyais Secticn,
Literal Systems Subssciion)

Faia)

YTOLEEE I.
7CC0,1 = Lasture on Strip Systems.
7CCl.:2 - Frsquency of Strip G:.rh::r Text Based on 31 ¥essagos - 12,617 Letier:z,
HLJ.3 - Gieport en Lthe Proposed Revision of the Strip Cipher Dovics.
70C0.L - Time Reguired for Setiing-up and Tearing-dewn a Strip Cipher Det
TCL2.5 ~ n"ccﬂﬂr“uct:. i of Flal Sirlp System: Compromise of Flain and u..pda‘l"
Toxt (42 groups). ' : '
TL,6 - Bodified Strip System and Compariscn of squeney Jistributicn cf
Cipher ﬁ‘q"*vc....en 8 using Converier L-l BHW a.r..c’; & 100-Ctrip Sysicx,
TCCLLT - Tdentification of Strip and li.:ch..ne G...m Syotoms. -
7000.8 - ‘-‘.s;rort on Sibnal Corps Board Case No.133, Cipher Dsvice, Type 1138
70"’!,-; - Shrenclogical List of Date 48 L lJ"

TLC.X - L.:':,'p“"".a.wsz‘. of the Strip ay"wm
71f£._l. ~ Orypianalyeis of Siar Cipher
71:C 'l ~ Havy Lethod of Sclaticn of the Cy]..'..n"'"is..a. "he" Device (CSF—:.;E.S)
712C.2 - Indireckt lethod of Scluiion for S‘"'l Cipk (A_»p“'“'?'-" e Thaorr).

72, Exssrpis from Corrsspendanse Re MaOi (3, & ,ce:-.:s & %eF. Freidmen),
= 'I“ -l
| B

Fn:.'*cqe." for “od..f;rinr- Cinher Davice -4,
TiZ,2 - Cryphezraphs Crlindxicue (Ps A—--;L & Tramspasiilon).
',':..‘ il - G (S:;s..s‘h Daimown).
71 2,2 ~ Brealins dovm Cipher [svice ,.r::e‘-age.; (Be~Se, ;.
LA T B+

7.12.2 - & method of Dﬂ'aaz'mnlm,, Ideatical Ganersiricss in Crypic

;:L L S
Gae Typs Preducad by Cipher Davics. Yyps .'-..-?.;.

Ti33,1 = M5y (ﬁsnm Unicaown) .
T Zln.". - A l\- p_.a.bf*a .;":.-*in Cighsr S}'r:w
e -~

fh tang. ™ ‘Jyﬁ --C'E:'Zl 56 S'\- ufy qtllli;'
isport of a Teost of tie Sscurisy of Syasem 56-1.

71:2.3 - Systar 56 Security Siudy Comtinued.

T2k = Z7ohem 50 - Poohlem IT.

7132.5 = Ax analyeis of Sratem 53,

1.0 - Aachentication System AFED,

(L .2 - Tztailed Report of the Metheds ussd in Anzlysic of Autheatieaticn
Systen AFRQ (with fodificaticn}. '

WA TXe

V0l « Prelivinacy Ropord en Determinshion of xeoher of Stripe Tliminaisd,

7202 ~ Daberminaticn of Hunbsr of Alphsbehe usaed in .~@se2ges Enciphercd
in 2 Strip System.

-

Fiod = Sirip Systems (Channel Elimination).
s ﬁ:'.ﬁ."..y::":m of the Sscurity of Sysitem 6.
f{.:i-.—.o..‘ ~ .yupﬂ"t- on the Stuﬁ;r c

]

l

the Securit:r of Syf'co:n (Strip Sysiez).
Tell = 2,.::'-% cn the St.l.ay cf the Szeur t** ¢f Cha -*m.:l-: ndmination Strip Syalenms.
7E.L.5 - Study @ O vpbograghs Traffic fromw She Urdted States Eilitars d.iashe,
Sern, Swilzsriend,
—

“-ann o= D2p200 O Lhs St..;.*" cf Navy Sirip System—--030.1]
32 - Study of Surip Dimiretien Tebie,

12wl o~ Study ef Strip Blimirasion "‘au_n: 4

1 20l - R3Y ;.:..:’:-:z Lor 3brip Cipazx
“her: pestnity vaporta npear in two volizes,  The nuzhering Gysiem given
wwosaah uzid 2z o lozetor within 4hay fuwe volunes, 266




L Lt

GTON 285:
b o,
s

T ———




o R AT

v
- =

Tt

G s - ._ X
i Mmmh =Ta ) L e g TR
3 w Delms dhEiche
= —t i P
B e ey







e e i UG B e o g e Rt
S e D e e i
- 4 ;e ¥ Lo

A

T

A %

<7993 oo (hughs
EETA TR RS

A b

N L e e
Dk ke == T

ST L
e YRR v




SO

SR

HORE=D]
~ [

oG




EAR

L SECE ..:'."i'-i' sty

g;,%;;-‘?;







=g
S e
sk ¥ :
3 A T o 3 &
. — ‘ Ia Mi"- 3
e o T S
IS ' By
oy e ; - e i PR
r E peki $ B e
LA : s
: i+ ap A in
=y I % - G 4‘§
i ey ¢ ,*'.—
oy
AR

Tn S L] ‘ﬁ?_ =29
: ?{“&%3 ,'l'iﬂﬂ_’ ‘:‘_ o
TS ;. ;
~ v;‘lm:- { ‘@._ ; : v

A
: ST
\"‘.'_'-‘"".‘i-j&'\.‘_?‘ i
e
R

g LIS

s .“”i"l i
. 5
0f i

= 5



=

s 2 : Ao 2 ! 2
oth outgoingiand incoming . &
;butiaresthei.driginal

rective::
iga; vAth



















Ea

AT







o )
.

g
st

JEAL PECTIBILRYCEN
3 ﬁj s e i i s i g

? ;







Li
X

£as
h







',’:z:.; ™ % *

'
L RO

4 =52
L BT
2§ prliicticam

b _:"‘ﬁ-‘ »
L

= e




Shedy

¥ -‘_;;_“‘:f_f_u- .










T

'

%
5
e
'




























-Generel; Steff,
Executi:

T

% A - .-,
ive:0fficery:
5 g‘". 3 ;.







Ly qh‘

3 > A ; ki
e L - e R




s wiITfbesused 1

5 based on: he:production:and operationsl: aiffi=
a-strip.system:employingithe: thirty-character:.:




Js'i:‘-'

B
',P‘




Gy

T










=i

N.




