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CIri=R DEVICE 39
(rrecise acquaintance with the Tnigma ci her machine is assumed)

I. Jeneral

Device 39 is a further development \zi th~ Enigma cipher rmochine in
mechanjcal. and erypto-technical respects as well as in regard to operation.
Tt is & completely automtic cipher nachine, i, e by pressing a letter=key
the mechanism of the device is set in operation, the correspomnling letier
(letf.er on the key boamd) is enciphercd or deciphered and the plain and the
cipher Jetters are printed on soparate paper tapes by neans of a double type-
wheel printer. The cisher texd 1s automtically divided imto groups of five
“letters. Independent of the printing device the cirher letter may also be
read of f the lamp field.

In this paper only the crypto=technicil part is treated.

I1X. Drive lLechani ‘,’1

The three pin wheels (lockeurseder) 4 1, 2,3 are mechanicaliy eoupled

with tho three cipher wheels Bl,2,3. Mechanical provision is rade that the
pin wheels ALl;2,3 and the cipher vwheels Bl,2,3 move one step each Lire a key
is pressed. The cipher vheels however are prevented fron exscuting the
step, if at the feeler lover C1,2,3 of the associated pin vhesl there is a
pesitive pine The cipher vheels have 26 divisions, pin wheel Al has 23,

pin vheel A2 has 25 and pin wheeél A3 has 27. On each pin wheel an odd
nuber (excluding the nusber 13) of pins is set in the usual way as daily

L
T

key. The period (Frequenz) of the individual pin vheel corresponds there-

fore exactly to the mwber of divisions. That means 23 steps for Al,

25 steps for A2, md 27 steps for i3. The common period of t.he three pin

whegls is the preduct of the nwber of divisios 23 x 25 x 27 =15,520 steps.

The pericd of the cipher vheel is 26 steps when uninfluenced by the pin

whoel. The movenent of the cipher vheels is dspendent however upon the

assoelated pin vheel period. .iith 23 steps pin wheel Al makes a full

revolubion, cipher wheel BL however makes only 23 steps less the nuber of

positive pins. Since the number of divisions of the pin wheel and the
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1. See Supplement.
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number of positive pin:zz are prime to 26 {numbsr of divisions of the cipher
wheals), we get Tor Al - Bl a period of 23 x 26 = '228 stops, far A2 = B2
25 x 26 = 650 gteps and for A3 - B3 27 x 26 = 702 steps. Gince the
position of &ll three cipher wheels w:ith respsct to one ancther is

decisive for the ciphering procedure, the function of the cipher . hedls
must be considered as a whole. The period of the cijher vheels without the
influence of the three pin vheels is % steps. Taking into account the

263 possible settings and elininating the cyclic period displacements

there are from a crypto-technic:l point of view %2 effectively dif ferent
basic rericds of 26 steps. ‘

Under the influence of the pin \':hé(:l functions it = Cl;2,3 the basic
periad of the cipher whedls is lengthened by the product of the nurber of
divisions in the pin vheels Al,2,3. Hence there are 262 effectively
different periads, whose constant lengths are given by the product of the
number of divisions of Al, 2, 3 and B (1,2,3). If the number of divisions
A1,2,3 and 11,2,3 are broken up into prime factors, then the product of the
different rime factors gives the length of the period and the product of
the like prime factors the number of effectively different periods. Herchy
the repetitions of prime factors which cccur vithin the number of divisions
of one wheel (A2 md A3) mst be rezarded as different factors because here
the unsysternatic pin settings (positive and ne@.tivé position of the pins)

is decisive.

AL A2 A3 Bl B2 B3
23 25 27 % 26 26
Prime factors: 23 « 5% <918 v 913 «Ds]3e V1
Lengzth of the period: 23 ° 55 < 333 ¢ 2:13 cceveensaqe= 403,676 steps
Murher of poriods: csesansseiaris ena s 241390613 5 676 paprinds
In the develoment of Device ¥ it was necessary to provide for correspon-
dence vith the Inigma vhen the pins on the pin wheadls zre mut in the negative

posilt,.’mm3 This mechanical function will not bs deseribed here because it
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3. This was demanded by the German Navy. /Editor's note/
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represents & purely mechanical demand rather than a erypto-technical
necessity. Through t'iis mechanical demund it did come about of course
that the 676 periocds passed over into one pericd. In regard to sourity
it appears to be immaterial whebhor & _cipher device yiclds 676 effectively
dif ferent periods of 403,676 steps each or one periced which is ecual to the
product of these two factors.

The three cipher wheels are mounted betieen the entry wheel B7 and
the reversing vheel B8, On the sides of the cipter vheels R1-8 are
mounted 26 contacts. These contact pointe zre constructed as disk
sprin; contacts. Within esch of the cipher whecls P1-8 the 26 contuct
points on the one side are connected in any desired order with the 26
contr ct points on the other side. %The contuct points of the entry wheel
17 are conneeted to the 26 A~jacks D1 of the plugboard and the 26 contact
points cof the roversing wheel BS are comnected to a 26 part plugboard El.
These 26 Jacks are united in palrs by interchongeable one-pole plug connec-
tions ¥2  (according to key).

With the mechanical rotation of the c:l.phm’- wheels the contact points
necessarily perform a swltching funetion. The 26 A-jacke DL are united

12, BLy

with one another in pairs via the contuct points BY, I3, I
B8, E2, B8, Bl, B2, B3, B7. Due to the differing internal circuits of
the cipher wheel, which are subject to no particular rule, constartly new
corbinations result with the %7 positions of the cipvher wheels,

In contrast to the Enigma two essenticl advmc;cs may be nobed in the
developmant of Device 39 in respect to cryplographic technirme:

a. The non=uniform and variable stepping of the cijher vheels.

b, The combinations made possible by the variable reversing whesl El,
which morsover is readily changed since it is pluggable.

By these two improvercnts on the Inlgma prineciple it hus hecome

virtually impossible to make Hollerith studies of the constants of the
device which would favoer the possibility of cryptanalysis,

The followlns: disadvantsges, however, are retained which are related
' to the Enigma principle and which involve an as yet unknown possibility
of solution:

- - o i oo - o~ s 09 2B B 290 o o -

4. Order of wheels is reversed by error. See Supplement ﬁditor‘e not_q/
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a. The reciprocal structure of the cipher alphabets which is
produced by a function of the reversing vheel El,

b. The two-pole combiretions of the plug connections D3, which
have a limiting effect on the designations of the keys.

The principle factor of insecurity in all cipher systers remains here,
namely, that in spite of all the highly devcloped mechenical cipher devices,
the security of the systen is dependent on the choice of the .essage kay.

Ve shall return to this point lster,
111, Cipher FProcess

The cipher process i3 carried out Ly means of the 13 circuits which
have their beginninug and Lheir end.in the 26 A-jacks of the plugboard D1,
the 26 keys G ard lamps I to each of which one letter of the alphabet is
assoclated. 'he key boord and lamp fisld (Lype wheel printing system)
take over alternately the function of the plain and eipher alumbet. Since
the alphroets are reciprocal no change in the wiring is required.

Iy pressing one of the 26 kays G a.set of springs is activated. In
so dcing two contact springs are opened and twe others closed. The ane
set of contacts. H controls the type wheel (represented only by the terminals
ir. Supplement 1). The other cireuit, which is controlled by the second set
of contact springs, switches in the circuit which makes possible the cipher
process be means of the lamp field and the three cipher vheels,

Device 39 is to ® set according to the daily key. The daily key
consists, for instance, of the following date:

Wheel position: III Iv I

Plugboard comnections: bh qv do gn ac wy f1 tx ei kr pz Jjn su
Reversing whsel: pn dn 1o at hs br jq cz £y gx ew lv lu

Pin wheel Al acegilnprtu (11)

Pin wheel A2 bLeeghlmprtu (11) -

Pin vheel A3 acefhjlmprsuvzz (15)

Befare ciphering a text the three cipher wheels amnd the three pin wheels
are to be set in an initial position which hereafter will be c:lled the
messa;e key setting., The message key setting is to be treated quite
individually because & grest part of the security of the eryptogran depends

on its selectim. (10 messages in phase can be solved, whereby it does not

matter which Enim{F@P h:S EzGrrR:ET
10
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The 6 letters of the mesaage key are diagnised in the usual form and
profixed ot the begimning of the cipher text. To agree upon & different
pogition has ro signlficancs as far as security is concerned because the
letters will be recognized as a kind of indicator group in any case.
Begirning with the nessage key setting, the letters of the plain text are
enciphered by pressing the corresponding keys and the apwropriate cipher
letters are printed by the mechanical printing device. 'hen deciphering

the process is amlogous,

I7V. Choice of the Mosmare Key and Its Conseguences

On the basis of the experiences of the last {'ifteen years an attempt
must sometime be made to determine why the analysis of eryptosraphic systems,
some of which were very complicated and diverse, has been successful, Two
essential types are noted in thig connection:
(1) Cryptanalysis by the aid of compromises of all sorts
(2) Cryptanalysis with the aid of repeated periocs {lining up or matehing).
The possibilities of cryptanalysis vhich fall under point (1) can be
counteracted in the case of substitution systems by the requiremont that
roconstruction oi‘ the daily key be imuossibie even with any technical aid.
The reguirement usuzlly esnnol be exactly proven; therefore, heore only the
most ess;ant.is.l stucies will be suzgested. In this connection, it is
naturaily assumed that the usual security requirements have been fulfilled.
The possibilities of eryptanalysis which fall under point (2) are per se.
only special compromises of the . tographic system. Hoviever , this method
w11l be emphasized beceuse ib cen be employed and can lead to suceess without
any jrevious knowledse of the cryptogrephic systems. If, for instancs,
from a lot of homogeneous traffic single mossages are put together vhich
eérnbain more rarallel passages or other cheracteristics than would be
expectod by the laws of provsbility, then ib may be assumed on the basis
of experience that they are in the same key and in the same phase. In
the case of the Enigma cryptograms are termed alike in key and phase wihich
vere produced by the use of the sene deily key and the same setting of the
three ciphe: vheels. In this connection it must be remenbered that, due to

the cyclic course of the period, only fragwents of two cryptograms need be in

phase. TOP SECRET
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Example: 1st cryptogram: dreumtosrm.bvcmrasdfghjldbau
Znd cryptogranm: poiuzbrevoasdfghjkimnbve

If ten cipher texts in phase can be thus lined up, then solution can
be accomplished by the aid of column frequencies, etc. Theoretically this
possibility of solution is limited by the fact that the relation between
the total length of the machine's perdod and the ma:dnmm length of the
intorcepted nessages is so determined that on the basis of probability no
.repetitions are to ho expected. However these considerations are valid
only when the appropriate rogulations have been observed exactly in the
choice of the message key (starting point in the period). The experience
of the past fifteen yoars has showm however that regulatims regurding the
choice of ressame keys are quite renerally disregarded. The cause is not
the evil intent of t!-\e'reapmsib'le person lut rather convenience.

Consecuently some reflection is in order as to how in the cholce of
the nessage key convenience can be furthered and at the same time the
entire period exhausted in order to supprsss the occurrence of messages
in phase. Uecause experience shows that menual means are inadequate, the
solution is to be attained by technical means,

Eve;y cipher deviee gets a specially developed messape key indicator
which must at sometime show every messcge key which can be set up on the
cipher device and which is permanently attached to the cipher device. The
mechanical course of such a message key indicator must be so constitamted
that coincidence is mled out, no matter how many machines sre employed.
Such a device will be described here, one vhich fulfille the conditions,
is the size of a counter, and is conceived far Device 394 . It may be
remarkad that the idea is new and las nevear been put into practical use
in crynto=technology. z

Six whesls with the divisions 26, 26, 26, 23, 25 and 27 are Lo te go
driven that each vheel takes on the averzge 13 steps to every 26 drive
impulses and collectively yield a period ecual to the product of the
divisions of the 6 v.he'els. The drive is by means of a spring vhich is put

under tension vhen the keys are nressed and c#n relisve itself of tension
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by the unimpeded stepping of the six counter device disks. Using these
mechanical principles, the number of steps of the six counter device disks
is dependent on the key pressure from each depression of the key to the
next and is therefore not subbect to control. Each counter disk is
inscribed with a random alphabet. In this connection care must be taken
that no disk inscription is repeated in any message key indicator among all
the cipher devices. ' By pressing a button the message key indicator can be
stopped. The six letters then visible are to be used as message key.

The use of such 3 message key principle guarantees:

(1) that no message key combination will be repeated for a long time
in any one cipher machine,

(2) that the occurrence of cipher texts in the same key and in phase
will only be possible by pure chance. Chance, howsver, can be properly
taken care of when constructing a cipher device through the ratlo of the

period length to the amount of enciphered traffic.
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