Functional Characteristics:

System Components:

Key Medium:

Discette Storage Capacity:

Operator Authentication:

Operator Training Time:

Dimensions:

Total weight:

Summary

— discette formatting and testing
— 5-pit key {Telex-code} recording
— 7-bit key (ASCIl-code) recording
— 8-bit key (ASCII-code) recording
— printing letter-key-tables

— printing number-key-tatles

— burning EPRCMs

— statistical test of a random segquence
— reading discettes in sectors

— discette duplication

— Go/No go test

— modular-designed microprocessor unit in
19-inch housing
— discette station with 2 drives in a 19-inch
housing for recarding, reading and copying discettes
— CRT terminal for command input, performance control
and data display
— printer for printing out key-tables and test results

— mini-discette 54"
— opticnal micro-discette 3'%"

ca. 650,000 characters

Entering a code {password) which can be set as desired
and which cannot be read from outside. Only if this is
entered correctly are the system functions released; if it is
wrongly entered, the system blocks electronically and is
not fully operable until a certain programmed period has
elapsed.

some hours

2 mechanical units, each:
145 x 450 x 290 mm (h x w x d)

ca. 35 kg {inclusive printer and terminal)
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Random Key Generator



The second generation of our one time key

of absolutely

Key produced with the

Top Security:

If the highest degree of communications secrecy is required
for an unlimited period, one-time-key provides the only
possibility for truly secure encryption. Since cryptologjgal
security is dependent above all on the key producim,
stringent requirements are placed on the key geners:

In order to ensure its randomness,

noise sources are used to produce the key.

To guarantee their random distribution, the signals are

Operational Simplicity and Flexibility:
AMini-Floppy-Disk replaces perforated tape as the data
carrier for the random information. This provides

the following advantages:

Over tenfold storage capacity for equal volume,
ease of handling and transportation,

fully-automatic performance,
noiseless operation and
ease of operation.

Reliabil

Aminimum of mechanical elements, individual assen¥®y

of components with precision parts control, a high production
standard, and elaborate methods for total performance testing
provide animpeccable product of the highest quality. Prior

to delivery each unit is factory-tested under more stringent

Designed for the Future:

The design of the ME 800 key generator already offers

possibilities for expansion to satisfy future requirements.

Among others, the following operational functions can be achieved:
Duplication of a master discette,

generation of a 5-bit random sequence for encryption

via telex networks,

secure cipher.

ME 800 system means:

Random Distribution

automatically subjected to several tests and comparedto
programmabile limits even before being recorded on the discette.
T&total segment is transferred on to the discette only if the

t

regenerated and again tested.

This ensures that only acceptably random key sequences,
which lie within specified tolerances, will be recorded.

Microprocessor Controlled

The above points, which previously required strictly
mechanical solutions, have been solved by the application of
the most modem electronic technology.

By reason of this progressive development, the ME 800

requires almost no maintenance.

Additionally, the system has a dialogue capability, so that
any authorized person can use it with minimum training;
operating errors no longer are possible.

?ict Quality Control

ditions than will exist in actual operation.
Additionally, various test routines are serially programmed
into each unit to monitor the essential functions. When an
error is detected, this information is automatically displayed
onthe CRT terminal and the cause of the problem is identified.

Broad Range of Applications

generation of a 7- or 8-bit random sequence for encryption

via data transmission networks

like facsimile, generation of ONE TIME KEY pads using
numbers or letters in any desired format for manual encryption and
statistical testing of recorded discettes to examine the randomkey

sequence storedonthem._

equipment offers the user the production

results fall within established parameters. Should they not
OWespond to these required standards, the segment s erased,



Application and particulars

Application

Particulars

— Production of a randem discette with some 650,000 key characters.

— Copying of random discettes for circular messages. Any number of copies can be produced with one
and the same unit, it being possible to stipulate a rmaximum number,
Production of hand ciphering tables {ONE TIME KEY-pads). The format of the lstter and numeral tables
can be freely programmed, i. . the group length, group number per ling, line spacing, number of lines
per page and required number of identical copies are entered by the operator via the keyboard of the
attached CRT-terminal. Regularly required formats can be permanently stored and recalled without
any input of format parameters. A further application of this tabulating facility is the production of ran-
domly distributed code settings for cipher units with built-in electronic key generators.
Burning EPROMSs:
EPROMSs are increasingly used in modern cipher units for the storage of keys. This type of storage is,
of course, primarily used for keys which only have to be changed at long intervals (e.g. basis keys,
long-term keys, permutations).
Whereas hitherto separate units were necessary to burn this key data, this procedure can now be ef-
fected directly and simply with our new ME 800 key generator. There are programs on-hand for all cur-
rent EPROM types and they can be started at the touch of a button — the ME 800 unit deals with every-
thing else. Special key formats can be taken into consideration for these EPROMs, as can any addres-
sing requirements.
Existing EPROMs can be copied with this operating function, too, of course. Special programs super-
vise this copying procedure to ensure that the copy corresponds 100 % to the original EPROM-con-
tents.
While the random sequence is being recorded on the discette, a special electronic protection measure
ensures that this can no longer be put to unauthorized use as a key. This security measure means that
a potential enemy would not benefit in any way from intercepted coded material, even if the entire key
discette were to be copied. Protection is so effective that it cannot be circumvented even with the most
up-to-date methods.

ME 800

Key Generator for
Transmission of Secret Communications

'i?-_ Can
- i-

_-—n_ﬁ-!gi__l

L

ONE TIME KEY System

When a communication requires maximum secrecy for an unlimited period, the ONE TIME KEY method
is still the only suitable cipher procedure. This means cipher systems which use random sequences as a
key. These have to be as long as the clear text which is to be enciphered (100 clear characters thus require
100 key characters) and they may only be used once to encipher a communication.

The vital demand of a random key sequence is in practice fulfiled by using a source of noise as the
generator of such a key sequence. Since the character sequence of a noise source cannot be repro-
duced, this must be recorded in the required length on a data medium in order to be copied; since until
recently no suitable mass storage systems were available, punched tapes were used exclusively in the
past.

When such keys are produced professionally, various criteria have to be observed, however. Elaborate
mathematical methods of checking thus guarantee a certain standard of quality in respect of statistical
distribution in the case of our ME 600 and ME 800 key generators: random sequences not fulfiling the
criteria stipulated by the client are not initially recorded on the discette.

When the production process is complete, the key discettes are packed, sealed and distributed to the
various communicating partners (e.g. embassies abroad). There, the keys (e.g. as a random sequence
of telex characters in the baudot code) are used for ciphering messages, the respective clear text being
mixed with them character for character.

Devices that carry out this funciion are called mixers. Such devices are differently equipped according to
their purpose; in this connection we refer to cur devices in the ME 640 and ME 840 range, they can be
integrated without difficulty in practically any existing communications network.

Microprocessor technology constituted a decisive development in ciphering. It is thus foreseeable that
the central significance of punched tape as a key medium will be replaced by the discette, whichis amore
up-to-date mass storage medium. Apart from the advantageous cost, the reason is primarily the more
simple handling and the increased cryptological security provided by this storage medium.

An absolutely new feature of the ONE TIME KEY method offered by MILS ELEKTRONIK is a very special
recording procedure which can only be read by “authorized offices”, i.e. one’s own stations. The advan-
tage of this method is obvious: a key which is protected in this way can be distributed without any protec-
tive measures and need not be personally delivered (courier service) to ensure safe transport. lllegiti-
mately produced copiesor even possession of the original key discette do not constitute any advantage
for an “unauthorized subscriber” since it is possible to distinguish between “friend” and “enemy* in the
existing communications network with a ONE TIME KEY cipher system by MILS ELEKTRONIK — the key
discette in thus absolutely safe from misuse!
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Statistical tests

The character sequences are checked by means of some 100 different single tests, which cover the most
important statistical laws. Uncommon character sequences are recognized and are evaluated separately
according to their distribution. Depending on given tolerance limits, the actual individual results counted
are compared with the theoretical average values calculated and any deviations are at once indicated.
These values are clearly marked in the subsequently printed record and they are thus available at a glance
for final evaluation. The clear arrangement of the results print-out enables non-experts, too, 1o make a
quick, clear-cut decision as to the usability and quality of these key discettes.

In order to eliminate any inappropriate procedure the various tests run completely automatically; once
started, a test can no longer be interrupted.

Basically, it can be said that the required randomness of each individual bit (*0" or “1“} means that ail re-
sulting correlations between all individual bits must also be at random. Of necessity, this means that the
various test methods are to a certain extent dependent on each other. The use of several test methods —
even if these sometimes overlap — does, however, enable the character distribution to be more
thoroughly assessed and to be better surveyed altogether. The test methods applied to check a random
distribution of results can always be reduced to the principal statistical test procedures and can be di-
vided into three sections:

— monitoring the distribution of values around the theoretical average

— monitoring whether these values correspond to a random distribution, i.e. are neither too small not tco
large

— monitoring improbable results in the various test routines, even if, on account of their infrequency,
these only marginally influence the overall result of the test run.

In order that the test results may be clearly and rapidly processed by the operator the entire permissible
range of each individual test is divided into several stages. The relevant stage is printed out with the indi-
vidual result. For a clear assessment the actual range is also printed out for each individual result.

The analysis of the randomness of the character sequences in the ME 800 system makes it possible to
interrupt the recording procedure automatically whenever improbable character sequences are recog-
nized. The criterion for any such automatic stop can be freely programmed and is thus simply adaptable
to the user’'s requirements.

All the random sequences produced by the unit are checked by means of the statistical tests, whether
they are issued as ONE TIME KEY pads, EPROM contents or random discettes.

We shall be pleased to supply technical information and a detailed description of the test methods used
on request.

Proof of the Security of the One Time Key System

The ONE TIME KEY (OTK) system is a cipher system based on the use of random key streams. It is the
only cipher system for which a rigorous mathematical proof of perfect security can be given. This proof
will be presented here after a brief description of the necessary background.

The OTK system operates under the assumption that the plaintext messages are prepared in such away
that they consist of finite or infinite sequences m,, m.,... of bits, i.e. of elements 0 or 1. An important role
in the OTK system is played by the algebraic operation @ called addition modulo 2 or “exclusive or. This
operation is defined in the following way on the set B = {0, 1} of bits:

0®0=0,0®@1=1,1®0=1,1®@1=0.
It should be noted that in particular b @ b = 0 for every element b of B.

The OTK systemis implemented as follows. First of all, a random key generator is used to produce a ran-
dom key stream which is a random sequence k,, K,,... of bits. This random key stream serves as an input
of an “exclusive or" mixer, whose second input is the given plaintext message m,, m,,... . The output of
the mixer is the ciphertext ¢, C,.... , which is the sequence of bits defined by

c,=k, ®m,forn=1,2,...

The ciphertext is transmitted over the communication channel. The legitimate recipient possesses the
same random key stream Kk, k,,... . In order to decipher the ciphertext, the recipient uses an “exclusive
or* mixer to form the bitsk, @ ¢, forn=1,2,... . Sincek, ® ¢, =Kk, ® k, ®m,=0@ m,=m, by the
properties of @, the original plaintext message is recovered in this way.

The proof of the security of the OTK system uses an obvious probabilistic model for this system. The ran-
dom key stream can be viewed as a sequence X,, X,,... of random variables, where each random variable
X, attains only the values O or 1. If the random key stream comes from a truly random source, then X, X,....
will be a sequence of uniformly distributed and independent random variables. A random variable Y is
uniformly distributed if

PriYy=0)=PrlY=1)= "%,

where Pr(E) denctes the probability of the event E. A sequence Y, Y,,... of random variables is inde-
pendent if the identity

PriY,=b, Y,=b,,....Y,=b) =Pr{Y, = b, )Pr{Y, =b.,)..Pr(Y,=b,)
holds for n = 2,3,... and any elements b,, b,,...,b, of B.

The ciphertext produced by the OTK system is the sequence Y, = X, @ m,, Y, =X, @ m.,... . The crucial
fact to be proved is that this is again a sequence of uniformly distributed and independent random vari-
ables. One observes that for each n and any b in B the identity Y,, = X, @ m, =bisequivalentto X, =b @
m,, by the properties of ®. Therefore

PriY,=b)=PriX,=b @ m,) =4,

hence Y, is uniformly distributed. Furthermore, forn =2, 3, ... and
any b, b,,....b, INB,

PriY,=b, Y,=b,,..,.Y,=b) =

=Pri{;=b,@m, X, =b, ®m,,..,. X,=b,®m.}=

=PriX, =b, ® m)PrX, =b, @ m,)...PrX,=b, ®m)=

=PrY, = b))Pr(Y, =by) ... Pr(Y, =b,),

hence the sequence Y, Y,,... is independent.

To summarize, the addition modulo 2 of a random sequence (= key stream) of bits and a deterministic
sequence (= plaintext) of bits yields another random sequence (= ciphertext) of bits. Therefore, the cipher-
text has similar properties of randomness and unpredictability as the key stream and contains no informa-
tion or structure on which a cryptanalytic attack can be based. The OTK system is thus unbreakable.




