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Brief Description

The GRETACODE Fl® 9065 is a novel, solid-state ciphering unit. It is an off-line device to manually encipher and
decipher messages character by character.

Apart from high cryptological security, the GRETACODER 905 offers an added advantage in that all telex charac-
ters i.e. not only letters but also numbers, blank spaces, and punctuation marks can be ciphered and deciphered.

Operation of the GRETACODER 905 is very simple and can be quickly mastered. Reliability of the unit is extra-
ordinarily high due to the fully-transistorized concept even for character input and output.

Due to the use of highly sophisticated electronic elements, it was possible to reduce the size of this complex unit
to the point that like a pocket calculator - it can be easily carried anywhere. The power requirement of the
GRETACODER 905 is so minimal that it can be used in continuous operation for many hours with standard dry
batteries.

Operation on 220 V or 115 V mains is possible with power supply unit NG 905.



Technical Specifications

Cryptology:

Elementary key:

Auxiliary key:

Structure key:

Minimum period:

Clear text
alphabet:

Cryptogram
alphabets:

Power supply:

Temperature range:

Dimensions:

Weight:

Advanced ciphering computer for high security requirements.

10 letters which can be randomly selected by the user.
Key combinations: approx. 10" .

Combination of 10 letters automatically generated for each telegram by a built-in random
number generator. ‘i
Combinations: approx. 10" .

Interchangeable PROM (an integrated circuit which can be programed by the user).
Key combinations: approx. 10”.

Approx. 108 characters.

Complete Latin telex alphabet with all characters (letters, numbers, blank, and punctuation
marks). Other alphabets on request.

Letters only

4 batteries, 1.5 V. Size AA, Mignon, types: UM3, LR90, RR, R6, and others.
Operation: - 20°C to +55°¢C / Storage: - 40°C to +?00C

197 mm wide / 120 mm deep / 40 mm high.

Approx. 600 grams.



3.1

Operating Procedure 3
Insertion of the secret structure key (PROM)

The secret structure key is stored in a programable integrated circuit (PROM), Programing is desciribed in a separate
manual.

The electronics block must be removed from the housing to insert the PROM.
CAUTION: The unit must be switched off.
If necessary, unplug power supply unit.

Stand up unit on a flat surface.

Unscrew the 4 screws in the lower part of housing
and remove cover. The electronics block must be
withdrawn vertically, tilted over the battery com-
partment and placed next to the housing.

When inserting the PROM into the socket, make
sure it is in the correct position.

The designation on the narrow side of the PROM
points in the direction of the position mark on the
uppermaost printed circuit board.

Follow steps in reverse order for reassembly.

Protection against unauthorized access:

The 4 screws in the lower part of the housing can
be sealed to protect the secret structure key.




3.2

3.3

34

Battery voltage monitoring

A battery voltage decrease (below approx. 4.5V) is detected by the internal voltage monitor and indicated by slow
flashing of the selected LED display. Blinking starts when actuating the input key and is extinguished again when
the character selector key is next used (refer to sections 4.3 and 4.4 for description of the character selector key and
input key).

Depending on their quality or type, the batteries have a reserve power supply to permit unit operation of 30 minutes
to 1 hour after blinking begins.

When switching on the unit, it is possible for the voltage monitor to react even if the batteries are sufficiently charged.
In this case, blinking can be stopped by brief actuation of the character selector key.

Insertion or replacement of batteries

CAUTION : It is imperative that the GRETACODER be switched off when handling batteries
since even the briefest polarity reversal of the batteries can lead to unit breakdown.

Procedure: First, switch off the unit and then open the sliding cover on the bottom of the
unit. The battery holder can now be easily removed by tilting the unit.

Before inserting the 4 new batteries:

Observe the battery pole signs on both sides of the inside of the battery holder.
Insert the battery holder into the unit, press down lightly and close the sliding
cover.

Battery types: Refer to section 2: Technical specifications.

Connection of power supply unit NG 905

The power supply unit delivers a stabilized DC voltage of approximately 6V and is short-circuit protected. A network
voltage selector switch permits operation on 220V and 115V networks. The batteries of the GRETACODER 905 are
automatically switched off when supply is handled by the power supply unit. 4



4.1

Function of the display and

operating elements Display panel

Input key

itch
Character selector key M ot

Display panel
The display panel contains the clear text characters (letters, and punctuation marks) on two lines in the upper part and

cipher characters in the lower part.

Thirty-two LED’s (Light Emitting Diodes), of which only one is illuminated at any given time, are arranged in the
middie of the panel and act as display elements.

Mumbers and characters

Letters
LED'’s for display

Cipher characters

The clear characters are used for the clear text as well as for the basic and auxiliary keys (A to Z).
Special characters: B Symbol for blank space

tand Symbols for level change, i.e. switchover symbols for changing letters (lower line) to
numbers and punctuation (upper line) and vice versa.

Cipher characters consist of single characters (e.g. A or B) and double characters (e.g. YP or YI).

Normally, both character types are handled exactly the same except for corrections (refer to section 7).



4.2

4.3

4.4

Mode switch

Apart from switching the unit on and off, this switch is also used for selecting both modes, i.e. "ENCIPHER" and
"DECIPHER".

Character selector key
The character to be processed is selected on the display panel with the character selector key.

Brief actuation of the switch to the left or right-hand sides produces a single step to the left or right. If actuation
of the switch is longer, the display panel is scanned continuosly. If the correct character is not selected after
releasing the switch, single steps can be used to proceed to the desired position

Input key

The selected character is loaded and processed after actuation of the input key. Fast blinking indicates the end of
processing. The LED is continuously illuminated after the key is released. Howeyer, after input of the 10th (last)
basic key character in the "ENCIPHER" mode, the display extinguishes.

Refer to enciphering, section 5 for details.



Enciphering 7

The following exampie is only used for instruction purposes and cannot be reproduced since the auxiliary key
changes each time.

In order to process complicated texts with several letter/number switchovers without error, it is recommendable to
first prepare the clear text in a suitable form, i.e. the switchover symbois and blank space symbols should be handled

as letters of the text.

l l I I l l ]W [ l ]Freespaceforthe10auxi|iary key characters

*ll |AIR|IR |t |V|]I[N|G|®m|[L|O|N|D clear text
space for cipher

o| N|m| t1|2]| .|lofl6|{|[m|w] T clear text
space for cipher

An arbitrary LED lights up if the mode switch is set to the "ENCIPHER" position. If the voltage monitor reacts
{slow blinking), briefly actuate the character selector key.

If blinking stops, operation can be resumed, otherwise the batteries must be replaced.

Refer to sections 3.2 and 3.3 for procedures.
* The telegram may be started with { or 1 to determine whether the letter or number column is used.
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Elementary and auxiliary keys

The ELEMENTARY KEY which consists of an arbitrary combination of 10 letters must only be known to the
persons communicating. Due to security reasons, the elementary key should not be recorded in writing.

— The character selector switch is actuated until the LED which corresponds to the first character of the elementa-
ry key lights up. Use the clear text line for this purpose.

~ The character is loaded by actuating the input key which is acknowledged by blinking. The respective LED re-
mains illuminated after releasing the key.

— The remaining 9 elementary key characters are loaded in the sama manner. The display extinguishes when re-
leasing the input key after the last character has been loaded.

The unit is now ready to generate the auxiliary key:

— Actuate the input key, read the indicated letter in the line of clear text letters and enter on the first position
in the table. First note letter and then release key. The display extinguishes.

— The remaining 9 auxiliary key characters are produced and noted in the same manner. The LED no longer
extinguishes after the 10th character. ~

IMPORTANT!  Only the 26 letters (A to 2) may be used as elementary and auxiliary key.
Note: VY is never used as a double character in elementary or auxiliary key.
The unit is now ready for enciphering.

The auxiliary key is now entered in the table. Due to its randomness, each message is processed with another
cipher program even if the elementary key is the same. Therefore, it is not possible to reproduce the above-men-
tioned example.

IA,K’Y lOIMJj IZ]E |E|Q| Auxiliary key entered

{ |A|R|R| V|V ]|I[N|G|®|L|OIN|D clear text
space for cipher




5.2

Enciphering of text 9
Select the first character on the upper line with the aid of the character selector key (in our example: ).

Actuate the input key. The LED display now jumps to a new character and blinks as long as the key is actuated.
This ciphered character is read on the lower line and transferred to the table (e.g.: YK).

The remaining characters must be selectéd, ciphered, and entered. The table is now completely filled out:

lalxlv[olm]el[z]e[e]a] Auiary key

{|A|R[R|I |V|I |[N|G|[®|L |O|N|D clear text
YKl K[V] LIYK|YO B|C |YPIN]| A|N[C |[YM Entered cipher
N ®m|tT[1][2].|lo|6|d|mw|I T clear text
E|D|]a|S|BITIYWUJ]|EJAJA|C|VIK Entered cipher
IMPORTANT ! A substantial risk is involved since the table shows the clear text and cipher together.

Therefore, the table must be destroyed immediately after use or kept in a safe.

The ciphered letters are now written for transmission and arranged in groups of 5 letters.
Double letters now count as 2 letters.

AKYOM BZEEQ YKKVL YKYOB CYPNA WCYME DQSBT YLJEA ACV etc.

auxiliary key ciphered text as message

The last group of 5 letters is filled with Y’s. At the end of the telegram, the first two groups of 5 letters, i.e. the
auxiliary key code, are added twice.

..... siias MTYYY AKYOM BZEEQ AKYOM BZEEQ

last group of 5 letters  auxiliary key auxiliary key



Deciphering
The received message must first be brought into a form suitable for deciphering (refer to example).

The first 10 characters represent the auxiliary key. The last 20 characters which repeat the auxiliary key are
entered below them. If the 3 groups do not coincide, e.g. due to a transmission error (refer to the exarnple), a majo-
rity decision is made. The letter which occurs twice is considered correct.

Al K|IY|O|M|B] Z ,\\}‘ Q

\ Majority

RN KL ¥ s M Ela decision

A|KIYRXNM|B|Z]|E | E| Q]

YK| K|V |L |[YK|YQ B|C |[YP|N]| A]| W]| C¥M Received cipher
space for clear text

E|D|Q|S |B|T|YLJ E|A|A|C |V | K Received cipher
space for clear text

-- Mode switch set to “DECIPHER"”
— Input of the basic key (10 letters) as in enciphering (in the “DECIPHER" mode the display does not extinguish

after the 10th letter)

— Input of the 10 characters of the auxiliary key.

10



1

The unit is now ready for deciphering.
— Move the LED display to the first character of the cipher (YK in our example) in the lower line of the display panel.

— Actuate the input key. The light jumps to another Jetter (and blinks as long as the key is actuated).
The deciphered letter is read on the corresponding upper line (4 in our example) and is entered in the table.

— Decipher the remaining characters in the same manner.

lA] KIYIO‘M| BIZIE_[E|OJ Auxiliary key

V|LIYK|YO B|C |[YPIN|[A|W|C [YM Received cipher
| R Il [V]IIN|G|[®™]|L|O|N (D Entered clear text
E|D|Q|S |B|T |YL|J]JE|A]A]|C |V |[K Received cipher
o|/nN|®|tT]1 |0 o6 |[mlw|l Entered clear text

The received clear text can now be written and forwarded.

IMPORTANT ! A substantial risk is involved since the table shows the clear text and cipher together.
Therefore, the table must be destroyed immediately after use or kept in a safe.



Correction possibility

The key input (elementary and auxiliary keys) must be repeated if an error occurs, e.g. after the 30th cipher
character as a result of improper deciphering on the part of the operator (or in the event of voltage breakdown
when the unit is operated witk the power supply unit). Since the clear text is already known up to the 30th
character, it can be skipped. It is only important that the unit be advanced 30 steps so that operations can con-
tinue with the 31st character.

Here, a double character (e.q. YK or YO) in the cipher means 2 characters, i.e. 2 steps.
Double steps instead of single steps are performed so that correction can be carried out quickly and easily.
Double step generation:

The left-hand side of the character selector key is permanently pressed down after elementary and auxiliary
key input. If the input key is also actuated now, the cipher generator performs 2 steps each time the key is
actuated regardless of the display position, i.e. a particular character must not be selected.

For the above mentioned example, this means that the input key must be actuated 15 times for 30 steps.
(The left-hand side of the character selector key has to be pressed down during this time). Deciphering then
continues at the 31st cipher character.

12



8.  Accessories (Optional)

— Power supply unit NG 905

— Programming unit {with instructions) for PROM structure key
— Auxiliary PROM structure keys

- Military type housing

— Spare batteries

Part Number
40.55.43
13.22.34/13.22.35
13.17.20
40.55.02
13.19.50

13
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