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1. Introduction
In this report are laid down the results of work carried out un
der a research and development contract dated
item
The system which was developped will he referred to as the WEC
(for Wired Easy Chair) system. It represents one approach to the
problem of overhearing conversation in a third party's area,
which may be considered highly desirable on some occasions.
The system to be described here necessitates and takes ad
vantage of the presence of a regular telephone set in the third
party's premises, and uses the carbon microphone thereof in
p a r t i c u l a r.
Furthermore a tapping point somewhere along the telephone line
between subscriber and exchange is required for connection to
the WEC equipment.
Depending on circumstances, the subscriber's telephone set may
remain unmodified, or may sometimes require the audition of a
physically small ceramic condenser.
The advantage of the system to be discussed is the possibility
of using the subscriber's telephone set unmodified in many cases,
or otherwise with only a minor modification. In addition
regular and more or less standardized checks with test equipment
will very probably fail to indicate the presence of an overhear
ing system.
Some delay in the presentation of this report occurred due to
technical difficulties, which will be discussed elsewhere in
this report.
At the time of handing-over this report a first prototype of
the WEC equipment in finished form will be ready for inspect
ion and demonstration at the laboratory.
2. Operating: principle of the system.
The WEC equipment contains i.a. an oscillator on a frequency
well above the audible range. The output power of this oscil
lator is used to impress a carrier voltage across the telephone
line at the tapping point. This voltage will, though atten
uated by line losses, reach the subscriber's telephone set and
will by virtue of internal coupling via components and wiring
of the telephone set, or via an extra condenser to be added,
ultimately- and further attenuated- reach the carbon microphone
terminals, where it will be absorbed partly and where the re
mainder will be reflected.
The proportion of reflected power will depend on the instant
aneous value of the microphone resistance which, in the presence

-3-

of acoustical signals in the subscribers room, will be modu
lated by these acoustical signals at an audio rate. The modu
lated reflected signal will, though attenuated again, ultimately
reach the tapping point.
A sensitive receiver circuit, being a part of the WEC equipment,
is coupled to the tapping point and restores a replica of the
original audio modulation.
The WEC equipment should, in addition to the transmitter and the
receiver, incorporate isolating or duplexing means between
transmitter and receiver in order to avoid receiver overloading.
3. Specific characteristics of telephone equipment
The proposed transmission path in a WEC system will in general
contain a number of circuit elements, such as telephone lines,
telephone sets, etc.
The nature and build-up of these elements is in no way standard
ized in all countries and therefore a great variety in some
properties may be expected. The laboratory collected material
and figures, but actual measurements had to be restricted
to a limited number of elements available.
Results will be reported in the subsequent items.
3 . 1 Te l e p h o n e s e t
Two types of telephone sets, used extensively in this country,
have been tested with respect to attenuation between line ter
minals and microphone terminals. The test set-up illustrated
in fig. 1 has been U3ed.
Only transmission from line to microphone was measured and not
the other way round.
This may introduce some error in the final figure obtained
for actual two-way transmission, in particular when the impedance
at each of the terminals is largely different. The ratio of
microphone and line impedances is however not extremely large
which avoids serious errors. The measurements should not be ex
pected to be accurate under all circumstances, but should rather
be regarded as a representative basis for evaluation and discussion.
In this connection it should also be born in mind that the microphone
impedance is in no way a constant, but that it may vary appreciably
as a result of mechanical handling or vibration, thereby produc
ing differences at least comparable to the discrepancies mentioned.
Care has been taken however to measure at an average value between
the best and the worst conditions and to preserve this condition
during the series of measurements, thereby maintaining correlation
between curves in each graph.
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The measurements include the effect of additional condensers
mounted at strategic points of the circuitry, in order to de
crease the amount of attenuation.
A frequency range of between 20 and 300 Kc/s has been covered
in these tests.
It should be realized that for two-way transmission such as used
in WEC systems, twiae the attenuation should be counted for an
evaluation of the total attenuation.
3.1.1 Heemaf telephone set
A simplified circuit diagram, omitting the dialling circuit and
the hook contact, is given in fig. 2a.
Ho effort is made to represent in this diagram the stray capaci
tances, because of the difficulty in locating and evaluating
them, They are responsible however for the transmission in
an unmodified telephone set, as represented by the curve marked
C = 0 in the graph of fig. 4- The other curves of this graph
indicate the influence of added capacitance at some points."
The colour of the curves matches the colour of the added capa
citances in the circuit diagram fig. 2a.
It will be noticed that this type of telephone set circuit may
eventually require the addition of two condensers if improved
transmission is desired.
Some resonnance effects are noticable in the attenuation curves,
due to the interaction between inductive circuit elements and the
capacitance.
A discussion of the attenuation figures will be found further
on in this report.
3.1.2 Ericsson telephone set, type 1951
The circuit diagram in a simplified form is given in fig. 2b.
The circuitry is different from the set described before in a
few respects, the most important difference being the direct
connection of one microphone terminal to one of the line ter
minals, instead of having both microphone terminals connected
somewhere in the circuit but not to a line terminal.
This fact renders the Ericsson type of telephone set circuit,
in view of WEC requirements, favourable because the eventually
desired improvement of transmission loss will at most require
the addition of only one condenser, as indicated on the circuit
diagram in dotted lines.
The attenuation curves are given in fig. 3 and they will be dis
cussed later on in this report.
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3*2 Cables and lines
In a number of cases it may be necessary to have the tapping
point separated from the target area at a considerable distance.
In these cases the losses in the cable or the airline to the
subscriber may contribute noticeably to the total transmission
losses for WEC signals, dependent on the type and length of the
cable or airline and the carrier frequency used.
In the test area hardly any airlines exist, almost all local
lines being multi-cored underground cables. Conductor diameters
of between 0.4 and 1.0 mm are used, dependent on the local cir
cumstances.
In general the 0.6 mm diameter variety is used. For this type
of cable the transmission losses are given in fig. 5 as a
function of frequency.
The laboratory has available a local line to another building
under control of the laboratory.
This line, with a length of about 6 km, passes about halfway through
a fixed cross-connection in a local exchange.
The attenuation figures obtained for this cable-run were in fair
agreement with the curve of fig. 5.
Ho attenuation data on airlines are available, but these date
may be expected to compare favourably with those for a cable.
It should be realized that actual WEC practice uses the bable
as a two-way transmission medium, in which case the attenuation
per km. has to be counted twice for overall transmission loss
evaluation.
Furthermore one should be aware of the fact that a tapping point
along the subscribers cable or line will in general bring along
an additional transmission loss due to the fact that at the
tapping point two line inputs are connected in parallel, viz.
the line from the tapping point to the subscriber and the line
from the tapping point to the exchange, thereby wasting at the
tapping point that part of the available signal power which is
propagated into the direction of the exchange.
The fraction of the signal power that is wasted in this way
depends on the relative impedance values of the two cable runs
with their respective terminations and on the input impedance of
the WEC equipment as seen from the tapping point.
A measurement of the impedance of the line available at the
laboratory and terminated by the regular telephone set was per
formed at various frequencies.
For high frequencies of perhaps 1 Hc/s or higher a nearby resistive
impedance of about 100 to 120ftis approached. The impedance
at the relatively low frequency of 30 Kc/s was on the other
hand found to be about 200 ohms resistive, shunted by a capacitive reactance of about 300 ohms. A gradual change in impe
dance with increasing frequency was apparent, while the
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impedance at 300 kc/s was still in the transition zone.
For an appreciable cable length the influence of line termination
on line input impedance will be small.
Shorter cable runs however are largely influenced by the ter
minating: impedance, which in the case of a telephone set may
in itself show a considerable frequency-dependence. As an illustrat
ion the following table gives the measured values of parallel
resistance and parallel capacitive reactance of about 25 meters
of indoor cable terminated by a regular telephone set as a
function of frequency.
freq.
(Kc/s)
20
50
100
200
300

Rp
(ohms)
22.000
16.000
8.000
4.000
1.600

Xp
(ohms)
-2000
-800
-400
-200
-133

It will be clear from this discussion that a wide range of im
pedances, line losses and tapping point power distribution
losses is to be expected, which may seriously reduce the value
of any early speculation about expected transmission losses
due to the presence of a cable run.
3.3 House exchanges
The desirability may exist to apply the WEC principle for
reaching one specific telephone set out of a small number of sets
located in the same building, all of them being connected to a
The tapping point may in this case either be a position along
the line between this subscriber and the local telephone exchange,
or one of the subsidiary telephone sets in the building. Unless
a direct tap can be made at the house exchange, it will be
necessary for WEC signals to pass the house exchange. This
will necessitate the addition of a condenser to the house
exchange in order to improve transmission. The stray capaci
tances in the house exchange cannot be relied on in this case,
because other telephone sets than the desired one might equally
well respond to WEC signals in this way.
The results of a number of measurements on the laboratory's
house exchange are represented in fig. 6. Just as in chapter
3.1, these measurements were one-way, thereby allowing the
occurrence of some discrepancies under circumstances. The two
conditions of having a tapping point inside or outside of the
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building as mentioned before were simulated by either termi
nating the line in the building by a telephone set, or by ter
minating the line with a resitance of 120 ohms, roughly approx
imating the input impedance of a long telephone cable at higher
frequencies.
The measurements were made for a few different values of capa
citance bridging the lines.
The house exchange was of a type using a single ground connection
for all telephone sets, thereby requiring only one condenser for
line bridging.
In the WEC case the attenuation given should be doubled in order
to evaluate the two-way transmission losses.
3.4 Microphone modulation efficiency
The test set-up of fig. 7 was used to get an estimate of micro
phone efficiency under WEC conditions.
A carrier frequency of 15 Kc/s was fed to the line terminals
of an Ericsson type 1951 telephone set. An attenuated version of
this signal reached the microphone terminals, where it could
be observed with an off-centered oscilloscope and a wave-ana
l y z e r.
Normal speech was produced at a distance of about 2 meters from
the microphone, the microphone resting on the hook. An average
mechanical handling was chosen. The resulting envelope modulation
depth of the 15 Kc/s carrier wave by speech was estimated from
the oscilloscope. The speech modulation was removed and sub
stituted by an audio oscillator and loudspeaker, producing a
1 Kc/s note at an acoustic level adjusted to provide an envelope
modulation on the oscilloscope having a peak value equal to the
original voice modulation. Under this condition the wave ana
lyzer was used to measure the modulation sidebands at 14 and
16 Kc/s. The value thus found was compared to the 15 Kc/s
carrier amplitude and thus allowed a fair estimate to be made
of the modulation efficiency of the carbon microphone. As an
average value for this property a total sideband power of -47 dB
with respect to the carrier power was found.
It will be clear that in a total attenuation evaluation of the
WEC system this figure is in fact already a two-way figure,
and should therefore not be doubled.
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4 . Tr a n s m i t t e r
The carrier oscillator will be required to supply power to the
tapping point. The power should be adjustable to a high value
in order to cope with eventual unfavourable attenuation con
ditions, while on the other hand it is desirable to be able to
cut the power to a low value if conditions allow, in order to
preserve the utmost secrecy.
Secrecy will also require the generation of a very low amount of
harmonics, which might reveal themselves by beatnotes in neigh
bouring broadcast receivers.
From the system point of view a low hum and noise level is of
utmost importance with an eye on range performance.
Several oscillator circuits were tested in this connection.
The best oscillator type proved to be an LC oscillator of the
Hartley variety, in which the following conditions should be
f u l fi l l e d :
a. The amplitude of oscillation should be chosen as high as
possible without upsetting other required conditions.
b. The oscillator tube should preferable be operating in a
class A mode.
c. The amplitude-limiting mechanism should be chosen appro
p r i a t e l y. I n p a r t i c u l a r t h o s e c i r c u i t s , i n v o l v i n g o p e r a t i o n
of the oscillator tube in regions where a sharp discon
tinuity may be expected such as cut-off or a grid-current
region, should be avoided. The A.G.C. should not load the
tuned circuits.
d* The Q-factor of the tuned circuit should be as high as
possible.
The waveform of an oscillator incorporating these precautions is
extremely pure when the output voltage is taken from the tuned
circuit. In order to fulfill the requirement mentioned under
d), the load should be isolated from the oscillator circuit by
a buffer amplifier, thereby avoiding the influence of load
variations on oscillator frequency at the same time. This out
put amplifier should not add appreciable noise to the oscillator
signal, and should therefore be driven with a relatively large
value of signal on the control grid. On the other hand the
output amplifier should not add appreciable harmonic distortion,
and should therefore be driven with a relatively small value of
signal on the control grid.
A compromise between these contradictory requirements can be
obtained by the application of negative feedback.
A low-pass filter in the output of this amplifier may help to
reduce further the amplitude of harmonics in the broadcast band.
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A theoretical treatment of oscillator moise can be found in an
article by J. van Slooten: "Noise properties of 1C oscillators"
which was published in the Electronic Application Bulletin", for
March/April 1953, published by Philips Eindhoven (The Netherlands).
Receiver
The receiver is a logical counterpart of the transmitter in a
WEC system and should also meet specific requirements.
One of the most Important requirements will be that of good
sensitivity, thereby contributing to the ultimate range per
formance. Using vacuum tubes, the best arrangement appears to be
the use of one or two stages of r.f. amplification followed
by a detector.
The operation of the receiver and the transmitter when coupled
to a single point, *lz* the tapping point, will cause considerable
amounts of transmitter power to be fed into the receiver.
The use of duplexing or isolating means, to be described in chapter
6, will greatly reduce this spill-over, but nevertheless extreme
ly low values will require a tedious adjustment. Ease of operation
can be acquired when the receiver is made less sensitive for
overloading, which means that the moise figure should not de
teriorate appreciably in the presence of larger values of spill
over.
,
.
,,
A large amount of r.f. amplification however may tend to reduce the
allowable input signal, due to limiting at the output of the
a m p l i fi e r .
The use of an A.G.C. system will be helpful and is therefore de
sirable in order to increase the dynamic range of the receiver.
Detectability of weak signals in a noise background will be aided
by restricting the receiver r.f. and a.f. bandwidth to the
smallest value compatible with the bandwidth occupied by the in
telligence-carrying sidebands.
Furthermore it may be expected that the telephone equipment with
long wire runs may a,ct as an effective antenna, for broadcast
signals. The receiver circuits should therefore offer ample
attenuation for frequencies in this range.
The same applies to low frequencies, such as hum, switching and
dialling signals and. audio speech crosstalk from neighbouring
telephone circuits. Attenuation for frequencies below the WEC
carrier frequency range should therefore also be sufficient.
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6. Isolating-duplexing and transmitter noise
Transmitter output and receiver input will have to be coupled
to a single pair of terminals, viz. the tapping point.
The power level of the transmitter and the overloading point
of the receiver are so widely different in magnitude that the
use of isolating means is a practical necessity.
Initial stages of the development were directed towards the use
of a fixed carrier frequency and of filter circuits ahead of the
r e c e i v e r.
The contracting party however changed the original conception
in favour of a variable frequency system, preferably covering
the frequency range of 20 to 300 kc/s, thereby ruling out the
a p p l i c a t i o n o f fi x e d fi l t e r c i r c u i t s .
In order to suppress this adjustable carrier frequency a LC
circuit in a bridged-T arrangement was tried out, the tuning of
this filter circuit being varied in accordance with the oscillator
tuning by the use of a multigang variable condenser. A good
carrier suppression could be obtained, but range performance of
the system was below expectation, due to the fact that the sharp
null provided by the bridged-T circuit did not suppress the
oscillator noise in the frequency range on either side of the
carrier, where information-bearing sidebands from the target
would be located.
The same fact became apparent in a test set-up, which used a
high-level receiver operating on the principle of an envelope
peak detector. The noise factor of this set-up was also inferior.
Again a part of the total noise originated in the receiver circuit
itself, but the major part was contributed by the transmitter.
Even the best types of oscillator circuits with respect to noise
level were decreasing the range performance of the equipment
quite seriously. Although these system set-ups would have lead
to relatively simple equipments with a minimum of controls,
they were abandoned in favour of a system set-up using some kind
of duplexing means. A consideration of transmitter noise itself is
given in chapter 4.
The use of duplexing means would allow a nearly complete cancel
lation of the transmitter signal in the receiver input circuit.
The adjustment of phase and amplitude of the cancellation signal
would be critical, but the increase in range performance to be
expected would make this inconvenience worthwhile.
The inconvenience would partly consist of the necessity of a
readjustment of cancellation controls for every time that the line
impedance at the tapping point changed a little, which happened
during tests through the laboratory's house exchange each time
when any other telephone set in the house was used.
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The idea was brought forward to use a cancellation signal
derived from the line voltage at the tapping point itself, after
passing this voltage through a high-Q tuned circuit, in this
way virtually removing all frequencies, except the carrier
frequency, from the cancellation signal. Any change of line
impedance or phase would be followed by the cancellation signal,
thereby avoiding the necessity for readjustment. The idea was
tried out and proved to suffer from the same fallacy that
rendered the pre^acus suggestions and trials infavourable.
The better understanding of the mechanism of these experiments made
it clear that the latter proposal was identical in nature, along
a different way of approach however, to the use of a LC bridged-T
circuit.
These approaches made it clear that in this respect only the hard
way would lead to the desired optimum results. That meant the use
of duplexing means of the impedance bridge type, the line
impedance at the tapping point being one of the bridge elements,
the other one consisting of an impedance, variable in magnitude
and phase, in order to adjust the bridge to a balanced condition.
It is interesting to note that the latter solution of chosing
a simple impedance bridge for duplexing is exactly the method
which was used in the earliest stages of development in order
to confirm the practicability of the WEC system principle.
In connection with the foregoing conclusions it should be
emphasized that the balance of the duplexing system in each
instance is required to be maintained over a range of frequencies
equal to the receiver pass-band. This ensures the suppression
of transmitter noise in the receiver.
In order to keep this bridge balance frequency-independent as
well as possible, the elements of the impedance bridge should
be chosen such that their apparent nature or frequency-dependent
behaviour is similar.
Impedance measurements on the telephone lines available at the
laboratory and general information from different sources made
it clear that a combination of resistance and capacitance would
be the best simulating elements for the bridge. The use of induct
ance as part of a bridge element should be avoided in particular.
Matching and coupling to the tapping; point
A wide range of tapping point impedances can be expected under
actual conditions.
For relatively high values of carrier frequency and for a tapping
point somewhere along a long cable the impedance may be some 50
or 60 ohms.
For low values of carrier frewuency and for short lines in the
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target building, terminated only by a telephone set, impedances
of up to 10.000 ohms may be encountered. The impedances are
generally and sometimes severely capacitive.
In order to get a good energy transfer between tapping point and
WEC equipment it would be desirable to neutralize the capacitive
part of the tapping point impedance by the use of a suitable
inductive compensation. The application of these means is however
in contradiction with the requirements for low system noise as
explained in the previous chapter on duplexing.
It might be argued that the losses introduced one way or the other
by either not fulfilling the optimum matching requirement, or by
not fulfilling the frequency-independent bridge element requirement
may tend to amount to the same. This of course will depend on
circumstances, but the final, choice between the two sacriLfiees
will be governed in last instance by another argument which up
to now has not been mentioned* This argument is that in view of
secrecy the loading of WEC equipment on the tapping point should
be as small as possible and particularly not such that a resonance
is apparent. The use of isolating resistors in each connection
between WEC equipment and the tapping point was suggested by the
contracting party. If these resistors are incorporated, the
impedance as seen by the WEC equipment will be more resistive
and losses due to reactive mismatch at the WEC terminals will be
less. In that case the mismatch at the tapping point is however
bound to be large. If for example two resistors of 5000 ohms
were to be used, one in each wire to the tapping point in the
middle of a long cable with a characteristic impedance of 100 ohms,
the one—way transmission loss will be 22,5 dB at the tapping
point. The obvious use of shunt inductions at tapping points of
lines which are fairly capacitive, in addition to the use of
isolating resistors,is still ruled out so that a capacitive behav
iour of the telephone line impedance will aggrevate the estimated
loss.
There seems to be no way around and therefore the conclusion from
this discussion must be that an impedance mismatch at the tapping
point is inevitable and has to be accepted for WEC systems.
The impedance &f the tapping point with added isolating resistors,
as seen by the WEC equipment, can however be matched in ahsolute
value by the output circuit of the equipment and therefore eventual
losses at this place are avoidable.
8. Evaluation of performance
The previous chapters gave a nufcfber of figures and graphs for
the various contributions of system elements to the total systems'
transmission loss. A number of these factors are highly variable
in dependence on circumstances and conditions chosen.
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In order to reach a better understanding of the significance of
some constants, the following example is given, although this
is bound to be incomplete in many respects. The large number
of variables involved would render an assumption of their values
a highly hypothetic and speculative affair. The assumption is
made that a transmitter power of 2 Watts = +3 dBWis available in
a matched load. The use of a bridge type duplexer will involve a
minimum loss of 3 dB and therefore 0 dBH/is available at the WEC
equipment terminals. Another assumption is that the receiver has
a bandwidth of 6 kc/s and a noise figure of 5 dB. The minimum
signal providing a signal to noise ratio of 0 dB would be -161 dBW.
A usable and reasonably intelligible signal will be assumed to
have a minimum signal to noise ratio of 15 dB. This makes the
required input signal at the receiver terminals -146 dBW.
Passage of the received signal through the duplexer again causes
a loss of 3 dB, thereby bringing the minimum usable received signal
at the WEC equipment terminals to a value of -143 dBW.
The total allowable transmission loss of transmitted signals at
the WEC equipment terminals is therefore 143 dB.
Subtracting from this value the microphone modulation loss of
47 dB, leaves a 96 dB two-way transmission loss for the telephone
set, the cable, the exchange and the coupling to the tapping
point. On a one-way basis, such as used extensively in the
measurements, this sets the allowable figure to 48 dB. At this
point however the introduction of further assumptions will be
avoided and left to the reader*
It will be clear however that the allowable attenuation is by no
means unlimited, and that in order to achieve results a careful
planning of allowable or desired values of attenuation in each
of the system elements is advisable. For a given situation there
may be a certain amount of loss to be consumed by telephone set
attenuation and tapping point mismatch attenuation.
Choosing a high value of telephone set attenuation (by using
only a small extra condenser or no condenser at all in the
telephone set) will necessitate a low value of tapping point
attenuation and therefore a heavier loading on the telephone line,
which may endanger secrecy. If on the other hand a high tapping
point attenuation is required (e.g. by the use of relatively
large isolating resistors), the burden is transferred to the tel
ephone set, which will require a modification with relatively
large values of capacitance, thereby endangering secrecy on that
side.
A compromise will be necessary. It may be practical to impose a
higher degree of secrecy to the telephone set than to the tapping
point, because eventually the tapping point may be disconnected
temporarily altogether outside operating hours or when an
indication of the use of countermeasures is obtained.

Furthermore the overheard party will have better access to its'
own telephone set than to a suspected tapping point if they
decide on an inspection.
9. Conclusion.
Various considerations in connection with WEC systems have been
treated in this report.
The laboratory feels that a limited range of applications for this
system can reasonably be assumed*
The prototype equipment of a series of three to be produced as
a part of the development program will be demonstrated in the
laboratory at the time of handing-over the report*
This prototype has been constructed in full accordance with the
characteristics which were considered desirable as explained
in the previous chapters*
The possible extension of this WEC system to a RC system to be
started soon has also been kept in mind, and wherever possible
aimed at.

