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HC-4220 Facsimile Encryption

Secure facsimile communication

Presented by  Crypto AG
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HC-4220 Facsimile Encryption
Armed Forces Topology
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HC-4220 Facsimile Encryption
Threats

Eavesdropping

Hallo Sir,
We like to inform you
to send us 10’000 
tons 
of petrol.
Please send them to 
our
local HQ in oqret until
the February 23rd, 
1999.

Best regards

Capt. khsdg
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HC-4220 Facsimile Encryption
Application

Public or Privat Switched Telephone Network

HC-4300 or
HC-4400 or
HC-440

PSTN
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HC-4220 Facsimile Encryption
Phone Line Facsimile Encryption Unit

• Telephone Line Interface (a/b-line)
• Compatible with any Group 3 Fax unit 

and PC-Fax Boards, Fax-Server
• No restrictions on standard facilities 

and Error Correction Mode (ECM)
• Automatic adaption to protocol and 

speed: 14'400 Bit/s....2400 Bit/s
• PTT approved
• Simple installation and operation
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HC-4220 Facsimile Encryption
Security Management

• Tamper-proof  Security Module 
• Key or parameter entry: -

manual via keyboard -
by chip card -
by down-line loading (from KHC)

• 256 Communication Keys in active, 
spare and expired key set

• Automatic key selection (SKA)
• Compatible to all CRYPTO AG

Facsimile Encryption products
• Key Handling Centre KHC-4000 for 

Security Management Support 
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HC-4220 Facsimile Encryption
Phone Line Interface

HC-4220

MODEM MODEM
uP

Cipher Unit

Security ModulPS

Phone line
interface

Control Unit

PSTN
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HC-4220 Facsimile Encryption
Security Architecture
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HC-4220 Facsimile Encryption
Encryption Concept
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PSTN

300 Baud Handshake
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Fax Data
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HC-4220 Facsimile Encryption
Key Management; off-line

KDC-130

Tool Box

Card
- Device Setup
- Key Distribution
- Key Assignment

Printer

manual

Key Handling Centre KHC-4000



Page 6

©  Crypto AG / 4220-e-1.ppt /Januar 01 / DA-HQ / 11

HC-4220 Facsimile Encryption
Key Management; on-line

Key Handling Centre KHC-4010

Down-line load

Printer MODEM Tool Box

- Keys
- Parameters
- Commands
- SKA-Table

PSTN
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HC-4220 Facsimile Encryption
Key Management Tools, on-line

Key Handling Centre KHC-4010:

Tool Box, tamper-proof
• generate and encrypt keys
• write, read or copy cards
Personal Computer
• removable harddisk with
• key management (KM) program
• protected database
Fax-Modem
• down-line loading of
• keys, parameters etc.
Printer
• Reports, profile etc.


