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A. Int roduct ion.

Mr. Boris Hagelin, head of Crypto A. G„, has been a recognised expert
in the field of cryptography since shortly after the First World War.

Crypto A. G. with its predecessor organizations is today the oldest
establ ished firm in th is fie ld in the wor ld . Whi le i t is Impossib le to
disclose the identi t ies of our customers, i t is no secret that over forty

governments are using our equipments and that the number is steadily in
creasing. Even more impressive is tha loyalty to our products that has
been demonstrated through the years by our customers. The confidence
thus displayed in our products is, we believe, Justified by the crypto

graphic and mechanical excellence of our machines.

The past forty years have seen advances in ciphering machines comparable
to those in the same period of time in aircraft. The great volume of

messages requiring protection in the Second World War, followed by the
development of modern computers, necessitated major advances in the art
of cryptography and consequently in the design of ciphering machines*
The Crypto A. G. engages in continuing research in these fields, and our
line of ciphering machines has been carefully developed to meet those as
well as many other sxaoting demands.

In tha machine type CX-52 Crypto A. 0. provides a basic ciphering equipment
which is so designed as to permit each individual customer to select and

arrange a tremendous number of variable elements, each selection,and arrange
ment being cryptographical ly entirely different from every other select ion
and arrangement. It ia through the selection and arrangement /of^thaaa:^i^rp
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variable elements that you yourself create your own oersonal and unique
ciphering machine. The number of selections and arrangement, of these
variable elements ie so great ao to be far beyond the capacity of even the
»ost powerful modern computers.

Ine best way in which to use the machine to cinher messages depends upon
the nature of the correspondence, and the special needs of those who cor
respond. Consequently, just as there i, no one best correspondence plan
to cover all situations, there ia no one best w,y in whlcn to use the
machine.. The remarkable flexibility of our machines permits a usage pre
cisely tailored to your particular circumstances. This, combined with the
selection and arrangement of the variable elements, constitutes a ciphering
system which ia truly individual.

The machine type CX-52 has hean designed to permit encipherment of any
kind of clear language texta, and no special precautions are needed for
messages of specialised or unuaual content/ In particular the use of the
machine type CX-52 is not restricted tQ; certain languagea or kinds of
languages, but can be adanted to any language whataoever. We will be glad
to adviae customers in this matter. Our. standard machines are provided
with the Latin alphabet, consisting of the letters A to Z. However, we
can also simply equipments with other alphabet* or aymbol*, selected and
arranged in exact accordance with the requirements of individual customers.
Moreover, it is possible to have one alphabet or set of symbols used for
the cipher text and a different one for the cl^ar text. This is particu
larly useful when it is neceasary to aend messages internationally through
commercial channels which are normally limited to the Latin alphabet. For
instance, the twenty-six letter latin alphabet my ba U8Cd for th„ clph-p
even though the clear text be written in a special alphabet.
It is even possible to hove cipher text that can be read left to right and
clear text that is read from ri^ht to left. Upon decipherment the clear
text will appear in the symbols in which it was originally written.

As with any system of encipher^, the details of your unique machine «uet
be afforded the greatest possible protection. This kind of information
is like the combination to a safe. Cur ciphering machines are in .any ways
Parable to safe,-,. Th* mnmifacturer delivers a product of great inherent
security. The purchaser, to take advantage of this, must have a personal
keyi„e eien„nt. m the case of the safe, it is the combination in the
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case of the ciphering machine, it is the selection of variables combined
with the usage. In ei ther case, i f th is information fal ls into the wrong
hands, the security provided by the equipment is lost until the keying ele
ment is changed. It is one of the outstanding features of Crypto A. G.

equipments that when compromise is suspected such changes can conveniently
be made without the expense of new equipment or even parts. In this con

nection, it should be pointed out that our equipments for machine encipher-
ment require a far smaller amount of secret material to be protected than
do most other ciphering systems, and that consequently this material is

re la t i ve ly eas ie r to p ro tec t .

It is not good business practice for us to be knowledgeable of the details
of the customer's machine and usage, which should be truly national secrets,

any more than it would be for the safe manufacturer to know the combination
to his customer's safe. The safe manufacturer therefore gives his customer
advice on the basic principles of good combinations and on how to set them
in the safe. Simi lar ly, the purpose of th is lenflet is to provide you with
a sufficient understanding of our machine type CX-52 to enable you to
create a unique machine and a usage tailored to your needs- Naturally we
wil l always be delighted to give further explanation of the principles out
lined here, and advice on how to cope with particular requirements not

adequately covered.

B. Cryptographic principles of the Hagelin cryptographer type CX-5?.
Our machine type CX-52 has been produced in many versions to meet the
most exacting preferences of our customers. The most important advance
over the machine type C-52 is the incorporation in the type CX of

irregular advancement of the keywheels. The machine type C-52 produces, by
a constant stepping of the keywheels, a very long keying chain which is the

major factor in the ciphering. In the machine type CX-52, the advancement
of the keywheels which interact to produce the key cycle is as irregular and

unpredictable as the key chain i tsel f . However, when irregular i ty is intro
duced into the stepping of the keywheels, it is necessary to taka special
precautions in the selection and arrangement of the variable alaments which
affect the stepping in order to insure that the length of tha toying chain
i s n o t a f f e c t e d . T h e p r o b l e m i a / h o W t o m ^ ^ ^ ^
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We consider that our M model of the machine type CX-52 achieves thio
balance more effectively than earlier models. Only a few simple rules
must be observed in placement of the lugs on the drum bars and a keying
chain of maximum length is achieved despite irregular advancement of tha

keywheels throughout the cycle. The H model is used as the basis for
this discussion. However, many of the remarks are equally applicable to
older models of the machine type CX-52.

In technical terms, the cipher produced by the machine type CX-52 is des
cribed as polyalphabetic encipherment of the Vigenere or St. Cyr atrip

type. That is to say, to encipher a single letter tha machine aalacta
one of twenty-six juxtapositions of a pair of alphabets, a new selection

being made for each letter as it is enciphered. Tha secrecy that this
machine provides is not due to the availabil i ty of twenty-six positloninga
of the alphabets (a small number for the modern crypto-analyst), but de
rives from the method of selection among the offsets, which is for all

practical purposes absolutely unpredictable. This selection ia determined
by a key which ia over 10,000,000,000 letters long. The principal parts
of the machine are in fact used solely for the generation of thia key, and

fi l lthe machine is capable of producing over 10 different keys of this length,

depending on the selection and arrangement of the variable elements. In
addition, the simple external setting of the machine enables the user to
begin his encipherment at any point in thia key. The method of encipher
ment employed by the machine may be thought of as one of subtraction,

following this rules let the letters of the alphabet be represented by the
numbers from 1 to 26, i.e., A-l, B-2, C»5, . . . f Z-26. Than whan a latter
is to be enciphered, the machine computes the cipher letter from the plain
letter by means of the following formula: K - P - C, modulo 26 —„ where
K is a letter of the key, P is the plain letter to be enciphered, and C
is the resul t ing c ipher le t ter. Tha c ipher le t ter ia fur ther modified by
the relative position between the primary and secondary alphabets on the

typewheels. This relative setting is also easily altered on tha machine,
and may be used to provide an additional element of secrecy if d*alred«

Considering this, the complete enciphering aquation for the machine let
- p ♦ S - C, modulo 26 -- where S ia: the.numericaliranrasentation of tha

^lative.yposition of tha Vtypewheels
i*v^tar*i8'.-encipherad*^.0nca;vaora
v^ne-machine.-,depends fundament

^C^ble^thereforeV the *aolu£ion
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adversary is in possession of your complete selection and arrangement of
the variable elements which generate the key and, In addition, the start

ing point in the key for the particular message, and the relative positions
of the primary and secondary alphabets on the two typewheels.

C, Principles of constructing a unique machine; inner settings.

Having shown the significance of the key in encipherment on our machina
type CX-52, we are now in a position to discuss the selection and arrange
ment of tha variable elements in the creation of your unique version of
our machine. A judicious procedure for this will assure key, and consequently

cipher, of the higheat quality. The machine type CX-52 comes equipped with
a set of six keywheels, each carrying a plii disc. Each pin disc has forty-

f seven pins around the circumference. The pins on each disc may be set inei ther of two posi t ions, cal led "act ive" and " inact ive". The discs are so
constructed that each pin may be set without regard to the setting of any
other pin. The settings of the pins on each disc are some of the variable
elements referred to in the discussion preceding. It may be of interest to
show the number of different ways in which the pins may be set. Since each

[ pin may be set in one of two ways and without regard to any other pin, a
kf pin disc, that is, a pin disc carrying forty-seven pins, may be sat in

i any one of Z*7 different ways, or over 120,000,000,000,000 combinations may

be set on one wheel alone. Since the selection of the combination on one
of these pin discs in the set of six in no way restricts the selection on

any other disc, the total number of ways in which the pins may be set is
^ actual ly the product of the number possible for each of the s ix or over

> 7 .7 X lO8^ . I t can be seen tha t t he poss ib le va r i a t i ons o f f e red by t h i s

variable element alone are so vast that they cannot ba exhausted: even a
lifetime of work with the aid of the best modern computers would not make
the slightest impression on a number of this size.

The experts employed by our firm, as well as others we have consulted,
recommend that in choosing a pattern for setting the pina, a method be used
which is statistically random. One of the simplest methods, and ona which
is as good as any other we know, consists of flipping a coin once for aaoh
P i n t o b a s e t . I f t h e o b v e r s e o f t h e c o i n t u r n s t t t t . l t h a i ' l ^ . ^ ^ ^ ^ T * ^ ' : .
a c t i v e p o s i t i o n ; i f t h e r e v e r s e t u r n s u p , t h e P ^ * « ^ t ; ^ t t ^ | ^ t W ;



- **• 'a -■ 1&M"*£Mi

N o . . . „ * * . ' ' - 6 - - '

not use such things as tables of logarithms for the number stream, as

they are not statist ically random.) Of course it is necessary to record
tha pin settings as they are selected, even though they may be immediately
sat in a machine, for all machines that are to correspond with one another
must have identical pin sett ings. A convenient format for doing this is
shown in Figure 1. An active pin setting may be indicated by tha inser
tion of a plus in the appropriate box and an inactive pin setting by tha
insertion of a zero. It is evident that one wants to avoid a vary uneven
distribution of active and inactive pins on any disc: to take an absurdly
extreme- case, if one happened to make all the pins active on a given disc
than it a affect would ba just the same at all its positions. If you want
to be absolutely safe against any danger of an uneven distribution we

suggest that you might use some such rules as the following:

1. Do not allow mora than three successive pins on any disc to have tha
same state of act ivi ty.

2. See that no more than 26 nor less than 21 of the pina on any disc are
active. The closer to 50# the better the pattern wil l be.

You will find it quite easy to meet these rules by a few changes in your

randomly derived pattern. These limitations will reduce the number of
possible pin patterns from 7.7 X 10 to ^.2 X 10 , an insignificant
change in a number of this magnitude. The advantage to be gained by the
even distribution of the pins far offsets the reduction in the number of

possible pin patterns. Figure 2 shows examples of pin settings.

When a considerable number of machines are to ba set up at one time with
the same inner settings so as to be able to correspond together, the

setting and checking of so many pins may be' somewhat time consuming, even
with the device provided for the purpose with the machine. In recognition
of this problem, we have developed a special device, the type SRP-58 pin

setter, for use in these circumstances. It is based on the equipment used
in our factory, and will set all of the pins on a single disc at one time
in any desired combination with such reliability that no checking of the'

individual wheels is required. We will be glad to provide particulars on
this equipment if desired.

Having selected the pin settings, we turn now to the insertion of the key-
wheel

&-. CX-52 is
groups containing the pin discs into the machine. The machine type

so constructed that the keywheel groups may be Inserted into tha
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5. Keywheel five steps one step whenever there is an active pin on either

keywheels one, two, three or four.

6. Keywheel six steps one step whenever there is an active pin on either

keywheels ons, two, three, four or five.

The result of the foregoing law of stepping is that, although their pro

gression is i r regular, f rom any in i t ia l a l ignment the s ix keywheels wi l l
step through every possible offset before coming back to the ini t ial sett ing.
This is a cycle of V? or over 10,000,000,000 steps. This can be demon
s t ra ted r e l a t i ve l y s imp l y.

Let: W. * keywheel one, W? m keywheel two, etc.
P .'■ number of active pins which must be from 1 to k6*
P. * number of active pins on W-, etc.

Q. ■ number of inactive pine on W , etc.
W steps one step with each letter ciphered and therefore cycles every V?

steps. W_ steps one step every time there is an active pin on tf , there
fore every time W. cycles, \f? steps P steps. P. being from 1 to 46 must
be prime to 47. Consequently W and W cannot return to their ini t ial

2
alignment until they have stepped through all possible alignments or 47
settings. W in a single cycle of W W^ steps every time there is an
adtlve pin on W or Wp. Or inversely it doesn't step only when there are

2
simultaneously an inactive pin on both W and W . In 47 steps, therefore,

2W steps 47 - 0^ Q. steps. This number must be prime to 47, therefore

W., W_ and W- cannot return to their initial alignment until they have
stepped hi steps. In the cycle of the first three keywheels W, steps
47 - Q. Q_ Q,. This number must be prime to 47, therefore W , W_, W and
W. cannot return to their init ial al ignment unti l they have stepped 4?

5
steps. S imi la r ly the fi rs t five keywheels re turn a f te r 4? s teps and the
ent i re s ix keywheels re turn a f ter 47 s teps. Therefore f rom any in i t ia l

alignment of the six keywheels they will step through every possible
alignment or over 10,000,000,000 steps before returning.

In the generation of key if a pin in the active position on the keywheel
in th« leftmost posit ion is presented for interaction with the bar drum,
each bar lug on the bar drum which is in the leftmost position on any bar
WH1 add a numerical value of one to the key for the encipherment of the
Plain letter set on the typewheel. I f the pin so presented is in the in
active position, the corresponding bar lugs wil l add nothing to the value

the key. Likevlse, i f a pin in the act ive posit ion on the keywheel in
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the next to leftmost position is presented, each bar lug in the next to
leftmost position on any bar will add a numberical value of one to the key,
and so on for all keywheels. It should be noted in this connection, how

ever, that the mechanical process of the machine is such that no matter how
many bar lugs are placed on a single bar, the value added to the key by
that bar wil l never be greater than one. Also, a b»r lug interacting with
a pin in the active position will have exactly the same effect, regardless
of which bar it is placed on, so long as it is in the position on the bar

corresponding to the position of the keywheel concerned. In an early
version of the CX~52 M ciphering machine the first five bars contributed to
both the key and the stepping of the keywheels. This complicated greatly
the preparation of acceptable lugging patterns. There are also theoretical

advantages to a complete Independence of the key from the stepping. Con
sequently on later models of this machine the effect of these five bars has
been limited to the stepping of the keywheels.

The combination of these features means that when placing the bar lugs on the
drum bars, a simple and systematic procedure can be used, which is both
convenient for the person performing the task and subject to very few errors,
without in any way reducing the quality of the key or reducing the secrecy

provided by the machine. All of the bar'lugs which are to be placed in the
leftmost position may be put in place at once, beginning with the first bar
and proceeding upwards on succeeding birs until the required number have
been placed. The bar lugs to be placed opposite the next keywheel may now be

put in place, beginning with the next unused bar, and proceeding with the
rest in order, and so on. Bar lugs which have been so placed are easily
checked to insure that the work has been done correctly, and in addition
this sort of arrangement increases the smoothness of operation of the machine,

thereby reducing operator fatigue when long messages are to be enciphered.
A diagram showing the placement of bar lugs in this fashion may be seen in

Figure 4,

Since the individual values of the key are composed of sums of numbers

represented by the placement of the bar lugs, and since it is highly
desirable to ensure that all key values from 3ero to twenty-five will be
included in the key, i t is vital to exercise care in the determination of
the numbers of bar lugs to be placed opposite each keywheel. If this is
done it ia clear that every letter of the clear alphabet wil l be enciphered
by every possible letter of the cipher alphabet with roughly equal frequency.
** easy way to meet this condition, and one which takes full advantage of
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the capabilit ies of the machine, is as follows: Select six numbers (correspond*

ing to the number of positions on the bars) from one to fourteen whose sum is
twenty-seven corresponding to the total number of bars used for generating key.
These numbers need not ba all different. Observing that there are sixty-four
different combinations of pin activity which the keywheels may present to tha
drum bars at any given time, calculate for each of these combinations of

activity what key value would be produced by them in the following way (pleas*
refer to Figure 5):

1 . Wr i te out a l l o f the poss ib le s ix ty- four combinat ions of p in act iv i ty*
This is readily done in systematic fashion by following tha order of binary
numbers for those who are aathematically inclined. The or daring in Figure 5

is of th ia k ind} however, the order is immater ia l s ince the combinat ions wi l l ~
not occur in this or any predictable order in the key. An active pin may be

represented by a plus sign and the inactive pins by a zero*

2. Writs the set of six numbers selected across the top of the l isting. Again
the order in which this is done is of no importance. They have been listed
in descending order in Figure 5 purely for convenience.

£• Beginning with the first combination, find the sum of .all the numbers which
are wri t ten over a plus in the first combination. Write this sum to the r ight
of the firs t combinat ion. ( I f the sum is greater than twenty-five, subt ract

twenty-six from it , and record the result ing difference rather than the
original sua obtained. For convenience on Figure 5 values over 25 are shown
beside the number with which they pair. The machine will produce this effect

mechanically in the process of encipherment.) Find the sum of all tha
numbers which are written above a plus in the second combination. Record
this sum to the right, as before, reducing it by twenty-six i f necessary.
Continue in this manner until sums corresponding to each of tha sixty-four
combinations have bean computed. If the pin settings have bean chosen in
accordance with the principles we have described, all of these combination*
will occur in with approximately equal frequency and la a truly unpredictable

; way in the operation of the machine, so that the result of your calculation
'.;.■ with only these sixty-four'combinations will be representative of the

h statistical composition of ,the. key«Vs Examine the results of your calculation*.
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10 6 4 4
l l ? 4 2
14 6 3 2
14 7 3 1
12 6 4 2
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the keywheels with full confidence that your machine is producing: key of
m*. the highest quality. While this procedure may seen somewhat labourious at

first , a l i t t le experience wi l l enable you to correct faul ts of the or iginal
aet by altering two or three of the original numbers without changing their

sum, and to recalculate only those combinations which are affected by the
alteration. A simple rearrangement of the numbers, however, will have the
same faults as the original set. Also it will soon be observed that a
sat of numbers containing one number in the range of ten to thirteen and
another In the range of six to eight will obey this rule much more often
than a set which does not contain such a combination. Following are a few

typical sets which we have tested and found to conform to the rule stated
above.

1 1
2 1
2 1
1 1
1 1
2 1

It will be observed that no set in our example can be rearranged to form

any other set. While it is true that the machine can be made to produce
an entirely different key by merely rearranging the numbers in a set with
out changing their values, the effect of such a rearrangement may be
obtained by merely rearranging the keywheels in a corresponding manner.
This is a much simpler and quicker procedure than removing and replacing
the bar lugs. The computation of the number of cryptograph!cally different

arrangements of bar lugs on the drum bars is somewhat complex. Suffice
it to say here that there are approximately 65,000* Any one of these,
of course, may be used in combination with any one of the enormous number
of combinations of pin settings which are possible, each combination being
in effect a different machine, producing a different key from any other
machine.

This completes the discussion of what are called the "inner" variable elements
of the machine type CX-52. When all the pins, the keywheels, and bar lugs-
have been positioned according to your selection, the inner cover of the
machine may be locked, using the key with two notches. These are the variable

mm, elements of the machine which, taken together, constitute your personal
Machine and which must be most carefully protected. If it ever

~
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ia suspected that these elements have been compromised, they should be
changed at once. The machine may be used without opening the inner cover
for any purpose, and a separata key is provided which will lock and unlock
only the outer cover. This feature ia of great aaaistance in preventing
unauthorised persons from viewing the elements of your personal machine,
even though they may see the machine in operation. The clerk who carrie.
out the actual encipherment of correspondence has no need for acceae to
these inner settings, as we shall see, and it is a good practice to provide
him only with the key with the single notch which will open the outer case

on l y, t he doub le -no tched key be ing re ta ined i n t he cus tody o f spec ia l ^
personnel.



D. Principles of machine usage: outer settings.

The usage of your machine type CX-52 ia an integral part of your over-all
^plan for aecret correspondence, and no usage plan can be drafted without

a careful analysis of your secret correspondence needs. Since every user
has different secret correspondence requirements, there is no one best
plan.for secret correspondence and in turn no one best usage of the machine
type CX-52. Nevertheless, just as in the case of the selection of inner
settings, there are principles valid for all cipher machines which apply
to usage and the selection of the outer settings. The first of these,
which should be kept in mind at all times, is: the simpler the plan for
secret correspondence, the better it will be. Every complication will in
crease the difficulty of achieving effective correspondence, and its value
must be carefully weighed against its cost in operating difficulties. The
design of our machine type CX-52 is such that complete secrecy can be
achieved with procedures of the utmost simplicity, making tedious and ex
plicated cryptographic procedures altogether unnecessary.

To prepare a secret correspondence plan, you should first determine:

1. The number of correspondents involved.

2. With whom.it is necessary for each of them to correspond.

^ Approximately how many messages will be exchanged in each case.

4. Whether there is any special need for "privacy" among certain
corre spaa dent e.

f 1, Whether any of the above listed circumstances are subject to u.expect^
fe change.
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After carefully analysing the data collected, the planner should determine
the simplest correspondence plan which will meet all the requirements*
The. requirement which most seriously complicates all secret correspondence

plans ia the "privacy" requirement, that ia, the desire to limit to an
extent the ability of some of the correspondents to decipher certain messages
not intended for them. Fortunately, the design of tha machine type CX-52
is such that this can be done merely by the preparation of a separate set
of instructions for the outer settings without resorting to a change in
the inner settings. The simplest possible situation for the planner of
the secret correspondence exists when there is no objection to any indi
vidual correspondent who is an authorized holder of the machine being able
to T9*.i any message enciphered on the machine, which may not be intended
for his but accidently comes into his possession. In such a situation, a
single set of usage instructions may be prepared for al l correspondents, -•*
following one of the systems for selecting outer settings which we shall
describe below. In such a case, each correspondent may address every
other correspondent without having to resort to special instructions with
the attendant danger of selecting the wrong ones, and thus sending a

message which cannot be read by the intended recipient. On the other hand,
if a compromise both of the inner settings and of the instructions should
occur in the office of one of the correspondents, then the correspondence
of all may be endangered; therefore, when a plan of thia kind is in use,
all correspondents must provide the greatest possible protection to the

usage instructions and to the machine itself.

When a need for limiting the ability of the correspondents to decipher

messages to those actually intended for them exists, it is likely to arise
from one of the following situations:

1. The location of one or more of the correspondents is such that the
materials he holds are especially vulnerable to compromise.

2. Correspondence on a particular subject is regarded as being more secret
than others, and must have special protection to prevent those having no
nead for the Information from receiving it. When one of these require
ments exists, it is necessary to prepare a separate aet of instructions
for each group of correspondents having the need to correspond among them
selves. This may be regarded as the preparation of several separata cor

respondence plans of the simpler type, with some correspondents being each
a member of a multiplicity of plans. The advantage of conducting the secret
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correspondence in this manner, in addition to meeting the special "privacy"
requirements, is that if one set of instructions is compromised, only that
part of the correspondence which was enciphered using those instructions
can be in danger. The rest of the correspondence is unaffected. On ths
other hand, no matter how extreme the requirement for privacy is, there
will almost certainly be messages which must be sent to nearly all corres

pondents at once, and then either an additional set of special procedures
is required or the same message must be enciphered according to several
different sets of instructions, either of which imposes a burden on the
central office. The problem can beoome still more complicated if there is
a requirement for flexibility and a need to handle sudden changes and
emergencies.

It may happen that in determining the requirements for the secret corres

pondence plan, it will be found that the number of messages to ba exchanged
among some correspondents is very much larger than the number to be ex
changed among others- While the machine type CX-52 offers a very high,
speed of encipherment for a hand-operated machine, where really large vol
umes of correspondence must be enciphered there is a definite advantage
to an electrical machine. At the same time, it is roost undesirable to

complicate the secret correspondence plan by providing different ciphering
machines to correspondents merely because of a different volume of work.
In recognition of this very troublesome problem, we have designed an
electrical base for your machine type CX-52 which will convert any model

type CX-52 into an electrical ciphering machine in a matter of minutes.
^ The converted machine is absolutely compatible with the hand-operated model,

and all of the same usage instructions may be employed. It is operated
by a keyboard, offering nearly the same speed as a typewriter. The pro
duction and sale of this as an accessory, rather than offering a separately

designed and built electrical machine, results in great flexibil i ty and
economy for the customer. Where the budget is small, it is possible to.
begin operation with the full secrecy of the machine type CX-52, but .with
out the expense of purchasing all electrical equipment. Then as the ^wnda
are available, or as the amount of enciphering increases, the original
machines may be converted a few at a time to electrical operation, without

incurring any conversion problems whatsoever or any greater expense than
would have been involved in purchasing all electrical equipment originally.
In the initial purchase of machines, it is often found to be desirable to

purchase electrical bases for those correspondents having a great deal of



enciphering to do, such as the central office and a few large posts, and
allow all others to use the manually operated machines. Further, oo that
the smallest outpost may correspond with the largest and most modern auto-
aated communication center, without complicating the secret correspondence

plan in the least, we have available an attachment, PS 6l, for the machine
type CX-52 which will produce the enciphered message on perforated paper
tape in a form ready for input to automatic communication facilities, and
will accept an enciphered message on perforated tape and decipher it
automat ical ly.

Having considered all of the factors listed, the planner must determine
the absolute minimum number of separate instructions necessary to satisfy
the conditions and proceed to prepare them, let it be noted once more
that no information about the inner settings is necessary for the operator
of the machine. Every precaution should be taken to insure that no such
information is contained in the usage instructions. It will be remembered
that the complete inner and outer settings are required for an adversary
to decipher your correspondence, and by keeping information concerning the
inner settings out of your usage instructions, you will protect the corres

pondence even when the usage instructions are compromised.

The two problems of usage are first the method of selection of the variable
elements for the outer settings, and second the method of informing the
intended recipient of the message of the seleotion that has been made. The
variables to be chosen for the outer settings are the relative position
between the primary and secondary alphabets on the typewheels, referred to
in section B, and the keywheel alignment. The keywheel alignment is the

aequence of letters and numbers, one on each keywheel, which is visible
through the slots on the front of the machine and in a line with the white
index line. The keywheels are easily moved by hand, one at a time, to
bring any desired keywheel alignment into place, and it is this window set
ting that determines the starting point in the key to be used to encipher
the message. The relative position between the primary and secondary alpha
bets on the typewheels may be adjusted merely by separating the two type-
wheels and rotating one of them until the desired letter is brought into
juxtaposition with the A on the other. (Please see our leaflet No. A 035.)
The keywheel alignment should be changed with the encipherment of every
message, for as in all known methods of encipherment, if sufficient message*<*j
are enciphered with all of the variable elements exactly the same, the
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encipherment of the messages is vulnerable to attack by a skilled adversary.
Sometimes the relative position between the two typewheels is also changed
as each new message is enciphered. Mors commonly it is kept the same at
all times between chosen correspondents or for fixed time periods for all

correspondents. Once outer settings are selected for the message, they
must be transmitted to the recipient. The secrecy provided by the CX-52
is so great that even if the outer settings for a message are known to the

adversary, he will be unable to read the message unless he is also In pos
session of the inner settings of the machine. However, the sending of the
outer settings openly or en clair to the recipient should never be engaged
in as a regular practice. If the inner settings have been compromised
without your knowledge, the message can be read in such a circumstance! or
if the inner settings should be compromised some time in the future, all

-measagea which have been handled in this way may be read. Furthermore, it
is characteristic of all known ciphering systems, that if a large enough
number of messages of which the precise keying elements are known are col
lected together, some further information about the method of encipherment

may possibly be deduced by a skilled adversary. Therefore it is desirable
to conceal this kind of information.

As in the selection of the pin settings for the inner settings of the

machine, nothing better than selection at random can be recommended for
the selection of the variable elements in the outer settings of the
machine. The number of choices possible for the keywheel alignments (over

^10,000,000,000) is so vast that the chance of repeating an alignment purely
oj accident is so small as to be negligible. This random selection may
be performed in advance by a central bureau and lists provided to the cor

respondents, or the selection may be performed by the clerk who enciphers
the messages. Advance preparation of lists has the advantage that they
can be prepared under ideal conditions at a central office by experienced

personnel. Every requirement for l imited abi l i ty to decipher wi l l require
a separate list. They are quite satisfactory for correspondence between a
limited number of correspondents under stable conditions; however, a secret

correspondence plan which makes use of these lists tends to be inflexible
and unable to cope with emergencies or unexpected communications needs.
For instance, correspondents under the secret correspondence plan, who do
-not normally correspond with one another, may not have been provided with
a common list; then an unexpected need for them to correspond will necessi
tate their doing so through the central office where all l ists are held, a



very slow and frequently expensive procedure. If there is a large number-
Of correspondents, and if it is desired to limit the reading of corres- <v

pondence by certain of them, the number of lists involved and the compli
cations ensuing tend to discourage their use. If, however, the communica-
tlona plan is such that the use of l iets is practical, i t is desirable?
that there be no means by which the listed outer settings can be associated
correctly with specific messages if the list should be compromised. This
may be achieved by having the code clerk select in a random manner from the
list rather than use it in order, and providing him with a secret means of
indicating hia choice to the recipient. This may be done in a number of
ways, some simple and some complex. One way is to prepare the lists in «
format with coordinates similar to those used on maps. The choice from the
list may then be indicated by placing the coordinates of the chosen window
setting at the beginning of the enciphered text. If many lists are In use,
it will also be necessary to indicate which list was used by adding a letter
or number to identify the liBt. Outer settings which are selected from a

prepared list may also be enciphered in the name manner as that described
for settings which are chosen directly by the code clerk.

Leaving the random selection of the outer settings to the code clerk has
several advantages. It requires the smallest possible amount of secret
material to be contained in usage documents, leaving less to be lost in
the event of a compromise. It is practical even under very complicated
secret correspondence plans and is flexible enough to be readily adapted
to almost any kind of change, even the addition of new correspondents to
the plan. On the other hand, leaving the determination of the outer vari
ables to the discretion of the code clerk has the disadvantage that it is
difficult to force him to select the variables in a truly random manner.
This, however, can be overcome by a variety of simple devices in the usage
instructions, telling the code clerk how to proceed to select the outer
settings in a random fashion.

Whichever method of selecting outer settings is chosen, it will be necessary
to encipher the choice and transmit it to the correspondent who is to de

cipher the message. One of the simplest and safest ways of doing this is
to encipher the outer settings (or the coordinates giving their location
in the prepared list) on your machine type CX-52. Not only is this the
safest way, but also the flexible design of the machine type CX-52 allows

you to create limitations for privacy requirements through a simple and
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elegant variation of this method (see Figure 7). To begin with, all those
who must correspond with one another are supplied with a single "basic"
outer setting. This consists of six letters or numbers for the keywheels
and one letter for the relative setting of the two typewheels (if used).
To encipher the outer settings which have been selected for the message,
either from a prepared list or chosen by the code clerk, (or even the
coordinates giving the location of a window setting and slide in the pre

pared list) the basic outer settings are set on the machine in the normal
fashion and the chosen settings for the message enciphered in the same

•v

manner as you would encipher a message. It is desirable, for the .sake of
reliabil ity, to repeat the message outer setting and encipher the result
ing twelve letters* Then in the case of transmission by radio, or other

^corrupting influence, a check is provided on the receipt of the oorrect
version. This wil l result in twelve letters, or three groups, which must
be sent with the enciphered message, and which are on the surface completely

indistinguishable from the message itself. Having enciphered the outer
settings for the message on the basic setting provided for the purpose,
the chosen setting for the message is now placed on the machine and the
encipherment of the message can proceed. The recipient of the message haa
only to repeat this simple procedure to obtain the outer settings necessary
to decipher the message. First he sets the prearranged basic outer settings
on his machine and deciphers the first twelve letters of the message,

thereby obtaining the outer settings for the message. He then sets this
outer setting on his machine and proceeds to decipher the message. It can.
be seen at once that the proper outer settings to decipher the message
cannot be ascertained by anyone who does not have possession of the pre

arranged basic settings and in addition the inner settings of your personal
machine. f\irtherraore, an absolute minimum of secret material ia required,
so small it is in fact that it may even be memorized in case of real

necessity. Now, if i t is desired to create a special usage for corres
pondents requiring privacy, it is only necessary to provide them with a
special basic outer setting for the encipherment of their message outer
settings. No one not in possession of the basic settings can determine
the proper setting for deciphering the messages; thus the requirement for
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each one by itself, then advance any keywheel showing a number to the
~iext letter. This may then be taken as the keywheel alignment to be used

for the encipherment of the message. Another simple method is to place
a pencil point at random on a newspaper and set the keywheels in accordance
with let ters selected in th is way. Any procedure that wi l l serve to d is

courage the code clerk from repeatedly selecting the same outer settings
w i l l s e r v e .

%m Summary.

In the machine type CX-52, you hove purchased a machine of the most ad
vanced cryptographic design, and the utmost in mechanical reliabil ity and

opera t i ona l flex ib i l i t y. To ob ta in t he fu l l benefi t o f t he sec recy wh ich
this fine equipment provides- only the following simple rules need be
fo l lowed.

1. Prepare your personal, inner settings in accordance with our suggestions

given above, i.e., select the pin settings at random and test the numbers
of bar lugs to be attached to the drum bars in accordance with the procedure

given.

2. I f i t is ever suspected that the inner sett ings have fal len into the
hands of an adversary, change them at once.

3. When messages are to be enciphered on the machine, select the outer
settings at random and transmit them to the recipient in a secret form.

mk± Exercise caution in the selection of the outer settings so that the same
outer settings are not used repeatedly on different messages.

For correspondents who need to encipher a large volume of material, various
attachments to speed the work and to make the machine type CX-52 compatible
wi th automat ic fac i l i t ies are avai lable. For those having only a few

messages each week, the hand-operated models are most economical and
r e l i a b l e .

In planning the correspondence, introduce no needless complications, but

provide through simple variat ions for the privacy of special correspondents
when required. In preparing instructions for your code clerks, remember

"that they will do the best and fastest work if the procedures are simple,

fixed, short, and as interesting as may be.



DIVISION 01

KEVWHEEL
8

01
02
03
04
OS
06
07 -.
06 ■ . —
09 .... •-•
10
11
12
13
14
IS
16
17
IB

-
19 ■
20
21
22
73 • i

24
25
26
27
28
Z9
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47 — _

Format for Recording Pin Patterns.
No.



U t T

KEYOHEEL

DIVISION
A 8 c D E F

1
1 + 0 + f o o
2 + O 0 o + +
3 Q + + o 0 o
4 O o 0 + O o
5 ' + o o + + +
6 + 0 + o o o
7 O + + + + o
a o + o + + +
9 o + + + o o

X) + 0 + o o +
11 0 0 o + 0 o
12 + + + o + +
13 + + o 0 0 +
14 o 0 + + + o
15 + + 0 o 0 0
16 o + + + + +
17 o + o o + 0
18 0 0 0 + + +
19 + + '• 1 0 o o

20 + + o o + 0
21 o + o + o +
22 t O + + •o o
23 + o 0 f f + ■■
24 o o + o o o
25 + + o + o +
26 0 o + + + +
27 + 0 + 0 o 0
28 + + o 0 + +
29 0 Q + + + o
30 + 0 0 0 o +
31 -r- + + + o +
32 0 0 0 0 + +
33 o + + 0 0 o
34 0 f + 0 f o
3 5 + o o + 0 +
36 o o + + + 0
37 o o + ■f + +
38 + + 0 0 o o
39 f + + 0 + o
40 o + 0 + 0 o
41 o 0 o o o +
42 + + 0 o + +
43 + o + o o 0
4 4 . o o o + + o
45 o + 0 o o +
46 + 0 o o + +
47 ._ o + + + + +

,

Example of Typical Set of Pin Patterns

C R Y P T O A G . Z U O ( S c h w e i z )

No.

Figure 2
25.11.64



r<MM«*
r* J > v, T

13 7 3 2 1 1 13 7 3 2 1 1

0 0 0 0 0 0 0
4- 0 0 0 0 0 13
0 4- 0 0 0 0 7
+ 4- 0 0 0 0 20
0 0 * 0 0 0 3
+ 0 ♦ 0 0 0 16
0 + ■f 0 0 0 to
+ + 4- 0 0 0 2 3
0 0 0 T 0 0 2
+ 0 0 + 0 0 15
0 f 0 + 0 0 S
+ 4- 0 + 0 0 22
0 0 + + 0 0 5
4- 0 ♦ 4- 0 0 18
0 + 4- + 0 0 12
+ 4- + 4> 0 0 25
0 0 0 0 4- 0 3
+ 0 0 0 + 0 14
0 f 0 0 4- 0 8
4- 4- 0 0 -r 0 21
0 0 + 0 * 0 4
+ 0 4- 0 •f 0 17
0 + T 0 + 0 11
♦ + 4- 0 + 0 24
0 0 0 -8" + 0 3
+ 0 0 + 4- 0 16
0 4- 0 + + 0 10
+ + 0 4- T 0 23
0 0 T + + 0 6
+ 0 + + + 0 19
0 4- + + + 0 13
T + T + + 0 0

O O O 0 0 f 1 NO. OF 3 C C U R R E N C
+ O O 0 0 + 34 O F EACH SUM
0 + 0 0 0 + e
+ + 0 0 0 ♦ 21 SUM NO
0 0 + 0 0 + 4 0 2 6 2
4- 0 .4- 0 0 + 17 1 2 7 3
0 4- 4- 0 0 + 11 2 2
4- + 4- 0 0 + 24 3 3
0 0 0 + 0 r 3 4 3
+ 0 0 + 0 4- 16 5 2
0 + 0 + 0 4- 10 6 2
+ 4 - 0 + 0 4- 23 7 2
0 0 + + 0 + 6 8 2
4 - 0 + + 0 ♦ 19 9 2
0 + + + 0 4- 13 10 3
+ 4- + + 0 + 25 11 3
0 0 0 0 + + 2 12 2
+ 0 0 0 + + 15 13 3
0 + 0 O 4- + 9 14 3
+ + 0 0 + 4> 22 15 2
0 0 + 0 + * 5 56 3
4 - 0 4 - 0 + + 18 17 3
6 + + 0 + + 12 te 2
+ +• 4- 0 + 4> 25 19 2
0 0 0 + + T 4 20 2
+ 0 0 + 4- + 17 21 2
0 + 0 4- + + 11 2 2 2
+ 4 - 0 4- 4- 4* 24 2 3 3
0 0 + 4- 4- + 7 24 3
* 0 4 - 4- T T 20 25 3
0 + + 4- 4- + 14
4 - 4 - 4 - + 4- T 1

Hotel Thie is an extremely -Kood bar lug pattern. It ia possible for any clear
text letter to be enciphered by every cipher text letter with as equal a proba-
b i l l t y a s f e a s i b l e .

r
Procedure for Testing Bar Lug Patterns.

No.

Figure 5



4 4 4 4 4 4 4 4 4 4
O O 0 0 , 0 0 0
+ o o o O O 4
O + O O O O 4
4 - 4 - 0 0 o o 8
0 O + O o o 4
+ O + 0 o o 8
0 4 - + O O 0 8
+ + + O O O 12
0 O 0 + O 0 4
+ O O + O O 8
O + O 4} O O a
4 - + 0 + o o 12
0 O + + O 0 8
4- O 4- + O O 12
O + + + O O 12
+ + + + O O 16
O O 0 0 + 0 4
4 - 0 O 0 + o 8
O 4- O O 4- O 8
4- 4- O O + o 12
O O 4- O + o 8
4- O 4-. O + o 12
0 + + O + o 12
4- 4- 4- O + O 16
0 O 0 + + o 8
+ 0 O + + o 12
O + 0 4 - 4" O 12
+ + 0 4 - + o 16
0 O + 4 - + o 12
+ O + 4 - + o 16
0 + 4 - 4 - + o 16
+ + + 4 - + o 20

O O 0
+ o o
o + o

0 0
0 0
0 o

+
+
+

4
8
8

NO. OF OCCURRENCES
OF EACH SUM

+ + o o o + 12
o„o + o o + 8 SUM NO.
+ O + o o + 12 0 2 6 1
0 + + 0 0 + 12 1 2 7 —
+ + + 0 0 + 16 2 ~
0 0 0 + o + 8 3
+ o o + o + 12 .4 6
O + o + o + 12 5 —
+ + o + 0 + 16 6 •mw

o o + + o + 12 7 _
+ 0 + 4 - 0 4- 16 8 15
O + + + o + t f 9 '—
+ 4 - + + o + 20 10 _
0 O 0 o + + 8 11 __
+ o o 0 + + 12 12 20
0 + 0 0 + + 12 13
+ + o o + + 16 14 _
o o + o + + 12 15 x ,
+ o + O 4- + 16 16 15
O + 4- o + + 16 17
+ 4 - 4 - 0 4- + 20 18
0 o o + + + 12 19+ o o 4- + + 16 20 6o + o + + +' 16 21+ + o + + + 20 22
o o + + + + 16 23 _
+ 0 + + 4- ■ + 20 24 1
o + + + + + 20 25 __
+ + + + + + 24

k

Note: This bar lug pattern is most unacceptable because only eeven key values
are used and these vary widely in frequency. It is not possible for a given
clear text letter to be enciphered by every cipher text letter.

Example of Unacceptable Bar Lug Pattern No.
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CONTROL
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*29 LUGGING
2 28

:f}=-3 27.
326y$lW£BAffS
3 25
324
3 23

3 2 2
321
3 20
3 19
3»8
3 17
3 16
3 ( 5
3 14
3 13
3 12
3 M
-3 10
3 9
3 9
13 7
3 6
^ 5
3 4

=3 3
=c 2
3 I

Hwk&&

M-vi

-

*̂t».*tj-v ■.»¥■■■•. K-'?" S*i£{j*"*i-,J :'i-.. 1 .

gaBmMNHaft
Mafifefl^iaHaraas8^Baiafe^^



■ - - • ? . . "■ L T U m ; v . : - . v . v - f f c - > - « <■ , > - . • • -

It is desired to encipher a mes^ge-ruaaiga~basic set ting, technique, prearranged
b a s i c b e i n g K L Q H N Z . " r t ^ / V t ^ t ' p

-he operator sets the six keywheel groups in his machine so that the. six prearranged
letters K t Q H K Z appear against the index line.

The operator next selects at random by any convenient means six letters. Let us
suppose he selects V H Z C F L. He writes this out repeated, i.e., W M Z C F L W
M z c r L.

He enciphers this twelve-letter group on his machine set at the prearranged basic.
The resulting twelve letters, let us suppose Q L C K F - R Z Z N P - 5 Y, are his
indicator group and are placed as the first twelve letters of the cipher text.

Next the operator resets the six keywheel groups to W H Z C F L and enciphers the
message. It is urged that external information such as message numbers, classifi

cation, address information, etc. be reduced to a minimum as such data is of con
siderable value to enemy analysts. All possible data of this type should be
enciphered with the clear text as part of the message.

The recipient of such a message sets up the prearranged basic K L Q H N Z on his
machine and proceeds to decipher q L C N F - R Z Z N P - S Y. If the message is
not corrupt he will get W M Z C F L V M Z C F L. The repetition confirms he is
proceeding properly.

Next he sets up the indicated outer setting W H Z C F L on his machine and deciphers
the message proper.

Should a letter in the indicator be corrupted in transmission so that the recipient
when he deciphers gets a conflict, as V N Z C F L X H Z C F L, the difficulty is' readily apparent and in two trials the message will be deciphered. It is rare that

more than a single letter will be corrupt. Such a procedure insures that the
message will not be delayed by corruption.

Obviously there are many variations of this method. The message outer setting
W M Z C F L could have been enciphered after the message and the result placed on
the end of the cipher.

This basic setting technique has the additional advantage of concealing the message
indicators.

Example of Basic Setting Technique of Message Encipherment.

CRYPTO AG. ZUO<9chwel i )


